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ABSTRACT

Known as the “King of Spice”, pepper (Piper nigrum) is the most widely used and traded
agricultural product in the world. In Sarawak, pepper is listed as the few industrial crops in
producing and contributing the most to the gross domestic product (GDP) of the country, Malaysia.
Today, there are 67,000 pepper farmers, a majority of whom are smallholder farmers from the
rural communities located in Sarawak. However, the recent price fluctuation in the global pepper
market has caused some farmers to abandon pepper farms due to the lower pepper prices against
the high cost of input materials and farm maintenance. Also, pepper farmers are limited in their
marketing choices and bargaining power when dealing with buyers due to their geographic
remoteness, small production quantity, and variable product. These result in smallholder farmers
having difficulties to enter the high-value markets. Therefore, in order to improve the participation
of smallholder farmers in the pepper value chain in particularly entry into high-value markets,
Sarawak’s pepper value chain is studied to understand the linkages and pain points of pepper
stakeholders. To carry out the study on Sarawak’s pepper value chain, a snowballing technique is
implemented to acquire subsequent stakeholders when conducting interviews among stakeholders,
thus attaining the complete structure of Sarawak’s pepper value chain. Additionally, blockchain
technology with Practical Byzantine Fault Tolerance (PBFT), a Byzantine-based consensus
algorithm, is proposed to minimize some of the identified pain points faced by the pepper
stakeholders. Byzantine-based consensus algorithms are used to achieve the same agreement on a
single data value, including transactions and block state, and to maintain system continuity even
when several nodes have failed to respond or give false and inconsistent messages on the
distributed network. With the PBFT consensus algorithm on-board, the blockchain network (BCN)
will operate without miners as it relies on the message-transfer mechanism to achieve the total
consensus. Besides, the PBFT consensus algorithm with varying network structures were
evaluated and a blockchain system architecture for the Sarawak pepper value chain were devised.
Upon comparison between network structures, the group network structure dominated the entirety
of the experiment and presented as the proposed network structure, with the addition of specific
nodes such as relay, storage, administer and also brackets: bench and penalty to facilitate and
maintain the longevity of the BCN. Together with the discovered Sarawak’s pepper value chain
and the chosen PBFT network structure, a digitalized Sarawak’s pepper value chain framework is
created by integrating with the blockchain system architecture and its consensus algorithm.

Keywords: blockchain, Byzantine, consensus algorithms, digitalized, pepper, Sarawak,
stakeholders, value chain
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CHAPTER 1: INTRODUCTION

This chapter comprises of the project overview and motivation in researching Sarawak’s pepper
value chain along with the improvements on the constraints with blockchain technology, which is
empowered by a robust PBFT consensus algorithm. Here, pain points are defined as constraints
encountered by pepper stakeholders in their daily operation. The research is divided into 3 stages:
the determination of the Sarawak pepper value chain and its pain points, the benchmark of chosen
PBFT network structures, and the integration on both aspects into a projection of blockchain
system architecture.

1.1 Background of the Study

The pepper industry is considered as one of the main contributors to Malaysia’s economy, as it is
one of the most important and resilient crops of the Malaysian agriculture sector. As demonstrated
from the GDP 2017 report, the agriculture sector had contributed 8.2% or RM 96.0 billion to the
nation’s GDP and pepper is considered as a major contributor for this economic activity [1]. Oil
palm and rubber contributed 46.6% and 7.3% respectively to the agriculture sector while other
commaodities such as pepper, cocoa, and paddy contributed 18.6% [1]. According to the Malaysian
Pepper Board (MPB), the total production of pepper in Malaysia was 30,433 Mt (metric tons),
with 11,640 Mt (metric tons) exported to international markets, and the export earning was RM
308.87mil in 2017 [2]. As a result, Malaysia is ranked as the fifth largest pepper-producer in the
world. The Malaysian state of Sarawak contributes a total of 95% of the pepper production in
Malaysia, and the remaining 5% are from Sabah and Johor [3]. In 2019, it was reported that the
country had produced 34,294 Mt (metric tons) of pepper and contributed RM1.95 billion to the
nation’s gross domestic product (GDP), which is around 0.1 percent of Malaysia’s commodities
GDP [4]. With that, it is noteworthy to understand how the pepper industry can manage to
contribute the total gross amount to the nation by delving into its structural flow, the prominent
roles situated inside the current pepper value chain, and any improvements to channeling the
product flow with newly value-adding activities such as the usage of business technologies and
the implementation of the latest smart devices available in the commercial market.

1.2 Problem Statements

While the pepper crop can provide a major contribution to the nation’s and state’s agricultural
economy, the recent drop in the price of pepper has affected the livelihood of pepper farmers
drastically, resulting in many of them having to abandon pepper farming due to the high cost of
maintenance, fertilizers and pesticide [5]. Furthermore, pepper farmers have little bargaining
power in selling their commaodity, as they have limited access to marketing channels [5]. An
inherent issue in Sarawak’s pepper industry is the lack of clear linkages between the pepper value
chain stakeholders. This prevents smallholder farmers from accessing or participating the pepper



value chain. Hence, a technological medium such as a blockchain platform could provide an
intervention and address some of the concerns that are limiting the participation of smallholder
farmers in the pepper value chain. Platforms that utilize blockchain technology can provide total
provenance and report the status of harvested crops laid within the agricultural value chain. The
underlying function can create clear linkages between the pepper value chain stakeholders and
track the flow of the pepper products.

In addition, the study of blockchain is important because of the utilization of distributed ledger
technology (DLT), whereby online transactions are shared between system nodes for data
immutability and the high-degree of security that can be provided by its underlying consensus
algorithms. The consensus mechanism for the proposed blockchain architecture to digitalize
Sarawak’s pepper value chain will be encircled around Byzantine-based consensus algorithms due
to several factors such as the fault-tolerant nature that helps to enhance the availability and
reliability using state machine replicated services [6], high transactions per second (TPS)
performance, minimum hardware requirements, and scalable permissioned networks. Thus, the
study on Byzantine-based consensus algorithms is relatively important for the researchers to
understand the theoretical algorithms proposed in recent papers [6], [7] - [9], and evaluate their
strengths and weaknesses for a secure blockchain architecture integrated into Sarawak’s pepper
value chain framework accordingly.

1.3 Research Objectives
The objectives of this research are:

e To identify Sarawak’s pepper value chain by determining stakeholders’ linkages and pain
points.

e To evaluate variants of network structures revolving around the PBFT algorithm.

e To study the underlying architecture of blockchain technology and develop a digitalized
Sarawak’s pepper value chain framework with the proposed blockchain system
architecture and its consensus algorithm.

e To verify the proposed value chain and its consensus algorithm.

1.4 Contributions from the Research
This research produces two major contributions:

1. Anexploratory research on linkages and pain points of Sarawak’s pepper stakeholders was
conducted by utilizing snowball sampling as the method of data collection. As a result, the
collective information is beneficial to construct a complete Sarawak’s pepper value chain,
which is absent from any related literatures encountered thus far.

2. PBFT-derived consensus algorithms were reviewed and evaluated based on the metrics of
performance, scalability, and reliability. The network structures evaluated are distinct,
namely the basic, group, and layer. The comparison between the three network structures
was made to observe the minimum time required for each network structure to consent the
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request transaction, with the chosen network structure being integrated into the proposed
blockchain system architecture for digitalizing Sarawak’s pepper value chain.

1.5 Significance of the Study
The proposed research study will be able to provide some major contributions to the following
sectors:

1) The Sarawak Government

At the end of the study, a value chain regarding to Sarawak’s pepper sector will be delivered along
with the pain points and linkages. Besides, any competitive advantages that may benefit the
domestic pepper sector will also be described upon researching foreign pepper value chains,
including the usage of blockchain technology as the value addition to the chain into the
recommendation chapter. This potential of blockchain technology to the pepper value chain will
encourage the state government and pepper statutory body, the MPB to embrace its benefits and
forthcoming into the pepper industry.

i) The Application and Architecture Practitioners

As a technologist, it is crucial to understand the application and physical layers of an underlying
technology. For that reason alone, blockchain practitioners will require to learn the system
architecture and how the operation circulates within the layered system and the running network.
Intrinsically, the operation comprises of the procedures of digital transactions, consensus
agreements between nodes, concatenation of verified transactions into blocks, and ledger
distribution to network nodes to prevent alteration of verified data by malicious users. All
information will be provided comprehensively along with the integration map between the
blockchain architecture and Sarawak’s pepper value chain.

1.6 Thesis Outline

This thesis presents the research on Sarawak’s pepper value chain and digitalization towards the
particular industry with the help of evaluated consensus algorithm, which is the core mechanism
of blockchain technology. The chapters are detailed as follows:

Chapter 2: Literature Review

Prior to the qualitative interview, established pepper value chains are studied to estimate the
structure of Sarawak’s pepper value chain; the characteristics, linkages and pain points occurred
amongst pepper stakeholders. In addition, blockchain technology and its consensus algorithm are
also being reviewed to define its purpose and how it can revolutionize the agricultural industry.



Chapter 3: Research Methodology

Research methods to acquire data and conduct qualitative interviews are described in this chapter.
Besides, a research framework is drawn to show the development phases and its cycle towards the
end goal.

Chapter 4: Results and Discussions on Qualitative Interview

After collecting sufficient data from each stakeholder category, the results are sought for similar
themes and compiled into tables and visualized charts to compare the significance of each pain
points based on the total weightage, in conjunction with the comparison of the relevancy of local
results to the case studies of foreign pepper industry from the literature review.

Chapter 5: Evaluation and Implementation of Network Structures in PBFT Consensus Algorithm

An experiment is conducted to evaluate the variants of network structure for the PBFT consensus
algorithm. During the node simulation, results are logged into their respective data files and
compared based on the performance, scalability, and reliability metrics. Subsequently, a refined
network structure is also proposed along with additional mechanisms to regulate message traffics
and counter faults among the network nodes. In addition, a blockchain system architecture and the
digitalization of Sarawak’s pepper value chain are conceptualized as an early preview of real-life
implementation.

Chapter 6: Conclusions and Future Work

As a full closure, an overall summary is provided by stating the achieved objectives, starting from
identifying Sarawak’s pepper value chain, then evaluating network structures for the PBFT
consensus algorithm, and finally integrating both results into building a blockchain system
architecture along with the digitalization of Sarawak’s pepper value chain. By succeeding the
above objectives, the proposed value chain and consensus algorithm are considered as verified and
able to take the recommended steps for the actual implementation.



CHAPTER 2: LITERATURE REVIEW

This chapter presents a review of the past research work in relevance to the present study objective.
It is also presented to synthesize the gathered information such as theoretical perspective and
empirical shreds of evidence from various sources into a summary.

2.1 Porter’s Value Chain

The concept of the value chain was presented by Michael Porter in 1980 and explained thoroughly
in his book, named “Competitive Advantage: Creating and Sustaining Superior Performance” [10].
Currently, it is recognized as the standardized value chain framework that helps to extract specifics
by dividing a full-fledged business into several activities. By doing so, a firm with the business
can locate the source of competitive advantages and make various improvements such as lowering
operating costs of specific activities located in the processing phase and maximize value creation
concurrently [11]. Apart from that, Porter also distinguished the value chain activities into two
variants: the primary and support activities. Primary activities such as production, collection,
processing, wholesaling, and retailing are handled by stakeholders or actors of the value chain
whereas support activities are institutions and extension services that contributed indirectly to the
end product or service [11].

The value chain is a publicized framework that describes a set of businesses, activities, and
stakeholders involved in fulfilling a finished product or service to customers, either domestically
or internationally [12]. It is also known as a ‘group of vertically linked economic agents’ that
generate values for the end consumer [13], and also the horizontal bonds between stakeholders that
serve the same function in the value chain [14]. Products are infrequently used in raw forms which
require to undergo several processing activities provided in treatment plants, then packaged and
marketed until it finally arrives at buyers' doorstep [15].

2.2 Agricultural Value Chain

To date, the Porter’s Value Chain Framework has been utilized in various business sectors,
including in agriculture, where it is often referred as the agricultural value chain. By definition, an
agricultural value chain is a set of actors and activities that consecutively adds values to each
subsequent stage from a basic agricultural product to the end consumers. The value chain can form
vertical linkages between stakeholders at different stages of the value chain to move product or
service to the end market and horizontal linkages between stakeholders which partake a similar
role to jointly accomplish common goals such as the farmer associations [16].

There are three significant levels of the agricultural value chain that can be observed. Firstly, the
inner layer or micro-level has value chain actors that contribute efforts directly to the product.
Secondly, the middle layer or meso-level has the value chain supporters which provide extension



and financial services to the micro players although they are not directly participate in any
activities operated by the stakeholders. Lastly, the outer layer or macro level has value chain
influencers, including statutory and regulatory bodies who build public infrastructures and
construct policies as a framework that needs to be followed by the micro and meso players when
engaging either in business-related or production-related operations [17]. Others have stated that
there is one additional level that explains the value chain concept, the meta-level which is the
socio-cultural factor. For instance, the facilitation of business linkages, business attitudes, and the
trust relationship among the value chain actors [18].

Unsurprisingly, smallholder farmers or producers are frequently situated in the disadvantageous
position within an agricultural value chain. One of the main reasons is that smallholder farmers do
not have any sufficient and reliable market information about their own harvested crops [19].
Furthermore, the lack of quality assurance in their products also causes traders to offer lower prices
as they do not know what quality to expect and reduce the uncertainty of bad crops. For instance,
a farmer produces mandarins but does not separate the healthy and large from the small and spotty
mandarins. The buyers may pose skepticism and offer the lowest price they could offer [20].

Hence, a definite solution to these problems is to form a farmer union that helps individual farmers
to gain networks or relationships with different links in the agricultural value chain and have access
to various farm support services [20]. Farmer organizations will benefit individual farmers in
reducing transaction costs in input and output markets, drastic improvements onto the product
assembly and quality assurance, and the accessibility of inputs, credits, and technical assistance
[19]. Additionally, farmer organizations will have the capability of negotiating contract terms and
conditions for participated small-scale farmers [21].

2.2.1 Characteristics of the Agricultural Value Chain

In developing countries, agriculture can be characterized into parallel dual-channel value chains
for an equal amount of the final product, where one is a traditional or informal chain and the other
modern or formal chain [22]. Smallholder farmers are often at a disadvantage, as they most likely
participate in the informal chain, which is the delivery of products to village collectors or local
middlemen, and then straight to small local stores. On the other hand, formal chains are mostly
utilized by large farms, estates or joint associations of smallholder farmers to improve
commercialization by exporting packaged goods to international markets [20]. With highly
competitive selling groups aiming at high-value markets, smallholder farmers face difficulties in
participating in the formal chain and are often characterized as low-quality agricultural and food
sources [22].

According to a published report “The agricultural and food value chain” from Klynveld Peat
Marwick Goerdeler International Cooperative (KPMG), agricultural value chains are far more
volatile and complex compared to a typical value chain. The agribusiness environment is gradually
becoming more volatile due to several factors that have arisen in recent years: the changing climate,
political actions, and social changes [23]. The fluctuating crop yields and supply shortfalls are the
outcomes propelled by the drastic weather changes. Regarding the past events, supply is



considerably quite erratic whereas demand is relatively stable throughout the years or even decades.
Besides, the advent of global warming is driving more volatility as average temperatures and
rainfalls are inevitably increased [23].

On the political front, government actions may result in volatility in agribusiness as well. For
example, palm oil has always been a political and industrial crop with concerns of its provenance
and sustainability [24]. This vegetable oil has led to huge deforestation, biodiversity loss, and
massive forest fires. The European Commission has even concluded palm oils to be phased out
from transport fuels and caused trading tensions between top producing-countries such as Malaysia
and Indonesia [24]. Besides, there are also social tensions where consumers are raising campaigns
against unsustainable oil palm production, resulting in many palm oil brands to comply by sourcing
from sustainable harvests and label with certified RSPO stickers [25]. Hence, the political action
and social changes are considered the manipulating variables that may influence the volatility on
commercial trades of world markets.

2.3 Global Pepper Industry

In 2018, the total global pepper production was approximately 532kMt (kilometric tons), which
consisted of 420kMt of black pepper, and 112kMt of white pepper. According to the Pepper
Statistical Yearbook, 2018 presented by International Pepper Community (IPC), Vietnam (38.5%)
takes the crown as the largest producer and exporter of pepper with a whopping 205kMt of pepper
production and exported 235kMt of pepper valued at USD 774 mil. The staggering amount of
pepper production and exports indicates that Vietnam is the country with the largest contribution
to the pepper market. Following the trail are Brazil (13.5%), Indonesia (13.1%), India (12%),
China (6.6%), Malaysia (5.8%), Cambodia (3.9%), Sri Lanka (3.8%), and others whose production
is less than 10kMt [26].

Table 2.1: Total Production of Pepper by Country, 2009-2018 in Mt (metric tons) [26, Tab. 1.04]

COUNTRY 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Brazil 40,700 | 34,000 | 35,000 | 32,000 | 34,000 | 39,000 | 44,000 | 41,600 | 65,000 | 72,000
India 50,000 | 50,000 | 48,000 | 43,000 | 65,000 | 37,000 | 70,000 | 48,500 | 57,000 | 64,000
Indonesia 50,000 | 59,000 | 47,000 | 75,000 | 63,500 | 52,000 | 80,000 | 77,000 | 75,000 | 70,000
Malaysia 22,000 | 23,5000 | 25,000 | 23,000 | 19,000 | 20,500 | 22,500 | 23,000 | 23,500 | 31,073
Sri Lanka 15,767 | 17,332 | 10,834 | 18,604 | 28,000 | 14,139 | 28,177 | 18,485 | 29,545 | 20,135
Vietnam 123,750 | 110,000 | 120,000 | 118,000 | 122,000 | 148,760 | 122,000 | 170,000 | 200,000 | 205,000
China, PR 29,000 | 32,000 | 32,300 | 28,000 | 28,000 | 28,000 | 29,000 | 29,000 | 26,000 | 35,000
Thailand 6,730 6,391 4,395 4,000 6,000 6,000 5,500 5,000 5,000 5,000

Madagascar 5,010 5,018 4,092 4,000 4,000 4,000 4,000 3,500 4,000 4,000
Cambodia 1,000 1,300 1,500 5,400 6,000 7,500 9,800 11,800 20,000 20,551
Ecuador & 2,750 3,000 3,250 3,500 3,800 2,500 2,200 3,700 5,000 6,000
Others
TOTAL 346,707 | 341,541 | 331,371 | 354,504 | 379,300 | 359,399 | 417,177 | 431,585 | 510,045 | 532,759




Table 2.2: Total Export of Pepper by Country, 2009-2018 in Mt (metric tons) [26, Tab. 1.07]

COUNTRY 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Brazil 35,770 | 30,761 | 32,695 | 29,129 | 30,605 | 34,169 | 38,034 | 31,100 | 59,500 | 72,580
India 21,267 | 18,487 | 24,464 | 18,402 | 20,137 | 20,400 | 28,520 | 23,850 | 18,250 | 16,724
Indonesia 50,642 | 62,599 | 36,487 | 62,608 | 47,908 | 34,732 | 58,075 | 53,100 | 42,687 | 47,613
Malaysia 13,124 | 14,077 14,201 10,588 12,105 13,429 13,624 | 12,116 12,184 | 11,779
Sri Lanka 6,576 12,225 5,057 10,488 | 21,328 8,031 16,660 7,875 13,313 13,118
Vietnam 134,405 | 116,872 | 123,861 | 116,842 | 132,764 | 156,396 | 133,650 | 179,233 | 215,000 | 235,889
China, PR 2,083 4,569 4,447 2,563 1,606 1,042 1,707 1,425 1,300 2,522

Thailand 2,489 600 518 238 224 251 291 322 278 418

Madagascar 1,606 1,844 1,784 1,373 1,781 2,105 1,931 2,026 1,983 3,314
Cambodia 6,700 5,000 7,200 7,800 6,900 7,400 8,600 10,500 16,800 18,000
Ecuador & 800 2,000 750 700 745 1,100 1,400 2,400 4,200 4,434
Others
TOTAL 275,462 | 269,033 | 251,464 | 260,730 | 276,103 | 279,055 | 302,492 | 323,947 | 385,495 | 426,391

2.4 Case Studies: Foreign Pepper Value Chains

Pepper is a staple condiment in culinary, and considered the highest consumption spice compared
to others. With the conducive environment available in Malaysia, especially Sarawak, this
particular crop has been the cash crop for decades, which contributes well to the nation’s
agriculture Gross Domestic Product (GDP) [27], [28]. Despite the importance, there are currently
no papers or studies that focuses on its value chain, thereby giving the opportunity to study
Sarawak’s pepper value chain, starting by reviewing to relevant research papers that described
foreign pepper value chains. The motivation was to understand the fundamental structure of the
pepper value chain and a mild comparison to Sarawak’s pepper value chain afterwards.

2.4.1 Dak Lak, Vietnam [29]

Smallholder farmers have been producing 95% of total pepper production in Dak Lak. In most
cases, the pepper berries are sold within two to three months as they have not enough storage to
accommaodate the harvested pepper berries. There are currently no public infrastructures such as
warehouses to have farmers to share and deposit the crops. Moreover, the immediate cash for
survival leads to a factor for them to sell off harvested pepper crops as well. For those who can
stock pepper in their household are considered within the line of rich and middle-income families
and have extra earnings from other agricultural and non-agricultural activities. On the other hand,
there are also large producers including private farms and state companies that contribute 5% of
the total pepper production in the province. Farms are equipped with storing facilities for creating
pepper stockpiles during unfavorable market pricing. When the market price has reverted to
normal or higher than expected, stockpiles will be immediately sold off to gain the profit margin.

Collectors normally traveled to segregated pepper farms for purchasing the harvested pepper
berries from smallholder farmers or private companies with highly facilitated farms. The pepper
berries obtained are taken to large collectors or traders in the value chain. At the same time, large
collectors will also purchase from the smallholder farmers if available and sell the collected berries
to traders which will be cleaned and graded according to standard from the subsequent buyer. In
general, the transaction of the pepper berries between the farmers and the collectors have amounted



approximately within 10kg to 1Mt. In Dak Lak, traders are tasked to undergo the activities of
cleaning and grading the received pepper berries according to requirements specifically mentioned
by the requested buyers. However, some traders did not refer to the market price negotiated with
the collectors instead which cause unfairness among sellers that were offered higher prices
compared to others. After the first processing phase, traders will sell the half-processed pepper
berries to the wholesalers located in Buon Ma Thuot and export companies in Ho Chi Minh city.

Wholesaling agents in Dak Lak usually have their own storing facilities with a capacity of around
10-15Mt of storing half-processed pepper. However, most of the wholesalers do not store it in full
capacity due to uncertainty like fluctuations in the pepper market. In conjunction with huge storing
facilities, wholesalers have contracted with transportation companies in delivering a large volume
of pepper to processing and export companies. Wholesaler companies are considered the central
hub of distributing pepper whether to cater to domestic or international markets by delivering to
export companies to handle the rest which makes them the most influential and profitable with lots
of marketing channels under the belt. Additionally, the profit margin acquired can be higher if the
pepper berries are sun-dried before distributing to the crowd. There are cases where traders and
wholesalers will mix the good portion of pepper berries with the ones with bad in quality obtained
at a cheaper price and sell it as good quality pepper as a whole package. This malpractice is often
not reported or taken into countermeasures based on the published source.

Export companies are normally dependent on wholesalers for the stable pepper supply and will
maintain the long-term relationship by signing an agreement for the continuous transaction of
pepper products. 95% of the total pepper production is considered as high-quality pepper and will
be prioritized to international markets. The remaining 5% of the pepper production is considered
as the low-to-medium quality and normally consumed domestically. The Vietnamese pepper is
usually exported in raw form and with the acceptable level of moisture content and the minimum
level of extraneous matter as the pepper compound.
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Figure 2.1 Pepper Value Chain of Dak Lak, Vietham [29, Fig. 10]

2.4.2 Memot, Cambodia [30]
There are approximately 5,400 pepper producers in 6 different communes of Memot district.
According to the commune database of Cambodia, 99% of the total pepper producers are
dominated by smallholder farmers with a few pepper producers that have 1 to 5 hectares of pepper
farming areas. The average size of the pepper farm for each smallholder farmer is around 0.42
hectares. Regularly, the production is reserved to Vietnamese collectors and Khmer sub-collectors
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who came to villages to seek for the harvested peppercorns. As for the sub-collector, the payment
can be delayed until a week or 10 days after purchasing the crops depending on the relationships
between farmers. Some members from the Da Memot cooperative will vend the peppercorns to a
local private company, Kam Spice, which is built for providing facilitation services instead of
selling to collectors.

During the harvesting season, Vietnamese collectors purchase peppercorns in weights of 200 —
300 kg using motorcycles, instant payment by cash. Based on the response of Memot pepper
farmers from structural interviews, Vietnamese collectors rarely focus on the quality of pepper as
the buying requirements. Moreover, the mixed-quality pepper can be easily sorted out with the
majority of processing plants located in Vietnam to do various pepper cleaning and grading.
Insignificantly, there are only a few traders existed in Phnom Penh for trading peppercorns from
the Memot district and other major provinces.

According to a study team, 1 out of 17 pepper traders in Phnom Penh can be contacted and given
the trading info; this accounts for approximately 150Mt per year traded from collectors in Memot
district. The rest are either not active or ignore the call although they did publish some
advertisements about their pepper business on e-commerce platform including the Alibaba website.
Currently, there are only several registered pepper export companies located in Cambodia. The
exporters are Olam Company, SELA PEPPER Company, and AMRU Rice Company which are
considered having stable operations at the moment. There are some companies such as Long Best
Development.Ltd, Tang Huy Pheng company, and ECT Co.Ltd with records that exported pepper
products to Taiwan, India, and China respectively.
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2.4.3 Sri Lanka [31]

In Sri Lanka, producers are divided into two separate groups: 93% of the producers are
smallholders and the remaining 7% are comprised of estates which are owned by entrepreneurs
with sufficient capital for built-in storage facilities. Generally, there are three main types of pepper
crops: the green berries, dried black pepper, and the white pepper. According to pepper farmers'
experiences, the peak harvesting season is usually situated from November to January but some
farmers will pluck it when the berries are still premature due to the fear of crop theft, specifically
the green berries. Another leading factor for the premature harvest will be the immediate cash
required for business turnover and living survival.

In general, the 3-months harvesting season accounts for approximately 70% of the total harvest
per year. After harvesting the pepper berries, the berries will be dried on a cement slab as the
drying phase is considered a value-addition to the crops and can be sold at a higher price to the
nearby collectors. The pepper farmers will receive the payments based on the quality of the dried-
pepper berries from the collectors without any bargaining power.

Besides, smallholder farmers are given the choice which is a situation a trader or processor will
approach one of the farmers to negotiate the value of the pepper berries while still on the vine.
During the harvesting period, the trader or processor will harvest all the berries on the vine and
transport the crops to a drying facility to initiate the processing phase of the pepper crops. The
facility is equipped with threshers which removes the spikes and other extraneous matter from the
pepper compound to a minimum degree. Eventually, the pepper price offered to the smallholder
farmers will not be differed based on the quality since the harvest activity and quality control are
entirely handled by the traders or processors.

Collectors are conventionally known as the first intermediary in the pepper value chain. Sometimes,
the local collectors are also farmer themselves or rural entrepreneurs that directly obtain the pepper
berries from smallholder farmers. Traditionally, there are no perquisites required to become a
pepper collector in Sri Lanka. As a result, Sri Lanka pepper collectors are having a competitive
role among each other since there are no requirements such as licenses or permits needed for the
operation. Collectors will manage the pepper berries that have not undergone the drying phase.
Other activities such as cleaning and grading will be carried out as well, then sell all of the
processed berries to another subsequent buyer, the trader.

Sri Lanka traders, the second intermediary of the generic agricultural value chain purchase pepper
berries from various sources: smallholder farmers, estates, collectors, and leasees. To retain the
quality control of pepper, sometimes traders will directly approach pepper farmers or estates to
harvest and collect from the producers’ pepper farm by themselves. According to Klls with traders
from Matale and Kandy, this approach is more favorable as village collectors were unable to deal
with large quantities of pepper left unsorted from the farmers. Furthermore, the quality of
harvested crops is not their top priority as competition is fierce and there are no options and time
to choose among farmers that can produce good quality of pepper berries. As stated by Jayalath
and Gunaratne, traders are assigned to pack and transport the products to buyers, mostly in
Colombo.
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As for the wholesaler, the importance is considerably low compared to other pepper value chains
as most collectors and traders prefer to make transactions with the exporters. This move is executed
to bypass an intermediary or the wholesaler, resulting in higher selling prices with more profit
margin obtained by both collectors and traders. Additionally, the exporters are reliable buyers that
will always pay on time and purchase at large volumes.

Of all the pepper production from the country, 60% of the total is exported to global markets by
exporters whereas the remaining 40% is distributed by the wholesalers and consumed by the locals.
The export companies sought pepper products from different sources to prepare shipment based
on the amount of order received from foreign buyers. In certain scenarios, the exporters may
purchase unprocessed berries from various sources including farmers, estates, and collectors, then
undergo the processing activities and export the final products all by themselves but very few
exporters may also consider backward integration which comprises the pepper cultivation and
drying in large scale.
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Figure 2.3 Pepper Value Chain of Sri Lanka [31, Fig. 13]
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To address plainly, pain points are defined as constraints or difficulties that pepper stakeholders
have to encounter during the business operation. As shown in Table 2.3, producer is mainly having
the most encountered of pain points, with approximately 10 issues per country. The lack of
financial resource and knowledge support are the common entities shared among these countries,
thus requires further intervention by local governments to possibly minimize the pain points
populated in this stakeholder category. In the next category, pain points are mostly varied, with
special circumstances like collectors from Cambodia having competition against Vietnamese
collectors, causing an unfair competition for domestic sales. In Sri Lanka, a decent quality of black
pepper is considered a scarce commodity as many pepper farmers are willing to sell light berries,
a lower grade black pepper, to make a fast buck. As for the pepper-originated country, India is
having low incentives for quality differentiation, in conjunction with no appropriate grades and
standards to measure the quality. Across international borders, exporters were coherently stating
competitive marketspace as their main hurdle. Specific cases from Cambodia such as waiving of
procedures and taxes and unprepared credit insurance for the export trades were mentioned as well.
Another case is regarding to quality concern, shown in both Sri Lanka’s and India’s descriptions,
with Sri Lanka stating the low standards of black pepper supplied by the intermediaries will cause
a cumulative effect, eventually inhibits an export trade while India mentioning the lack of quality
awareness towards smallholder farmers will degrade the final product, hence ruins the expectations
from international buyers since pepper crops are originated from this country. For supporters, the
pain point can be summarized as the lack of provisions, regulatory frameworks, and product
standards to all of the stakeholder category. Here, provisions can be financial aids, extension
services, processing and researching facilities, and technical supports.
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Table 2.3: Pain points from foreign pepper value chains: Cambodia [32], Sri Lanka [31], and India [33]

Cambodia

Sri Lanka

India

Producers

Inhibit the production flow due to
lack of investment capital.

Poor access to innovation and
technical skills to maximize
production, to control pests and
disease and to improve the quality of
pepper produce before, during and
after harvest.

Low bargaining power to negotiate
prices with buyers.

Limited market information and
knowledge to utilize the provided
information.

Difficult financial access due to high
interest rates offered by banks,
especially for small-scale producers.
Limited knowledge and experiences
in cultivation techniques including
the selection of seedlings, selection
and use fertilizers and pesticides, and
lack of pre-processed techniques.
Instructions for input materials are
often labeled in other languages, e.g.,
Vietnamese or Thai, potentially
resulting in inappropriate usage.
Limited access to high-value market,
especially export market.

Memot pepper does not have strong
supports from government agencies
and NGOs.

= Climatic changes affecting
amount and size of the crop.

= High labour cost.

= High cost of input materials.

= Animal and pest attacks.

= Price fluctuation.

= Theft.

» |nadequate extension services.

= Poor attitude among pepper
farmers to diversify land and
good agricultural practices
(GAPSs) of pepper cultivation.

= Poor infrastructure such as
roads and telecom towers.

= Minimal processing before
selling pepper to the market.

= Unaware of the international
market requirements and the
standards.

= Lack of knowledge regarding
market prices for pepper.

= Little or no linkage between
producers and exporters.

= Low prices offered by the
middlemen.

= Lack of government support
provided to the majority of
smallholder farmers.

Lack of credit accessibility
for farming operations.
Rainfall/climatic changes
affecting the production of
pepper crops.

Pests and diseases.

Lack of proper marketing
facilities.

Lack of extension services
to smallholder farmers.
Lack of seamless
transportation solutions.
Lack of input resources
implemented onto pepper
crops.

Lack of knowledge
regarding the appropriate
usage and application of
input resources for
maximizing returns.
Instability in black pepper
prices in marketplaces.
Poor land, irrigation, and
soil fertility management.
Lack of economic scale
and market bargaining
power due to the absence
of farmer clubs and
associations.
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Intermediaries

High fluctuated price of pepper

Inadequate supply of

Small quantities and high

(collectors, affect purchase plan. quality black pepper due to transaction costs.
wholesalers, Limited access to pepper high demand for light Seasonal business.
Processors, cleaning and processing berries with attractive prices Lack of communication,
retailers) technologies. at farm gate and willingness transparency and trust among
High competition with of farmers to sell light tradErsfand pkroqlucers.
Vietnamese collectors that come berries to earn “quick Ik;SsCingssrrs]liirllgtmg and
to buy at farm gate. _ money”. Lack of proper. road and
Do not have sev_eral reglste_red Impropt_er stora_g_e_and procurement infrastructure.
export partners in Cambodia for processing facilities. Small number of suppliers.
purchase contract. High labour cost for drying No grades and standards.
Many farmers were not yet harvested peppers. Limited operating capital.
familiar with bank system for Little to no cooperation Low incentives for quality
their pepper sale. between collectors/traders differentiation.
Limited knowledge of pepper and wholesalers.
market for processed pepper. Does not receive any
Unfair competition among government support or from
processors and importers for any NGO organizations.
ground pepper.
Exporters Requiring pre-paid profit tax Limited quota on pepper Price competition from other

and high export costs.

High fluctuated price of pepper
affected pepper purchase and
sale.

Peppercorns must be transported
to Vietnam for cleaning and
processing before exporting to
consumers.

Illegal pepper trading to
Vietnam and Thailand put

exports under ILFTA.
Inadequate supply of
quality black pepper
products due to low
standards of black pepper
supplies.

Quality standards of
developed countries can act
as a trade barrier.

producing countries in the
international market.

Higher production of pepper
from Vietnam disrupted the
international demand.

Lack of proper information
dissemination to the
producers and lack of control
over production based on
export demand.
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exporters in challenging selling
price of pepper to consumers.
Official export procedures and
requirements consumed time
and burden export costs for
exporters.

Operating and transporting costs
are higher compared to
neighboring countries.

The Royal Government of
Cambodia (RGC) did not yet
waive any procedures and taxes
for pepper export promotion.
Credit insurance was not yet
ready for national trade.

No further strategies for pepper
sector development.

Low cost production of
Indian essential oils
undercuts Sri Lankan oil
extracts.

Inadequate testing
capabilities of local
laboratories to meet
stringent requirements.
Lack of market research at
the international level.
Few pepper exporters are
marketing their products
global online platform like
Alibaba, which is
imperative to reach out to
more geographies and
clients.

Fluctuations on the price of
pepper in international
market.

Lack of awareness about
required quality for the
produce to be

exported among the
producers and traders.

Supporters
(government
body, research
institute,
financial
sector)

Absence of research and
development strategy, coupled
with limited market research
and extension services.
Current policy of the
government of Cambodia does
not prioritize the pepper sector,
there is little assistance
financially or for technical
services.

Quality pepper standards and
grading scales are not regulated
by the government.

Lack of Good Agricultural
Practices (GAP), Good
Manufacturing Practices
(GMP) and other standards
and quality criteria in
production and processing.
Inadequate training
provided to producers.
Lack of financial support
provided to stakeholders.
Lack of primary processing
facilities provided by the
country.

No data availability on
district level, making it
difficult for policy makers
and support organizations to
understand reality and take
informed decisions.

Lack of a legal framework to
enforce compliance with
contracts.

Lack of effective formal
institutions to support the
sector.
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2.5 Blockchain Technology

Blockchain is one of the emerging digital technologies that can be utilized to engage in business
transactions, distributed among both parties without the reliance of intermediaries like banks [34].
It is occasionally referred as a distributed ledger technology (DLT); a decentralized system that is
capable of recording transactions on immutable ledgers, bundled together in traceable blocks, and
has the potential to construct a digitally established value chain finance to address several security
gaps such as the misleading data due to manual entries, which is prone to human error and the
susceptible modification of data entered into the database for malicious purposes [35]. Therefore,
blockchain technology is conclusively reckoned as “Internet of Value” with three substantial
pillars: decentralization, transparency, and immutability [36], [37]. In addition, the use of
blockchain technology is substantially helping the disintermediation of trust between parties in a
supply chain by constructing a single version of truth based on the enforcement of immutability
towards the building blocks of the chain and minimizing the risk factor associated with the
exchange of resources. Reliably, these security features are being enhanced with the utilization of
smart contract; an intermediary feature that helps to automate transaction agreements based on
pre-defined conditions, which reduces time taken of approval by legal parties and provides a
seamless usage interacting with blockchain technology [38]. Apart from that, blockchain
technology also include some additional features that makes it fairly distinctive to traditional
databases.

a) Cryptography

Unlike traditional ledgers, there are no third-parties involved but transaction records will
be shared among individuals or firms in a connected network [39]. The creator of
blockchain technology, Satoshi Nakamoto announced the system behind blockchain as the
system-based on cryptographic proof instead of relying upon trust from any third parties to
reduce transaction costs and keeping impending approvals to the minimum [40]. Routinely,
every transaction will be timestamped and linked in sequence to prevent any outlanders
from tampering the data integrity and only can be verified by the selected network nodes
with the implementation of cryptographic algorithms [41]. In general, cryptographic
algorithms can be classified into three types:

Public-key cryptography

\ 4

Cryptographic
algorithms

p| Secret-key cryptography

4
A

» Hash function

Figure 2.4 Types of algorithms in cryptography [42, Fig. 2]
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Public-key cryptography

In public-key cryptography, a pair of asymmetric keys is involved in transaction processing:
a public key and a private key. Any deployed transactions will be locked with the
requester’s private key to prevent external tampering from malicious nodes. Subsequently,
trusted nodes in the distributed network will be given the public keys to read and
authenticate the requester’s transaction before appending the transaction to the distributed
ledger [35]. Once an element has appended to the nodes’ ledger, revocation will be
unattainable and only can be viewed as a past activity in the network. Currently, RSA
(Rivest-Shamir-Adleman), DSA (Digital Signature Algorithm), and PKCS (Public Key
Cryptography Standards) are amongst the popular options for implementing the
asymmetric encryption technique in the cryptosystem [43].

In order to generate the public and private keys for the RSA cryptosystem, two large prime
numbers, p and q are selected at random, and multiplied against each other to produce n.
Public key, e is chosen at random, where e is greater than 1, less than (p - 1) (q - 1), such
that there is no common factor for e and (p - 1) (g - 1) aside from 1 [44]. Then, private key,
d is computed such that d*e =1 mod (p-1) (g - 1).

The computed value, n will be used in the encryption and decryption formula such as
follows:

E(m) = mé(mod n) (2.1)

D(c) = c*(mod n) (2.2)

When the client wants to send an N-bit secret message, m to a recipient, the recipient will
distribute the public key (e, n) to the client via a transmission channel. The message, m will
be encrypted by the client using the encryption function in Eq. (2.1) to produce the cipher
text, ¢ and sent to the recipient. The recipient will decrypt the cipher text, ¢ by using his/her
own private key (d, n) for the decryption function (refer to Appendix Section [Appendix
A] for the sample of calculating decryption key, d), resulting the value of m as the output
[45]. The correctness can be further interpreted by inserting the values to the following
formula with congruence relation:

(m®)% = m (mod n) (2.3)

d

c® =m (modn)
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b)

Therefore, m is equal to c% (mod n).

Secret-key cryptography

In secret-key cryptography, a single security key is employed for the encryption and
decryption of transactions, thus also known as the symmetric encryption [42], [46]. Initially,
the reader uses the generated key to encrypt the targeted plaintext into cipher text, then
send the cipher text to the intended receiver. The receiver will require the same key from
the sender to decrypt the message. By tradition, the security key will be distributed
separately from the package via a secure channel to prevent the key from getting
compromised by intercepting the cipher text communication channel. This approach may
require attacker to put an extra mile in pursuing the security key, eventually complicating
the plan of attack [46]. Compared to the public-key cryptography, the speed is greatly
favored considering the algorithm behind the symmetric encryption is less complex, which
has faster processing and execution for both encryption and decryption. However, it is more
susceptible to network attack as the asymmetric encryption does not require to disclose its
private key to any network users. Symmetric encryption algorithms such as AES
(Advanced Encryption Standard) and Blowfish are commonly used among developers in
their network codebase for sharing the security key across the network users [43].

Hash function

In hash function, its functionalities are slightly dissimilar to the above approaches. The
main differences are the omission of key utilization for security operations and the original
message is irreversible. Hash functions are mostly used to protect the integrity of data
packets or digital files by computing message digests or checksums as the output of the
mathematical operation [42]. Prior to data transmission, the sender will first generate the
message digest from its original file, then transmit those two objects to the intended
receiver. Once received, the receiver will do the same computation and undergo the
comparison against the received digest. If the checksum is the same, it signifies the file is
unaltered and maintains its originality. If the result is not equal, the file is considered as a
compromised file and further investigation will be conducted. Some legacy examples of
hash function are the MD5 (Message Digest 5, obsolete due to its vulnerabilities and
possible collisions) and SHA (Secure Hash Algorithm) [46], [47].

Peer-to-peer (P2P) synchronization architecture

Most of the distributed network such as blockchain was wholly designed based on the peer-
to-peer (P2P) paradigm. Practically, the storage and access load requirements per peer is
much lighter with a P2P network due to the reliance on their own localhost storage rather
than manoeuvring the network traffic to reach a centralized Google-like server farm [48].
Hence, the P2P network elicits as a more feasible and powerful technique for information
sharing and transaction management. In conjunction with blockchain system model, every
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node on a P2P network is required to share information and upkeep ledgers of past
transactions in the model of both client and server at the same time. Therefore, network
nodes can achieve consensus on the current or non-faulty state and ensure the transactional
information is settled consistently in their own distributed ledgers [49].

¢) Consensus Mechanisms

One of the prominent features from blockchain technology is the agreement among a set of
distributed nodes for linking new data blocks to the appropriate chain sequence of the verified
transaction, also known as the consensus algorithm [50]. Fundamentally, consensus algorithms
are the essential operating feature in distributed ledgers, which allows the system to survive in
occasions such as failure of certain nodes within an acceptable range. They play the utmost
and decisive role in maintaining a reliable large-scale system [50]. Besides, they are considered
to be mechanistic and automated, which provide the trustless software mechanism for
transacting parties that do not need to trust each other [51]. The first blockchain consensus
algorithm that was being employed is Proof of Work (PoW) and commonly used by
cryptocurrency platforms such as Bitcoin and Ethereum [52], [53].

2.5.1 Data structure of Blockchain

Figure 2.5 shows that each block has its own hash value obtained through cryptographic hash
function or block hashing, a previous hash from the antecedent block, and a set of transactions
[40], [54]. Conventionally, hashing will accept inputs of an arbitrary length and output random
alphanumerical characters in a fixed-length string. All generated output is unique and contained a
footprint to determining the original value by key mapping.

With block hashing, it becomes cryptographically more secure by establishing sequential order of
the concatenated blocks based on timestamped transactions and prevent structural changes such as
inserting an unacknowledged block in the middle of the blockchain. An instance of hash function
is the Secure Hash Algorithm 256 (SHAZ256), which is frequently used in most distributed
networks, including the Bitcoin network [55], [56].

Internally, proposed transactions will have to undergo the full consensus procedures among
network nodes before it can be stored in the chain of hashed blocks. The complete set of hashed
blocks is basically a digital ledger that is shared among non-faulty nodes to achieve data coherency
for every validated transaction. Eventually, transaction will be allowed to execute in the system
upon reaching majority consensus in the blockchain network (BCN) [54], [55].
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Figure 2.5 An example of underlying structure of a typical blockchain network [55, Fig. 3]
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2.5.2 Blockchain-Agricultural Value Chain

Blockchain technology can play a vital role in providing conveniences and monitoring the status
of harvested crops within the agricultural value chain. For instance, when a batch of pepper crop
leaves a farm, the details of its origin would be registered in a block of the chain. As the batch of
pepper crop passed to another stakeholder of the chain, the transfer details will be logged in the
subsequent block and connected to the previous block. Hence, when the consumer finally received
the pepper products, the blockchain will consist of the entire movement of product flows within
the chain based on linked blocks sequentially, which provides full transparency and ensure the
sustainability of the product [57]. The records of the previous transactions and identities of the
stakeholder and customer of the chain, can be used to target areas with higher demands for the
product and make it more accessible with consistent availability or increasing the amount of
production periodically. Moreover, the market pricing will also be disclosed to all stakeholders of
the agricultural value chain who had joined the BCN, thus providing fairness to small-scale
producers, who are mostly affected by profit deficiencies due to the lack of bargaining power in
the chain [58].

Technology provides the opportunity for smallholder farmers to decrease their dependence on
middlemen, intermediaries, or third-party agents to supply the food product to the local and
international stores, thus reducing transaction costs. Furthermore, the crop pricing, date of
production, location timestamp, associated contracts, and other qualitative aspects will be recorded
in the immutable chain of blocks shared within the BCN, transparently maintained, and accessible
to all participated stakeholders and also customers by scanning the QR code labeled outside the
packaging goods to ensure food safety and reduce food frauds [59]. For instance, the lid of the
pepper packaging will be laminated with a QR code that can be scanned to conform the product
integrity. Once the QR code is peeled upon opening the package, the antenna strip will be
disconnected and deemed as a useless state. This precaution can ensure the content will always be
authentic and unable to replace the previous fillings from the packaging, thus reducing the case of
food frauds [60].

Regarding trade finance across global markets, blockchain technology can be leveraged to improve
the efficiency and security of digital transaction. Without blockchain technology, several
checkpoints may be required for a successful trade. For example, within Sarawak’s pepper trade,
a consortium blockchain can be utilized to simplify the complexity of exchange settlements.
Verification of documents including the Bills of Lading, Letter of Credit, and Grades Certification
of Pepper can all be validated online with automated procedures known as smart contracts, which
trigger when predetermined terms and conditions are met between buyers and sellers [61].

2.5.3 Key Challenges and Limitations of Blockchain

Although blockchain technology sounds promising, it is still facing several technical difficulties
and constraints. First of all, the major limitation that relates to the adoption of blockchain
technology is its scalability. In a legacy transaction processing network, thousands of client
transactions can be finished within a second [62]. Contrarily, public blockchains such as Bitcoin
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and Ethereum are unable to compute transactions at a similar rate. The Bitcoin network can manage
within 3 to 7 TPS while Ethereum network can perform at a slightly higher rate, around 15 to 20
TPS, making them relatively a non-viable solution in large-scale applications [63]. These
outcomes are mainly affected due to the implementation of PoOW that requires miners to solve
cryptographic hash puzzles within a substantial amount of time. To increase the TPS, a solution
known as the 2-layer protocol was introduced by Fajri and Mahananto [64]. The protocol is able
to manage incoming transactions outside the main layer with the finished results be returned to the
main layer and recorded into the distributed ledger.

Computationally speaking, these ongoing platforms have been following the “hard to create, easy
to verify” principle, which means the mathematical problem to hash transactions is somewhat
difficult to solve, but radically effortless to verify the answers [65]. On a prior condition, miners
who wish to be rewarded may need to find the valid solution for the given problems with the higher
hash rates before they can append the verified transactions into the concatenate blocks [66]. As for
the tradeoff, electricity and hardware requirements for competitive miners to be the fastest in the
BCN will be exceedingly high.

A recent study suggested that with a huge network like Bitcoin may require the electricity
requirement of an entire country such as from Ireland (3.1 gigawatts) and Austria (8.2 gigawatts)
to hash blocks properly [67]. Fortunately, there are some alternatives that can replace the current
PoW methodology with fewer electricity and hardware requirements, including PoS; the next
major iteration of Ethereum, dubbed Ethereum 2.0 [68], Proof of Authority (PoA), and Byzantine
Fault Tolerance (BFT) algorithm [37].

2.5.4 Blockchain Implementation in Agricultural Industry

Blockchain technology has been widely popular over the past few years, whether is through
Bitcoin investors or tech enthusiasts who are interested in the way of handling data verification
through the consensus mechanism. Lately, this revolutionary technology is digitalizing traditional
agricultural value chains by tech startups, NGOs, and governments around the world. It is being
used to gain commodity traceability and management, create high-value markets for smallholder
farmers, easier access to capital and microloans, and secure internet transactions without any third-
party verifications [69]. Several companies such as AgriDigital [70] and AgUnity [71] have
already been taking the initiatives to leverage blockchain technology for their cloud-based
agricultural platform and conducting pilot studies in places such as Australia, Indonesia, and
Kenya [59].

2.5.4.1 AgriDigital

Since 2016, AgriDigital has been offering the Australian grains industry software services [72]. It
was later officially announced and executed the world’s first settlement of the sale with 23.46 tons
of grain on its blockchain platform [73]. The AgriDigital platform was built based on Quorum
blockchain architecture, which allows to create private transactions by using different consensus
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algorithms, generate digital titles to a physical commodity, and able to execute auto-execute
payment using Ethereum Smart Contracts [74].

Within the permissioned blockchain, three parties are required to fill the slots to initiate: the grower,
a grain trader, and Rabobank or the financial. Once the transaction has been completed atomically
between the grower and trader, smart contracts resided in the application layer will automatically
execute the transfer of commodity title and amount from growers to Rabobank in exchange for
payments made through the buyer. In return, the Rabobank will be repaid by the buyer when it
was prepared to transact the commodity to third-party buyers [59]. All payments were circulated
systematically thanks to the automated settlement of the purchase and forward sales contract
system with Rabobank-backed digital currency as the transaction entity and can be easily
converted to the traditional Australian dollar [37].
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Figure 2.6 The collaboration between the farmer, buyer, and financier with the help of blockchain
platform [75, Fig. 5]

Figure 2.6 illustrates the pilot conducted through the well-established Quorum blockchain; a
testing platform for bulk transactions and entitlement transfers between farmers and traders with
Rabobank, the world’s leading agricultural bank being centered as the financial entity in the
distributed network [75]. To start off the grid, a grain trader is firstly required to make purchasing
agreements with the sole financial. The financial entity will advertise the title creation to the
blockchain and purchase grain assets from notified farmers. Once the commodity has been
delivered, an embedded smart contract will be executed for transferring out the digital title from
the farmer along with the given payment on the blockchain and off-chain. As for the grain trader,
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they can be allowed to postpone their digital payment to the financial until a third-party buyer
approach them for the commaodity. After selling out the commaodity, another smart contract will be
prompted for payment settlement and the transfer of entitlement from the trader to the third-party
[75].

2.5.4.2 AgUnity

AgUnity Ltd, an Australian startup has been internationally recognized, including by the Gates
Foundation, Asian Development Bank, and UNICEF for its outstanding achievement in
transforming farming cooperatives from Papua New Guinea and Kenya with given value and was
crowned ‘Agripreneur of the Year’ at Future Agro Challenge in Turkey [76]. Since most farmers
do not own a smartphone, AgUnity provides a $30 smartphone to participated farmers preloaded
with its blockchain application, cleped AgriLedger [71]. The application is built based on
MultiChain blockchain architecture and has the executable called ‘multichaind-cold’ from its
JSON-RPC-API, which enables the mobile application to operate offline in the rural environment
until the internet connection is re-established [77], [78]. Objectively, it was built to record and
manage business transactions using blockchain technology. It is foundationally built on a distinct
concept: to develop trust relationships within African and Asian agricultural cooperatives. It is
also designed for illiterate farmers to use on both mobile and tablet devices. Some available areas
that have been using the application are Kenya (sugarcane and wheat), Papua New Guinea (sea
cucumber and virgin coconut oil), Columbia (cocoa and coffee), etc.

Before the actual release of the blockchain application, AgUnity had spent months with Kenyan
communities in regards to their agricultural challenges and acknowledge their necessities to
improve their supply chain management (SCM). It was later identified that their persistent pain
points are the food production inefficiency and the deficiency of trust between smallholder farmers
and agricultural cooperatives. The production inefficiency had led up to 50% of loss in crop value
between the harvest and sale by smallholder farmers. Moreover, smallholder farmers are required
to pay inflated prices for essential supplies and difficulties to access the high-value market, market
price information, credit services such as insurance and banking. Although small-scale farmers
have been in farming cooperatives for a while, the lack of trust and feasible audit systems are prone
to corruption and inevitable multiple human errors while doing monthly compilation reports. As
for the intervention of mobile application into the supply chain, the illiteracy of knowingly to
navigate the mobile application is substantially crucial amongst Kenyan communities. Upon
receiving constant feedback from the users, it was concluded that semi-abstracted graphics with
supported-native languages and simple Ul configurations are considerably helpful, less confusing,
and able to motivate users on utilizing full-features provided in the mobile application [79].

2.6 Byzantine Fault Tolerance (BFT)

BFT is described as a distributed system that is capable of tolerating a class of failures originated
from the Byzantine Generals’ Problem. Thus far, the Byzantine fault is considered the onerous
failure mode to deal with as compared to other class of failure modes. For instance, a node can still
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pose as having honest data while providing arbitrary data or faulty decision to the consensus
network. Without the Byzantine Fault Tolerance in existence, a peer can simply post and transmit
erroneous transactions that will render reliability issues to a distributed network. Furthermore,
there are no authorities to resolve the occurrence and suspend the malicious node for
compromising the consensus network [80].

To solidify a trustless system for a blockchain platform, Byzantine-based consensus algorithms
are deployed and govern the continuous operation of the BCN despite the arbitrary interruption by
the Byzantine nodes. The BFT-enabled system can allow % of the replica nodes to be faulty, then
refreshed their states with proactive recovery schemes. However, such schemes may not be able
to eradicate certain specific issues such as the prolonged process of repairing the compromised
replica and the re-synchronization of active replicas to serve the network while waiting for the
recovery of the faulty nodes. Therefore, the solution provided by current BFT consensus algorithm
may not work well in a large-scale BCN of the future, if the issues are still remained and without
further optimization to the consensus mechanism [81].

2.6.1 Byzantine Generals’ Problem

Most consensus algorithms were derived based on an existing problem known as the Byzantine
Generals’ Problem [82]. It was firstly described in 1982 by Lamport, Shostak, and Pease [83] as a
logical dilemma of a group of Byzantine generals that may have communication constraints to
decide on their next approach of the game plan in a paper at Microsoft [83]. The scenario can be
pictured with several divisions of the Byzantine troops camped at different corners of the enemy’s
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Figure 2.7 Byzantine Generals’ Problem:

The uncoordinated attack by the Byzantine Generals
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Figure 2.7 illustrates that each division has their own commanding general and must decide on
when to strike their targets. In order to synchronize their attacks, one of the generals will become
the commander of every divisions and require to dispatch a messenger to inform other generals
about the designated time of attack. With every general agreed on the synchronized plan, the
messenger will return to the dispatcher waiting for the initiation. Unfortunately, some of the
generals may decide to betray the commander, which causes certain troops to not follow the
designated time of attack [80]. In the end, divisions that followed the instruction from the
commander were all captured by the enemy due to the lack of cooperation among generals.

Based on the given scenario, the next appointed commander must implement an algorithm to
reaffirm all generals to be loyal and will obey to the same plan of action, or in the worst-case
scenario, to ensure only a small number of traitors to adopt their schemes without sabotaging the
ongoing operation. In a peer-to-peer network, the agreement for the time of attack is basically the
consensus protocol that is distributed through the friendly and tyrant nodes, or Byzantine nodes
which mislead other nodes of the network [84]. In order to cope with Byzantine nodes, there must
be at least 3m+1 generals with m as the placeholder for the total number of traitors that exists and

is needed to cope in the network [83]. If there are more than § of Byzantine nodes in the network,
consensus will not be achieved properly and the network will be compromised indefinitely [85].

2.7 Example of Blockchain Consensus Algorithms
2.7.1 Proof of Work (PoW)

Proof of Work (PoW) is known to be the earliest consensus mechanism to be deployed in a public
blockchain. The consensus is mainly contributed by its Sybil resistance; a mechanism that negates
one user or a group to populate the network with synthetic identities. In practice, every user must
undertake a considerable amount of computational work in order to be qualified as an honest node
operating within the BCN, resulting in a hefty price to carry out a Sybil attack [86]. It was
researched and coined as a cryptographic protocol by Jakobsson and Juels in 1999 [87], until a
pseudonymous creator, dubbed Satoshi Nakamoto introduced the first BCN, or the infamous
Bitcoin network in 2008, which employed the POW consensus model as the fundamental layer of
the decentralized system [88].

In Bitcoin, nodes are able to dynamically join and exit, at the same time, preserved anonymous
identity when performing any transaction activities. Apart from client and server nodes or both,
there is a special node co-existed with these P2P nodes, known as the mining node or miner. These
miners are required to compete against each other by being the first to solve the generated
mathematical problem in order to grant the position to verify the pending transactions, append
those verified transactions as a block to the blockchain, and be rewarded with Bitcoin as incentives
from the system [89]. Because of miners, the decentralized network is able to withstand notorious
cyber-attacks that commonly happened in centralized servers such as the Distributed Denial-of-
Service (DDoS) attack. However, miners that are being competitive will have to acquire high-end
hardware and manifest huge computational power in order to speed up the process of finding the
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solution for the cryptographic puzzles and be frequently selected to add blocks filled with
transactions to the blockchain [90].

2.7.2 Proof of Stake (PoS)

Instead of miners, Proof of Stake (PoS) relies on validators to mine or validate transactions,
depending on how much the validators can deposit their current possessed digital assets or coins
into the system [91]. It was created in year 2011 by another pseudonymous developer, dubbed
Sunny King and emerged as a plausible replacement due to its cost-effective approach compared
to the existing PoOW consensus mechanism, which is heavily utilizing on computational resources
for solving cryptographic puzzles and required a costly investment on server-like hardware to
provide security measures for the BCN [90], [92]. In PoS, whoever stakes the highest coins will
be chosen to propose and validate transactions and blocks into the distributed ledger. At the end
of the blockchain concatenation, the validators will receive recompenses in proportion to their
stakes [90]. Similar to PoW, PosS is also Sybil resistance. The attackers have to shell out a certain
amount of stakes for each fake identity created within the BCN, thus making a Sybil attack an
expensive and uneasy operation.

2.7.3 Practical Byzantine Fault Tolerance (PBFT)

A practical state machine replication algorithm was derived and proposed by Castro and Liskov
[93] in 1999 at Massachusetts Institute of Technology (MIT), entitled the Practical Byzantine Fault
Tolerance (PBFT) [94]. As the paper presented, the algorithm can tolerate Byzantine faults and
offer 2 core attributes, liveness and safety in the asynchronous environment such as the Internet,

providing at most ["T_l] out of a total n replicas that are concurrently faulty or exhibit arbitrary

behavior [93]. The liveness attribute ensures the retrieval of replies to the requested clients while
the safety attribute will make sure only non-faulty nodes can execute the requests simultaneously

[7]1.

A distributed system can achieve consensus via its message transfer mechanism and underpins the
quorum theory in the transmission protocol, which requires the distributed transaction to procure
a minimum number of votes in order to perform the requested operation by a client [6]. As a result,
the PBFT algorithm is widely known as the main consensus algorithm for permissioned blockchain
due to its reliance on voting-based mechanism that helps to generate higher throughput transactions
when comparing to other consensus methods, including PoW and PoS, which ubiquitously
implemented in public blockchains and consumed a considerably high amount of computational
power to solve cryptographic puzzles based on the mining-based mechanism of PoW and stake
requirements from PoS [95].

However, its scalability may pose a downside to the gradual expansion of the network as the
waiting time will increased due to the quadratic time complexity of the algorithm; T (n) € O(n?)
to the latency of the data communication [6]. In addition, nodes are not allowed to simply
participate or exit without restarting the whole system, which obstructs the dynamic
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synchronization of the total number and state of nodes in the distributed network [8]. Table 2.4
summarizes the properties exhibited from each consensus algorithm.

Table 2.4: A comparison of Proof of Work (PoW), Proof of Stake (PoS), and Practical Byzantine
Fault Tolerance (PBFT) blockchain consensus protocols [6, Tab. 1], [63], [96]

PowW PoS PBFT
(Bitcoin) (Ethereum)
Fault tolerance (%) 50% 50% 33%
Latency High High Good, if network is
small
Node identity management Open, freely Open, freely Member
accessible accessible management
Scalability  (number  of Excellent Excellent Bad
nodes able to tolerate)
Throughput (transaction 7TPS 15-20 TPS Thousands of TPS
per second)

2.8 System Model of PBFT

A conventional PBFT network comprises of network nodes that are sequenced from 0 to n-1, where
n is the total number of nodes and can tolerate a maximum of f nodes, a placeholder that
symbolized faulty replica nodes in the distributed network [94], [97]. This is to say that the faulty
nodes will always be equal or lower than the calculated value on the right and will not exceed 1/3
of the total consensus nodes in order to have a successful transaction requested by the client. Eq.
(2.4) describes the relationship between n and f.

] (2.4)

There are three main components: view, primary, and replica resided in the PBFT network. As
time progresses, the ongoing network will be obligated to traverse through a series of these
ascending views. A view can be represented as a process of choosing replica nodes to be the leader
or the primary node of a peer-to-peer (P2P) network for a definite time [94]. Nodes will be taking
turns to be elected as primary node to initiate the voting process indefinitely [9], [97], e.g., a five-
node network with node 0 as the primary in view 0 and node 4 as the primary in view 4 as the end
of the first cycle. Upon reaching view 5, it will revert back the leader position to node 0 as the
initiation of the second cycle. When lost count due to further cycles, Eq. (2.5) can be used to
determine the next leader based on the view number, v and the total nodes in the distributed
network, n [94]. By reusing the previous example, view 6 in a five-node network means node 1
will be the leader as 6 modulo by 5 equals to the number 1.
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v, =vmodn (2.5)

2.8.1 Normal-Case Operation

To append transactions into concatenate blocks, a primary node must first be appointed, then
receive a request from the client that invoked the service operation and initiate the 3-phase
processing protocol, namely the pre-preparing, preparing, and commit phases to gain consensus
and coordination from replica nodes in the distributed network [98]. The following diagram depicts
how a transaction is being processed and verified between non-faulty nodes.

request pre-prepare prepare commit reply

client

primary node

replica node

faulty node

Figure 2.8 The communication pattern of Practical Byzantine Fault Tolerance (PBFT) in a five-
node distributed network [93, Fig. 1]

As shown in Figure 2.8, the primary node will broadcast PRE-PREPARE messages and will
piggyback the ordered request from the client to all of the replica nodes. The PRE-PREPARE
message is structured as < PRE-PREPARE, v, n, D(m) >4,, where:

e Visthe view,
e nisasequence number assigned by the primary node to the client request,
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e mis the client’s request,

e D is the message digest for the client’s request, which was designed to protect the integrity
of the message by using cryptographic hash function to encrypt and prevent malicious
alterations when sending through the communication channel [99], [100],

e and g, isthe digital signature inscribed by the primary node as a proof of authenticity [101].

After receiving the PRE-PREPARE messages, the replica nodes will verify the approved ordering
from the primary node and will each broadcast the PREPARE message in the form of < PREPARE,
v, n, D(m), 1 >, as a ready-to-commit state indication, where i indicates the numbering or position

of the replica node. Once consensus nodes have received more than or equal to 2f+1 PREPARE

messages, they can start to commit the client’s request into their message log and broadcast the
COMMIT message or < COMMIT, v, n, D(m), i >4, within the distributed network [93].

In order to confirm the request, a replica node must receive 2f+1 COMMIT messages with the
right signatures and belongs to the same view. The client will eventually be given f+1 responses
from the distributed nodes, which signifies the transaction has been successfully executed and will
be recorded into the distributed ledger. Otherwise, the request from the client will require to be
retransmitted by electing new leader to initiate the 3-phase processing protocol [102].

2.8.2 View-Change Protocol [93], [100]

When a primary node failed to coordinate network nodes for gaining consensus or unable to fulfill
the ordering from a client, an embedded system protocol known as the view change protocol will
be executed. By running the view change protocol, a re-election of the primary node will be held
for the next node to become the leader, then proceed to the voting procedures to achieve the
quorum among the replica nodes.

Prior to the incident, replica nodes will start a timer upon receiving a client’s request from the
primary node. Once the request has been executed and responded back to the client, the timer will
be stopped immediately. In contrast, an expired timer indicates suspicion of their leading operative
and will prompt to request for a view change. Resultantly, replica nodes will stop accepting
messages and will multicast the VIEW-CHANGE message within the entire network.

In PBFT, the purpose of view change initiated by consensus nodes is to ensure liveness or the
continuous operation of the system when the primary node failed to conform a propose transaction,
thus unqualified to be the network leader for the next view. To initiate the protocol, non-faulty
replica nodes, i will need to adhere the sequence number of committed requests across views to
preserve additional safety. Upon timeout, replica nodes will multicast the VIEW-CHANGE
message or < VIEW-CHANGE, v+1,n, C, P, Q, i >¢, , where:

e nisthe sequence number of the last stable checkpoint s,
e Cisaset of checkpoint messages proving the correctness of s,
e P is the information regarding the request that have prepared in the previous view,
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e and Q the information regarding the request that have pre-prepared in the previous view.

During view-change, replica nodes will stop accepting regular messages other than view-change,
new view messages, and checkpoint messages. In the meantime, replica nodes will also remove
the PRE-PREPARE, PREPARE, and COMMIT messages of the previous view from their message
logs since the messages that are related to an unsuccessful transaction cannot be fulfilled in the
current view.

When receiving VIEW-CHANGE messages, non-faulty replica nodes will send an message packet
as an acknowledgement in the form of < VIEW-CHANGE-ACK, v+1, i, ], d >, to the primary
node of the subsequent view or v+1, where i is the identifier for the sender of VIEW-CHANGE-
ACK message and j is the replica node that send the VIEW-CHANGE message to the current
sender. The new primary node will then broadcast the NEW-VIEW message or < NEW-VIEW,
v+1, V, O >5 to all replica nodes upon receiving a minimum of 2f valid view-change messages
from them, where V contains a set of valid view-change messages and O is the new pre-prepared
message for re-executing the client request.

view-change view-change-acknowledge new-view

primary v

primary v+1

Figure 2.9 The communication pattern of PBFT view-change protocol [100, Fig. 2]

2.8.3 Examples of Proposed Algorithms derived from PBFT

2.8.3.1 EigenTrust-Based Practical Byzantine Fault Tolerance (T-PBFT) [9]

In T-PBFT, EigenTrust model is integrated into the existing PBFT consensus algorithms to
enhance security measures by evaluating the global trust value of every distributed node resided
in the network. The global trust value is treated as a baseline by allowing the eligible nodes to
participate a consensus group. As a result, the operating P2P environment will be more efficient
since the nodes located in the consensus group are only allowed to participate the consensus
decision-making instead of all distributed nodes in the network that may also prompt to more
faultiness during the consensus process. The same goes to primary nodes as higher trust value from
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the consensus group will be selected to join the primary group, which helps to reduce the
occurrence of view changing even when one of the primary nodes decided to become rogue and
will be replaced instantaneously. To simplify, the primary group is tasked to build, record, and
substantiate the newly generated block to the tail of the blockchain, in addition to reduce the
probability of initiating the view change protocol resulted by the single primary failure.

When new block is appended to the chain, verified transactions placed in the block will be
immutable, subsequently calculating the global trust value of all participated nodes in the
consensus procedures. Conclusively, the global trust value is the main touchstone for allowing
participated nodes to join either the consensus or primary group. The figure below depicted the
normal case operation or the consensus procedures of T-PBFT, where O is a group of nodes that
will not participate the voting process.

request group process , pre-prepare prepare reply
C
\ «
P
R1
R2

R3 2

Figure 2.10 The communication pattern of EigenTrust-Based Practical Byzantine Fault
Tolerance (T-PBFT) [9, Fig. 4]

2.8.3.2 Scalable Dynamic Multi-Agent Practical Byzantine Fault Tolerance (SDMA-PBFT)
[6]

In SDMA-PBFT, the concepts of agent and hierarchical technology are used in the distributed
environment for transactions. Firstly, the system is divided into layers with several areas. Each
area is governed by an agent node, which is treated as the primary for the corresponding cluster.
The agent nodes will be the representative of supervising the ongoing PBFT consensus algorithm
from their respective area and compiled the total response from consensus nodes to the upper agent
nodes. The conduct of PBFT consensus algorithm will be initiated by each of the primary of the
area after receiving the transaction request by the client. Since there are different layers of the
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system, the agent from the first layer will multicast the pre-prepare to the bottom layer of agents
of each area. Multicasting of the client request will be repeated till the end of the layer has reached.

To construct different layers of the system, a spanning tree generation algorithm is required to
populate the network nodes in a hierarchical structure. This structure can help to distribute the total
amount of nodes required to be facilitated by the primary node. In terms of security level, the
probability of network attacks can be reduced to the minimum as there are multiple agent being
selected to govern the consensus nodes in several areas, which will prevent the consensus process
to be halted for view changing due to the compromise of a single primary in the original PBFT
consensus algorithm. In addition, the agent node will be re-selected occasionally to scramble the
agent node that have been targeted by attackers in a definite amount of time.

request pre-prepare prepare commit reply

Agent [1,1 Agent [2,1]
Agent [2,2
Agent [2,3]

Agent [2,4]

Agent [1,2] Agent [2,5]

Agent [2,6]
Agent [2,7]
Agent [2,8]

Agent [1,3] Agent [2,9]
Agent [2,10]
Agent [2,11]
Agent [2,12]

Agent [1,4]

Figure 2.11 The communication pattern of Scalable Dynamic Multi-Agent Practical Byzantine
Fault Tolerance (SDMA-PBFT) [6, Fig. 5]
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2.9 Chapter Summary

Significantly, the structure of the pepper value chain is crucial to understand the relation and
interactivity among stakeholders, as exhibited from neighboring countries’ case studies. The case
studies are important as there is currently no pepper value chain for Malaysia, therefore a reference
point was necessitated. By referencing their value chains, Sarawak’s pepper stakeholders were
able to be partially identified and isolated some key areas for the selection of qualitative interview
participants. Subsequently, pain points were identified and compared by using the weighting
system, and also compared to pain points from the case studies for relevancy. In addition, the
review on blockchain technology has shown its potentiality towards revolutionizing the agriculture
industry, which enables the compatibility in fusing the two research subjects into a unified result.
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CHAPTER 3: RESEARCH METHODOLOGY

This chapter details how data samples are acquired, mainly for determining pain points
encountered by selected stakeholders in the pepper value chain in their daily operation and how
they overcome challenges faced during volatile periods. In brief, qualitative interviews with
snowball sampling technique were implemented to identify Sarawak’s pepper value chain, simply
the most suitable method in accessing hard-to-reach population [103].

3.1 Data Acquisition

The process of data collection is required to assess the current status of Sarawak’s pepper value
chain and determine the pain points encountered by stakeholders. Primary data sources comprised
of these key stakeholders: smallholder farmers, collectors, processors, wholesalers, exporters,
retailers, and end consumers, which are based on the general framework of an agricultural value
chain. Structured interviews were conducted to collect primary data from stakeholders in the value
chain. In some circumstances, interview questions were translated into native languages to
facilitate communication. A minimum of three participants were interviewed for each stakeholder
category in the value chain to understand the current structure of the pepper value chain residing
in Sarawak. On the other hand, secondary data was collected via internet sources or websites such
as the MPB, International Pepper Community (IPC), Department of Agriculture Sarawak (DoAS),
and Department of Statistics Malaysia (DoSM). To get a better understanding prior to the sequence
of structured interviews, Table 3.1 was created as a summarization towards the significance of
stakeholders for each category, which the entirety is based on the literature review.

Table 3.1: A reviewed summarization for each stakeholder category

Category Characteristics/Responsibilities/Similarities

Producer Smallholder farmers are heavily depended by subsequent stakeholders,
which gain dominance as the main producer instead of local private farms
or under any foreign leaderships.

Collector Mostly traverse with small transportation without concerning the quality
of pepper berries or peppercorns. This group of individuals is significant
because of the acquirement of pepper that require strenuous effort to
arrive in sequestered locations.

Processor Unsorted peppercorns received from the collectors will be sorted and
processed by the processor. Sometimes, a trader (big collector) can also
substitute to do pepper cleaning and grading with the compatible
machinery.

Exporter Exporters are highly sought out characters to maintain relationship with
by the local traders and collectors as they can provide premium
purchasing prices and punctual payment. More than half of the total
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production margin will consistently goes to the export company as
domestic consumption is significantly less compared to the international
demands.

Wholesaler Wholesalers are considered the central hub of pepper procurement. To
achieve a stable pepper supply, exporters will sign a long-term contract
and will be prioritized with high-quality pepper catered to the
international market. The remaining stocks will be distributed to the local
retailers or end consumers that require in bulk.

3.2 Qualitative Snowballing

To determine and construct Sarawak’s pepper value chain, a non-probability sampling technique
was deployed, which is snowball sampling, also known as the chain-referral sampling. Out of all
sampling techniques, snowball sampling is most suited for this study as the pepper value chain
itself is interconnected with pepper stakeholders and with business relations towards each other.
By utilizing the relations, the selected pepper stakeholders or participants were queried for future
candidates that are related to the target characteristics or subsequent individuals that interconnect
to each other within an undiscovered network [104]. For example, the primary subject provides
the details of the second subject that is either within the same role, i.e., pepper farmers (horizontal
linkage) or subsequent stakeholders (vertical linkage), and then moving on to the third subject, and
so forth, until the retailer is reached. The question was asked in the following construct:

a) Where did you normally source the pepper crops? Answer

b) How did you manage to find the contact in the first place? Answer

c) Who is your frequent buyer? Answer

d) What role is the buyer partaking in the business? Answer

e) Any form of difficulties during the bargaining? Answer

f) What is your opinion about online business? Answer

g) Would you opt for digitalization as part of your current business operation? Answer

The above set of questions are part of the example and questions set in Appendix B. Using the
questions set in Appendix B, uncertainties such as their previous and subsequent stakeholders were
disclosed along with pain points when interacting among them. Moreover, their interest in
participating digital transformation in Sarawak’s pepper industry was illuminated based on the
tone, expression, and response.
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3.3 Research Framework

In Figure 3.1, preliminary studies including the identification of problem statement, formulation
of objectives, and literature review were conducted to ascertain the attainment of the research
project. Furthermore, a value chain was drafted to provide rough estimation on the roadmap for
qualitative interviews. Qualitative data collection was done from the starting point of the value
chain, which is the producer for the particular commodity; pepper. Data was collected based on
two aspects: pain points and market linkages. A total of 32 respondents were scouted and being
interviewed to achieve the data saturation, which can be reached when the maximum of three
participants giving the similar response from the received questions. The researcher had several
returns to the starting point of the value chain for the next trace upon reaching the finishing point.
Concurrently, the researcher had interviewed several participants that situated have the same roles
in the value chain and all data received was analyzed using thematic analysis, which is sufficient
to identify common patterns when comparing transcripts, generate codes, and group relative codes
into a theme. Finalized themes were then observed and numbered to create a percentage chart and
determine the data saturation as the overall summary for the mid phase. Ultimately, Sarawak’s
pepper value chain was finalized by tracing the stakeholders using the snowball sampling and was
relocated to the final phase, which is to digitalize the formulated value chain with integrated
blockchain and consensus algorithm as its core mechanism.

Identification of
problem statement

Formulation of objectives Literature Review

v

Infancy value
chain mapping  |*

By

»| Qualitative Data Collection

Thesis and Journals

y
v
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) Digitalized Sarawak’s
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8 Points Linkages pepper value chain
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A

Finalized value chain mapping ,| PBFT Consensus
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Figure 3.1 The systematic flowchart for the methodology research

40



In essence, the PBFT consensus algorithm were separated into three different network structures
as test subjects. The test subjects were evaluated based on the performance, reliability, and
scalability (PSR) metrics and compared by using line charts to manifest the final results and
announce the most robust network structure. Subsequently, a proposed network structure and
blockchain system architecture were drawn to represent the framework for the backbone of the
software layer, in conjunction with the digitalized pepper value chain that connotes the
interactivity between radio-frequency technologies (RFID & NFC) and the BCN. More technical
aspects were described in the subchapter 5.1.

3.4 Ethical Consideration

The human ethics were approved by the Curtin International under the record number HRE2020-
0413, and obtained via the InfoEd’s e-Research Portal. Henceforward, the following ethical
guidelines [105] were implemented during the qualitative interview:

a) Research participants should not be subjected to harm, either physically or emotionally.
b) Privacy of research participants are required to be kept confidential at all times.
c) Anonymity of research participants are ensured to protect their safety and reputation.
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CHAPTER 4: RESULTS AND DISCUSSIONS ON QUALITATIVE
INTERVIEWS

This chapter presents the notable findings of Sarawak’s pepper industry and the final construct of
the pepper value chain in Sarawak. Such findings are the characteristics and roles of the pepper
stakeholders and the complete picture of Sarawak’s pepper value chain with alternate marketing
linkages. The linkages and pain points were listed according to each stakeholder category, starting
from the producer to the end consumer. Finally, data analysis was done by computing the total
weightage based on percentage agreement and comparing the discovered pain points from selected
participants.

4.1 Demographic Profile of Respondents

A total of 32 respondents had contributed to the study of Sarawak’s pepper value chain. The
respondents are comprised of smallholder farmers, collectors, processors, exporters, wholesalers,
retailers, customers, and supporters. Chosen participants are residents of in Miri, Sibuti, Sibu,
Betong, Julau, and Kuching.

During the search phase, it is difficult to pinpoint a stakeholder that is only involved in the pepper
business as majority of the smallholder farmers have followed the practice of multiple cropping;
growing two or more crops at the same time, from cash crops like oil palms, durians, and coco-
nuts to managing short-term vegetables. As for midstream and downstream actors in the value
chain, the collected commodity is not restricted to only the pepper crop. Other commaodities, such
as ginger, garlic, and turmeric are being grinded into powder form, then packaged and marketed
under their trading catalogues as spices. Hence, selected participants are mostly involved in diverse
crops/spices and considered in this study. Although other commodities may raise similar pain
points, this research is solely aim for pepper crops and the similarities shared to other commodities
are not prioritized and may rely on the reader’s point-of-view to justify its relation to the pain
points encountered by the pepper stakeholders.

In brief, all information was verbally obtained through a set of compiled questions that is capable
of revealing the characteristics and roles of the value chain actors, and was attached in the
Appendix Section [Appendix B]. Subsequently, available findings were justified using thematic
analysis; where common themes and patterns were categorized into groups and distributed into
charts based on frequency of occurrence of the qualitative data from the interview transcripts [104].
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Table 4.1: Demographic profile of pepper stakeholders

Specification Respondents Percentage (%)
A Age
i. | 25-30 years 3 9.38
ii. | 31-40 years 8 25
iii. | 41-50 years 12 37.5
iv. | Above 50 years 9 28.12
TOTAL.: 32 100
B. Religion
i. | Christianity 15 46.87
ii. | Buddhism 11 34.38
iii. | Islam 2 6.25
iv. | Others 4 12.50
TOTAL.: 32 100
C. Experience
i. | Lessthan5 years 12 37.5
ii. | 5-10years 15 46.87
iii. | 11— 15 years 3 9.38
iv. | 15 years and above 2 6.25
TOTAL.: 32 100

In Table 4.1, there are 3 main specifications that helps to differentiate the demographic
characteristics, which are based on their age, religion, and years of experience. For the first
specification, the most received age group is situated within 41-50 years, followed by those from
above 50 years and 31-40 years. The younger generation is counted as the least out of the total
percentage as not many of this age group has ventured in pepper cultivation. For the second
specification, the most encountered religion is Christianity, mostly from the indigenous tribes with
a small portion coming from the Chinese race. Following the ranks will be Buddhism, Islam, and
individuals that follow in native beliefs. For the third specification, the majority of the pepper
stakeholders have less than 10 years of experience, with the veterans coming short, with just 5
individuals in total. Despite the low veteran count, the dominant experience groups are capable of
supplying high-grade pepper products and more willing to allow digitalization as a form of
modernizing their current business operation.
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4.2 Characteristics and Roles of Sarawak’s pepper value chain actors

4.2.1 Input Suppliers

For acquiring planting materials, MPB will normally advise smallholder farmers to purchase
necessary fertilizers, pesticides, and weedicides from the appointed outlets as they have been
inspected and consistently adhered to the regulations stapled by the policymaker [106].
Alternatively, pepper holders can also obtain planting materials from the statutory body through
the nearest MPB premises.

4.2.2 Extension Agents

As is well known, MPB is also the extension agency for Sarawak’s pepper sector. Customarily,
MPB will provide regular assistance and advisory services to smallholder farmers who in dire need
of succor regarding the calamity that happened in their pepper farms, i.e. the sudden curling leaves
or recurrent bacterial leaf spot in several pepper vines. To prevent such circumstances from
occurring, MPB agents may visit the holders’ premises and examine the condition of the pepper
plants by requests. On an annual basis, the Board will also conduct training courses with
collaboration among research institutes for interested pepper holders to participate and gain
knowledge of the techniques utilized in conventional farming practices [106]. As pepper is a labor-
intensive cash crop, proper management of agricultural resources and land structure are not to be
neglected. With the helping hand given by extension agents, smallholder farmers will learn the
importance of achieving those criteria and adopt new farming technologies that can maximize the
yearly yield of pepper berries.

4.2.3 Financial Agents

In Sarawak, microfinancing programmes are largely offered to agro-preneurs. Such sectors
including pepper are being sighted as the importance of benefiting the state’s economy. Among
the financial sectors, Agrobank are considering as the powerhouse behind the aid initiatives. An
example of the micro financing scheme called Agro Tegas has been provided to B40 income group
and individuals that involved in agriculture entrepreneurship ventures. Furthermore, Agrobank
also signed a Memorandum of Understanding (MoU) with the MPB for the purpose of benefiting
30,000 pepper smallholders and upscaling their socio economic status in Sarawak [107]. These
commitments provided by Agrobank are prominent, thus landed a susceptible role in Sarawak’s
pepper value chain.

4.2.4 Agricultural Scientists and Researchers

In 1967, Agriculture Research Centre (ARC) was built in Semongok, Kuching to conduct crop
research pertaining to the farming sector of Sarawak. Originally, it was established to investigate
the epidemics of the Phytophthora foot rot that affected pepper holdings on their annual production.
To date, agricultural scientists are regarded as the major footing for providing the disease-resistant
pepper cultivars and newfound discoveries in increasing the success rate of fruit bearings and

44



yearly yields of peppercorns to smallholder farmers and entrepreneurs. Agricultural scientists are
also tasked to preserve the germplasm of the commercially valuable pepper species for the
continuation of high-yield and good quality of pepper berries. At the time of writing, Semongok
Aman, Emas, and Perak are the highly recommended cultivars found by the agricultural scientists
in the local centre and introduced to local farmers, which can be seen cultivated in partial of their
pepper garden along with the Kuching variety.

Additionally, agricultural scientists have been researching the versatile usages of pepper berries
aside from being utilized as typical condiments. Oleoresin and oil from pepper are another by-
product that can be applied as preservatives and ointments due to its medicinal properties. To
extend that effort, the MPB had sign the Memorandum of Understanding (MoU) with academic
institutions such as Curtin University of Technology Sarawak and University Putra Malaysia
(UPM) [108]. These strategic partnerships among universities would help to boost
commercialization on the local commodity by producing varieties of pepper nutraceutical products
based on research outcomes from agricultural researchers in their respective research projects
[109].

4.2.5 Nursery Operators

Besides being known as research institutes, Agriculture Research Station (ARC) and University
Putra Malaysia (UPM) have built-in plant house specially for cultivating pepper plants.
Smallholder farmers and fellow enthusiasts can procure pepper plants through stem cutting or
unprocessed pepper berries with removed pericarp from the plant house. Hence, these locations
are also known as the nursery operators that nurtured well-bred pepper stems and organic seeds
via germplasm selection.

4.2.6 Smallholder Farmers

Relative to other actors in Sarawak’s pepper value chain, smallholder farmers are most vulnerable.
They have been vastly affected by the recent downward trend of market price for the commodity.
According to one of the respondent, it is most unlikely to have pepper farmers depend solely on
pepper cultivation and production since the market fluctuation of pepper is considerably high and
volatile within recent years. In order to surmount the decline in pepper price, pepper farmers will
have to rely on short-term crops and other relative cash crops such as bananas, coconuts, durians,
and pineapples to maintain their pepper farms and also support their livelihood.

When comparing black and white pepper producers, farmers that solely produce black pepper are
comparatively poorer and prone to sell the dried pepper berries immediately with no regards on
the lower market pricing. Based on the yearly experience of several participants, they will normally
sell the commodity right after the pre-processed stage, which includes the stem and extraneous
matter separation by hand or motorized pepper thresher and first drying for reducing the moisture
content and surface darkening. As for white pepper producers, they are more affluent and flexible
in costing as they can purchase more expensive seedlings and fertilizers for growing and harvesting
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bigger pepper berries in return. Moreover, they are able to store the pre-processed pepper berries
in their repositories when the market price is substantially low.

Amongst another respondent of the interview, the golden age of pepper commercialization has
been indefinitely replaced by the oil palm industry as they can fetch in higher profits from
commercial buyers and greater demand due to its versatile usage in range of daily products. The
respondent also added that smallholder farmers are gradually abandoning pepper gardens because
of high susceptibility of pests and diseases. Based on the yearly observation, a pepper garden can
be destroyed within a few months’ time when a disease outbreak occurs. One of the disease
outbreaks is the Phytophthora root rot, which is caused by the over-dampening of underlying soil
medium, eventually creating a conducive environment for the infection to grow on the
underground stem. As indicated by the local agricultural department, the underground stem will
progressively manifest into brownish-black lesion, signifying the perish state of the whole pepper
vine with leaves gradually turning into yellowed and wilted [110]. Ineluctably, portion of
smallholder farmers had decided to venture new businesses with minimal risks required to
anticipate, instead of continuing their operations on the pepper gardens while others are
implementing integrated farming as oppose to monoculture approaches for withstanding the above
deficiency along with the price instability in the global pepper market.

4.2.7 Pepper Cutting Entrepreneurs

According to the MPB website, smallholder farmers are able to join an entrepreneur scheme,
becoming a role entitled the Pepper Cutting Entrepreneur [111]. To become a Pepper Cutting
Entrepreneur, participants are required to cultivate a minimum of 600 pepper vines from
recommended varieties such as Semonggok Aman and Semonggok Emas on their current pepper
farm with approximately 0.3 hectares and registered as an affiliate under the MPB [111]. Once
participants meet the prerequisites, they will be given an additional 400 pepper cuttings and an
assortment of fertilizers including organic fertilizers, Carbofuran, Benomyl, and Nitrogen-
Phosphorus-Potassium (NPK), which are indispensable to ward off natural pests and diseases [111].

Besides, pepper cutting entrepreneurs will be provided with frequent hand-to-hand farming
practices, site visits, and essential advices on becoming both successful farmer and entrepreneur.
This intervention from the Board can encourage smallholder farmers to stay competitive in the
international market and overcome short-term market fluctuations. The inculcation of
entrepreneurship mindset among smallholder farmers may also allow them to create more
innovative pepper products through their own series of value-adding activities. In Sarawak’s
pepper value chain, they are considered as large producers and have the ability to manage their
own value-adding activities such as cleaning and packaging without relying much on chain
intermediaries.

4.2.8 Foreign Investors
In order to maximize the total production of pepper, the act of joint venture with foreign investors
is strongly encouraged as they have the competence in building a large-scale pepper farm. Large-
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scale pepper farms enabled Sarawak to realize mass production, eventually increase the amount of
yearly yield on multiple folds. Potential investors can be sourced from countries such as Japan
[112], China, South Korea, and Singapore as they are the major importers of Sarawak Pepper
products and among the top pioneers in technology advancements [113]. This may also bring
additional advantage for enabling the possibility of structuring a modernized pepper farm
integrated with state-to-the-art sensors and actuators. This subtle approach can become a
competitive advantage against other pepper producing countries. In Vietnam, huge production can
be manifested due to the increasingly populated large-scale pepper plantations that started and
operated by investors from India [114]. As for the current state, Sarawak has not been able to
cultivate higher or equivalent amount of pepper crops compared to majority of pepper producing
countries, which can be denoted as the weak point for the current local pepper industry since it
mainly depends on smallholder farmers as the sole producer of pepper.

4.2.9 Village Collectors

Situated in rural territories, village collectors are also most commonly known as small traders that
transport pepper in small quantities. Rural producers that did not possess any form of vehicle can
only rely on these collectors to gather the commodity and sell to another stakeholder in the value
chain. In the case of Julau, accessibility to the pepper farm has been posited a challenge due to
uneven road surfaces, in addition to diverge pepper planters located in secluded, hilly areas. Hence,
village collectors have always been assigned to scout commodities that are hardly reachable by
average traders.

4.2.10 Town Traders

Another type of traders in Sarawak’s pepper value chain are known as town traders, akin to village
collectors but able to gather and store pepper in larger quantities. Town traders may also rely on
village collectors to scout more pepper farmers as some enclosed areas may be unknown and
difficult to traverse.

4.2.11 Farmer’s Association

According to a news report, the farmer organization in Betong had being upgraded with installed
pepper processing machine to enhance the efficiency of processing and packaging the harvested
pepper berries [115]. Subsequently, the packaged products will be either sold or exported to
interested countries. Hence, smallholder farmers will have the alternative marketing channel by
selling their dried pepper berries to the farmer organization at a favorable selling price even when
the global pepper economy is experiencing a continuous downturn [115]. Eventually, pepper
farmers will be able to undergo farm maintenances and resupply input materials without having to
abandon their pepper farms due to the lack of financial returns from the previous batches of
harvested pepper berries.
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4.2.12 Government Statutory Body

The body is represented by the MPB, which acts as the buyer and exporter in Sarawak’s pepper
value chain. The main objective for the establishment of MPB is to alleviate the discomfort of
smallholder farmers that did not have the bargaining power against private merchants, which
normally have to obey the offered price by the approaching buyers. Even when supply is higher
than demand, MPB will still acquire the harvested pepper berries from smallholder farmers as they
require immediate capital returns to continue operating and maintaining their pepper farms.
Moreover, smallholder farmers will also unlikely to upkeep dried pepper berries in long duration
because majority of them do not own a spacious warehouse or storage room in their premises.
Fortunately, smallholder farmers are being offered a higher selling price by the government
statutory body compared to the selling price provided by private traders. However, smallholder
farmers will offload their commaodities to private traders due to the long distance required to travel
from their pepper farms to the nearest MPB collection point and the storage capacity offered by
the MPB’s warehouses may not be sufficient during the peak seasons.

Apart from partaking the buyer role, MPB is also responsible for supervising the overall production
of pepper products with the implementation of utmost quality control and grading system and
devising international marketing strategy. With the intervention from the Board, many citizens of
countries such as Japan, South Korea, and Singapore are well-informed of the stringent quality of
Sarawak’s pepper via constant publicity campaigns and able to convince them to import the
condiment into their nation for daily consumption. According to a representative, MPB commonly
purchases pepper berries from these following stakeholders: smallholder farmers, village
collectors, entrepreneurs, and farmer organizations. The purchasing of pepper berries is done in
two methods: field purchase and spot purchase. The first method will require MPB agents to visit
the premise of sellers and fulfil the transaction with instant cash whereas the second method is
reversed, whereby sellers will transport their harvested pepper berries to the MPB’s warehouses.
Purchased pepper berries will then be sent to processing centres equipped with Mikrokleen
machineries [116]. Mikrokleen machineries conduct steam treatment to enhance the aroma, flavor,
and ensure hygiene of pepper.

4.2.13 Product Manufacturers and Processors

According to a factory overseer, pepper producers may begin the pre-processed stage before
selling to subsequent buyers. Different colors of pepper: black and white are being processed
differently. Black pepper will only require to be sun-dried until the outer skin becomes blackened
whereas white pepper will need to be soaked or rinsed in flowing water beforehand. After the outer
skin is removed, the white pepper will undergo the same drying process as the black pepper. Once
peppercorns are dried completely, smallholder farmers will perform the sifting and threshing by
hand or machine to eliminate extraneous matters prior to the packing of dried peppercorns in gunny
sacks, then change hands to subsequent buyers such as village collectors, town traders, farmer
associations, and MPB agents.

In most cases, another pepper processing stage will be associated before heading to commercial
labelling and packaging, especially when the final product is bound to be exported to international
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customers that prioritized on Sarawak’s finest quality. It is known as post-processed stage and
comprised the following activities: cleaning, grading, and packaging. Although pepper berries
have undergone rudimentary cleaning by the producers, excrements from animals or insects to
pathogen may still contaminate the condiment and required to be sterilized in a microscopic level.
The method used is called steam sterilization and mainly operated in private facilities or MPB
processing centers.

4.2.14 International Exporters

In order to export pepper products worldwide, a company has to obtain the export license from the
MPB and be registered as the member of Sarawak’s Pepper Exporter Association (SPEA).
According to the Assistant Director of MPB’s Strategic Planning Division, pepper consignments
are subjected to meticulous inspection by the Pepper Marketing Board (PMB) to certify all
prepared condiments have been achieving the grade specifications as requested from international
buyers before proceeding to shipping. In addition, pepper consignments are subsequently
examined by the ISO accredited Quality Control Laboratories (QCL) to conduct the residue level
analysis for pesticides and heavy metals and ensure all pepper condiments are safe for the later
consumption [117]. All rejected consignments will either be undergone another round of
inspection or retrocede to the particular exporter for repackaging. These series of inspection allow
Sarawak’s Pepper to be crowned as the finest quality of pepper among producing nations with
“Hallmark of Quality” as the daily promotion trademark and registered as one of the indigenous
Geographical Indication (GI) in Malaysia [118].

4.2.15 Wholesalers and Retailers

In every supply chain, wholesalers and retailers are the fundamental blocks for supplying packaged
products to domestic consumers. Consumers can opt for buying pepper products in small quantity
from the nearest retailer or in bulk from a wholesaler, which can be purchased in a much cheaper
price based on the wholesale pricing instead of the retail pricing.

4.2.16 Digital Entrepreneurs

With the ever-expanding competition among wholesalers and retailers, online business has been
targeted as another marketing option by creating a digitally, visible storefront for sorts of
commodities [119]. Those who are technological literate would publish catalogues of pepper
packaging products to the online marketplace or their own hosted e-commerce websites as an
alternative strategy in reaching out remote customers, either domestically or internationally.

49



Table 4.2: A checklist of primary and supporting actors

Actors Primary Supporting
Input suppliers

Extension agents

Financial agent

Agricultural scientists
and researchers
Nursery operators

Smallholder farmers

Pepper Cutting Entrepreneurs

Foreign investors

Village collectors

Town traders

Farmer’s Association

Government Statutory Body

Product manufacturers
and processors
International exporters

Wholesalers

Retailers

In short, a total of 16 different characters were described, or to be specific, 10 primary actors:
smallholder farmers, Pepper Cutting entrepreneurs, collectors, investors, traders, processors,
product manufacturers, exporters, wholesalers, and retailers, along with 6 supporting actors: input
suppliers, financial agents, research institutes, nursery operators, extension agents, government
statutory body, and the farmer’s association. During the actual interviews, not all of the characters
were chosen, with some such as MPB to only receive two recipients due to the single source that
can disregard the requirement of data saturation and limitations in finding the suitable participant.
To further clarify, the primary actors are stakeholders that directly contribute, process, and manage
the pepper in any form whereas the supporting actors are stakeholders that assist primary actors
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with assorted services. Additional information pertaining to their interactivities will be described
in the next subchapter.

4.3 Design Structure of Sarawak’s pepper value chain

Figure 4.1 shows the overall structure of Sarawak’s pepper value chain with associated
stakeholders or actors as verified through the qualitative interview process. Firstly, raw materials
and resources are supplied by the input suppliers, finance officers, research center, and nursey
operators, excluding the agricultural extension agents, which are mainly providing technical
expertise and advisory services to the existing producers: smallholder farmers and local
entrepreneurs. Secondly, trading and processing services are provided by the collectors-processors,
traders-processors, farmer organizations, and hugely assisted by the MPB. Lastly, the tailpiece of
the value chain is predominantly acquired by wholesalers and exporters, which are tasked for
packaging and distributing final products to the subsequent stakeholders in bulk, either
domestically or internationally.
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Separately, the structure of Sarawak’s pepper value chain and the identified marketing linkages
between the value chain actors are as shown in Table 4.3.

Table 4.3: Various marketing linkages of pepper value chain

a. | Smallholder farmers -> Government statutory body -> Product manufacturers ->
Wholesalers / Exporters -> Retailers -> Consumers

b. | Smallholder farmers -> Village collectors -> Town traders -> Post-processors -> Product
manufacturers -> Wholesalers / Exporters -> Retailers -> Consumers

c. | Smallholder farmers -> Town Traders -> Post-processors -> Product manufacturers ->
Wholesalers / Exporters -> Retailers -> Consumers

d. | Smallholder farmers -> Farmer organization-> Government statutory body -> Product
manufacturers -> Wholesalers / Exporters -> Retailers -> Consumers

e. | Pepper cutting entrepreneurs -> Government statutory body -> Product manufacturers ->
Wholesalers / Exporters -> Retailers -> Consumers

f. | Pepper cutting entrepreneurs -> Product manufacturers -> Wholesalers / Exporters ->
Retailers -> Consumers

g. | Foreign investor-> Product manufacturers -> Wholesalers / Exporters -> Retailers ->
Consumers

Currently, there are a total of 7 marketing linkages branched out from the 3 producers. Smallholder
farmers are having 4 major buyers, which are the collectors, traders, government statutory body,
and farmer organization. Despite the available channels, most smallholder farmers are more
leaning towards the government as their main potential buyer due to the premium purchasing
prices offered by the MPB. Secondly, pepper cutting entrepreneurs are having 2 options: self-
processed or MPB-processed. Self-processed can be accomplished by transporting the pepper
crops to the processor or having the processing machines themselves. Those who relies on MPB
will be undergoing the same process as smallholder farmers, waiting for the pickup or transport to
the nearest MPB branch with their owned transports. Lastly, foreign investors will have their own
factory or another third-party processing companies to process the harvested pepper crops, thus
explain the solely marketing channel.

In Figure 4.2, the average of subsequent pricing is also conformed from pepper stakeholders in
different stages, starting from the farm-gate price of the pepper producer. From MPB, the
purchasing price will always be higher than normal traders to assist smallholder farmers that could
not bargain for slightly higher prices, especially during economy downturn, which may affect their
reproduction line in the upcoming seasons. As for processing, there are two distinct product
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outcomes: regular and Mikroleen. At the time of the interview, which is between the month of
June and November in year 2020, regular is categorized with grades and marked within the price
range of RM20 to RM40 per kilogram whereas the Mikroleen will undergo steam treatment
activities to eliminate tiny extraneous entities, mostly prioritized for foreign markets that able to
fetch higher prices due to its ascertain quality standard and acknowledged by adepts in culinary
arts. According to an interview with a veteran, smallholder farmers and collectors would mostly
opt for MPB, then from MPB to regular processing, in conjunction with the demand for regular
processing is invariably higher, thus making it the most common route in Sarawak’s pepper value
chain. This price variation simply draws out different linkages coming from a single source to
multiple buyers; commonly opt for MPB by majority of the smallholder farmers and to traders as
the alternative route in the trading phase while the processing phase can be a mixture of both
markets: domestic and international, which primarily depends on the level of quality necessitated
by the subsequent buyers.

PRODUCTION >> TRADING > > PROCESSING >> RETAILING >

RM8.50,
Traders

RM20-40
Regular

RM$9.00,
MPB

RM45++
Mikrokleen

Figure 4.2 Price of the pepper crops (black variant per kg) in pre- and post-processing

4.4 Pain Points of Sarawak’s pepper value chain actors

Pain points in a value chain are basically constraints that need to overcome by value chain
stakeholders to prevent large and costly effects to upstream and downstream activities, also known
as the bullwhip effect. Certain examples would be the untraceable of product whereabouts, the
absence of consensus scorecards, and the lack of value-adding activities that are required to satisfy
demands from end-users. In this section, pain points were properly scouted from domestic articles,
newsletters, and interview transcripts received among selected stakeholders, summarized, and
charted as below.
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4.4.1 Smallholder Farmers

Interview transcripts were acquired from a total of six smallholder farmers. A total of nineteen
constraints/themes transpired from the interview transcripts of the six smallholder farmers, as
shown in Table 4.4. The constraints were weighted based on percentage agreement by the
respondents. Where a constraint is highly agreed among the respondent, it would carry a higher
weightage, and where a constraint was only agreed by a small number of the respondents, it would
have a lower weightage. This then highlights the major constraints faced by the stakeholders. For
instance, the constraint “increasing of agricultural inputs” from Table 4.4 has 6 participants agreed,
therefore with a total response of 44, including the response from main and other constraints,
would be (6 / 44) * 100 ~ 14. A standard formula is shown as Equation (4.1).

) total reponse for a constraint
weightage = —x 100 4.1)
total response for all constraints

In Figure 4.3, the most severe constraints identified by all the respondents in this category is the
increasing cost of agricultural inputs, and price fluctuations, occupying a 14% weightage
respectively, compared to the other constraints. Financially, smallholder farmers are not in a
favorable condition due to the increasing cost of agricultural inputs to provide fundamental
elements for plant growth: nitrogen (N), phosphorus (P), and potassium (K). The deficiency of the
above nutrients will eventually weaken the quality of pepper crops and increase its vulnerability
to prominent pest and diseases. Another significant constraint is the low bargaining power against
buyer, as agreed upon by five of the respondents. Four of the respondents mentioned as a constraint,
the escalating cost for countering pest and disease, which includes the recovery cost of restoring
the aftermath by the infestation of bugs and diseases that can be widespread through the field of
pepper vines. Ineffective fertilizers provided and subsidized by MPB was also mentioned as a
constraint by four of the respondents. Although input materials are given and subsidized annually
by the MPB, the effectiveness of growth enhancements for pepper crops is not as high as expected
and this resulted in farmers having to purchase externally from stores familiar to them.

As they are situated in the rural areas, several smallholder farmers are having difficulties in
migrating to the digital era because of limited internet coverage, inaccessibility to innovation,
farming technologies, and credits. Being connected through the internet can allow them to broaden
their marketing channels and access to digital services. Such services could be credits accessibility
and daily operation enquiries from financial institutions and MPB extension agents. Due to the
lack of branch facilities, smallholder farmers will have to travel a considerable distance before
arriving at collection centers, for instance, a distance of approximately 50km from Julau to the
Sarikei MPB branch. The long-distance travel indicated the inconveniences rural stakeholders
have to face, in addition to increasingly eroded or poor road infrastructures due to lack of
maintenance.

As the constraints persist, many smallholder farmers have decided to abandon their daily operation
by abandoning pepper farms either to cultivate or maintain other cash crops such as oil palms and
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durians or anticipate new business ventures with no relation to the agricultural sector. Furthermore,
three of the respondents concurred on the lack of vehicle transport, inadequate extension services,
heavy rainfall, lack of storage facilities, and limited internet coverage, inaccessibility to innovation,
farming technologies, and credits. Lastly, two of the respondents mentioned as a main constraint,
the lack of interest from new generations on continuing the pepper business since it requires them
to invest a substantial amount of effort to maintain the pepper vines in a favorable condition, e.g.,
regular leaf pruning, fertilizing, and maintain ground covering.

Table 4.4: Constraints faced by smallholder farmers

Main constraints Weightage based on %
agreement by respondents

Increasing cost of agricultural inputs 14

Price fluctuation 14

Low bargaining power against buyers 11

Heavy rainfall that intensify river flooding 11

Escalating cost for countering pest and disease 9

Ineffective fertilizers provided and subsidized by MPB
Lack of vehicle transport

Inadequate extension services

Lack of storage facilities

Poor interest from newly generations

Other constraints

Unable to sell available harvests to MPB due to
overstocked during peak season

Lack of entrepreneurship skills

Inaccessibility to innovation and farming technologies
Availability of credits for farm maintenance and
operation 7
Persistence on traditional planting methods

Poor land, irrigation, and soil fertility management

Long distance to the central market

Little knowledge pertaining to post-processing techniques
Little to no linkage between further end of the value chain

INSENIENIEN] )
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® Increasing cost of agricultural inputs m Escalating cost of pesticides

Price fluctuation Low bargaining power against buyers
m Heavy rainfall m Poor interest from newly generations
m Lack of vehicle transport m Lack of storage facilities
m Inadequate extension services given m Ineffective fertilizers given

m Other constraints

Figure 4.3 Percentage of smallholder farmers concurred on pain points

4.4.2 Village Collectors and Town Traders

The constraints faced by stakeholders in this category were acquired from a total of four
respondents; two village collectors and two town traders. A total of nine constraints/themes
transpired from the interview transcripts from two village collectors and two town traders, as
shown in Table 4.5. In Figure 4.4, all of the respondents in this category agreed that improper road
infrastructure, price fluctuation, mutual competition, and season-dependency are the most severe
constraints, which occupied a 14% weightage compared to all other constraints. Three of the
respondents also highlighted the fragmentation of supply source, improper storage assignment,
and uncertain quality upon receiving the pepper crops from smallholder farmers as significant
constraints. In many instances, collectors and traders will have to travel to multiple destinations
and gather pepper crops from smallholder farmers. The supply source is considered fragmented,
and when transacted in small quantities per area, it may not be worthwhile, according to three
respondents in this category. Moreover, quality of the crop may not be as high as expected, which
results in a lower purchase price offered, thus creating a knock-on effect on other smallholder
farmers. In addition, collectors and traders will also compete among themselves and also against
MPB because of the high buying price offered by MPB to the pepper producers. Whoever offers
the best buying price will eventually gain the attention of smallholder farmers.
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Table 4.5: Constraints faced by village collectors and town traders

Main constraints Weightage based on %
agreement by respondents
Improper road infrastructure 14
Price fluctuation 14
Competition from fellow collectors, traders, and MPB agents 14
Depends on harvest seasons 14
Fragmentation of supply source 11
Improper storage of collected pepper 11
Quality received is not as expected 11
Transact in small quantities for village collectors per trip 7
Low pepper productivity in certain districts 4

m Low-graded quality ® Price fluctuation

Improper road infrastructure Small quantity transaction per trip
® Mutual competition m Supply source fragmentation
m Season-dependent m Improper commodity storage

m Low pepper productivity

Figure 4.4 Percentage of village collectors and town traders concurred on pain points

4.4.3 Product Manufacturers and Processors

A total of five constraints/themes transpired from the interview transcripts of four respondents;
two product manufacturers, one MPB processor, and one local processor, as shown in Table 4.6.
In Figure 4.5, all of the respondents in this category concurred that price fluctuation, as well as
high maintenance and labor cost, are the most severe constraints, contributing respectively to a 25%
weightage compared to other constraints. It is worth-mentioning that labor cost also includes the
difficulty in finding potential workers to alleviate the workload. Additionally, three of the
respondents; two processors and one manufacturer commented that there is a reduction in quality
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when fine and inferior peppercorns are mixed together during the trade settlement. In managing
post-processing activities, difficulties arise from having both fine and inferior quality peppercorns
mixed together as it increases the workload of having to separate them into their respective grades.
Consequently, labor requirement also increases, which is directly proportional to the expense paid
per employee, as mentioned by all four respondents in this category. Another expense required is
the regular maintenance cost for processing machines; as well as for Mikrokleen machines that
operate for steam treatment of peppercorns. Moreover, reduction in quality is inevitable when
passing through multiple actors in the value chain as there is a lag time between when the pepper
berries are freshly picked, to the time it was processed. Another constraint mentioned by two of
the respondents in this category is the lack of creativity in producing innovative value-added
products to create more versatilities using local commodities. A wide selection of pepper products
can boost commercialization and usage of locally harvested pepper berries. Hence, the cyclical
nature of the pepper sector will be more affluent with a greater number of stakeholders, especially
the producers.

Table 4.6: Constraints faced by product manufacturers and processors

Main constraints Weightage based on %
agreement by respondents

Price fluctuation; bullwhip effect based on consumer demand 25

High maintenance and labor cost 25

Reduction in quality when passing several hands in the value 19

chain

Mixture between fine and inferior peppercorns 19

Lack of innovation for producing value-added products 12

m Price fluctuation Quality reduction
Inferior mixtures High maintenance and labor cost
m [_ack of product innovation

Figure 4.5 Percentage of product manufacturers and processors concurred on pain points
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4.4.4 Wholesalers and Retailers

Constraints faced by wholesalers and retailers were acquired from a total of five respondents in
this category. A total of four constraints/themes transpired from the interview transcripts of three
wholesalers and two retailers, as shown in Table 4.7. In Figure 4.6, mutual competition in the
pepper business was identified as the most severe constraint for wholesalers and retailers, resulting
in a 33% weightage compared to the other constraints. Impacted by competitive pressure, they
turned to alternative selling options, such as e-commerce platform, and through social media. Four
of the respondents affirmed that the price fluctuation as well as the lack of demand and
consumption in domestic markets as major constraints. Two retailers also mentioned as a
constraint, the lack of understanding pertaining to the harvesting and processing phase, which
posed a potential issue upon describing the authenticity of the pepper products to interested
customers. The product integrity is unbeknownst to most of the subsequent stakeholders in the
value chain, resulting in reduced buyer confidence from end consumers and create a lack of
demand in the commercial market.

Table 4.7: Constraints faced by wholesalers and retailers

Main constraints Weightage based on %
agreement by respondents

Competition from fellow wholesalers and retailers 33

Fluctuating local market prices 27

Low consumption in domestic markets 27

Lack of understanding pertaining to behind-the-scenes 13

operation

® Fluctuating local market prices

®m Mutual competition
Lack of demand and low consumption in local regions
Incomprehension of processing stages

Figure 4.6 Percentage of wholesalers and retailers concurred on pain points
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4.4.5 Exporters

Constraints faced by exporters were acquired from a total of three respondents in this category. A
total of five constraints/themes transpired from the interview transcripts of two domestic exporters
and one international exporter, as shown in Table 4.8. In Figure 4.7, all of the respondents agreed
that the fluctuating international markets, mutual competition among exporters, and the
repercussions of rejected pepper products before the consignment, are major constraints faced by
them as indicated by 25% respective weightage as compared to other constraints. Moreover, two
of the respondents highlighted that different quality standards across different countries also
affected the pepper trading industry.

Sarawak’s peppercorns are being acknowledged as the world’s finest, thus many import countries
have high expectations of the quality of Sarawak’s peppercorns and demand that it meets stringent
standards. Inevitably, exporters will have to adhere to those standards in compliance with the
regulation and trade policy issued by the MPB. Each consignment will undergo thorough quality
inspections before proceeding to international dispatch. Any rejected consignments will be
delivered back to the corresponding exporters as a repercussion. Lastly, one of the respondent is
concerned about the absence of a close link with the upstream stakeholders in the pepper value
chain; in particular, the pepper producers. Since there is no direct communication to upstream
stakeholders in the value chain, exporters are unable to pinpoint the source of any inferior quality
pepper distributed along the supply chain.

Table 4.8: Constraints faced by domestic and international exporters

Main constraints Weightage based on %
agreement by respondents

Fluctuating export market prices 23

Competition from fellow domestic and international exporters 23

Repercussion of rejected pepper products after quality 23

inspection

Quality standards from different countries may inhibit 16

successful trading

Absence of close relation to stakeholders resided in the earlier 15

nodes of the value chain
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® Fluctuating export market prices
® Mutual competition
Indifferent quality standards
Repercussion of rejected pepper products
m Absence of close relation to upstream stakeholders

Figure 4.7 Percentage of domestic and international exporters concurred on pain points

4.4.6 Supporters

In this context, supporters can be defined as stakeholders that offer necessitated services to the
primary actors, especially towards smallholder farmers. According to the inputs from two
participants, MPB is the main buyer, supporter, and supervisor among registered pepper
stakeholders. Other supporters including bank institutions, agricultural research center (ARC), and
input suppliers are also existed to provide the essential services and assistances required among
smallholder farmers. However, there are some persistent issues that hinder the overall efficiency
of the pepper sector, which is required to be addressed by the government statutory body, as
continuously stated by the participants. One of the discovered constraints is the lack of
transparency of the commodity flow. For example, it is uncertain whether the pepper commodity
has been swapped with other foreign bred that does not have the stringent quality as regulated by
the MPB.

When questioning the participants regarding the integrity of pepper products, it is hardly enough
to trace back to the origin without having the proper catalogue of selling items in a database server.
Among the local community, several had claimed that the purchased pepper products from
commercial shelves are in fact not genuine, which suspected the mixture of counterfeit pepper
imported from other producing countries. As a result, the everlasting reputation for being the
renowned pepper producing country may come to a halt and be replaced indefinitely. Presently,
Sarawak’s pepper industry does not have an integrated and communication platform for
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performing digital services, in addition to the lack of data digitalization pertaining to the
identification of pepper stakeholders and transaction archives.

During the harvest season, smallholder farmers are facing the bottleneck of selling out dried
peppercorns due to the limited warehouse capacity offered by the MPB, thus the delay of financial
return for small-scale producers. The deadlock in purchasing pepper from producers is transpired
due to mass production from neighboring countries, i.e., Vietnam, India, and Indonesia with certain
countries such as China attempting to build their own pepper farms for domestic consumption and
thus reducing the reliance on importing pepper products. Furthermore, the lack of finance outreach
to the rural communities is proven to be affecting the production efficiency of smallholder farmers
as they could not afford to undergo farm maintenance and purchasing agricultural inputs for the
cultivation of high-grade pepper crops [112].

Aside from financial support, MPB also provides extension services to smallholder farmers that
relates to the knowledge of utilizing good agricultural practices (GAP) to the pepper farm. With
the joint collaboration from agriculture research center (ARC) and local universities, extension
agents have been regularly informed regarding the research findings from the latest experiment,
then present those major discoveries during the annual convention or visitation of pepper farms
from requested producers. Despite the continuous effort, there are pepper farmers that insisted on
using traditional methods in farming management, which creates hindrances to sustainable
production for the local pepper sector.

Constraints faced by supporters:

I.  unable to create sustainable production for the pepper sector due to persistence from

farmers using traditional planting methods

ii.  absence of communication channel to every stakeholder in the pepper value chain

iii.  lack of data digitalization for member records and archives

iv.  lack of overall transparency and supervision in the pepper value chain

v. lack of finance outreach

vi.  deadlock in purchasing pepper from producers due to mass production from other
producing countries, resultantly overstocked in warehouses

vii.  limited storage capacity during harvest seasons
viii.  major competition from other pepper producing countries
ix. time taken and distance travelled to the producer’s premises that requested for extension
services

4.4.7 Consumers

As sourced from a total of eight participants, consumers are the main influence in determining the
sales rate of a pepper product. Such purchase decision is concluded based on these two factors:
quality and price. However, buyers are unable to identify the authenticity and fairness of the
product due to the lack of labelling and description stated. Additionally, there are currently a
multitude of dubious brands with questionable values to choose from across the commercial
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shelves, which may confuse buyers to select the right product among the bunch. Although brands
are diversified, the product itself is not versatile enough to boost domestic and international
commercialization, eventually inhibits the incessant flow of the supply chain for pepper
commaodity.

Constraints faced by consumers:

I.  unknown to product integrity and development such as the source of origin and
manufacturing process
ii.  multitude branding
ii.  lack of product diversification

4.5 Discussions

This subchapter describes how collected results were apposite and relatable to the existing
agricultural and pepper value chains. Furthermore, a result comparison between the local and
foreign pepper value chains was made to gain new perspectives on pepper stakeholders’ solidarity
and dependability towards each other.

4.5.1 Smallholder Farmers

Local research shows that smallholder farmers are the individuals that manage to realize the mass
production of pepper crops across nations, as also mentioned in case studies of Vietnam [29],
Cambodia [32], and Sri Lanka [31]. On average between nations, 95% of the total pepper
production comes from this stakeholder category, with private farm and estate owners enveloped
the remaining portion of the shares [29] - [31]. Despite the dominance, smallholder farmers are
still having low bargaining power and oftentimes sell off the crops without referring to the standard
pricing. However, according to an interview with a staff from the MPB, pepper price for both
variants: black and white, will be uploaded daily in their website or can be received by sending a
SMS request, which is primarily for pepper stakeholders that are only accessible to 2G network
(GMS). Although benefitting, it still depends on whether smallholder farmers will follow the price
chart when negotiate with a third-party buyer. Similar to Vietnam, those who are considered
affluent will store harvested pepper berries during bad market fluctuations, and clear repositories
when the supply is scarce with a high profit margin [29]. In terms of demand, Vietnam has been
disrupting the international pepper market with a massive supply of pepper. Based on Table 2.1
and 2.2, the total production and export of pepper were approximately 10-12 times higher
compared to Malaysia and Sri Lanka. One of the main causes is the pepper production from
Cambodia is mostly prioritized to the Vietnamese collectors, which resultantly contributed the
sheer amount of the total pepper production and export in Vietnam [32]. Another cause is due to
the leniency from both government parties; with Vietnam having unlimited expansion on pepper
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plantation [120], [121] whilst Cambodia having little assistance in promoting domestic sales,
especially to the local exporters and without enforcing the policy of illegal pepper trading [32].

4.5.2 Village Collectors and Town Traders

According to the local study, village collectors and town traders have their own dissimilarities;
with a village collector as the small carriage that frequently travel in treacherous routes whereas a
town trader as the big carriage that typically roams on asphalt roads, which are proven to be
ordinary when referring the information to the case studies. In Vietnam and India, collectors are
riding motorbikes to fetch pepper in small quantities [29], [33]. The advantage of using small
transports is due to the fact the challenging areas that need to venture by collectors in order to
reach the destination. The scenario becomes exacerbate when smallholder farmers are segregated
in different pepper farms, whereby the collectors will have to travel secluded paths on multiple
turns, which reflects back to the case of Julau in Sarawak. Mutually, collectors and traders in
different countries are facing similar competitions against each other, which was revealed as one
of the highest weightage by respondents in Sarawak.

4.5.3 Product Manufacturers and Processors

In Sarawak, processing machineries are built in various MPB branches, farmer organizations,
research institutes, and third-party processors with strong emphasis on grading and stringent
standards. However, countries such as Cambodia and Sri Lanka are not facilitated with a sufficient
amount of processing factories [31], [32]. In India, there are no grades and standards to ensure the
high-quality of processed pepper and the differentiation is not fully incentivized [33]. Surprisingly,
traders in Vietnam are totally replacing processors by partaking cleaning and grading with
appropriate measures and fulfilling requirements solicited by the buyers [29]. Therefore, based on
the context alone, Sarawak and Vietnam are hugely pivoted on the stringent quality standards and
emphasized on food safety practices compared to the other nations.

4.5.4 Exporters

Similarly, both local study and case studies emphasize on price fluctuation as one of their main
constraints, in conjunction with the price competition that have to encounter, either domestically
and internationally. In Sarawak, quality is also posed to be the hindrance on successful trading if
not taken care properly, which is also mentioned in the case study of Sri Lanka’s pepper value
chain, quoted low standards of pepper can cause inadequate supply and act as a trade barrier to
international buyers [31]. In Sri Lanka’s case study, it is also mentioned that the inadequate testing
capabilities of local laboratories to meet the standard requirements and the lack of market research
at international level are the causes of this repercussion, in addition to India’s case study, quoted
the lack of awareness about required quality for the exported produce among the early pepper
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stakeholders that may cause the same repercussion [31], [33]. Subsequently, the lack of proper
information and dissemination of the producers and lack of control over production are also stated
as Indian exporters’ limitations in producing the intended qualities, which share the same meaning
as the absence of close relation to the early stakeholders in Sarawak [33]. Hence, the main
constraints found in the local study are considered relatable and justifiable after comparing to the
case studies of neighboring countries.

4.5.5 Supporters

Based on the local results, the supporter role in Malaysia is pretty much dominated by the MPB,
which is also the extension agents, a part of the research institutes, and the main buyer for the
smallholder farmers and collectors. Conversely, pepper sector in Cambodia is not prioritized by
its government, which lacks the unified body to regulate the pepper production, in addition to the
lack of R&D strategy with limited market research and extension services [32], likewise the lack
of formal institutions to support the pepper sector in India [33]. Additionally, the probe of concern
into data availability for decision-making from India is also specified by the MPB, which are the
lack data digitalization pertaining to the member records and the overall transparency of Sarawak’s
pepper value chain. Besides, the lack of finance outreach is also highlighted as an issue in
Cambodia, Sarawak, and Sri Lanka [31], [32]. Overall, the establishment of MPB is proven to be
favorable for Sarawak’s pepper industry and has been assisted pepper stakeholders in processing
and marketing, which is absent in mentioned countries thus far.

4.6 Chapter Summary

To sum up, qualitative interviews were conducted and brought to fruition, which all information
was compiled into several themes and had achieved the desired objective, that is to identify
Sarawak’s pepper value chain by determining stakeholders’ pain points and linkages. The findings
are significant to provide a rationale and motivation to the next chapter. In the next chapter, the
PBFT consensus algorithm is reviewed and evaluated with 3 network structures as the
experimental subjects. Furthermore, the chosen network structure is equipped into the proposed
blockchain system architecture and integrated with Sarawak’s pepper value chain as a form of
digitalization towards the Sarawak’s pepper industry.
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CHAPTER 5: EVALUATION AND IMPLEMENTATION OF
NETWORK STRUCTURES IN PBFT CONSENSUS
ALGORITHM

With the qualitative findings presented in Chapter 4, blockchain technology is getting more
promising to be the main driver in alleviating pain points such as the following:

(1) the lack of product transparency, which may lose its stringent quality when passing to several
stages without an automated supervision, and

(2) the lack of clear visibility of alternative linkages, especially to stakeholders that were not
directly connected in the pepper value chain.

Therefore, it is important to study the underlying consensus utilized in the BCN and its metrics,
which was experimented based on the suggested PBFT consensus algorithm.

As such, this chapter describes how the PBFT consensus algorithm and selected network structures
were programmed and compared in terms of performance, scalability, and reliability (PSR) metrics
to gauge the overall efficiency of the proposed network structures. Subsequently, the combination
of the group and layer network structures are introduced with additional mechanisms in countering
faulty primary or replica nodes during the transactional process. Additionally, a system
architecture was drawn to reveal the inner technologies and concepts involved in the devised BCN.

5.1 Subjects, Tools, and Procedures

Based on the discussions of PBFT in subchapter 2.8, the following test were conducted with three
different network structures. In Figure 5.1, the structure was basically the vanilla PBFT without
additional customization. In Figure 5.2, the structure was the network nodes fragmented into
segregated groups, meaning there were more than one primary node and were formed into a
constituted primary group, with each primary node having their own replica nodes. In Figure 5.3,
the structure was the primary nodes branched and chained in an imaginary line. All replica nodes
were arranged in each knot of the layer to the assigned primary node, eventually producing linked
layers with connected primary nodes as the main linkage of broadcasting transaction requests.
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Figure 5.1 The basic network structure (grey = primary)
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Figure 5.2 The group network structure (white = replica nodes)
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Figure 5.3 The layer network structure (only show a branch)

The experiment was conducted using a Core i7 (7700HQ) Intel Mobile Processor with 8GB RAM
(2400MH2Z) to provide a better simulation when opening duplicate applications in a single launch.
In Figure C2, the applications were terminal windows that served as network nodes for the PBFT
simulator, which were launched together by executing a Windows batch script with assigned node
IDs of Appendix C. The three PBFT simulators: basic network structure, group network structure,
and layer network structure were all programmed in Go programming language, which has been
known for creating decentralized web applications with in-house features provided such as
producing asynchronous threads with goroutines for task concurrency and the testing package for
runtime benchmarking, and Visual Studio Code as the code editor for the entire work development.
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Initially, the total number of nodes participated in the PBFT consensus algorithm had to be decided.
With four network nodes and a client node as the minimum requirement of the total participation,
it was decided to allow 129 network nodes, including the client node to be the maximum amount
of participation for the experiment as sudden latency had appeared to be more apparent while
launching the CMD windows simultaneously. To simplify, the number of network nodes decided
in the three PBFT simulators were ranged from 22 to 27, excluding the client node.

In terms of metrics, the experiment was conducted to observe the three following aspects of the
PBFT consensus algorithm with different network structures: namely the performance, scalability,
and reliability. Performance was measured by recurring transactions for any boosts or throttles
during the process. Scalability is essentially increasing the number of nodes while measuring the
completion time per completed transaction, as shown in Figure C3 of Appendix C. At the same
time, reliability will be determined based on how many data packets received with correct digest,
message sequence, and key verification. Any anomalies will also be recorded into designated
penalty files assigned with node IDs, as shown in Figure C4 of Appendix C. With the recorded
data from each aspect of the consensus algorithm, a direct comparison can be made by charting a
line graph and interpret their overall efficiency in completing the simulated transactions.

5.1.1 Consensus Simulator

In depth, consensus simulator was capable in creating and running multiple nodes, which in this
experiment would be known as multiple terminal windows. Within each terminal window,
automated procedures were executed to undergo these pre-defined consensus phases: request, pre-
prepare, prepare, commit, and reply. The results collected were the time taken to receive majority
votes of acceptance for each transaction in milliseconds, and for each metric was conducted in
different methods. For instance, performance metric was determined by solely recording the time
taken from a batch of transactions, e.g. 20 transactions, then gradually incrementing allocated
transactions until it reached a certain saturation or distinction of results between different network
structures. The scalability metric was determined by incrementing number of network nodes for
every recurrent test, obtaining the results, then observing for any hampering in TPS that was caused
by populating nodes to the simulator. The overall objective for this simulator is solely prioritized
on allowing a client node to broadcast transaction requests and receive responses from all replica
nodes, n or until a minimum consensus has been achieved, using Eq. (5.1) as the decisive formula.

m,="=+1 (5.1)

where m,. is the minimum consensus achieved and n is the total replica nodes in the consensus
simulator.

5.2 Performance Metric

Generally, the performance metric is to manifest how the network structures were able to process
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the increasing amount of transactions with the minimum of time required to receive the minimum
consensus being received by the client to approve each pending transaction. The time taken to
process/consent transactions and broadcast were taken into consideration, along with how well
each replica node was interacted in the network without faulty operations such as a lost packet,
incorrect message sequence, and failure in digest-key verification for the reliability metric. Actual
chaining of blocks and data recording/archiving by the storage nodes were not included in the
experiment.

In this performance test, a total of 16 network nodes was evaluated in three different network
structures. The network structures were evaluated individually in the literature but never against
each other. All network nodes were continuously fed with a total of 200 transaction requests from
a designated client node, with a new transaction request being produced after each 10 seconds by
the client node since the experiment was conducted on a single machine to prevent bottlenecks and
achieve consistent results. The main objective is to evaluate the stability of the consensus
mechanism when operates in a prolong period by comparing the total execution of completing
between each 40th transaction request to get the best average of results in each round of testing. A
total of four iterations were made for each test, e.g. 4 * 200 transactions, with the result for each
iteration being added together, then averaged to obtain the final result.

Figure 5.4 is a line graph with the completion time as the major factor of the performance metric
between the basic, group, and layer network structures. It shows that the group network structure
had the least completion time through all the 200 simulated transactions, followed by the layer
network structure with approximately 600 milliseconds in completing a simulated transaction. The
basic network structure had the most completion time as compared with the other network
structures and was able to be on par with the layer network structure in terms of long-term system
durability. However, it suffered in the latter experiment by having continuous packet loses and
incorrect message sequence due to the bottleneck suffered in the primary node, primarily due to
broadcasting and consenting at the same time. Therefore, it is not particularly suitable in having
more than 16 replica nodes in the ongoing experiment.
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Layer = 595.3014 613.9129 692.7365 677.3739 524.1886
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Figure 5.4 Performance test for basic, group, and layer network structures with a total of 16
network nodes

Figure 5.5 indicates that the group and layer network structures were the only participants to
compete against each other, with 72 allocated network nodes per network structure. Based on the
pattern, it is ascertaining that both network structures were able to sustain the continuous injection
of transaction requests within the PBFT consensus algorithm. Again, the group network structure
was able to process the majority of the transaction requests in lesser completion time compared to
the layer network structure. Although the layer network structure managed to complete the 200th
transaction request within 479 milliseconds, the group network structure was able to run 200
transactions with 84 allocated network nodes simultaneously. However, in the current machine,
both network structures were unable to process the maximum total of 128 network nodes as
prescribed in subchapter 5.1 due to the similar circumstances faced by the previous basic network
structure, which were the data packet loses and incorrect message sequence. To conclude, the
group network structure is the overall victor in the performance category as it is capable to process
more than 72 replica nodes compared to the layer network structure.

Completion Performance Metric - 72 nodes
Time 700
(ms) - = - =
600 = e -
500
400
300
200
100

0 Transaction (th)

40 80 120 160 200
Group  584.5694 596.5519 610.3381 634.4676 646.6641
Layer  661.4659 648.1285 641.4196 640.6927 479.5846

Figure 5.5 Performance test for group and layer network structures with a total of 72 network
nodes

5.3 Scalability Metric

As for the scalability metric, its purpose is to determine the minimum of time required to process
transactions while increasing the amount of replica nodes for each recurrent test, then observe the
pattern drawn on the line graph to justify the capability of the network structure handling the total
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number of network nodes. The scalability test was progressed with an ascending sequence, starting
from a total number of 22 to 2¢ network nodes. The results were obtained by averaging the
completion time based on four iterations of 100 completed transactions, then compared amongst
the basic, group, and layer network structures.

Figure 5.6 is a line graph with the completion time as the major factor of the scalability metric
between the basic, group, and layer network structures. It demonstrates that the group network
structure preserved a lower completion time compared to the basic and layer network structure.
The layer network structure was gradually increasing its completion time upon adding network
nodes to the experiment while the basic and group network structures were shown with a downturn
when having 16 network nodes in the simulation, which is caused by the recurrent tests; from the
tests of 4 — 12 network nodes that rendered shorter time towards the last test. As mentioned in
subchapter 5.1, the basic network structure was unable to participate in the latter experiment due
to node latency that caused inherent issues such as data packet loses and incorrect message
sequence.

Completion Scalability Metric - 4 to 16 nodes
Time 700
M) 600 S — —
500 f______—_:__ — —
400
300
200
100
0 Number of Nodes
4 8 12 16
e==Basic 529.826575 565.1017375 650.3075625 609.8402375
Group 485.11685 521.153075 554.3711375 508.2919

Layer ~ 516.875675 568.445625 569.8944625 638.429375

Figure 5.6 Scalability test for basic, group, and layer network structures from 4 to 16 network
nodes

Figure 5.7 shows both network structures were having the similar and stable line patterns, with the
group network structure requiring the overall lesser completion time. Between 48 and 56 for the
layer network structure and between 56 and 64 for the group network structure from the x-axis,
the decrease in completion time proved that the slight increase of network nodes will not dampen
the efficiency of the PBFT consensus algorithm with these two network structures as the building
foundation.
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Completion Scalability Metric - 32 to 64 nodes

Time 800
M) 700
600 e -
500 -
400
300
200
100
0

Number of Nodes
32 48 56 64
Group 466.57125 577.5482875 646.488225 582.1145
Layer  580.1163125 669.9593875 641.9056875 646.4771375

Figure 5.7 Scalability test for group and layer network structures from 32 to 64 network nodes

5.4 Reliability Metric

The reliability test was initiated to discover any faulty operations between node phases. A fault
can be a lost packet, an incorrect message sequence, or a failure in digest-key verification. All
notable faults were exported to designated node files to determine the severity of a lagged node.
As this metric is all about true or false (0 or 1) basis, graphs will not be provided in this particular
section. Once a fault is discovered, the network structure is considered ineligible to handle that
amount of network nodes.

Throughout the performance and scalability experiments, the basic network structure was the only
subject that was unable to progress the experiment with more than 16 network nodes, specifically
with 20 network nodes in the experiment, thus making it the least reliable network structure to
construct in a consensus mechanism. On the other hand, the group and layer network structure
were able to handle up to 72 network nodes in the experiment, with the group network structure
having the slight advantage in consensus speed and the additional of 12 consensus nodes allowed
in the mechanism. Overall, the group network structure proves to be reliable and therefore, it is
chosen to be part of the PBFT consensus algorithm for the blockchain system architecture.

5.5 Proposed Network Structure and Mechanisms

The following is the comprehensive network structure that describes and illustrates the actual flow
of a transaction request and the allocation of network nodes in sequence groups. Based on the
experimental results, the group network structure has the least completion time in majority of the
test. Hence, the proposed network structure will be segmented into groups.
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Figure 5.8 exhibits 3 significant groups: relay, consensus, and pending groups. Each group is
tasked with different functionalities and distinct roles. First and foremost, the uppermost group
consists of relay nodes, which can be represented by localized servers stationed at MPB branches.
Relay machines or localized servers are used to relay transaction requests without participating
any ongoing consensus from the client. In addition, MPB branch can register new participants by
linking to the localized servers with office computers and update the member listing in the form
of Windows GUI. Secondly, the consensus group comprises of primary nodes (grey) and replica
nodes (white), with each segment allocated with one primary and three replica nodes. For the
purpose of illustration, three replica nodes are allocated, which in reality can be added to a certain
capped amount. The actual capped amount is not available as the prototype is not being tested and

()

developed at the time of writing.
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Figure 5.8 Group Network Structure with Node Penalty and Filtration System
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As shown in Figure 5.8, multiple consensus groups can be formed in this PBFT consensus
mechanism. Primary nodes in the group will multicast the transaction request from the designated
relay node to its party members (replica nodes) located in the replica group. The furthermost group
in the layout is called the pending group, whereby nodes are divided between two brackets: namely
the penalty and bench. Network nodes that were caught having multiple faults will be sent to the
penalty bracket and waiting to be filtered by the MPB administration panel, mostly by cross-
referencing its message logs and the condition of the device. Any irregularities in the message logs
will be deleted and be given an updated copy of the blockchain from the administrator. After the
filtration, the refreshed node will be sent to the bench bracket, waiting to be formed a new party
with other replica nodes with the corresponding district relay node. For instance, Miri district
pepper stakeholders will be placed under the management of Miri’s relay nodes.

Notice that there are numbered boxes labelled in Figure 5.8. The 1%t numbered box is when the
node has made a transaction request, it will automatically become the client. When that happens,
a node from the bench bracket will be immediately placed into the empty slot, as shown by the
arrow with the 2" numbered box. In any case that there are no replacements for the empty slot,
the segment will continue the normal-case operation as planned. Subsequently, the 3™ numbered
box is when a primary node has attempted multiple faults such as unresponsiveness and malicious
acts, the entire segment will be relocated to the penalty bracket and be filtered accordingly. As for
the 4" numbered box, the replica node that caused multiple faults will be sent to penalty bracket
as opposed to the entire segment. At the same time, a replacement will be made by funneling a
bench node to the vacant slot, on the condition of having the similar district. As a clear distinction,
the allocation of relay nodes in accordance to Sarawak’s districts along with the Node Penalty and
Filtration System are differentiated from the existing network structure in the literature to provide
additional security and protective mechanisms to the BCN.

5.6 Proposed System Architecture

The underlying architecture of the BCN for Sarawak’s pepper industry is depicted in Figure 5.9
with these 5 main principles, which are the application, blockchain, consensus mechanism,
communication, and types of network nodes.
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Figure 5.9 An overlay of the PBFT blockchain system architecture

In mutual blockchains, primary and replica nodes are the essential workers in participating
consensus. With the current network structure, relay and storage nodes are added and utilized in
carrying administration and data sharing without participating in the consensus. Participating
nodes were instructed to mainly conduct consensus operation, with only recent transactions being
stored in the device storage to avoid accumulation on low-storage devices and able to view a
portion of recent data in an offline environment. Any other participants that are not willing or
unable to join the consensus due to the lack of internet connectivity or telecommunication
infrastructure will be categorized as non-consensus nodes. Although considered as inactive
workers, they are allowed to initiate transaction requests and will be getting periodic updates on
any data creation and alteration. As Sarawak’s Pepper permissioned blockchain is intended to build
for mobile devices, i.e. smartphones and tablets, all consensus nodes will be receiving incentives
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as a form of appreciation in contributing additional power consumption of mobile CPU, excluding
storage and relay nodes, which are not conducting any form of consensus operations. Incentives
can be in the form of digital tokens and be used in buying pepper-related products through
transaction requests. Every device (network) node will be listening and sending requests via
TCP/IP, and requires at least a 3G-enabled mobile devices (UMTYS) to interact in the blockchain
platform. Alternatively, Wi-Fi signal is recommended to provide a fixed and stable connectivity
in continuing consensus. All consensus is performed by conducting the normal-case operation of
PBFT consensus algorithm, with the group network structure as a blueprint for node arrangements
and the Penalty Filtration system to recover faulty nodes within the system. Faulty nodes can be
recovered by checking their device performance and replacing corrupted data from the storage
node, which contains transaction history, hashed into a Merkle tree, encrypted, and chained in
subsequent blocks. Ultimately, pepper stakeholders can use Sarawak’s Pepper blockchain
application to create digital presence, which is beneficial in boosting market values and automating
sales by deploying smart contracts in a seamless user interface. Alternatively, the proposed layout
can also be interchanged by tracing the components utilized in these two application sectors:
AgriDigital [70] and AgUnity [71]. These sections have been discussed precisely in subchapter
2.5.4.
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Figure 5.10 An overlay of the Quorum-based blockchain system architecture [74] by AgriDigital
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Figure 5.11 An overlay of the Multichain-based blockchain system architecture [78] by AgUnity

By comparison, the major distinction is between the consensus mechanism of different blockchain
system architectures. In the proposed blockchain system architecture, the Practical Byzantine Fault
Tolerance (PBFT) is implemented along with minor configurations, which are the Group network
structure and the Penalty Fitration system to better facilitate the node arrangements. In Quorum-
based blockchain system architecture, it utilized either the Raft consensus algorithm, a
simplification derived from the Paxos consensus algorithm or Istanbul BFT, an inspiration noted
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from the Clique’s Proof of Authority (PoA), which depends on developers to opt for a faster
transaction speed or a better security mechanism amongst the network nodes. In Multichain-based
blockchain system architecture, Proof of Work is employed with round-robin scheduling to prevent
the same miner from minting blocks consecutively. A summarization between the comparison is
shown as Table 5.1.

Table 5.1: A comparison between the consensus mechanism of different blockchain system
architectures

Proposed Quorum Multichain
Practical Byzantine Fault Proof of Work
Tolerance (PBFT) Raft / Istanbul BFT
Group network structure Round-Robin Schedule

Penalty Filtration system

5.7 Application of Blockchain Technology

The proposed consensus algorithm helps to strengthen the security mechanism of the BCN. Hence,
every stakeholder included inside Sarawak’s pepper value chain will have the opportunity to
upscale the digital presence by participating the BCN through a blockchain mobile application
without doubting the security mechanism during pepper transacting. Aside from the software
developments, RFID and NFC are projected to be integrated in the blockchain system and utilized
within these respective groups: processors-wholesalers and wholesalers-retailers. When delivering
a bulk of pepper in gunny sacks by licensed processors, a RFID tag will be placed with a Unique
Identification (UID), then scanned across with a RFID scanner, which signifies the selected sack
is ready to be transported. An example of the RFID application is shown in Figure 5.13.

Once the product has reached to a licensed wholesaler, the product will be scanned again to
confirm the arrival of package. Eventually, information will be maintained in a shared database
and accessible to all consumers, as they can simply scan the NFC sticker labeled outside the
packaged goods to ensure food safety and reduce food frauds. For instance, the lid of the pepper
packaging will be laminated with a NFC sticker that can be scanned to verify the product integrity.
Once the sticker is peeled off upon removal of the packaging, the antenna strip will be disconnected
and deemed as a useless state. This precaution can ensure the content can always be authenticated
and the content cannot be tampered with, thus reducing the case of food frauds [122]. Additionally,
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tracing mechanisms may allow consumers to provide feedback and offer optional e-Support to
smallholder farmers as a mean of supporting local farmers and producers.

Figure 5.12 shows a visualization on the real-case operation of the BCN with RFID and NFC as
the integrated wireless technology for provenance tracking. Through this layout, individuals are
able to be cognizant about the product integrity before purchasing. Alternatively, buyers that are
not equipped with a NFC-enabled smartphone can opt for QR scan to view the similar information
from the blockchain database, as shown in Figure 5.13. The application is purposely useful for
individuals, regardless of the participation in the BCN to identify the originality of the pepper
product without having to guess its authenticity amidst purchase decision process. It is also proved
to be user-friendly, which can simply scan on the anti-tampered seal imprinted with NFC and QR
labels to retrieve product information from external shared databases that was encrypted and
provided by the storage nodes in the BCN.

Customer

NFC +
QR

Producer
PROVENANCE + e-Support ||
‘BCN
BCN NFC
Collector Processor Wholesaler Retail
etailer
& Trader |I» & Manufacturer |I»& Exporter I»

Figure 5.12 A digitalized Sarawak’s pepper value chain

BCN + BCN
RFID +
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Figure 5.13 A RFID tag for the gunny bag and NFC anti-counterfeiting label with embedded QR
code

Source: Adapted from [123] and [124]

Despite all the advantages, majority of pepper stakeholders are unaware of blockchain technology
and may perceive as a concept that is difficult to master in practicality. Henceforth, the MPB may
introduce blockchain and radio-frequency technology to a minor portion of pepper stakeholders to
participate and transact inside the blockchain mobile application as a technical test and gain
feedbacks among the participants.
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CHAPTER 6: CONCLUSIONS AND FUTURE WORK

6.1 Conclusions

In Chapter 1, an introduction was made to outline the economy status of Sarawak’s pepper industry.
Throughout the preliminary research, it was acknowledged that Sarawak’s pepper value chain had
yet to be identified from local researchers and eventually became part of the research objectives.
The main components for Sarawak’s pepper value chain were the linkages and pain points of
pepper stakeholders. In the meantime, the foundation of blockchain infrastructure was also in the
research area and proposed to be integrated into the finalized Sarawak’s pepper value chain. The
core element of blockchain: the consensus algorithm, was chosen to be the theme for the second
research objective, which was to evaluate variants of network structures of PBFT consensus
algorithm. PBFT consensus algorithm is the befitting algorithm for empowering a small-scale
blockchain with semi-authorization for this particular industry. The third research objective was
to manifest the blockchain architecture with the chosen network structure and illustrate the
digitalization of Sarawak’s pepper value chain. With the fulfilment on these three research
objectives, the proposed value chain and its consensus algorithm were considered verified and
marked the end of research.

In Chapter 2, literature reviews were made, starting by extracting the definition of value chain and
agricultural value chain. Concomitantly, numerical data for the total pepper production and export
were also extracted to compile a ranked list for the pepper-producing countries, which helps to
narrow the search for finding the established pepper value chains. The findings were enlisted under
case studies and detailed the daily operation of pepper stakeholders, including their quotidian
interactivities and difficulties. In addition, fundamental knowledge of blockchain technology was
also being researched and explained regarding its data structure, especial features, and normal-use
cases in real-life implementation, including towards the revolutionary of agricultural industry.
Subsequently, research papers related to consensus algorithms, especially the PBFT consensus
algorithm, were sought and reviewed to understand the operability of network nodes by referring
to its normal-case operation, along with the derived variants of PBFT.

In Chapter 3, methods for conducting the research were mentioned, including how qualitative data
was collected: structured interviews (primary data) and desktop studies (secondary data). When
accessing qualitative interviews, a technique called snowball sampling was deployed to gather
subsequent stakeholders that connects all selected participants in a chain, eventually leading to the
final stakeholder category. To understand the research structure even further, a research framework
was provided by itemizing the research process into different phases and were arranged in a
systematic flow. Besides, the ethical consideration and guidelines were provided to be applied and
implemented during the qualitative interviews.
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In Chapter 4, all findings from selected participants were given, starting with their demographic
profiles. Following up were the characteristics and roles of Sarawak’s pepper value chain actors,
with design structure of Sarawak’s pepper value chain as the latter, where totalling 18 stakeholders
had been discovered and were bridged into a completed value chain. In a separate page, the value
chain was segmented into constituent linkages and shown in a table format. As additional
information, average pricing for the black pepper was imparted to comprehend the influence on
choosing subsequent buyers based on the price factor. Subsequently, pain points were described
and compared based on the weighting system, which differentiates the significance of one pain
point to another. In addition, the collected pain points were also referred to pain points from foreign
pepper value chains and justified in subchapter 4.5.

In Chapter 5, network structures in PBFT consensus algorithm were evaluated, namely the basic,
group, and layer network structures. All network structures were evaluated based on the PSR
metrics, and were compared with time taken as the responding variable of the experiment, except
for reliability, which was determined once an anomaly has reached. All results were tabulated and
charted into a line graph for better comparison. Results showed that the group network structure
succeeded in surviving the stress test environment, which was equipped with 84 replica nodes in
the simulated BCN with less than 1 second per transaction. Therefore, the group network structure
was appraised and considered as a robust technique in maintaining the long-term blockchain
system for Sarawak’s pepper industry. Additionally, proposed blockchain system architecture and
digitalized Sarawak’s pepper value chain were drawn to visualize the inner workings of the
software layer and the interactions between existing technologies in the visible surface, thus
verified the practicality and the research of the proposed value chain and its consensus algorithm.
Lastly, a comparison between the proposed, Quorum-based, and Multichain-based blockchain
system architecture was made to elaborate the differences of the consensus mechanism utilized
between each other.

6.2 Recommendations for Future Works

Despite the completed simulation, actual development and a pilot programme of Sarawak’s pepper
blockchain application to selected participants are necessitated to gain feedbacks in regard to the
feasibility, practicality, and stability of the running mechanism. For instance, the MPB can
collaborate with Sarawak Digital Economy Corporation (SDEC) to lead the blockchain initiative
and enlighten pepper stakeholders to pursue digitalisation in their business operation by
encouraging them to join the pilot programme. As for any subsequent research works, new testbeds
are recommended to trial the connectivity between machines when consenting transactions with
wireless protocols that infused in the codebase and rerun the established theories. Another
continuity of the research is to build a decentralized app (dApp) as the prototype for the Sarawak’s
pepper industry by utilizing the proposed consensus algorithm and its network structure. Moreover,
the established the BCN can incorporate Internet of Things (1oT) devices to monitor the status of
pepper commodity in the value chain. For instance, monitoring sensors can be scattered on pepper
fields to survey the condition of the pepper crops by periodically transmitting data to an
interconnected loT gateway, e.g. a Raspberry Pi. The IoT gateway will then update those data to
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farmer’s dApp profile and be readily used when transacting with buyers, which is packaged
together with the transaction request, then broadcasted to the members for consensus.
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APPENDIX A. RSA EXAMPLE WITH SMALL NUMBERS

1) Randomly picked two prime numbers, p and q:

p =7, 11

<
I

2) Multiply p and g to obtain n:
n=pxq=7x%x11=77

3) Randomly picked a number for public key, e with the following conditions:

a) Must be greater than 1,
b) Lower than (p-1) (q - 1),
c)eand (p-1)(q-1)are coprime

~ For simplicity, number 7 is chosen for e.

4) Public key (e, n) = (7, 77) is obtained and distributed to a message receiver.

5) Compute private key, d first:

E(m) = mé(mod n)

6) Take ‘K’ (numerical representation is 10) as a simple message, m for encryption:

E(m) = 107 (mod 77)

E(m) = 10 (ciphertext,c)

**this is a simple encryption; data packets contain more than 1 character. **
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7) The private key, d can be calculated by defining the following relationship with the
public key, e:

de=1mod(p—1)(qg—1)

8) Use Euclidean Algorithm to get the least remainder number, or 1. The placement is as
follows (< > means to truncate the value):

(p—1D(@—-1) =< — 1)(q — 1) /e > (e) + remainder of the division
60 = 8(7) +4
Middle Process: 60 / 7 = 8 with the remainder of 4
9) Shift the number 7 to the LHS and 4 into the bracket:

7 =1(4)+3

10) Repeat the process until the remainder of 1 is reached:

4=13)+1

11) After that, use Extended Euclidean Algorithm to make successive substitutions, first by

rearranging as follows:

1=4-103)

Then substituting it from 9),
1 =4-1(7-1(4))

Now simplify into this expression,

1=4-1(7)+1(4)
= 2(4) — 1(7)

Substitute again from 8) into (4):
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1 = 2(60 —8(7)) — 1(7)
= 2(60) — 16(7) — 1(7)
= 2(60) = 17(7)

12) The highlighted outcome is -17 since for the first term, 2(60) mod 60 is 0. IF the value is

positive, then it is the private key, d. IF the value is negative, then it needs to be added with
(p-1)(g-1),inthis case, is 60. Therefore,d =-17 + 60 = 43.

13) Use formula 2.2 to decrypt the ciphertext, c to the original message (plaintext):
D(c) = c%(mod n)
D(c) = 10*3(mod 77)

D(c) =10
14) Use formula 2.3 to test the correctness even further:
(m®)% = m (mod n)
(107)*3 = 10 (mod 77)
301 = 10 (mod 77)

When the LHS value, 301 is modulo by 77, the answer is 10, which is the same answer as
10 modulo by 77. Therefore, the private key, d is correctly verified.
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APPENDIX B. QUALITATIVE STUDY IN SARAWAK’S PEPEPR
VALUE CHAIN

Interview guides:

e Make a former greeting to the chosen participant.

e |ce-breaking; introduce to the author's background, institution, and the objective of the
session.

e Inform the participant that any information collected will solely use for research purposes
and be kept confidential from outsiders.

e Questions can be asked by the participant during any intervals of the session.

e A concession is required from the participant to record the conversation and convert it
into transcripts in either audio or text form.

Information from smallholder farmers

1. How many years of experience do you have in operating pepper plantations?
2. How big is your pepper cultivation field in acres?
3. What input materials/fertilizers/manures have you used for the pepper crops?
4. When is the harvest season for the pepper crops?
5. How long does it takes to cultivate pepper into fully ripe berries for harvest?

6. How much pepper harvests have you collected during each season or the latest season per kilo
or tonne?

7. In estimation, what is your total income of pepper crops during the harvesting season?
8. What varieties of pepper have you had currently under cultivation?

9. Do you currently own, rent from landlords, or share the cultivation space among partners for
the pepper plants?

10. How much is your total cost of procuring the necessary farming tools and agricultural inputs?
11. Have you ever stopped purchasing agricultural inputs and tools due to the lack of funds?

12. Have you joined any farmer or relevant associations that helps and thrives your pepper
business?

13. If yes, what kind of services do they provide to their members?
14. Any improvement in the profitability of the pepper business after joining the association?

15. How many workers do you currently employ to take care of the pepper cultivation field?
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16. How much is the wage for each worker per month?

17. Do you required to send harvested berries to a designated location or visited by
collectors/traders periodically?

18. If yes, what transportation do you use to carry the stocks to the rendezvous point?

19. Do you think is possible to maintain one single crop, that is pepper to sustain your daily and
family needs?

20. Any other crops cultivated under your care besides pepper?

21. Do you plan to assign successors to preserve continuance of the pepper cultivation?

22. If no, what is the reason for not doing so?

23. How many hours do you spend on the field per day?

24. Do you possess a bank account for managing business revenues?

25. Do you have access to any credit services?

26. If yes, can you describe the procedures prior to the approval?

27. Have you received any formal training from the extension agent?

28. What is your reliable source of information regarding the pepper economy?

29. Do you refer any daily pricing chart of pepper berries and follow the designated pricing?

30. Have you conducted any form of accounting throughout your pepper business in monthly
basis?

31. Have you received any form of assistance from the government or any third-party agency?

32. What is the role of the Malaysian Pepper Board and how does it helps to your pepper
business?

33. Do you plan to expand your current pepper plantation field or business operation in the
coming future?

34. How many customers do you have regularly per month?
35. What is the maximum shelf-life of harvested pepper berries?
36. Do you acquire any machinery to sort and grade harvested pepper berries?

37. Any comments on how the government should take care of pepper farmers’ welfares?
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Common / Shared guestions among pepper stakeholders

1. Who are your buyers/customers and sellers/suppliers of the pepper berries/products?
2. What are the average buying and selling prices of the pepper crops/products per kilo or tonne?

3. What are the average buying and selling amount of the pepper crops/products in kilos or
tonnes?

4. What is the most difficult situation that you have encountered during the daily pepper
operation?

5. Aside from the mentioned constraint, any other issues you have commonly faced in the
ongoing pepper operation such as:

a) the bargaining power, b) market information, c) price instability, d) credit services, e) public
infrastructures, f) marketing channels, g) extension support, h) quality control, and others

6. Are you able to supply majority of the demands or satisfy the requirements set by the
buyers/customers?

7. Do you have legally binding agreement with the suppliers and buyers?
8. Do you have your own warehouse or storage facility to store the pepper berries/products?

9. How long does it takes for a batch of pepper crops/products to be cleared or sold from the
warehouse or storage facility?

10. What kind of trade licenses do you require for the pepper business?

11. Do you accept any supply contracts from consistent buyers?

12. How do you process the pepper before marketed to the subsequent holders?

13. Do you consider quality over quantity for the pepper production?

14. Which bank do you normally request for the credit services?

15. Any collateral required for getting the credit services?

16. Do you receive the allocated amount in cash, cheque, or through online banking?
17. What are your thoughts in the current pepper economy in Sarawak?

18. Are you satisfied with your current position in the pepper industry of Sarawak?
19. Any comments and suggestions to improve the pepper industry of Sarawak?

20. What are the disruptions that you have to forcibly faced during the COVID-19 pandemic?

21. What methods do you use to curb and get through difficult periods?
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Behavioral intention of digitalization among pepper stakeholders (optional)

On the scale of 1-5, how strong is your interest in a mobile application that helps to:

a) gather all stakeholders of Sarawak’s pepper sector in a single platform.

[0 Not at all interested I Not very interested I Neutral 0 Somewhat interested (I Very interested

b) communicate and discuss business trades via the prepared platform.

O Not at all interested [ Not very interested I Neutral 0 Somewhat interested [ Very interested

¢) maintain regulations of digital trades under the supervision of Malaysian Pepper Board.

O Not at all interested [0 Not very interested (I Neutral 0 Somewhat interested [ Very interested

d) construct digital identities for various purposes such as:

i.  Digital storefront
[0 Not at all interested [ Not very interested (I Neutral [ Somewhat interested [ Very interested

ii.  Verification of genuine business
O Not at all interested [ Not very interested (I Neutral 0 Somewhat interested [ Very interested

iii.  Credit and loan application
[0 Not at all interested [ Not very interested (1 Neutral [0 Somewhat interested [ Very interested

iv.  Extension services
O Not at all interested [ Not very interested I Neutral 0 Somewhat interested [ Very interested

v. e-Payment and e-Transfer portal
1 Not at all interested [ Not very interested (I Neutral 0 Somewhat interested [ Very interested

101



vi.  Financial management tool: maintaining financial statements and audit trails
[0 Not at all interested I Not very interested I Neutral 0 Somewhat interested (I Very interested

vii.  Community forum
O Not at all interested [ Not very interested I Neutral 0 Somewhat interested [ Very interested

viii.  Rating scale and comment section
[0 Not at all interested I Not very interested I Neutral 0 Somewhat interested (I Very interested

iX.  Product traceability using QR code technology
O Not at all interested [ Not very interested (I Neutral 0 Somewhat interested [ Very interested
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APPENDIX C. SIMULATION SCREENSHOTS

Figure C1: Layering and setting broadcast address

Figure C2: Command Line Interfaces (CLIs) of the Layer network operation with 64 nodes and a
client node
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layer_test_results.txt X

£ layer_test_resu
Duaration: 684.0219ms
Duaration: 689.7828ms
Duaration: 733.89@1ms
Duaration: 667.0863ms
Duaration: 877.9228ms
Duaration: 776.0853ms
Duaration: 623.1442ms
Duaration: 724.0878ms
Duaration: 671.8967ms
Duaration: 667.9927ms
node_64 (7/7) |((add 2e@ms delay for prepare and commitﬂ
Duaration: 64@.2724ms
Duaration: 888.8545ms
Duaration: 6@@.8728ms

TERMINAL

Figure C3: Data log of completion time for the Layer network structure

mai E e u t = N60 penalty X

Penalties > = N60_penalty
1 commit phase: unable retrieve (N46) digest, further application rejected
commit phase: unable retrieve (N47) digest, further application rejected
commit phase: unable retrieve (N44) digest, further application rejected
commit phase: unable retrieve (N31) digest, further application rejected
commit phase: unable retrieve (N29) digest, further application rejected

commit phase: unable retrieve (N28) digest, further application rejected
commit phase: unable retrieve (N14) digest, further application rejected
commit phase: unable retrieve (N15) digest, further application rejected
commit phase: unable retrieve (N2) digest, further application rejected
commit phase: unable retrieve (N12) digest, further application rejected
commit phase: unable retrieve (N3) digest, further application rejected
commit phase: unable retrieve (N@) digest, further application rejected

Figure C4: Data log of penalties for the Layer network structure
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APPENDIX D. NOTABLE ALGORITHMS

Algorithm 1: Message Handler with Goroutines (node.go)
Input: areplica node & node address, nodeTable
Output: acquired mutual consent
begin
for //infinite loop
Open listening port
Accept incoming packets, data
Generate asynchronous threads with goroutines to handle incoming packets
Use a declared gqueue, a channel data type variable to pipe data to handleMsg()
Generate asynchronous threads with goroutines to handle messages based on the
packet header
for //infinite loop inside handleMsg()
header, payload, sig := splitMsg(data)
switch(header)
case Request: handleRequest(payload, sig)
case PrePrepare: handlePrePrepare(payload, sig)
case Prepare: handlePrepare(payload, sig)
case Commit: handleCommit(payload, sig)
end for
end for
end

Algorithm 2: Group Network Operation (group.go)
Input: a replica node, a nodetable
Output: newNodeTable(grouped), assigned primary node
begin
Initialize an empty map with string to string; newNodeTable
Initialize three arrays of string data type for storing keys based on digits
Initialize a counter: count - when 4 is reached, reset back to 0,
Initialize two flags: match - set to true if the current key-value matches the terminal
nodelD,
done - set to true once newNodeTable has filled

for a := range nodeTable
if length equals to 2 //including the word ‘N’, means a node
append to an array; oneDigitKeys
else if length equals to 3
append to an array; twoDigitKeys
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else
append to an array; threeDigitKeys
end for

using sort.Strings() to all arrays, then append to key array respectively

for a :=range keys // key array
if a!=“C0”
if count is equal to 0 AND done is false
re-initialize newNodeTable
Divide the key-value from the sorted nodetable to keyArr and valArr respectively
if nodelD is equal to a (current loop value)
match assigns to true
Increment the count counter
if count is equal to 4
count is resetto 0
if match is true
for (p :=0; p<=3; pt+)
newNodeTable[keyArr[p]] = valArr[p]
increment newNodeCount
set primary to the keyArr[0],
set done to true,
set match to false
end for
set keyArr and valArr to nil,
set assignFlag to true
end for
end

Algorithm 3: Layer Network Operation (hierarchy.go)
Input: a replica node (nodelD), a nodetable, and a primary nodetable
Output: newNodeTable (layered), assigned primary node, broadcastAddr
begin
Initialize an empty map with string to string; newNodeTable
Initialize an empty map with int to string; indexTotalPrimaryNode
Initialize array variables for sorting
Initialize three counters: count - when 4 is reached, reset back to 0,
indexPosition - traverse index of indexTotalPrimaryTable for
setting the matched primary node with a broadcast address (next
layer, same column of primary),
indexPrimary — same functionality as indexPosition but dedicated
for the array of sorted primary keys
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Initialize three flags: match - set to true if the current key-value matches the terminal
nodelD,
done - set to true once newNodeTable has filled,
assignFlag — set to true once newNodeTable has filled, then the
next primary node will be assigned to the current primary node

for a := range nodeTable
if length equals to 2 { //including the word ‘N’, means a node
append to an array; oneDigitKeys
else if length equals to 3
append to an array; twoDigitKeys
else
append to an array; threeDigitKeys
end for
for a := range primaryNodeTable
if length equals to 2 //including the word ‘N’, means a node
append to an array; onePDigitKeys
else if length equals to 3
append to an array; twoPDigitKeys
else
append to an array; threePDigitKeys
end for
Using sort.Strings() to all arrays, then append to key and primary key arrays respectively

for a := range primarykeys //primary key array
/lappend all primary keys to indexTotalPrimaryTable with indexPrimary as the
increment counter

end for

for a :=range keys // key array
if a!=“C0”
if count is equal to 0 AND done is false
re-initialize newNodeTable
Divide the key-value from the sorted nodetable to keyArr and valArr respectively
if nodelD is equal to a (current loop value)
match assigns to true
Increment the count counter
if count is equal to 4
count is reset to 0
if match is true
for (p:=0; p<=3; p+tt)
newNodeTable[keyArr[p]] = valArr[p]
increment newNodeCount
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set primary to the keyArr[0],
set done to true,
set match to false
end for
if assignFlag is true
if indexTotalPrimaryTable[indexPosition] is equal to nodelD
broadcastAddr = valArr[0]
Increment indexPosition
set keyArr and valArr to nil,
set assignFlag to true
end for

set assignFlag to false,
set indexPosition to 0
end

o THE END o
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