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Abstract- In the literature, the notion of trust has been widely
discussed and various approaches have been proposed to assess
and quantify it, in order to take it into consideration when
making an interaction-based decision in industrial ecosystems.
At the same time, the notion and importance of risk have been
widely ignored and not been acknowledged as an important
factor to consider, along with trust; while making an
interaction-based decision. Although there are approaches in the
literature which attempt to quantify risk in the domain of a
business interaction in industrial ecosystems, none of them
proposes a methodology by which the initiating agent of the
interaction can ascertain and determine all the various concepts
that are expressed by risk in that domain, and then utilize it to
make an informed interaction-based decision. In this paper we
present an evaluation of the approaches from the literature and
highlight the issues which need to be addressed in order to assist
the initiating agent of the interaction in making an informed
interaction-based decision with another agent in Industrial
ecosystems.

I.

INTRODUCTION

The rapid pace of development of the Internet has provided
its users in the domain of business ecosystems with
sophisticated technologies which ease the process of carrying
out their activities. The term activities in this domain refers to
providing the functionalities which enables the users to
collaborate and interact with each other seamlessly. This
enables businesses to complete their tasks in less time and
reduce the delays associated with the conventional method of
interactions, while at the same time boosting their efficiency
and helping them to improve their sales, productivity and
economy. But as mentioned by Chang et al. [1] ‘The
dynamic, open and convenient web environment not only
boosts business potential and the economy but also creates
concerns of security, trust, privacy and risks’. So the users,
before utilizing the provided facilities to their advantage,
should consider and analyze these aspects in order to make
sure that they achieve what they desire, or get the maximum
output in their interactions. Added to the fact, industrial
ecosystems is mainly about the people or companies that
populate a given interaction infrastructure. And when an
interaction is being carried out in such an environment, it is
up to the interacting entity to make sure that it proceeds in an
interaction in which it hopes to achieve maximum benefit and
interaction experience. But some important considerations for
the users in such interactions are the notions of ‘security’,
‘trust’ and ‘perceived risk’- in other words, those factors
which help to make the interactions over this paradigm safe,
secure and informed. This is because an agent in such
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environments has to make its’ own decisions and has to be
responsive and proactive when doing so. In this paper we do a
survey of the literature and highlight the areas that need to be
addressed in order for the initiating agent of the interaction in
business ecosystems to make an informed interaction-based
decision. Further in this paper whenever we use the terrn
‘interaction’ we refer it to a business interaction carried out in
the domain of industrial ecosystems. This paper is organized
into V sections. In section II we discuss the inter-relationship
between security, trust and risk while decision-making in
business interactions. In Section III we highlight the
importance of perceived risk in considering it as an important
concept while making an interaction-based decision. In
Section IV we do an evaluation of approaches from the
literature and then identify the issues that need to be
addressed in order for the making an informed decisionmaking in industrial ecosystems. Finally in Section V we
conclude the paper.
II. RELATIONSHIP BETWEEN SECURITY, TRUST AND RISK
Security is a crucial aspect of any interaction. Security is
the act of taking appropriate measures by which the threats or
the dangers in the interaction are addressed, checked or
eliminated. In other words, security means securing or
protecting the users of the transaction from anything which
might present a threat to the individuals involved in it. In
today’s advanced developing world, Internet has replaced the
traditional paper-based way of exchanging information of the
past, thereby enabling the information either by the user or
the business to be sent in a much more efficient, fast and
reliable way. The information which the businesses own is a
very important resource for them as it forms the essence of
their development. As the interactions are being conducted
online on the Internet, besides keeping the information that
they have secure, businesses also have to consider providing
security for the information that they acquire while
interacting with their customers over the internet. In the
context of this paper, security relates to the process of
providing a secure environment or a secure space in the open
architecture of the web, where the customers exchange
information with other entities or businesses with an
assurance that the information which they share and utilize is
being sent only to, and by, the intended people, and that the
information is not being changed in any way. To achieve this,
businesses have to incorporate and provide their users with
the latest technologies available, thereby improving the
security they provide to the customers and enhancing their
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reputation. Enhancing the security helps the businesses to
protect their users from intrusions, attacks from the outside
world and safeguards them from vulnerabilities, subsequently
increasing the confidence of the customers/users. The failure
of a business to address these concerns might affect its
chances of sustainability in the environment by jeopardizing
return business or acquisition of new customers.
Hence security in a transaction is utilized to efficiently
shield the environment so that users and businesses can
interact without disruptive forces affecting the interaction. In
other words, security is the first aspect considered by
customers who take part in an online interaction. It acts as a
barrier to the outside forces which aim to disrupt the
interaction, and enables the user of the interaction to initiate
the process of ascertaining whether or not to place his/her
‘trust’ in the other interacting agent. The word ‘trust’ here can
be interpreted in different ways according to its context. The
concept of ‘Trusted Computing’ has been proposed in the
literature in an attempt to solve some of the security problems
encountered in today’s world by adopting the security
mechanisms [2]. In this context, the word ‘trust’ is related to
trusting a business based on the security mechanisms that it
provides, and it refers to the perception of the human
individual in ‘trusting’ or in other terms ‘considering’ the
business as a possible entity with which s/he may decide later
whether to interact with or not. This notion of trust is quite
different from what is required in the context of a business
interaction when an entity actually decides to interact with the
other entity, and where we mean that ‘an entity trusts another
entity in the following interaction’. In this context, the word
‘trust’ refers to the level of confidence that an entity has in
the other entity’s ability to achieve its desired outcomes
through the interaction. Although the word ‘trust’ is used in
both instances, because the contexts are different, the word
assumes quite a different meaning in each context. In the
context of trusted computing, trust refers to the interacting
entity accepting the provided security mechanisms adopted
by the business in the interaction by which it feels safe and
not vulnerable to the outside forces which might hamper its
interaction. But this level of trust does not in any way mean
that the entity will interact with that business or the other
entity as it satisfies the level of trusted computing. The level
of trust in trusted computing just helps the entity to overcome
the initial barrier related to the security mechanisms in the
business; in no way does it provide a guarantee or assurance
that the business will act in a benevolent way and will behave
such that the entity will receive the outcome(s) that it desires
from the interaction. In order for that entity to have the level
of trust necessary in order to really commit itself to an
interaction with the business, within the business context, it
needs to believe that the business can achieve its desired
outcomes. In this context, the notion of trust has little bearing
on the security provided by the business. In the context of
business interactions in industrial ecosystem architecture,
trust refers to analyzing the business’ reputation and, based
on that, determining its confidence or its level of belief in the
capability of the business to provide or give what the user
wants as a result of the interaction. Hence, a clear distinction

can be drawn between trust and security in the context of
decision making in industrial ecosystem business interactions.
From the above discussion, it can be concluded that a
customer/user takes the initial step of ascertaining the level of
security provided by a business or entity before deciding
whether or not to enter into an interaction, as security helps to
provide a secure environment within which an interaction can
be confidently carried out. Based on the level of security, the
initiating entity can determine the level of belief and the level
of risk in business interactions to make an informed decision
about its interaction with the business or any other entity.
Risk highlights the threats and the level of loss in the
interaction. As with the cross relationship between security
and trust discussed earlier, the same holds for the relationship
of risk with security and trust as discussed in the literature. In
the context of a business interaction, analyzing risk in the
area of security will only ascertain the security risks present
in the interaction. Such risks will not provide any meaningful
information to the entity or agent while making an informed
interacting based decision in a business interaction, as this
analysis would only highlight the areas in which the security
risks of the business are present. In such scenarios, even if an
entity considers the level of risks in the areas related to
security, privacy as acceptable, then based on that level of
risk, it cannot make an informed decision in interacting with
the other entity in the context of a business interaction, as the
level of risk determined in those areas is not synonymous
with the level of risk to be determined for decision making in
the context of business interactions in service oriented
architecture. Similarly, another confusion present in the
literature is in relation to the relationship between trust and
risk; which considers trust to be the authoritative concept to
risk, and that based only on the level of trust the decision
making process in the business interaction can be carried out
as it also represents or nullifies the level of risk in the
interaction. But trust and risk represent different concepts
depending on the different areas that are targeted. In generic
terms, trust in the context of business interaction, shows the
level of belief that an entity has in the other entity or
business, but this level of belief does not express the degree
and the magnitude of loss in the interaction. Such concepts
can be determined only by the analysis of risk in the
interaction in that context. We will explain the relationship
between trust and risk further in the next section. In this
paper, we do not aim to analyze the security aspects of the
interaction which the initiating entity analyses in order to
overcome the initial barrier of choosing those businesses or
entities with which it may possibly interact in an industrial
ecosystem domain. Moreover by doing a review of the
literature, we conclude that various approaches have been
proposed by which an initiating entity can analyze and assess
the level of trust in the interaction and as a result in this paper
we do not aim to determine the level of trust in the interaction
which the initiating entity analyses to determine its level of
belief in the other entity or business when it has to make an
informed decision of choosing a business with which to
interact. The scope of this paper covers the initiating entity of
the interaction in order to analyze the level of risk
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semantically and qualitatively in a business interaction, by
which it can more confidently make an informed interaction
based decision with a business or entity; or choose which
business or entity with which to interact from a given
probable set. In the next section, we will study the importance
of ‘perceived risk’ in an interaction, the relationships between
trust and risk, and the effect that these concepts have on the
behavior of an entity while making a decision in the business
interaction context.
III. HIGHLIGHTING THE IMPORTANCE OF PERCEIVED RISK
In this section, we will discuss the importance of
‘Perceived Risk’ in an interaction. As mentioned in the last
section, due to the ever-developing technologies in
facilitating business interactions, users are increasingly
becoming more attracted to and dependent on taking
advantage of the facilities that are provided for them, and
minimizing their efforts in doing the same thing by the old
fashioned and hard way. Due to the ease of use and
dependence of the users on the provided functionalities, some
users become negligent and use the facilities in a rash way
without weighing the benefits with the associated outcomes.
And as it is common in today’s world, there are some
deceitful users who try to exploit others for their own benefit.
The fact that such interactions are conducted in a widelydistributed, open and decentralized environment makes the
tasks of such users much easier. Some users can foresee it and
avoid such interactions, but some careless users pay the price
for their negligence. Some users are skeptical and want to
balance the advantages and disadvantages before the
interaction, and hence need some concepts which can help
them to achieve this. These concepts in the interaction can be
determined by the initiating entity by ascertaining beforehand
its level of belief, along with the possible loss that it would
experience in achieving what it desires in the interaction, i.e.
by assessing the level of ‘trust’ and ‘risk’ in the interaction.
‘Trust’ and ‘risk’ are significant concepts in today’s world
across all disciplines. Although significant, these terms are
very old; and they have not been recently developed to
combat such scenarios, but have been adapted from other
fields. As pointed out by Koutrouli et al. [3] ‘Trust in
computer science is a concept that has been borrowed from
the human society where people constantly apply it in their
interactions’.
Although various conceptualizations of the term ‘trust’
have been presented in the literature, a generic definition of
trust adopted from Chang et al. [1] is ‘the belief or faith that a
person or agent has in the another person or agent with
respect to certain activities at a given time’. But as discussed
earlier, this is not the only concept for an entity to consider
while making an informed decision in an industrial ecosystem
business interaction. Another important perception to
consider in such interactions is the notion of ‘perceived risk’,
i.e. identifying the level of failure and the possible losses in
the transaction conducted in an industrial ecosystem
interaction as there is a lack of a central authority between
them. It has been well argued in the literature that perceived
risk is an important factor in deterring a user from shopping

online on the Internet [4-7]. To overcome this, researchers
have adopted the notion of trust in the field of computer
science. Based on the established level of trust, the
researchers have tried to combat the perceived risk in the
interaction. But in a business interaction, the terms trust and
risk refer to two concepts, each of which must be considered
individually when making a decision about an interaction.
These two concepts help the initiating entity of the interaction
to analyze, ponder and then decide its future course in the
interaction with any other entity or business. In other words,
these two concepts have an effect on the attitude or behavior
of an entity while making a decision about whether or not to
enter into an interaction with another entity.
Trust and risk are the two concepts associated with an
interaction, which complement each other when making an
informed decision about the future course of action. Both of
these concepts, although complementing each other, express
different meanings, which in turn are not interchangeable and
cannot be substituted in achieving their respective outputs.
Hence, it is incorrect to compare them and decide which one
of them is the more important for better decision making in
an interaction. In the literature, Mayer et al. [8] highlight the
confusion in the relationship between risk and trust by stating
"it is unclear whether risk is an antecedent to trust, is trust, or
is an outcome of trust". It depends on how the entity or agent
sees the relationship between trust and risk. Due to the
importance of these terms, various relationships have been
proposed between them in the literature. Depending on the
relationships, the effect that they have on the behavior of the
agent varies. As summarized by Gefen et al. [9], the
relationship between Trust and Risk in an interaction can be
classified into three main broad categories.
•
Mediating relationship
•
Moderating relationship
•
Independent relationship.
But no matter whatever relationship is present between
trust and perceived risk in the interaction, from the above
discussion it can be concluded that both these concepts are
important and play a significant role in an agent’s decision
about its behavior in the interaction and whether or not to
take the interacting activity with any other agent or business.
So for decision making in business interactions, it is very
important for the interaction initiating entity to assess the
perceived risk in interacting with another entity or business
as, apart from just assessing trust, it determines the possible
level of failure and degree of loss in the interaction. This is
not given by the notion of trust whose generic interpretation
refers only to the belief that a consumer has in the other entity
in providing its desired outcomes.
As their conceptualization, the way trust and risk are
quantified, and the output concepts that they give in an
interaction for decision making also varies. Trust in an
interaction can be expressed in probability in terms of belief,
whereas perceived risk is best understood when expressed in
terms of probabilities under conditions of uncertainty, which
tend to express any possible loss in an interaction. As both
these concepts are expressed in terms of probability, it may
be possible that they both express the probability related to a
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certain event, but the types of outcomes that each concept
expresses for that event are different from each other. While
trust refers to the assessed belief or probability of having a
desirable outcome performed or achievable in an event, risk
refers to the assessed probability of not having a desirable
outcome performed or achieved in that event, and the related
outcomes when not attaining the desired outcome. In this
sense, the terms ‘trust’ and ‘risk’ are opposite concepts. By
expressing trust and risk as probabilities in an interaction, the
magnitude of the effect that they have on the expressed
outcomes can also be determined according to the probability
of their occurrence. In other words, trust and risk are two
concepts whose evaluation would give two contrasting
perspectives of occurrence of an event, which in fact could be
mirror images of each other. But in broad terms, the manner
in which they are analyzed, and the outcomes of evaluating
them, are not simply the converse of each other. Rather, they
provide various insights which might help to resolve or allay
the initiating agent’s various doubts or suspicions which are
present before the interaction, prior to making an informed
decision about whether or not to interact with the other agent
or business. Approaches have been proposed in the literature
which relates perceived risk as a result of inadequate security
and privacy in the interaction. Various approaches have been
proposed which link perceived risk with the level of trust or
the trustworthiness of the agent, which in turn is dependent
on the security and privacy aspects of the interaction. But
analyzing perceived risk in such areas will only highlight the
shortcomings of these concepts, which leads to identifying
their inherent risks such as security risk etc. But such risks do
not express the actual concepts required as a result of risk
analysis for decision making in business interactions. Further,
some approaches in the literature propose to assess the
perceived risk in business interaction for decision making, by
utilizing the level of trust in it. But such approaches do not
take into account and present the complete aspects which are
to be expressed by the level of perceived risk in the domain
of business interactions for taking an interacting decision.
Hence, we propose that in order to study the effect of
perceived risk on the behavior of the agent while making an
interaction-based decision in business interactions, it should
be assessed according to its object of analysis in that domain.
In the next section, we evaluate and highlight the
approaches from the current literature which assist in
decision-making in business interactions, and highlight the
issues to be addressed in order for the interaction initiating
agent to make an informed interaction-based decision.
IV. IDENTIFYING THE ISSUES TO BE ADDRESSED FOR
MAKING AN INTERACTION-BASED DECISION IN INDUSTRIAL
ECOSYSTEMS
Our aim in this section is to build towards an integrative
view in order to discover and identify the main issues in the
literature that need to be addressed so as to enable an
initiating agent of the interaction to make an informed
decision of an interaction with another agent. We achieve this
by evaluating the approaches from the literature which deals
addresses the approaches for decision-making in an

interaction. In the literature, various approaches have been
proposed which assess the level of ‘trust’ for collaboration
between agents in different areas related to the interaction.
For example, trust has been analyzed in the security aspects
of the interaction, in the scenario of taking an interactingbased decision, in the neurological aspects related to the
interaction etc., by using various quantitative and qualitative
methods and then has been utilized for decision making in the
interaction. But no matter what approach is utilized for
determining the level of trust in the interaction, none of them
provides a complete methodology to model and represent all
the aspects required for making an informed interacting-based
decision. By the term ‘complete methodology’ we mean that,
along with just considering the level of trust in the
interaction, also taking into account the level and the
magnitude of possible expected loss, which is expressed by
the level of perceived risk and which forms a very important
perspective while making an informed decision in the
interaction. The level and magnitude of trust which those
approaches assess and represent in an interaction will
represent the utmost level of belief that an agent has in the
other agent, or the degree of reliability to which an agent can
depend on other agent, or the credibility of an agent to
perform a given task in the interaction, which is ascertained,
named and expressed according to its interpretation by the
researchers in their approaches. But the degree of trust in the
interaction omits and does not represent the ‘degree or
magnitude of loss’ in the interaction. Also, from the
evaluation of the approaches discussed in Appendix A which
analyze the level of trust in the interaction, it can be inferred
that the need for and importance of analyzing the concept of
‘perceived risk’ has been undermined and ignored. For
example, under the trust establishment by using the security
aspects category, Datta et al. [10] [11] consider security as the
key to any interaction infrastructure, and trust as one of its
constituent but they do not mention perceived risk as one of
the key constituents for decision making. Aberer et al. [12]
however, consider the possibility of agent ‘A’ cheating in the
interaction, but they do not take into consideration the
perceived risk while decision making, which gives the degree
and magnitude of loss in interacting with agent ‘A’ due to its
cheating. Damiani et al. [13, 14] propose an approach by
which a peer chooses another peer with which to interact by
the level of trust ascertained by polling. But they do not
consider the notion of loss in their proposed approach XRep,
when a peer decides in interacting with another peer.
Similarly among the approaches of ascertaining trust in the
interaction by using Bayesian approach, none of the
approaches consider the importance of perceived risk and
determine it in their approaches either while taking an
interaction-based decision or in the other aspects related to
their proposed approach. In the quantitative trust
measurement approaches, although Hussain et al. [15] [1, 16]
determine trust in the interaction according to its contextspecific and dynamic property, they do not consider the
notion of perceived risk and possible loss when an agent
decides to interact with another agent. Zheng et al. [17]
considers the cost and utility function associated with an
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interaction while decision making, but they associate the cost
with the ‘rewards’ of the consequences of decision. They do
not consider the notion of loss associated with the uncertainty
in the interaction and the consequences of decision. Although
some researches highlight the importance and the need to
analyze risk for better decision making along with just
ascertaining the level of trust in the interaction, while
proposing their approach they consider just the level of trust
in the interaction for decision making [17, 18]. Among the
other approaches which measure trust in the interaction for
decision making, Akhter at al. [19] and Josang et al. [20]
considers trust as the only factor in their approaches which
motivates an agent in the interaction. Although Josang et al.
[20] consider in their model the ‘possible harm’ and ‘negative
consequences’ but they do not consider perceived risk in their
model as a factor to address this and utilize it in decision
making. Hassell [21] proposes a method whereby an agent
decides to trust another agent by considering the neurological
and socialization characteristics of its brain apart from just
considering the ‘level of belief’ expressed by trust, but they
fail to consider the importance of perceived risk and its
impact on an agent’s brain while decision making. Similarly,
Pearson et al. [22] proposes an approach of making trustbased decision which omits taking perceived risk into
consideration. Also, as discussed in the evaluation of the
approaches, not all of them ascertain trust according to its
multi-dimensional characteristics, and the perceived risk
determined by utilizing this level of trust will not be
according to its context-dependent, criteria-dependent and
dynamic characteristics.
As discussed earlier in the paper, with the evolving and
ever developing technology of the modern age internet for
facilitating business interactions, the users would want to
analyze the detail aspects of their interaction before taking an
interacting-based decision. They would rather avoid deciding
on an interaction from the one-dimensional perspective
analysis of the interaction, i.e. just based on the level of belief
or trust that an agent has in interacting with the other agent;
rather, along with it they would also want to take into
consideration each possible outcome and the associated costs
to them, while making an informed interaction-based
decision. This is done by analyzing the level of failure along
with the costs associated with those failures in the interaction,
apart from just considering the level of belief in the
interaction. The importance of determining the level and
degree of failure and the associated costs with them which
constitutes the loss in the interaction, cannot be substituted or
overcome by just determining the level of trust. Measuring
the loss or impact in the interaction is within the scope of
perceived risk in the interaction, which cannot be
compensated by analyzing the degree and level of trust.
Hence, analyzing the level and degree of perceived risk in the
interaction is very important when making an informed
interaction-based decision, apart from considering just the
level of trust.
Also from an evaluation of the literature, it can be
concluded that there have been various approaches proposed
by researchers in the literature to model the perceived risk in

an interaction. Approaches have been proposed which
analyze the perceived risk in the security aspects of the
interaction, and then utilize it for taking an interacting-based
decision. Various other approaches have been proposed
which determine the level of perceived risk in the interaction
based on the level of trust and then utilize them for decision
making. But from an critical evaluation of those approaches,
no effort has been made by the researchers to devise a
methodology for ascertaining the level of perceived risk, by
considering its subcategories and characteristics for decision
making. By the ‘characteristics’ of perceived risk we mean
taking into consideration the context specific nature and the
dynamic nature of risk while ascertaining it. By ‘context
specific nature of risk’ we mean modeling the risk values in
forming an interaction with an agent accurately according to
the specific context and further in the detail criteria in that
particular context of the interaction. By the ‘dynamic nature
of risk’ we mean modeling the changes in the risk values of
an agent as a result of change in its behavior over the period
of time in the interaction. By ‘decision making’ we mean
utilizing the level of determined perceived risk according to
its subcategories and characteristics, and then utilize it to
make an informed interacting-based decision.
In order to determine the perceived risk in an interaction
according to its characteristics, it is imperative that the
interaction for which it is being determined is analyzed
according to these factors. This implies that the initiating
agent of the interaction should consider the context and
criteria specific and the various time scenario characteristics
of its interaction with another agent while ascertaining each
of the subcategories of perceived risk, in order to ascertain
the perceived risk in the interaction according to its
characteristics. Hence, a ‘complete methodology’ for
ascertaining the perceived risk in a business interaction for
decision making should consist of first identifying the
subcategories of perceived risk according to its object of
analysis in the area of discussion, then assess each of those
subcategories according to the context specific, criteria
specific and temporal characteristics of its interaction, then
combine each of the subcategories to ascertain the level of
perceived risk in the interaction, and then develop a decision
making methodology based on the level of perceived risk in
the interaction. It is important to note here that perceived risk
in the interaction while decision making can be utilized
efficiently only when it is a combined result of all its
subcategories, rather than when it is a result of its partial
subcategory, or a result of its subcategories sans the context
specific, criteria specific and dynamic nature of risk.
Hence, the main inadequacy of the approaches in the
literature to proposing a complete methodology for
ascertaining the level of perceived risk in the interaction for
decision making can be summarized as:
• Perceived risk has not been defined for it to be considered
and analyzed in the domain of business industrial ecosystems
interactions according to its subcategories and characteristics.
• There is no methodology proposed which determines each
subcategory of perceived risk according to its characteristics,
in the various time scenarios of the interaction. By the various
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time scenarios of the interaction, we mean the different time
period to which the interaction might extend. It may be the
case that the interaction might be limited to the current time
or might extend till a point of time in the future.
• There is no methodology proposed for ascertaining the
different levels and magnitudes of perceived risk present in
the interaction, by combining its different subcategories
determined according to the characteristics of the interaction.
• There is no methodology proposed for making an
informed interaction-based decision, by considering the level
of determined perceived risk in the interaction.
These issues need to be addressed and the concept of
perceived risk needs to be considered apart from considering
the level of trust and security by the initiating agent of the
interaction in order to make an informed interaction-based
decision in industrial ecosystems.
V.

SUMMARY
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