
© 2010 IEEE. Personal use of this material is permitted. Permission 
from IEEE must be obtained for all other uses, in any current or future 
media, including reprinting/republishing this material for advertising 
or promotional purposes, creating new collective works, for resale or 
redistribution to servers or lists, or reuse of any copyrighted 
component of this work in other works. 
 



Wireless Multimedia Sensor Networks Applications and Security 
Challenges  

 
 
 
 
 
 
 
 
 

 
 

Abstract— The emergence of low-cost and mature 
technologies in wireless communication, visual sensor 
devices, and digital signal processing facilitate of 
wireless multimedia sensor networks (WMSNs). Like 
sensor networks which respond to sensory information 
such as humidity and temperature, WMSN 
interconnects autonomous devices for capturing and 
processing video and audio sensory information. 
WMSNs will enable new applications such as 
multimedia surveillance, traffic enforcement and control 
systems, advanced health care delivery, structural health 
monitoring, and industrial process control. Due to 
WMSNs have some novel features which stem the fact 
that some of the sensor node will have video cameras 
and higher computation capabilities. Consequently, the 
WMSNs bring new security of challenges as well as new 
opportunities. This paper presents WMSNs  application 
and security challenges. 

Keywords-component;  Security,  Wireless 
Multimedia Sensor Networks.   

I. INTRODUCTION 
The availability of multimedia devices such as a 

small microphones and low-cost complementary 
metal-oxide semiconductor (CMOS) has fostered the 
development of  wireless multimedia sensor network ( 
WMSN ). These multimedia devices can capture 
multimedia content such as scalar data, stream audio 
and video from the environment. Thereby a WMSN 
will have the ability to transmit and to receive 
multimedia information such as monitoring data, 
image, voice, and stream video. Since the ability to 
retrieve multimedia information  so the WMSN will 
also be able to store, process in real time, correlate 
and fuse multimedia information  from different 
sources. Thus, WMSNs are composed  of numerous 
type multimedia sensors which exchange sensed 
multimedia data with sink by using wireless channel 
[1]. WMSNs will not only change enhance existing 
sensor applications such as tracking, and environment 
monitoring, but they will also enable several new 
applications. For example they range over systems 
supporting telemedicine to modern military.   

In WMSNs, data harvested from the 
environmental is not only a scalar nature which is 
obtained from various internal sensor such as 
temperature, light, humidity, pressure, and acoustic 

sensor but also from multimedia data such as digital 
images, video and audio form [2]. Therefore the main 
sensor in WMSN is the imager. The visual data which 
is handled puts severe constraints on a sensor 
network. Collection, processing, and visual data 
dissemination is a processing intensive and high 
bandwidth demanding operation. WMSNs have some 
novel features which stem the fact that some of the 
sensor node will have video cameras and higher 
computation capabilities. Consequently, the WMSNs 
bring new security of challenges as well as well as 
some new opportunities.  

The paper is structured as follows:  Section 2 
explains WMSNs components, Section 3. present 
review all the aspects of WMSNs architecture  
Section 4 describes WMSNs application, Section 5 
describe security and challenges , Section 6 we 
examine a number of security design and finally we 
have concluded the paper in section 7. 

II. WIRELESS MULTIMEDIA SENSOR 
NETWORK HARDWARE  COMPONENTS   

In this section we discuss  hardware components 
of WMSN specially in the multimedia sensor node. In 
[2], it states that an enabling hardware platforms 
multimedia sensor hardware has divided in two 
categories depending on it’s resolution.   Low-
resolution imaging motes and Medium-resolution 
imaging motes based on the Star gate platform [2] 
� The low-resolution imaging motes. 
The technology of CMOS imaging sensor that capture 
and process an optical image allows integrating a lens, 
an image sensor and image processing algorithms, 
including image stabilization and image compression, 
on a single chip. Existing CMOS images is still 
developed. In [3] introduced a Cyclops which consist 
of an image CMOS Agilent ADCM-1700 CIF 
camera), a complex programmable logic device, an 
external SRAM and an external flash. The objective 
of this Cyclops is to fill a gap between computational 
devices and CMOS cameras. The design of an 
integrated mote with wireless sensor networks is 
explained in  [4]. This design is based on an adequate 
processing power and memory size for application. 
Here a new image mote is based on an ARM7 32-bit 
CPU clocked at 48 MHz, with external FRAM or 
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Flash memory, 802.15.4 compliant Chipcon CC2420 
radio and low-resolution 30 x 30 pixel optical sensors. 

� Medium-resolution imaging motes based on 
the Star gate platform 

The stargate board [5] was produced by Crossbow and 
designed by Intel. This stargate board, based on 
Intel’s PXA-255 Xscale 400MHz RISC processor,   is 
a high performance processing platform designed for 
sensor, robotic and sensor networks applications.  It 
also 32 Mbyte of flash memory, 64 Mbyte of SDRAM 
and on-board connector Crossbow’s MICAz or 
MICA2. The another prototype has developed by Intel 
such as  Imote and Imote2.  

  Suh et al  [6] introduced a novel solution for 
improving IEEE 802.15.4 performance with the 
adaptive active duration via two data traffic indication 
schemes,  designed and implemented a real sensor 
platform and its camera module for testbed 
experiments. The development of a low cost, low 
power WSN hardware platform named TelG 
embedded with an operating system called WiseOS, 
system software, and also a simple best effort JPEG 
images transmission over the network [7] 

There has been a lot of work to develop in this 
field however the growing technology  is still not 
mature and still need several technical challenges.   

III. WIRELESS MULTIMEDIA SENSOR NETWORK 
ARCHITECTURE  

In this section we survey the network architecture for 
WMSN in[1, 2, 8, 9]. The basic architecture of 
WMSN.  It can be shown in Fig.1   

 

Fig. 1 Architecture of WMSN [2] 
There are three model  depending on the targeting 
application nature i.e.,  the first  model is a single-tier 
flat homogeneous (multi-hop) camera sensor network 
where the sink is a wireless gateway connected  to a 
centralized storage hub, the second reference model is 
a single-tiered clustered network with heterogeneous 
sensors. Camera, audio and scalar sensors relay data 
to a cluster-head able to perform intensive data 
processing and the cluster-head is connected to a 
gateway as in the first model and the third model is a 
multi-tier architecture with heterogeneous sensors. In 
the first tier, scalar sensors perform simple tasks, like 
motion detection. A second tier of camera sensors 
perform more complicated tasks such as object 
detection or object recognition. At the end point, high 
end video sensors are connected to wireless gateways.  

Elhadi et al  [8] was described typical characteristics 
of WMSNs and introduced  a reference architecture 
for WMSNs similar to [2]. It can be show in Fig. 2.a. 
Grieco et al  [1] introduces an architecture of WMSN. 
It  is composed of numerous multimedia sensors that 
exchange sensed data with sinks using a wireless 
channel. It can be seen in Fig.2.b.  

 

 
(a) 

 
(b) 

Fig. 2  Architecture of WMSN [8] and  [1] 
There have been many designs to develop an 
architecture for WMSNs.  The design is still similar  
to [2].  

 

IV. WIRELESS MULTIMEDIA SENSOR NETWORK 
APPLICATIONS 

 
 

The characteristic of a WMSN diverge consistently 
from traditional network paradigms, such as the 
internet and even from the WSNs. The most potential 
applications of WMSNs require  the sensor networks 
paradigm to be rethought to provide mechanisms to 
delivery multimedia contents with the predetermined 
level of Quality of Service (QoS). WMSNs will 
enable several new applications. 
� Surveillance: WMSNs are used currently in 

surveillance which need streaming multimedia 
content, advanced signal and high bandwidth. 
Such as  Audio and video sensors will be used to 
complement and enhance existing surveillance 
systems against crime attack [10]. 

� Traffic monitoring and Enforcement : WMSNs are 
low cost,  easy of deployment and ease for 
reconfiguring routes when deployment in  the 
specific location such as in big cities of highways. 
They  will be possible to monitor car traffic  and to 
service that offer traffic routing advice to avoid 
congestion [11]. 

� Personal and Health care : WMSNs,  
incorporated with  some telemedicine devices, can 
be used to remotely monitor the patient’s body 
temperature, blood and breathing activity etc. 
They can be  studied  the behavior of elderly 
people as means to identify the causes of illnesses 
that affect them such as dementia  [12].  

� Gaming: WMSNs will find applications in the 
future prototypes that enhance the effect on the 
game player. Such as virtual reality games that 
assimilate touch and sight input, of user as part of 
the player response [13]. 

� Environmental and industrial : Array of video 
sensors are used by Oceanographer to determine 
the evolution of sandbars using image processing 
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techniques [14] and multimedia content such as 
imaging, temperature, or pressure can be used for 
time-critical industrial process control.  

 
V. SECURITY CHALLENGES IN WIRELESS 

MULTIMEDIA SENSOR NETWORKS 
In this section we discuss security and challenge for 
WMSNs.  In WMSN, we know that data harvested 
from the target area is not only scalar nature such as 
humidity, temperature, light, pressure , seismic but 
also more complex such as image and streaming 
video. Therefore the energy dissipation in multimedia 
sensor nodes is dominated by the computation energy 
rather than the communication energy.  

Manel et al [9] provided a survey and analysis of 
the different security issues that will have to take  into 
account in the design of WMSNs platforms and 
protocol.  Grieco et al [1] summarize the main 
findings on secure WMSNs and forecasts future 
perspectives of such a technology. Here we address 
security according to these into four categories. 
1. Efficient management of Quality of Experience 

(QoE) and Quality of Service ( QoS).  
The requirement of the multimedia monitoring 
applications state new problems which wireless 
communication and infrastructures of processing 
have to solve to assure the QoE. Such as the 
problem of the limited power resources and 
computational capabilities [15, 16] and the 
problem of computational complexity of 
compression are considered. In addition the 
problem of aggregation, distributed processing, the 
overload to manage privacy/security and QoS are 
also considered.   

2. Privacy  
In WMSNs collect and handle a great amount of 
data of different nature, which may provide some 
kind of information on individuals in both a direct 
or indirect form. The kind of information may 
specify explicit information on individuals. 
Therefore, under some circumstances, data may be 
used to violate the privacy of individuals. Privacy 
is a key requirement for numerous application 
scenarios of WMSNs. The privacy solutions, such 
as secure data cloaking [17],  secure 
communication channel  [18, 19] and   definition 
of privacy policies [20-22] are not enough to 
provide a complete privacy solution for WMSNs. 
Due to each solution satisfies only specific 
requirements ad-hoc problems.   

3. Authentication and  Node localization  
In WSNs communications, Han et al [23] describe 
a taxonomy of attacks on WSNs. The taxonomy 
consists of six attacks i.e., communication attacks, 
attacks against privacy, sensor node targeted 
attacks, power consumption attacks, policy attacks 
and cryptology attacks on key management.  In 
communication attacks, Eavesdropping can easily 
inject messages, so the receiver needs to make 
sure that the data used any decision–making 

process originates from the correct source.  Data 
authentication prevents unauthorized parties from 
participating in the networks and legitimate nodes 
should be able to detect messages from authorized 
nodes and reject them. The authenticity of these 
data and commands is a critical requirement for 
the correct behaviour of a WMSN [1]. The 
problem of the authentication is strictly related to 
the secure node localization issue [23]. 
Authentication can be used to ensure reliable 
information. Because of the distributed nature of 
WMSNs, the localization of the multimedia 
sensors is required to assure the supply of the 
services. Therefore, the integrity and 
confidentiality of localization information are 
fundamental and it is necessary to define 
countermeasures versus possible malicious 
attacks. 

4. Development of Platform.  
The integration of existing and upcoming 
solutions, such as aggregation algorithms, 
compression technique, secure localization, 
authentication mechanisms, should be allowed by 
the platform such as sensEye    [24-26]. Here, the 
platform considers QoE, security, privacy and 
technological constraints. The reference platform 
should be hierarchical. Each level of the 
hierarchical could be use different 
protocol/algorithm and technologies. Research 
efforts should be a opportunity to foster new 
collaborations between different academic and 
industrial group.   
 

VI. DESIGN  CHALLENGES FOR  SECURITY 
SCHEMES WIRELESS MULTIMEDIA SENSOR 

NETWORKS 
In this section, we give security design challenge for 
WMSNs. Sensor nodes are often deployed in 
unattended and even harsh environments. They may 
suffer from many kinds of attacks. Wireless channels 
are low-cost and unreliable. The transmission of data 
packets may be delay or may not reach its destination. 
Indeed, security challenges and opportunities in 
WMSNs stem from these characteristics [9]. Here we 
examine a number of security design challenges: 

 
� Unattended deployment environments:  
Sensor nodes often deployed in a large unattended 
area. An attacker may compromise one or a number of 
sensor nodes without being noticed. As a 
consequence, no solution is specifically deployed for 
WMSNs. Hence, new approaches exploiting the 
characteristics of multimedia nodes should be 
developed [1]. There are many papers that explain to 
deploy sensor node. Such as designing multimedia 
sensor networks to support volcanic studies requires 
addressing the high data rates and high data fidelity 
and sparse array with high spatial separation between 
nodes [27], however in this paper is not described the 
security of the sensor node.  Tzu et al  [28]  explains  
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a procedure of  deployment for a wireless sensor 
network.  It  is addressed to guide users to complete 
the deployment tasks systematically and Younis et al  
[29] survey  on the current state of the research on 
optimized node placement in WSNs. Both of them is 
only used to deploy WSN and is not concerned to 
secure of the sensor node.   
 
� Data Privacy:   
Privacy issues are of concern in WSNs, if the 
collected data is private and sensitive. Video, image 
and audio data are typically more sensitive than scalar 
data, such as temperature.  Hence, privacy enhancing 
techniques, such as source location, hiding and 
distributed visual secret-sharing  [18, 19] may be 
crucial for WMSNs. Attacks versus privacy which 
exploit these vulnerabilities can be categories into 
distinct macro-types of techniques: Eavesdropping 
and Masquerading. The design of privacy protecting 
mechanisms is a challenging problem for the intrinsic 
characteristic of WMSNs.  
Gruteser et al [30] proposed a methodology for 
identifying, assessing and comparing location privacy 
risk in mobile computing technologies. However, this 
method cannot be used for design securing in 
WMSNs. The source location privacy problem is 
studied in [31] under the assumption of one single 
source during a specific period. However, this method 
is not specifically defined for WMSNs. 
Yi et al  [32] propose  a Proxy based Filtering Scheme 
(PFS) and a Tree-based Filtering Scheme (TFS), 
which are simple yet efficient event source 
unobservability preserving solutions for sensor 
networks. However these methods are not suitable for 
securing in WMSNs.   

 
� Data authentication:  
Wireless communications make security and privacy 
requirements critical because they increase the 
vulnerabilities and the threats on the integrity and 
confidentiality of the transmitted data. For these 
reasons, authentication mechanisms [33] are required 
to guarantee the correctness and the confidentiality of 
data. Moreover, due to the high number of sensor 
nodes, such systems could contain control units that 
broadcast commands and data to the nodes. Hence, 
the authenticity of these data and commands is a 
critical requirement for the correct behaviour of 
WMSNs. Data authentication guarantees and ensures  
that  raw data are received at the aggregators at the 
same time as they are being sensed. Zhang et al   [34] 
proposed a watermark statistical approach for data 
authentication in WSN which  provides inherent 
support for in-network processing. The data 
authentication is only work from sensor nodes to the 
data sink. However secure data authentication is not 
explained from the sink to the sensor node. In the 
literature [35, 36] provide authentication algorithm for 
data authentication however this algorithm is not 

adequately satisfy the quality of service  requirements 
of multimedia signals. 
 
� Multimedia in-network processing :  
Multimedia in networks processing is one of the 
factors influencing the design of WMSNs. WMSNs 
allow algorithm of processing of multimedia content 
from the environment. A new architecture for 
collaborative, distributed, and resource-constrained 
processing is required. This architecture allows for 
filtering and extraction of semantically relevant 
information at the edge of the sensor network. Nath et 
al [37] introduces IrisNet which uses  application-
specific filtering of sensor feeds at the source and 
reduces the bandwidth consumed, since instead of 
transferring raw data, IrisNet sends only a potentially 
small amount of processed data. Stockdon, et al [38] 
introduce distributed  filtering technique that can 
create a time-elapsed image in video security 
application. Both of them is concerned to specific 
filtering of sensor. However they do not concerned for 
securing in networks processing in WMSNs.   
 

VII. CONCLUSION  
  

In this paper, we aims to address the problem of 
secure and challenges in WMSNs . We have also 
discussed the existence hardware component and 
surveyed the network architecture for WMSNs. The 
application of WMSNs is explained. This paper is 
also figure out a number of security challenges. Based 
on this paper, we will next to try to design a 
conceptual frame work for securing in WMSNs.  
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