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Most academic and journalistic discussions of privacy on Facebook have centred on
users, rather than the company behind the site. The result is an overwhelming focus
on the perceived shortcomings of users with respect to irresponsible privacy behav-
iours, rather than an examination of the potential role that Facebook Inc. may have in
encouraging such behaviours. Aiming to counterbalance this common technological-
ly deterministic perspective, this thesis deploys a multi-layered ethnographic ap-
proach in service of a deep and nuanced analysis of privacy on Facebook. This ap-
proach not only looks at both the users and creators of Facebook, it examines
Facebook Inc. in the context of historical, cultural and discursive perspectives.
Specifically, this thesis details how the company's privacy policy and design deci-
sions are guided not simply by profit, but by a belief system which which encourages
"radical transparency" (Kirkpatrick, 2010) and is at odds with conventional under-
standings of privacy. In turn, drawing on Fiske's model of popular culture, users
"make do" with the limited privacy choices afforded them by the site, while at the
same time attempting to maximise its social utility. As this dynamic demonstrates,
Facebook Inc. plays a critical, yet often overlooked role in shaping privacy norms
and behaviours through site policies and architecture. Taken together, the layers of
this thesis provide greater insight into user behaviour with respect to privacy, and,
more broadly, demonstrate the importance of including critical analyses of social me-

dia companies in examinations of privacy culture.



Acknowledgements 1

Acknowledgements

As I reflect on my experience over the past few years, there are two aphorisms that
come to mind. First, we plan and the universe laughs. And second, more than any-

thing else, a PhD is about survivorship.

In addition to the rigour and challenge that already comes with a PhD, the universe
kept throwing extra personal challenges at me. Sometimes I didn't know how I would
finish. I could not have made it through, with my sanity (mostly!) and health intact,
without the incredible support of my supervisors, family and friends. In particular, |
am eternally grateful to Dr. Helen Merrick, for not only being an incredibly support-
ive, encouraging and inspiring supervisor, but also for being a wonderful friend who
could always restore my sanity by having me over for european board games and a
good chat. I'm equally thankful to Dr. Matthew Allen, who encouraged me to do a
PhD all those years ago. Through all my obstacles, Matt was an amazingly under-
standing and supportive supervisor who continually pushed me to do excellent work.
I am also grateful to have had the guidance of Dr. Philip Moore, a fellow Canadian
downunder, under whose gentle and wise direction (and many flat whites at Gino's) |

became an anthropologist.

I am indebted to everyone at Ryerson University's EDGE Lab in Toronto, in particu-
lar lab director Dr. Jason Nolan who adopted me into the lab as a Research Associate,
giving me a quiet space to work (when I needed it most) and amazing people to
brainstorm with, such as Melanie McBride and Noah Keneally (who deserves a spe-
cial thanks for his smiles, encouragement and boundless positivity). Some of my key
breakthroughs in this project came about thanks to working with Jason, who always

got me thinking about things in a different way.

In addition to the amazing academic support I received, I am thankful to a number of
individuals who took care of the rest of me. First and foremost, my dear friend,
teacher, and healer, Martin Bogusz, whose selflessness, care and support got me

through some of the toughest and most trying times over the past few years. I must



Acknowledgements v
also thank my sister Alex Raynes-Goldie and Anne Leishman for showing me the
awesomeness of yoga, which was one of the only things that kept me going towards
the end of this project; Allan McSevich and Simone van Hattem, for showing me
around downunder and being kindred spirits; Joy Scott, for supporting my family and
whose endless smiles and laughter made my grandma a very happy lady; Stefanie
Carmichael, a dear friend whose encouraging dispatches from the world's most dan-
gerous places (plus Thailand) kept me motivated and smiling; and Margaret Maitland
for being a friend to the end, Skype thesis buddy, and for never asking me when |
was going to be finished. And last, but not least, my parents: Dr. Raymond Goldie
whose own ethnographic work, Inco Comes to Labrador, helped me to learn how to
become an anthropologist myself, and my mum, Jo-Anne Raynes, who saved me

from an eleventh hour disaster. Twice.

I'd also like to thank Dr. Elaine Tay, for teaching me how to teach; Dr. Stewart
Woods for his advice and guidance (and numerous sanity preserving eurogame ses-
sions); Dr. Richard Forno for Twitter-enabled commiseration and encouragement;
Delia Giggins, for her kindness and personal support. I owe a big thank you to Lind-
say Shaddy and Cynthia Messenger for their support and guidance so early in my ca-
reer, as well everyone else who supported, encouraged and inspired me throughout
this process: Dr. Michele Willson, Dr. Alexandra Bal, Dr. Alice Marwick, Dr. Chu
Chow, Christina Kostoff, David Fono, Claire Buré, Helen Li, Luke Walker, Pemma
Muzumdar and Jaime Woo and everyone who participated in my research. I should

also thank Shane Cusson, for accidentally inspiring me.

Finally, I would like acknowledge the financial support I received during the devel-
opment of this thesis. First, for the grant graciously provided by the Center for Infor-
mation Policy Research at the School of Information Studies, University of Wiscon-
sin—Milwaukee which enabled me to present part of this thesis at the 2009
Association of Internet Researchers Annual Conference. I am also grateful to Cyber-
surveillance in Everyday Life Workshop at the University of Toronto and the Office
of the Privacy Commissioner of Canada for funding the development and presenta-

tion of parts of this thesis.



Table of Contents

Table of Contents

University Declaration i
Abstract i
Acknowledgements il
Table of Contents \%
Introduction 1
Summary 5
Chapter Summary 6

1 Methods and Rationale 11
Youth, the Privacy Paradox and Technological Determinism 11
Research Methodology 20
The Field 37
2 From ARPANET to Social Media 39
Brief History of the Internet 41
A Brief History of SNS 50
Internet Scholarship 54
Conclusion 59
3 Privacy, Surveillance & Social Network Sites 60
Understanding Contemporary Privacy Issues 62
Literature: Privacy, Youth and SNS 71
Framework: Contextual Integrity and Social Privacy 80
4 Opening Facebook 85
Facebook: the Company 86
Facebook: the SNS 90
The Evolution of Facebook 94
Privacy Architecture, Policies and Concerns 103
Conclusion 107
5 The History and Origins of the Discourse of Facebook 109

Overview

111

A\



Table of Contents vi

Technological Problems, Technological Solutions 112
1940s-1970s: Cybernetics 114
1960s and 1970s: The New Communalists and the Whole Earth Catalog

125
1980s and 1990s: Neoliberalism, Personal Computers and Virtual Communities

129
2000s: Cybernetic Totalism, Transhumanism and Web 2.0 137
Conclusion 144

6 Radically Transparent Sociality & the Architecture of Facebook 145

Mark Zuckerberg and Radically Transparent Sociality 148
Monetising Moral Goods 152
Case Study: Towards a Culture of "Openness and Authenticity" 157
Case Study: Friendship and Profiles 164
Rhetoric and Deployment 169
Conclusion 172
7 Radically Transparent Sociality in Everyday Life 173
Introduction 174
Theoretical Frames 176
Friendship 178
Lifestreaming 185
Loss of Identity Control 189
Creeping 191
Context Collapse 196
Management and Resistance 204
Conclusion 207
8 Rethinking Privacy in the Age of Facebook 208
Limiting Factors 210
Social privacy 216
Conclusion 223

Conclusion 226



Table of Contents vii

Appendix 223
Bibliography 235



Introduction 1

Introduction

In the spring of 2008, something new was happening in Toronto. As the ice and snow
were melting and the air was getting warmer, Facebook was becoming a daily habit
for many Torontonians. While not a revolution, Facebook's popularity demarcated an
important gathering of momentum around the embedded, everyday use of the inter-
net by individuals from across the demographic spectrum. More revolutionary, per-
haps, was the privacy implications for the millions that would share their daily activi-

ties and personal communications through Facebook.

Starting around 1995, the internet began a swift ascent into popular awareness and
usage (Turner, 2006). However, for a number of technological, social and cultural
reasons, the spheres of online and offline were, relative to today, only slightly over-
lapping. But the late 2000s, the internet -- once considered solely the domain of mal-
adjusted, socially awkward basement dwellers -- was becoming a routine part of the
everyday social lives of Torontonians from all walks of life, basement dwelling or
otherwise. As well as becoming more "normal" during this period, the internet also
became increasingly physically and socially embedded. In Toronto, Facebook was an

important part of this process.

Also beginning around 1995, references to the web began to appear in the physical
world. Progressively, URLs were more commonly seen on delivery trucks, restaurant
menus or television commercials. In the same manner in 2008, offline references to
Facebook became apparent across Toronto. Mobile phone providers proudly pro-
claimed that access to Facebook was available on their latest devices. Smart Set, a
popular women's clothing chain widely promoted its "fashion cubes" Facebook ap-
plication. Some of Canada's banks followed suit, offering financial tools and advice
through their newly launched Facebook applications. A walk through one of the city's
university libraries usually revealed Facebook on multiple computer screens. Refer-
ences to Facebook could be regularly heard in conversations on the street or in bars
or restaurants. One of Toronto's colleges even spoofed Facebook for its 2008 "Future
of Learning" campaign. The apparent popularity of Facebook among Torontonians

was also reflected in the quantitative data. In 2008, Facebook's second largest region-
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al network was Toronto, right after London, UK. According to Facebook Inc.'s Cana-
dian headquarters, by 2011, nearly half of all Canadians were on Facebook (Breikss,
2011). The mass uptake of Facebook in Toronto was an early glimpse of what would
soon happen to the rest of the North America, and eventually most of the English-

speaking developed world.

The popularity of Facebook during this time represented an important development
in a larger, global trend. In less than twenty years, the internet had gone from a rela-
tively obscure computer network, to mutually embedded in everyday life in the de-
veloped world (Haythornthwaite & Kendall, 2010, p. 1083). Relative to the first two
decades of the 21* century, the internet of the 1980s and early 1990s was both logis-
tically and discursively apart from physical reality. It was unusual to use the internet
everyday and most people did not understand what it was or how it worked (Kessler
& Shepard, 1997, p. 114). Indeed, what was once considered a "strange and unchart-
ed place" inhabited by academics, gamers, government folk, nerds and assorted out-
siders (Kessler & Shepard, 1997, p. 118), or worse still -- junkies, addicts and reclus-
es (Baym, 2010a, p. 46) -- has now become a routine part of Western life. Nancy
Baym, professor of Communcation Studies and co-founder of the Association of In-
ternet Researchers calls this process the "domestication" of technology (Baym,

2010a, p. 24).

Discursively, social media, especially social network(ing)' sites (SNS) like Face-
book, exist in contrast from the popular media portrayals of the internet from the
1990s. Facebook users are not characterised as strange computer nerds with clandes-
tine online lives and friends they have never met offline. Instead, users employ their
"real" identities to seamlessly interact with people they already know in person. Re-
lationships and activities are augmented through Facebook. Invitations to parties are
sent out through Facebook, and photos of are posted in real time on mobile phones.
Both practically and discursively, the use of Facebook has been accepted as a normal

means of social interaction -- an acceptance that has likely contributed to the domes-

1. There is still debate about this term which I will explore in Chapter 2.
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tication of the internet more broadly. At the time of writing, Facebook had 750
million users worldwide (Carney, 2011) and was the subject of an Oscar nominated
film The Social Network, starring former boy band member Justin Timberlake and
scored by Trent Reznor of Nine Inch Nails. Understandably, it is now difficult to con-
ceptualise the internet as a domain solely for computer nerds. In this way, Facebook
has been an important contributing factor to the domestication of the internet as an
everyday social practice as well as facilitating a greater overlap of the online and off-

line spheres.

An episode of Nurse Jackie (2011) from that same year serves to demonstrate this
point. One of the narratives of the episode in question revolved around one of the
main characters, Fitch Cooper, using Facebook on his iPhone throughout his day at
work. Using the iPhone Facebook app, Cooper finds an old girlfriend. During his
conversations with other staff, Cooper uses his phone to show pictures of her while
he is talking about her. Throughout the episode he receives Facebook messages from
her through his phone. Cooper later mentions that he is on Facebook to a patient, and
she sends him a friend request after he leaves the room. Cooper then tracks her down
in the hospital and says "I wanted to accept your friend request in person." He then
holds up the phone and accepts it as she watches. The episode is a very literal por-

trayal of how SNS augment and extend existing relationships.

Perhaps the most important consequence of the internet's domestication has been an
increasing assortment of digital privacy threats faced by an ever growing number of
users. With these threats have come escalating public, academic and journalistic con-
cern around online privacy -- a concern which had been mounting since the 2000
(Allen, 2000, pp. 1180-1181; Dourish & Anderson, 2006, p. 319; Rotenberg, 2011;
Ryan, 2008, p. 30). One of the key components driving this concern has been Face-
book Inc.'s* questionable privacy practices, which in addition to being described as
radical and extreme (Dash, 2010; Kirkpatrick, 2010a), have consistently and increas-

ingly pushed conventional privacy norms (Raynes-Goldie, 2010). Since 2009, these

2. Tuse Facebook Inc. to distinguish the company from Facebook the SNS.
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practices have continually drawn a great deal of criticism from privacy activists and
regulators (boyd & Hargittai, 2010). In 2010, likely buoyed by concern around Face-
book's privacy practices, digital privacy had became a major political and social is-
sue in the United States (Rotenberg, 2011), with hundreds of newspaper articles and
television reports covering the issue (boyd & Hargittai, 2010).

A common theme in both journalistic and academic coverage of online privacy to
date has centred on the seemingly ignorant privacy attitudes and activities of young
SNS users. In these accounts, one finds an implication that youth are privacy uncon-
cerned or unaware simply because they are young. Such an implication was especial-
ly apparent in early accounts of MySpace, which rose to popularity with teenage
users around 2006 before being overtaken by Facebook a few years later.” Academi-
cally, this negative conception of youth privacy attitudes is best summarised in social
computing professor Susan B. Barnes' privacy paradox. In Barnes' definition, "adults
are concerned about invasion of privacy, while teens freely give up personal informa-
tion" (Barnes, 2006). Broadly speaking, the privacy paradox describes an apparent
discrepancy between privacy concerns and privacy behaviours (Utz & Kriamer,
2009), which is not always specific to youth. As Helen Nissenbaum (2010) puts it
"people appear to want and value privacy, yet simultaneously appear to not value or

want it" (p. 104).

Another assumption running through these narratives is that SNS are only of interest
to younger people. While teens and college students were the first demographic seg-
ment to integrate SNS into their everyday social lives, this adoption was preceded by
adult usage. Historically, the first users of early SNS such as Friendster were certain
segments of society, particularly subcultural groups or queer communities. danah
boyd's work on the early SNS Friendster notes the early uptake of the site among of
Burners (a subcultural community of people who attend the Burning Man festival in
California) and gay men (boyd & Heer, 2006; Donath & boyd, 2004). Indeed, as I

show in later chapters, the very first users of the internet were all adults: the re-

3. Even though MySpace and Facebook launched around the same time, MySpace reached mass
popularity first in 2007, then began to lose ground to Facebook in 2009 (Stelter & Arango, 2009).
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searchers, academics and engineers who created it for their own use. Further, despite
the early popularity with SNS and youth, the use of SNS is quickly being adopted by
adults as well.* As emerging research on adult SNS users is showing, in some cases,
the privacy behaviours of adults can put them at greater risk than their younger coun-

terparts (Brandtzeeg, Liiders, & Skjetne, 2010; Lenhart, 2009).

Summary

As adults begin to face similar privacy issues on SNS the explanations of youth pri-
vacy behaviours as youthful indiscretions or ignorance become problematised
(Raynes-Goldie, 2011). Such an apparent disconnect serves as a launching point for
this thesis. One of my initial driving questions was: "Are youth facing privacy risks
because they are inexperienced or exhibitionists, or because of something else? If so,
what is that something else?" This line of questioning lead me to ask: "What factors
are not being considered with respect to privacy on SNS?" My first literature review
for this thesis in 2007 revealed that almost all research in the field had exclusively
employed user studies, while leaving SNS companies unexamined. My initial hy-
pothesis, then, was that one of key unexamined factors was the technology being
used, and the discourses behind it. Based on this, I formed my key research question:
"What can be learnt about Facebook and privacy from a study that looks at both the
company behind Facebook and its users. Specifically, what insights might be gained
about the observations which lead to the privacy paradox, and more broadly, privacy

for users of all ages?"

I took a different methodological approach than the majority of previous user-centric,
online-only studies which implicitly treat technology as neutral. Such approaches
leave unexamined motivations of social media companies and how those motivations
might influence user behaviour. Informed by the models of Social Construction of
Technology (SCOT) and Social Shaping of Technology (SST), I designed my study
to take a recontextualised approach which examines both the users and the creators

of Facebook. Since, according to SST, technology is socially embedded (Menser &

4. 1In 2009, 35% of American adults had a profile on an SNS site, which was four times more than
2006 (Lenhart, 2009).
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Aronowitz, 1996), an equally socially embedded approach would be most appropri-
ate. Accordingly, I deployed an ethnographic approach across a number of layers.
First, I conducted a year long study of Facebook users between the ages of 20 and 30
in Toronto, Canada where I engaged in participation observations and interviews to
gather data both from both physical and online interactions with and around Face-
book. I then contextualised this data using archival/media research and historical tex-
tual analysis to examine Facebook Inc. My research and analysis encompassed the
company's current activities as well as the historically-rooted technology culture

from which it emerged.

Chapter Summary

Structurally, in line with my layered ethnographic approach, I examine Facebook and
privacy using an similarly layered approach, with each layer building and extending
on the last. The first layer is descriptive -- [ provide a detailed overview of privacy,
the internet, social network sites and Facebook with a specific focus on the perceived
disconnect between privacy behaviours and attitudes amongst youth, also known as
the privacy paradox. The second layer, based on archival/media research and textual
analysis, is a historical overview of the technology culture of the Californian Bay
Area which provided the necessary preconditions for Facebook. Critically, this layer
also provides the historical lens through which privacy on Facebook can be made
sensible. Accordingly, in the third layer I apply this lens to an examination of the pri-
vacy architecture and policies of Facebook. As I show, the application of this concep-
tual lens reveals a reflection of this technology culture within the discourse of Face-
book -- a system of beliefs and values, which at its most basic level, embodies a push
towards less privacy and more transparency. Often described as "radical transparen-
cy" (Kirkpatrick, 2010), it is a system of beliefs that is embedded into both the archi-
tecture and corporate culture of Facebook. The fourth layer combines participant ob-
servation and interviews with the work of John Fiske (1989) to examine the way in
which 20-something users take up the use of the Facebook in their everyday lives. |
show how Facebook's discursively-informed architectural choices have real life con-
sequences for the privacy of users. Bringing everything together in the final layer, I

provide a reexamination of privacy in the age of Facebook and what it means for
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both youth and adults. Through this examination of the origins, manifestations and
privacy implications of Facebook Inc.'s radically transparent architecture and corpo-
rate culture this thesis will show that privacy on Facebook implicates a variety of in-
terconnected factors, choices and outcomes, thereby problematising the privacy

paradox.

Chapter 1: Methods & Rationale

This chapter outlines my intellectual methods and research approach. I begin with an
examination of the privacy paradox and the dominant narratives around youth and
technology. Based on the drawbacks of these narratives, I propose an alternative ap-
proach based on the Social Shaping of Technology (SST) and Software Studies. In
the second section of this chapter, I outline my research methodology. Overall, I ar-
gue for a recontextualised ethnographic approach that takes into account both users

and developers as well as the online and offline spheres.

Chapter 2: From ARPANET to Social Media

Beginning with the early internet through until the launch of Facebook, I chart the
development of the internet and social network sites in North America. I provide the
history and scholarship of SNS, as well as an overview of key definitions of the term.
I then contextualise this more recent research with an overview of early internet re-
search and technological developments. Throughout the chapter, I pay particular at-
tention to the principal factors which shaped the modern incarnation of the internet.
The first of these factors is the domestication of the internet, combined with the in-
creased overlap between online and offline identities and relationships. The second is
the internet's shift as a non-commercial educational space to a commercial one.
These two factors not only created the necessary conditions for the emergence of
sites such as Facebook, but they also facilitated a number of privacy threats increas-

ingly faced by social media users more broadly.

Chapter 3: Privacy, Surveillance & Social Network Sites
This chapter provides the contextual foundation for discussions of privacy and dig-

itally mediated surveillance throughout the rest of the thesis. In the first section of
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this chapter, I provide an overview of conventional models of privacy and how they
are being conceptually and logistically challenged by the proliferation of digital and
networked technologies. Specifically, by making them persistent, transferable, aggre-
gateable, scalable, searchable, and cross-indexible, I show how the properties of net-
worked technologies can make communication and personal information more prone
to various forms of surveillance, thereby compromising privacy. Building on the cur-
sory examination of SNS from Chapter 2, the second section of this chapter provides
an overview of the literature for one of the key topics in SNS: privacy and youth. In
response to the drawbacks of existing models as demonstrated throughout this chap-
ter, I conclude with a privacy framework based on what I call social privacy and He-
len Nissenbaum's (2010) heuristic of contextual integrity. This framework is then de-

ployed throughout the rest of the thesis.

Chapter 4: Opening Facebook

In this chapter I chart the historical evolution of Facebook both as a company and as
an social network site from 2004 until 2009, touching on the site's latest incarnation
at the time of writing in 2011. Through a survey of the cultural, policy and design
changes on Facebook, I provide the context for understanding how the belief systems
within Facebook Inc. have shaped the site's privacy architecture over time -- a topic
explored in detail in Chapter 5. Using a complaint filed against Facebook Inc. with
the Privacy Commissioner of Canada as a framework, I conclude with an overview

and cursory analysis of Facebook's privacy settings.

Chapter 5: The History & Origins of the Discourse of Facebook

Building on Chapter 4, Chapter 5 charts the historical development of the dominant
ways in which technology, people, information and society can be put together in
American technology culture. I chart how values and belief systems based on techno-
logical utopianism, cybernetics and libertarianism have co-evolved with the develop-
ment of the personal computer and the internet. Overall, I show the origins of Face-
book's values of openness, transparency, efficiency and authenticity -- all of which
have come to shape the site's privacy design. In so doing, I provide a lens with which

to make Facebook Inc.'s privacy choices and architecture sensible.
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Chapter 6: Radically Transparent Sociality & the Architecture of
Facebook

In Chapter 6, through archival, textual and media analysis, I show how the historical-
ly informed discourse of Facebook -- which I call radically transparent sociality -- is
manifest in the revenue model, privacy architecture and policies of the site. To this
end, I provide two case studies. In the first, I show how Facebook Inc. has strategi-
cally and systematically created a culture of openness on the site. In the second, I
show how Facebook's Friendship feature merges social choices with privacy choices,
thereby complicating both. Overall, I show how Facebook Inc. is attempting to push

users into sharing more personal information with each other and with the company.

Chapter 7: Radically Transparent Sociality in Everyday Life

In Chapter 7, I connect the two previous layers of discourse and architecture with the
lived experience of the participants in my ethnographic fieldwork. Drawing on John
Fiske's (1989) model of popular culture, I analyse the intersection of Facebook and
users as the space where users take up and negotiate openness, transparency, efficien-
cy and connectedness within the context of their social lives and the privacy issues
that ensue. I show how previously uncommon social privacy concerns, such as con-
text collision, creeping and loss of identity management arise as a result of a dis-
connect between the beliefs and experiences of Facebook's users and creators. Over-
all, I show how the privacy challenges created by Facebook's radically transparent
sociality call for a rethinking of the ways in which individuals might understand and

enact privacy.

Chapter 8: Rethinking Privacy in the Age of Facebook

In this chapter, I bring together all the layers of the thesis -- the history, discourse, ar-
chitecture and consequences of Facebook -- to reexamine privacy in the age of Face-
book, particularly with respect to the privacy paradox. I show how radically transpar-
ent sociality might help to explain the observations that created the notion of the
privacy paradox. In the first part of this chapter, building on the information present-

ed thus far, I further analyse how a number of factors -- largely out of the hands of
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users -- challenge meaningful privacy choices on Facebook. In the second part of
this chapter, I further analyse social privacy both as a concept and as a privacy man-
agement strategy. In conclusion I show how, taken together, these factors suggest that

the privacy paradox might not be a paradox at all.
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Chapter One: Methods and Rationale

In this chapter, I present my methods and rationale. I have outlined in the introduc-
tion to this thesis the key questions which drive my interest in Facebook. As the the
launching point for this thesis was the privacy paradox, I begin with a deeper de-
scription and analysis of the privacy paradox and the discourses within it, particularly
around youth and technology. Based on this examination, I then present my intellec-
tual method which outlines the model by which I understand youth and technology
throughout this thesis. In the second part of this chapter, I outline my research
methodology, rationale, and description of my fieldsite. Overall, I argue for a recon-
textualised ethnographic approach that takes into account both users and developers

as well as the online and offline spheres.

Youth, the Privacy Paradox and Technological Determinism

In this section, [ unpack and examine youth and the related narratives of the privacy
paradox and technological determinism. In order to contextualise this examination, |
first provide a cursory overview of youth as SNS users, an overview which is then
extended in Chapter 3. After analysing the privacy paradox and technological deter-
minism, I conclude with an alternative perspective based on Software Studies and the

Social Shaping of Technology (SST) which I use throughout my thesis.

Youth

The Commonwealth defines young people as those aged 15-29 (Commonwealth Sec-
retariat, ND). In some countries, the upper limit of the age range can be as high as 35
(Curtain, 2001). Accordingly, in studies of youth and SNS, the term youth is general-
ly used to describe individuals in their teens all the way up to 20-something universi-
ty students. For example, in Barnes' (2006) privacy paradox study, the observations
framing the study were with respect to teens, but the study she conducted was with
undergraduate students. boyd's (2006a, 2007a) work on MySpace focused on

teenagers, while Gross and Acquisti (2005) looked at undergraduate Facebook users.
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Accordingly, as this thesis builds on and responds to this existing body of research, I

use the Commonwealth definition of youth as aged 15-29.

Before delving into the privacy paradox, it is worth noting why studies on SNS and
privacy thus far have primarily focused on youth. Even though such a focus implies
that risky online privacy behaviours are tied to age, there is another factor that needs
to be considered: it was primarily young people who were the early adopters of My-
Space and Facebook (boyd, 2007a). As such, youth were not only the most obvious
users to examine, they were also the first users to begin negotiating the novel privacy
challenges and threats posed by social media. As adults begin to use SNS they are
faced with similar challenges. Indeed, more recent research on adult SNS users
shows, adults, in some areas, face greater privacy risks than their younger counter-
parts (Brandtzaeg et al., 2010; Lenhart, 2009). Thus, even though this thesis is based

on 20-something Facebook users, my findings should not be limited to youth.

Moral Panics and the Privacy Paradox

As I touched on in the introductory chapter, running through the scholarship, public
opinion and mainstream discourse about youth and digital privacy, is a narrative
whereby young users are responsible when their privacy is violated. In much early
academic literature on the subject, responsibility was implicitly or explicitly placed
on young users with respect to privacy, suggesting that users do not care about their
privacy because they are ignorant or indifferent (Albrechtslund, 2008; Gross & Ac-
quisti, 2005) As Albrechtslund (2008) describes: "many people are puzzled and ap-
pear to be almost offended by the frankness in communication and, perhaps, careless-
ness that some people, especially youngsters, display with regard to their personal
privacy." Within this narrative is an assumption of inappropriate privacy behaviour.
As such, early investigations of SNS, youth and privacy tended to focus on the moti-
vations behind the perceived "oversharing" (Hoffman, 2009) by young people de-
spite seemingly obvious privacy risks. Together with Albrechtland's observation,
these narratives of "today's youth" (Nissenbaum, 2010, p. 227) suggest an undercur-
rent of ephebiphobia, or the "inaccurate, exaggerated and sensational characterization

of young people" (Hoffman & Summers, 2000, p. 2).
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In the mainstream media and public opinion, this conception of youth was exempli-
fied in the 2006 moral panic which erupted around MySpace's teenaged users (Tufek-
ci, 2008, p. 20). The panic was largely based on the idea that pedophiles could (and
were) using SNS to sexually "prey" on teenage users, who, in turn, were seen as
putting themselves in harm's way by sharing far too much personal information on
their MySpace profiles (boyd & Jenkins, 2006; Marwick, 2008). Some commentators
at the time characterised youth as exhibitionists with questionable morals who did
not appreciate the benefits of privacy (such as Samuelson, 2006). Generational and
age-based discrimination runs through these accounts, which assume that youth do
not care about their privacy because of their inherent ignorance or immorality. As
Marwick (2008) and Baym (2010a, pp. 25-30, 41-44) show in their respective histor-
ical surveys, such fear-based narratives of youth and new technologies have a long
historical precedence (for example, the telephone or comic books). Such historical
examples suggest fears are based more on culturally-entrenched ageism and techno-
logically dystopian fears and less on the reality of the situation. In contemporary dis-

course, these narratives can be summarised by the privacy paradox.

As I began my fieldwork, the assumption within the privacy paradox that youth were
privacy unconcerned or unaware became challenged (Albrechtslund, 2008; Lampe,
Ellison, & Steinfield, 2008; Livingstone, 2008; Tufekci, 2008). These studies sug-
gested that other factors needed to be taken into account, such as the benefits of pub-
licity, or the motivations of social media companies (Beer, 2008; boyd & Hargittai,
2010; Brandtzaeg et al., 2010; Stutzman & Kramer-Duffield, 2010; Utz & Krimer,
2009). In my own initial findings from my fieldwork, which I published in early
2010, found that youth did indeed care about privacy, but in a different way (Raynes-
Goldie, 2010). Despite these findings, the narrative of the privacy paradox persists
(boyd & Hargittai, 2010).

Uncritical Thinking About Technology
The MySpace moral panic -- which can more accurately be described as a

"technopanic" (Marwick, 2008) -- reveals a second critical narrative which serves as
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a launching point for this thesis. That narrative is technological determinism. Accord-
ing to social media researcher Alice Marwick, technopanics have three

characteristics:

First, they focus on new media forms, which currently take the form
of computer—mediated technologies. Second, technopanics generally
pathologize young people’s use of this media, like hacking, file—shar-
ing, or playing violent video games. Third, this cultural anxiety mani-
fests itself in an attempt to modify or regulate young people’s behav-
ior, either by controlling young people or the creators or producers of

media products (Marwick, 2008).

As such, in their focus on new media forms, technopanics are inherently technologi-
cal deterministic. That is, the source of the perceived moral decline of young people
can solely be attributed to a new technology (Baym, 2010a, p. 41). Broadly, techno-
logical determinism is a belief about the relationship between technology and society
whereby technology is believed to be the sole agent of human progress and change,
regardless of any other factor in society. In this mode of thought, the influence of
technology is a one way street: technology changes humanity (Baym, 2010a, p. 24).
Technological determinism can manifest in two extremes -- utopian or dystopian.
While the utopians argue that a new technology will bring about positive social
change, the dystopians argue it will degrade society. Such immoderate responses to
new technologies are not unique to digital technologies. One can find examples of
this way of thinking as far back as the ancient Greeks, who experienced their own
technopanic in response to the invention of the alphabet. In this ancient technopanic,

they feared their oral tradition would be destroyed (Baym, 2010a, p. 25; Ong, 1982).

Technological determinism is not only a popular narrative within mainstream dis-
course (Smith & Marx, 1994), it also informs the way inventors, scientists and tech-
nologists conceptualise and described the technologies which they create. From the
1940s until the present day, the common thread running through the varied elements
of American technology culture -- particularly that of Silicon Valley and the Californ-

ian Bay Area -- has been technological determinism, especially of the utopian varie-
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ty. For example the 1990s saw a popular technological utopian view whereby the in-
ternet, by its very nature, could "level organizational structures, render the individual
more psychologically whole, or drive the establishment of intimate, though geo-
graphically distributed, communities" (Turner, 2006, p. 3). This technologically
utopian way of thinking can also be seen at Facebook Inc., where CEO Mark Zucker-
berg apparently believes his site is making the world a better place (boyd, 2010;
Lacy, 2008; Smith, 2007). Like Zuckerberg, many Silicon Valley technologists see
what they create as having the power to overcome social, economic and political re-

straints to change the world for the better.

A related approach to technological determinism is technological neutrality. In 1980,
political science professor Langdon Winner wrote "In our accustomed way of
looking at things like roads and bridges we see the details of form as innocuous, and
seldom give them a second thought" (Winner, 1980, p. 123). This is perhaps why, for
almost 50 years, Robert Moses was able to embed his racist and classist beliefs into
the public works of New York City. From the 1920s to the 1950s, Moses was the
"master builder" of the city's infrastructure, which included roads, parks and bridges
(Winner, 1980, p. 123). As Winner details, Moses designed many of his overpasses to
be too low for buses, thereby preventing users of public transit -- who tended to low-
er income or racialised minorities -- from accessing many parts of the city. As the
case of Robert Moses exemplifies, technology is not neutral. To varying degrees,
technologies of all kinds reflect the ideologies -- both good and bad -- of their mak-
ers, and in turn, the social and cultural milieu which their makers inhabit. And yet,
just like roads and bridges -- which are so domesticated that they are no longer
thought of as technologies -- computing and communication technologies are treated
as neutral. The more a technology becomes domesticated, the more innocuous and

neutral it may seem (Baym, 2010a, p. 24).

While technological neutrality is not the same as technological determinism, they are
similar in that both approaches tend to hamper critical reflection or investigation re-
garding the role of technology in social, cultural or economic change. In taking a
technologically neutral perspective, the role of designers and their systems of belief -

- such as technological determinism itself -- is left unchallenged and unexamined. In-
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deed, given the influence on technological determinism on both the narratives
around, and design of, new technologies, an approach that can unpack, question and
understand the consequences of those technologies is essential. Such an approach is
especially necessary with respect to understanding youth, Facebook and privacy. As |
show in this thesis, the privacy policies and architecture of Facebook has been large-
ly informed by technological utopianism which, in turn, has created unexpected pri-
vacy challenges for Facebook users. A technologically neutral approach would likely

miss such a vital factor in understanding digital privacy threats and behaviours.

Despite this need for a critical examination, academic research on internet technolo-
gies often embodies an implicitly technological neutral stance. Software studies theo-
rists such as Matthew Fuller (2003, p. 16) have noted that internet studies, cultural
studies and related disciplines have been "held back from invading their conceptual
domains of software by the myth of its own neutrality as a tool." Even though theo-
rists such as Donna Haraway, Langdon Winner and Ed Kranakis have demonstrated
that technology is politically, economically and socially shaped, critiques of SNS

from this perspective remain few and far between.

This technologically neutral approach is reflected in an overwhelming research focus
on users, especially in the study of SNS. Perilously, for studies of SNS and privacy,
this method tends to overlook the role of SNS companies and the ideologies they
both consciously and unconsciously embed in the technologies that they create (Beer,
2008). The result is that, in cases where privacy has been violated or where norms of
privacy appear to be changing, the responsibility is often unfairly placed on users.
Such one sided, user-focused studies tend to emphasise the "shortcomings on the part
of the user" while overlooking the potential impact of discourses embedded in tech-
nology. In a sense, these arguments about youth are age-based determinism.(Al-
brechtslund, 2008) This one-sided perspective persists, even when users take actions
to try and regain lost control. As a communication studies professor Nancy Baym
(2010b, p. 399) has observed, the struggles over privacy and intellectual property be-
tween users and the individuals behind proprietary sites such Facebook have been

"all but ignored in scholarship."
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Indeed, Barnes' (2006) A Privacy Paradox: Social Networking in the United States is
representative of the implicitly technological neutral, user-focused analyses. Writing
about marketing, privacy and the safety of teenagers, Barnes critically notes that the
purpose of SNS is to support information flow and “to advertise and promote brand
recognition in consumers, especially teenagers.” She also notes in a separate section
that the illusion of privacy on SNS may partially be due to the sign-in feature. De-
spite these two observations, a clear link is not made between economic goals of the
SNS providers and the privacy design of the site itself. In asking why there are priva-
cy issues, the analysis stops at an observation of #ow the technology is designed,
rather than why it was designed that way. Salient questions -- such how a revenue
model based on the monetisation of personal information might shape the privacy de-
sign of an SNS -- are not being asked. Barnes’ analysis, like much of the early litera-
ture in the field, does not problematise the social media design process or its critical

role in privacy outcomes.

Ultimately, Barnes's technologically neutral approach results in a conclusion which
portrays youth as privacy unconcerned or unaware. However, even research which
has criticized this negative portrayal of youth often reflects some degree of implicit
technological neutrality by focusing on users. danah boyd, one of the first SNS re-
searchers, conducted groundbreaking work on SNS use among teenagers in the Unit-
ed States. She was one of the first to refute the negative portrayal of SNS use among
teens, arguing that there are actually many benefits for youth who use MySpace and
Facebook (boyd & Heer, 2006; boyd & Jenkins, 2006; boyd, 2006a). boyd has also
argued against the belief that runs through Barnes' privacy paradox which holds that
youth do not care about privacy (boyd & Hargittai, 2010). While this is an important
issue, her approach focuses on the use of SNS rather than their production and design
and the ideologies embedded within them. In a response to boyd and Nicole Ellison
(2008), David Beer (2008) argues that such a focus on users "perpetuates an agenda"
which frames SNS as democratic empowering spaceswhile ignoring the ideological
influence of capitalism. In so doing, such approaches miss critical issues such as sur-

veillance, privacy and equal access.
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Ryan Bigge (2006) and Fred Scharmen (2006) further demonstrate how such user-fo-
cused approaches are problematic. While boyd identifies the political issues working
against youth access to SNS, they argue, she misses the threats to youth posed by the
discourses embedded in the design of the SNS themselves. As Bigge points out,
boyd's work with Henry Jenkins (2006) does not ask question why it is so critical
that youth have access to SNS, thereby "[eliding] the issue of when or why MySpace
or Facebook membership became a necessity, rather than an option” (Bigge, 2006).
Similarly, Scharmen states: “Boyd’s central thesis is that teenagers are moving to
MySpace and other online communities to produce identity and interact with each
other publicly and privately in a venue that is outside of the control that adults exer-
cise in the real space of a teenager’s everyday life. I would argue that it is exactly
control in the Deleuzian sense that these teenagers and other users of Myspace are
submitting to” (Scharmen, 2006). As Bigge and Scharmen argue, boyd's work on
teens and SNS, as with much of the prevailing research, does not ask the question of
"why?" when it comes to the technology being examined. For example: why does
MySpace have the features it does, or why does Facebook handle privacy in a certain

way?

SCOT, SST and Software Studies

As the arguments of Beer, Bigge and Scharmen suggest, there is a need for internet
studies and related disciplines to more commonly avoid technological neutrality by
adopting approaches which examine the developers and designers, rather than just
the users of a technology. Such an approach is necessary for understanding privacy in
the digital age, particularly when the revenue models of many social media compa-
nies are at odds with conventional privacy values or when their privacy settings are
informed by technological utopianism. For these reasons, my thesis examines Face-
book both in terms of how it is used, as well as why and how it was made. In this
section I provide an overview of the various alternatives to technological neutrality,

concluding with the approach which I deploy in this thesis.

Perhaps the most well known alternative to technological determinism is the Con-
struction of Technology (SCOT) model. Proponents of the SCOT approach argue that

social contexts shape the creation of new technologies. These contexts include socio-
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cultural influences, such as norms around gender and race, to monetary influences
such as government or commercial interests and competitors (Baym, 2010a, pp.

39-40).

However, Winner (1993) shows that the SCOT approach also has a number of draw-
backs. While SCOT examines the impact of social, economic or cultural factors on
the creation of new technologies, it does not examine the consequences in those
same areas. Likewise, SCOT focuses on immediate factors which influence the cre-
ation of a new technology, rather than historical ones. Such a narrow temporal scope
does not take into account historically rooted belief systems, such as those that I
examine in this thesis. Most critically, SCOT does it look at how individuals might
be affected by a new technology. For example, SCOT ignores the role of users, who
have some degree of control in how they actually take up a technology, often in ways
unintended or undesired by its designers. Even though this appropriation by users or
"function creep" (Raynes-Goldie & Fono, 2009, p. 205) can influence future itera-
tions of that technology, it is a dynamic left unexamined by SCOT. Finally, Winner
notes that SCOT does not take a moral or ethical stance in evaluating technology,

which makes it prone to elements of technological neutrality.

Perhaps ironically -- since he himself was a technological determinist -- Canadian
media theorist Marshall McLuhen provides a useful perspective here: "We change
our tools and then our tools change us" (Onufrijchuk, 1993). Matthew Fuller's soft-
ware studies -- the application of cultural studies to software -- takes a similar ap-
proach by acknowledging the relationship between technology and society. In so do-
ing, his approach addressees some of the drawbacks of SCOT. Characterised by the
work of Geert Lovink, Lev Manovich and of course Fuller himself, software studies
is an emerging interdisciplinary field. The work of Manual Castells, Steve Woolgar,
Lawrence Lessig and N. Katherine Hayles are also reflective of this approach in their
respective fields (Truscello, 2006). In his Behind the Blip (2003), Fuller outlines an
approach which takes into account the iterative design process commonly used in
contemporary software development. Software studies advocates for a perspective
which examines the production of software in a manner which recognises the mutu-

ally influential relationship between its creation and use (Fuller, 2003). Through the
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examination of the many layers of software and its production: the code, the features
and interfaces, the design progress, and the organsational structure of the company
producing it, Fuller deploys software studies to reveal how pieces of software -- such
as word processors or search engines -- both reflect and influence different aspects of

life, such as one's work practices or the act of writing.

Fuller's approach is similar to another model of the society/technology relationship
called the Social Shaping of Technology (SST). In this model, technology, society,
culture and economics are mutually implicatory and influential. Unlike the linear
causality of technological determinism, the SST model proposes that there are choic-
es (concious or otherwise) which are made when during the technology creation
process. How these choices are made are influenced by society, and in turn, the
resulting technologies have an influence on society (Williams & Edge, 1996). It is in
this decision making process where ideologies become embedded in technologies, as
evidenced by Robert Moses' racist and classist overpasses. Given the balanced and
holistic approach of software studies and SST, it is these models which I deploy in
my thesis project, both as methods to unpack technological determinism as well as
broad lenses with which to examine my methodological approach. Taken together,
the prevailing narratives of privacy paradox and technological determinism -- left un-
examined by technologically neutral approaches -- call for a methodology that looks

at users of SNS as well as the SNS companies themselves.

Research Methodology

In internet studies and related disciplines thus far, there has been a strong research
and methodological focus on "highly virtual, online only experiences" (Haythornth-
waite & Kendall, 2010, p. 1083). This early literature, however, generally is not re-
flective of the true nature of the online and offline spheres, which have always expe-
rienced a degree of overlap. Instead, the literature reflects an attitude among internet
users and the public more broadly. As Baym (2010a, p. 30) describes, the use of the
terms "real" and "virtual" to describe the offline and online worlds reflects a popular

"deep seated presumption" about mediated sociality. Since, as I show in the next
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chapter, there was empirical and logistical evidence to support this divide, scholars

tended to agree.

Today, the offline and online spheres have become mutually overlapping to a degree
where it is difficult to see where one stops and the other begins. Moreover, the com-
mon conception of the internet is no longer one where the online sphere is virtual and
apart from the everyday. Smartphones, tablets and other internet-abled mobile de-
vices have meant that the use of social media often takes place outside one's home, as
an embedded part of everyday life. One's online identity, particularly on SNS, is
commonly the same as one's offline identity, and is contextualised by one's job,
friends, education and so on. These changes problematise these traditional internet
research methodologies which inaccurately reinforced a firm delineation between on-

line and offline, where the "real" everyday world is set apart from and the "virtual."

Such methodologies are particularly unsuited to the study of SNS, especially Face-
book, which is designed to digitally augment the everyday social life of individuals
in shared (offline) social networks. The physical world is the space in which Face-
book is used, and thus, the site cannot realistically be understood in isolation. Study-
ing Facebook using online-only methods removes it from its everyday social context,
thereby potentially skewing findings. As David Machin (2002, p. 85) argues “human
action is fundamentally social and contextual” and must be studied as such. In fact,
since the early days of internet research, Canadian internet sociologist Barry
Wellman has argued for a contextually embedded methodological approach in inter-
net research (Wellman & Gulia, 1999; Wellman, 1997). Similarly, American privacy
philosopher Helen Nissenbaum has applied this line of thinking to SNS. SNS, she ar-
gues, cannot be seen as having their own social contexts entirely apart from reality,

rather, like the telephone, they are very much informed by the context of their use:

...one might conceive of the telephone system not as constituting a
distinctive context, but as a medium for interactions occurring within
diverse distinctive contexts, such as family, workplace and medical.
Although of course the medium of social networking sites, generally,

and design characteristics (configurations) of specific sites shape the
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nature of interactions to some degree, these interactions are also gov-

erned by norms of respective social contexts and acquire significance

from their occurrences within them (Nissenbaum, 2010, pp. 223-224).
Nissenbaum further underscores the need for an approach that recognises Facebook
as an augmentation of physical social life, as well as within the context and discourse
of its design. A methodology which fails acknowledge the embeddedness of Face-
book in everyday, offline life does not just ignore one context (the offline), but the
multiplicity of contexts that exist within it. Indeed, a contextualised approach is core
to Nissenbaum's (2010) model of contextual integrity as a way of understanding and
defining privacy violations in the age of social media ubiquity. Nissenbaum also
hints at the importance of a site's design characteristics and configurations in shaping
interactions. In this way, Nissenbaum's arguments further support the need for an ap-

proach that is not implicitly technological neutral.

Just as Facebook needs to be examined within the everyday context of its offline us-
age, that usage also needs to be studied within the context of the discourses which in-

form it. As Beer argued in his critique of predominant SNS research thus far:

When we ask about who are using SNS and for what purpose, we
should not just think about those with profiles, we should also be
thinking about capitalist interests, of third parties using the data, of the
organising power of algorithms, of the welfare issues of privacy made
public, of the motives and agendas of those that construct these tech-

nologies in the common rhetoric of the day (Beer, 2008, p. 526)

As Beer suggests, such an approach is particularly necessary when considering priva-
cy and social media. Privacy and surveillance are highly politically and ideologically
driven concepts and practicalities. How privacy is legally defined; how it is protect-
ed; and of course when and how it is violated can have a profound impact on individ-
uals and societies. Within surveillance studies, the argument to examine the discur-
sive or ideological context which inform the creation of new technologies is not a
new one. Writing about surveillance technologies in 2001, Canadian surveillance re-

searcher David Lyon argued:
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When the problems of identifiable personal data arose, database de-
signers did not immediately or automatically try to decouple data
records from human identity. Why not? Because powerful economic
and political interests would like to keep open the possibilities of us-
ing for secondary purposes personal data ostensibly collected for only
one purpose. Recognizing those larger contexts -- the beliefs and ide-
ologies by which organizations as well as ordinary people arrange
their lives -- is vital to understanding how surveillance technologies

are developed and used (Lyon, 2001, p. 26).

As I have shown, the predominant research methodologies employed in internet stud-
ies does not reflect the way the internet, especially SNS, is currently used or indeed,
conceived. Facebook in particular cannot accurately be studied using online-only
methodology, nor can its usage be accurately understood if individual, unconnected
users are studied together. Since SNS are inherently used in the context of pre-exist-
ing social networks, studying connected individuals within those networks would
likely yield more accurate results. Further still, technological determinism in internet
studies continues to render invisible technological determinism and other ideologies
embedded in social media. What is necessary here is the recontextulisation of social
media in research methodologies. Facebook needs to be examined within the every-
day physical and social context of its use as well as within the context of the dis-
courses behind it. It is such a recognition that guides this thesis. Given my desire to
study Facebook in a recontextualised way, I deployed a layered, ethnographic ap-
proach. For my user study I used participant observation and interviews. I then com-
bined these findings with archival/media research and textual analysis of Facebook

Inc. as well as the historical and discursive context which informed its development.

Ethnography as a Recontextualised Methodology
As an approach, ethnography is inherently about contextual and social embedded-
ness. In its truest form, ethnography is the study of situated meaning of a community

or culture, of “situated action as it happens naturally” (Machin, 2002, p. 85). Tradi-
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tionally, ethnography takes place in context -- in the natural settings where partici-
pants live and work. The ethnographer engages in participant observation in situ,
rather than in asking participants to come to the researcher. In ethnography, the con-
texts in which the participants move through are as important as the participants and
their comments and activities. Likewise, since technology is inherently socially em-
bedded (Menser & Aronowitz, 1996), the most natural and obvious approach to the

study of internet technologies, such as Facebook, is ethnographic.

It is through this contextualised approach that ethnography draws its power to bring
out the hidden world, especially when ethnography is used to study technological
systems such as SNS. Hine states that ethnography can "be used to develop an en-
riched sense of the meanings of the technology and the cultures which enable it and
are enabled by it" (Hine, 2003, p. 8). Ethnography allows researchers to see how
meaning is embedded, how ideologies run through systems such as Facebook and
how meaning plays out. It acknowledges that the world is not found in our words,
rather it is found in between our words and within our practice. It recognizes the
human disposition towards knowing, without knowing what is known. As Philip
Moore, one of my thesis supervisors relayed to me: "Words are not culture. They are
manifestations of culture. But we can only get to the culture through the words. The
important question is ‘What sort of world (or system) makes these words possible?""
Through this approach, ethnography teases meaning from culture and makes sense of

the world.

Another strength of an ethnographic approach is that it does not rely on words alone,
or words outside of context. Self-reports can often be faulty because people are often
unaware of their own internal motivations (Machin, 2002, pp. 81-82). This issue with
self-reporting was evidenced in a 2006 study of Facebook usage which employed
user surveys as a primary data collection tool. In this study, users reported that their
own usage was drastically different from that of everyone else. Users provided so-
cially acceptable reasons for their own use of Facebook (such as finding friends),
while portraying the motivations of their peers in a negative way (such as self-pro-

motion) (Acquisti & Gross, 2006).
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Finally, as internet ethnographer Christine Hine argues in her Virtual Ethnography,
ethnography renders problematic technologies which have become invisible through
domestication, thus opening them up for enquiry (Hine, 2003, p. 64). Again, to use
the words of renowned Canadian media theorist, Marshall McLuhan "We don't know
who discovered water but we know it wasn't a fish. A pervasive medium is always
beyond perception" (Ing, 2008, p. 3). Indeed, since social media has become perva-

sive, the defamiliarisation afforded by an ethnographic approach is especially critical.

Despite its strengths, however, the use of ethnography does not automatically ensure
a contextualised research methodology. As mentioned, most internet research -- in-
cluding those using ethnographic approaches -- has been almost exclusively online.
The use of ethnography in this way been called cyberanthropology, or the anthropol-
ogy of cyberculture and computer mediated anthropology (Ryan, 2008, p. 27). As the
"cyber" in name suggests, cyberanthropology is the study of cyberspace, which is, by
definition, frames the internet as apart from the offline world. The early cyberanthro-
pology of the 1980s and 1990s examined networked technologies such as MUDs,
MOOs and Usenet. Sherry Turkle was one of the pioneers in this field, studying on-
line identity formation and subcultures long before the internet became a household
word (Turkle, 1997; Turkle, 2004). While Turkle's work did frame the internet as
apart from the everyday (largely as a result of her focus on online fantasy/game
spaces), it is important to note that she did engage in trailblazing physical participant
observation of groups formed online, such as pizza parties held by Boston MUDders

(Turkle, 1994).

Seminal works such as Cybersociety, a collected volume of essays on computer net-
works and community (1995) and Howard Rheingold's Virtual Community (2000)
critically reframed cyberspace as a place where community and culture could and
certainly did exist. This recognition ran counter to prior work done in the field of
computer mediated communication (CMC), which framed networked communica-
tion as a communication tool which was studied on temporary networks in laborato-
ries, rather than in the context of everyday use. While Virtual Community and Cyber-

society did the important work of showing that the internet was worthy of
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ethnographic study, it still reentrenched online culture as apart from everyday offline

culture.

The online/offline divide in internet ethnography existed both in terms of what was
studied and how it was studied. Especially in the early days of internet research, the
core methods of data collection -- for example, participant observation and inter-
views -- were usually conducted entirely online. The archival nature of many internet
technologies, such as Usenet, allowed ethnographers to "lurk" and study events that
have happened in the past, rather than as they happen. It also meant ethnographers
could get by without building a relationship with study participants. Even though the
internet facilitates this form of decontexualised ethnography, cyberanthropology and
internet ethnography's status as true ethnographic approaches been called into ques-

tion (Hine, 2003).

Even in the early days of the internet, a methodology founded on the online/offline
tended to miss the then somewhat subtle overlap between the online and oftline
spheres. Take, for example, friendships made between players in MOOs (Parks &
Roberts, 1998), or face-to-face gatherings of people who had met on the WELL
(Rheingold, 2000). These examples serve to show that while an offline/online over-
lap was not as apparent as it is today with Facebook, a strict divide between the
"real" and the "virtual" -- indeed, even the use of such terms -- has never been entire-

ly accurate.

Some pioneering researchers such as Nancy Baym challenged the prevailing decon-
textualised approach by engaging real time with participants, conducting face to face
interviews and email exchanges (Baym, 1995a; Baym, 1995b). In 2000, Christine
Hine, another pioneer in the field of internet ethnography, began problematising the
online/offline divide. One of the core questions in her Virtual Ethnography was "is
'the virual' experienced as radically different from and separate from 'the real'? Is
there a boundary between online and oftline?" (Hine, 2003, p. 8) She concluded that
"abandoning the offline/online boundary as a principled barrier to the analysis allows
for it to be traversed (or created and sustained) through the ways in which connec-

tions are assembled" (Hine, 2003, p. 62).
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Hine's approach was of particular inspiration to the ethnographic approach deployed
in this thesis, as was that of Daniel Miller and Don Slater. In the same year as Hine's
Virtual Ethnography, Miller and Slater (2000) published a groundbreaking ethnogra-
phy which studied the internet as situated in its particular, everyday use in Trinidad
and Tobago. In their opening chapter, they proclaimed "... contrary to the first gener-
ation of Internet literature -- the internet is not a monolithic or placeless "cyber-
space"; rather it is numerous new technologies, used by diverse people, in diverse
real-world locations. Hence, there is everything to be gained by an ethnographic ap-
proach, by investigating how Internet technologies are being understood somewhere

in particular" (Miller & Slater, 2000, p. 1).

Another groundbreaking study which influenced my approach was carried out by
Keith Hampton and Barry Wellman (1999) in the late 1990s and early 2000s. The
study used ethnographic methods to study Netville, Canada's first wired suburb,
gathering data both online and off. Hampton lived in the suburb, just outside of
Toronto, as a participant-observer for over a year. Their research was guided by a de-
sire to study community both online and offline -- a innovative approach which, as I

have shown, is still uncommon today.

More recently, Alice Marwick (2010) conducted an ethnographic study of Web 2.0
and technology culture in Silicon Valley for her PhD thesis. Even though her thesis
was published after I had finished my fieldwork, her subject matter and approach
were quite helpful in informing aspects of my thesis. A few years earlier, danah boyd
was of the first to employ ethnographically-inspired methods to study teenage users
of MySpace and Facebook (boyd, 2008c). However, given the many constraints of
working with American teenagers, she notes that she was unable to be a true partici-
pant-observer (boyd, 2008c, p. 80). Instead of studying users in the field, her method
used interviews across a large number of unconnected users. While such an approach
gathers a large number of data points from a wide variety of users in a variety of con-
texts, it is not suited to capture the localised, in situ use of SNS, thereby making it
difficult to examine how groups of users in a given social network use an SNS with

each other.
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boyd's research also calls to attention an important distinction within ethnographic
approaches. An ethnography of users -- which can be used to describe boyd's ap-
proach -- can be distinguished from an ethnography of an SNS. The latter is an
ethnography of a system (or culture, or space, or context) which can be deployed to
expose and examine the discourses and philosophies embedded in a system, such as
Facebook (as is the case in my research). A system ethnography covers all aspects of
the system: users and designers, online and oftline (without making an artificial dis-
tinction between the two), and the relationships between all of them. In this way, a
systems ethnography addresses many of the drawbacks of earlier online ethnographic

approaches.

Study Design: Users

In 2000, Hine called into question online-only data collection methods by asking:

In an offline setting, we might expect an ethnographer to have spent a
prolonged period living in their field site. We would expect them to
have observed, asked questions, interviewed people, drawn maps and
taken photographs, learnt techniques and done what they could to find
out how life was lived from the point of view of the partici-
pants...[but] how can one live in an online setting? Do you have to be
logged in 24 hours a day, or can you visit the setting at periodic inter-

vals? (Hine, 2003, p. 21)

Hine's line of questioning highlights the logistical and practical difficulties which
hindered a truly embedded and contextualised ethnography of the internet in the
1980s and 1990s. Even in 2000, it still required a conscious effort and choice to be
online. Users had to dial up when they wished to use the internet, and often paid by
the minute or hour. Always on, unlimited internet or access- anywhere wifi were un-
common. Moreover, mobile phones did not yet offer internet access. Taken together,
these factors meant that being online still required physically sitting in front of a
computer. And yet, as Miller and Slater showed, it was still possible to study internet

use in this way, using traditional (offline) ethnographic methods.
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By 2008, Hine's question "How can one live in an online setting?" had been an-
swered. The pervasiveness of Facebook in Toronto among young people meant that
logistically, I could to carry out a study in the same way that Hine had described tra-
ditional ethnographers had done it -- living in the field site; taking photographs; and
asking questions. The manner in which Facebook augments everyday social and
physical life meant that my participants were living a life online, just as much as they
were oftline. Thus, not only was a recontextualised ethnography logistically possible,
it was necessary for an accurate picture of the field site. Such an approach which
calls for the merging online and offline has since been supported by others (such as

Rogers, 2009).

To this end, I chose a reflexive ethnographic (or autoethnographic) approach. Histori-
cally, ethnography is done from the perspective of a neutral, unbiased observer. How-
ever, my personal perspective is just as political and therefore is as biased as my par-
ticipants or anyone else. In her Master's thesis which deployed autoethnography to
study SNS, Jennifer Ryan (2008) argues "From the phenomenological point of view,
the truth of ethnography lies in the interpretation of lived experiences, and is always
partial" (p. 34). Similarly, as autoethnographer Stacy H. Jones (2005) describes, re-
flexive ethnographies recognize the impossibility of a “careful, faithful and authorita-
tive cataloguing of the exotic other” and embracing of the potentials of “partial, re-

flexive and local narrative accounts” (p. 766).

In addition to being reflexive, my ethnographic approach was one of the system of
Facebook, rather than simply just users. This meant that [ was not aiming to create an
exhaustive list of the specific and different ways in which people use and understand
Facebook with respect to privacy but rather to delve further into the meanings behind
those behaviours and what they might mean for society at large. Using archival/me-
dia research and textual analysis of the company behind Facebook, I combined spe-
cific user behaviours with the context, history and discourse of Facebook Inc. The
generality that I was seeking was not a collection of specific user behaviours, but
rather what those behaviours reveal about the design of Facebook and in turn, what
that might mean for the future of privacy. As C. Wright Mills pointed out in The So-

ciological Imagination (1959), personal problems can often reflect on larger public
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issues and help us to understand them. Put another way, the personal is the political

(Jones, 2005).

Other than actual, hands on experience, one of the best ways to learn ethnography is
by reading as many as possible (boyd, 2008a, p. 28). Thus, I drew both internet
ethnography as well as conventional, contemporary ethnography, such as Sherman's
Class Acts (2007); Geertz's Deep Play: Notes on the Balinese Cockfight (2000) and
Wolf's A Thrice Told Tale (1992). I also drew on seminal, classic ethnographic works
such as Evans-Prichard's Witchcraft, Oracles and Magic Among the Azande (1973).

Informed by these foundational works, I designed a contextualised, reflexive ethnog-
raphy study of Facebook which examined social context, physical context, and --
combined with archival and textual research -- historical and discursive context. To
accomplish this recontextualisation in my participant recruitment, I drew on the work
of March and Fleuriot's (2006) "friendship groups" and Bumgarner's (2007) "urban
tribes." Based on these models, I chose a group of participants who were already ac-
quainted and were using Facebook together. To recruit participants, I began with
group of six early adopters who already had a rapport with me and each other. I then
used snowball sampling (Brown, 2005; Noy, 2008) to grow this core group based on
organic social introductions throughout the project. This approach ensured that I was
able to study a network of socially connected individuals in a way that realistically
reflected the way Facebook was used as an SNS by participants. Further, in using a
group rather than individual unconnected users, my fieldwork could be carried out in
physical social situations as well as Facebook. The final core group was 10, with 7
more participants beyond that. This smaller group beyond the core group was either
made up of participants who were less involved, or whose stories/experiences were
used more for contextual or background purposes and thus were not mentioned
specifically in this thesis. The participants mentioned in this thesis, along with some

demographic/personal information are listed in the Appendix.

I began my fieldwork in January, 2008 in Toronto, Canada. My primary modes of
data gathering during this phase were participant observation as well as formal and

informal interviews. For the first six months I was physically located in Toronto, and
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was conducting my fieldwork with participants in person, through text messages as
well as online through Facebook, email, IM. I spent time with participants as a group
as well as individually, and did a number of formal, recorded interviews with each in
order to clarify and extend the issues or trends that I was observing. I also requested
my participants invite me along to whatever social events they were attending. |
would occasionally bring other participants to these social events. The Toronto field-
work component not only allowed me to establish a strong connection with my parti-
cipants, it also gave me to the opportunity to document the larger context of what
was happening in the physical environment. To this end, I spent any time that [ was
not with my participants in the neighbourhoods in which they lived (largely the
downtown of the city), on public transit, the streets and at the malls. I took note of
conversations I overheard where people were discussing Facebook. I photographed
signs and advertising related to Facebook, as well as situations were people were us-
ing Facebook in public. I also attended numerous tech community events, such as

CaseCamp.

For the second six months of the study, as I began the analysis of my findings, I con-
tinued to communicate with my participants exclusively through Facebook, email
and IM. This exclusively online component enabled me to to extend the length of the
study within the constraints of the project. With a strong rapport established, many of
my participants would send me updates from their lives or the latest Facebook-relat-
ed happenings in Toronto, such as new advertising campaign mentioning Facebook.
As I remained in contact with participants as I analysed my data, this second phase of
my fieldwork allowed me to ask for clarification on comments that were made. Over-
all, this ongoing dialogue and mutual reflection by myself and participants, I was

able to delve more deeply into the issues as they emerged in my analysis.

Study Design: Facebook

There exists a significant access barrier for ethnographers wishing to conduct field-
work inside social media companies. For a variety of reasons, such as protecting the
latest feature from the competition, it is difficult for researchers to gain the access re-

quired for in depth ethnographic work. For example, while working on another re-



Methods and Rationale 32
search project, I was invited to a lunch meeting at Google's Toronto offices. Before I
could go beyond the lobby, I was required to sign a non-disclosure agreement as well
as agree to wear a name tag identifying me as a visitor so that employees would
"know not to talk about secret things" in front of me. This perhaps explains why, to
the best of my knowledge, there has been no ethnographic work on the companies

behind social media.

In contrast, users are generally do not have an agenda or mandate to protect the repu-
tations of the company who produces their SNS of choice. As such, they are more
willing to participate in ethnographic research by sharing their experiences and activ-
ities openly. Conversely, the fieldwork involved in an ethnography of Facebook Inc.
would pose quite a challenge, both in terms of getting access and being allowed to
publish findings. Even replacing fieldwork with a series of interviews would not
yield useful ethnographic results. The Facebook employees with whom I would want
to speak (such as Zuckerberg) would likely be media trained and would give canned
answers. Further, as I have noted, ethnography works best in context and through be-
haviour and observation. Ethnography acknowledges that people are not very good at
self-reporting, especially in cases where they have a vested interest in keeping certain
details private. Thus, even with access, I could not simply ask Zuckerberg about
where he derives his beliefs, or what his real goals are and expect answers that would

be useful to my study.

For these reasons, I chose to utilise archival and media research combined with tex-
tual analysis of the public, written commentary of the developers and key employees
at Facebook Inc. I was guided by Danuta Reah's (1998) guide to textual analysis and
Fred Turner (2006), whose archival research of the California Bay Area technology
culture provided much of the foundation for this thesis, both in form and content.
Given that the purpose of this phase of my research was to avoid the metanarrative of
technological determinism that runs through much internet scholarship, my approach
was also informed by the work of Langdon Winner (1980, 1993), Matthew Fuller's
software studies (2003) as well as the SST (Williams & Edge, 1996). Tying together
both aspects of my thesis, my understanding of the relationship between users and

designers was shaped by John Fiske's (1989) theory of popular cultural production.



Methods and Rationale 33
This model acknowledges that, despite an unequal power relationship with the site's
creators, users still have some degree of autonomy and power within the constraints

of Facebook's designs and policies.

I conducted my research and analysis of Facebook Inc. over a four year period
(2007-2011), partially in tandem with my user ethnography. My primary sources in-
cluded interviews with Facebook employees (particularly Zuckerberg); press state-
ments; and official posts on the Facebook blog. I also tracked changes to Facebook's
Terms of Service, privacy settings, general features and overall design. I was particu-
larly interested in how Facebook Inc. described and framed its activities and how that
may have changed (or remained static) over the course of the site's existence. My
goal was to discern any patterns that might be triangulated across numerous materials
over a number of years. To this end, I paid particular attention to early materials,
such as articles in the Crimson (Harvard's student paper) and a 2005 interview with
Zuckerberg at Stanford University (Stanford University, 2005). These earlier ac-
counts had the added benefit of being more revealing, since Zuckerberg and Face-
book Inc. were both relatively young and were not yet facing scrutiny from the pub-

lic, regulators and so on.

In 2007, I obtained court documents from ConnectU's case that same year against
Facebook Inc., which were published in the now defunct online magazine aimed at
Harvard alumni, entitled 02138 (O’Brien, 2007). These documents included partial
transcripts of Zuckerberg's testimony in court; part of his application to Harvard; and
a letter he wrote to the Harvard administration regarding the disputed founding of
Facebook. Also included were copies of incriminating blog posts written by Zucker-
berg while working on a precursor to Facebook called Fashmash, circa 2003. Face-
book Inc. went to court to have these documents removed from the internet (Gold-
stein, 2007) -- a demand which appears to have been met, as they are no longer
available. In addition to background information about Facebook Inc.'s early days,

these documents provided insight into the attitudes and behaviour of Zuckerberg.

To augment these primary materials, I continually monitored and gathered informa-

tion from secondary sources, including academic publications, mainstream news out-
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lets, books and technology blogs. I paid particular focus to Inside Facebook,
TechCrunch, ValleyWag and GigaOM. 1 followed the blogs of other academics study-
ing Facebook and SNS, such as Michael Zimmer, Alice Marwick, Fred Stutzman and
danah boyd. As I progressed in my research, I built up a network of informants who

would also send me relevant news and journal articles as well as blog posts.

When I began this project in 2007, in depth published work on Facebook Inc. was
almost negligible, save for Karel Baloun's (2007) self-published account of his time
at Facebook in 2005. Since then, a number of journalistic accounts have been re-
leased, including Sarah Lacy's, Once You're Lucky, Twice You're Good (2008); Ben
Mezrich's The Accidental Billionaires (2009) and David Kirkpatrick's The Facebook
Effect (2010a), which was based on an unprecedented number of extensive inter-
views with Zuckerberg and other key employees. What is notable about all these
works, excluding that of Mezrich, is that they were written by individuals who are
are supporters of Facebook Inc. Baloun even went as far as to compare Zuckerberg to
a Greek god in the pages of his account. For this reason, I was careful to balance out

these works with other primary research sources and materials.

In addition to textual analysis, I attended SXSW Interactive 2008, which is one of the
most important technology conferences. The year I attended, the conference was
keynoted by Zuckerberg. I was present at both the keynote and a number of Face-
book sponsored parties, including an event for developers which Zuckerberg ap-
peared at, giving me the opportunity to talk with him about the privacy architecture

on his site.

Historical and Discursive Context

In order to deepen this examination of the recent history of Facebook, I also conduct-
ed a broader, historical examination of the culture from which it emerged. As I have
noted, a key component of a recontextualised internet ethnography is an investigation
of not just users, but also of the creators of the internet technologies under examina-
tion. As with all technologies, Facebook did not develop in a vacuum, devoid of cul-
tural, social or economic influence. Nor is Facebook is a singularity which emerged

unexpectedly. As I detail in the next Chapter, Facebook is not only the latest iteration
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in a series of social network sites, but exists as part of a larger legacy of computer
mediated communication technologies stretching as far back as the late 1970s. These
technologies co-evolved with a particular way of thinking about technology, people
and society which is pervasive in American technology culture, even to this day.
Drawing on Foucault's (1972) definition, this historically rooted system of beliefs is
best described a "discourse." Within this discourse are particular elements which
clash with traditional understandings of privacy. These elements can be seen not just
in Facebook, but in Google as well. In order to understand this discourse, and by ex-
tension Facebook's privacy architecture and policies, one must understand the history
from which the discourse has emerged. To this end, in Chapter 5, I chart the histori-
cal development of American technology culture through historical accounts and
analyses such as Turner's (2006) From Counterculture to Cyberculture; Hayles'
(1999) How We Became Posthuman, Pickering's (2010) The Cybernetic Brain; Bar-
brook's (2007) Imaginary Futures and Markoff's (2006) What the Dormouse Said; as
well as key historical works, such as Norbert Wiener's (1950) The Human Use of
Human Beings. Taken together, this historical overview provides a critical lens with

which to make sensible Facebook Inc.'s privacy choices.

Situating Myself

Further supporting my rationale in choosing a reflexive ethnography was that it
would allow me to leverage, rather than falsely hide, my own background and expe-
rience as an early adopter of Facebook and member of Toronto's technology commu-
nity -- a community also shared by a number of my participants. I first went online as
a teenager in 1994, so the internet played a pivotal role in my coming of age. It was a
place where I could experiment with my identity and find my voice. I spent many
Friday nights causing trouble on Internet Relay Chat (IRC) with my high school
friends or chatting with strangers on ICQ. My own experience watching the internet

become mainstream, both informed and inspired this thesis. The night The Social

5. Writing about the prevailing and resistive discourses of teen motherhood, Iara Lessa (2006, p.
285) summarises Foucault's (1972) definition of discourse as “systems of thoughts composed of ideas,
attitudes, courses of action, beliefs and practices that systematically construct the subjects and the
worlds of which they speak."
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Network (the Hollywood film about the creation of Facebook) premiered, I wrote the

following on my blog:

In 1997, when I was a nerdy teenage girl sitting in my basement
talking to my nerdy internet friends on IRC and ICQ, I never ever
would have thought one day I would be seeing a Hollywood movie
about the creation of anything to do with the internet... Back then, the
internet was like my private, secret thing. I got a weird twinge the first
time I overheard the ‘cool girls’ in the hallway whispering about how
they were talking to boys they liked on ICQ. I realised it wasn’t just
mine anymore. [ still get this twinge whenever I’'m reminded just how
mainstream socializing online has become (even that phrase seems so

outdated) — like today.

To me, the internet I experienced in the 1990s was inherently private because very
few people I knew "in real life" (as I often thought of it then) were online. Due to this
privacy through obscurity, I could share my innermost secrets with strangers on my
LiveJournal without facing negative judgement or rejection from my peers. For my
teenaged self, this was therapeutic and liberating. My high school was a strict,
conservative all-girls school which was very academically focused -- an environment
I found stressful and oppressive. The internet provided a world outside of this
enclosure, where I could talk to people with an outside perspective. It helped me to

stay grounded and gain self-confidence.

As Facebook and similar sites evidence, in many ways, the internet of the 1990s no
longer exists. Except perhaps in online game spaces, it more difficult to talk to
strangers without it seeming unusual.® Angst-filled teenagers can no longer post
things without fear of their parents or teachers finding it. The way I use the internet
now is very different. I am very careful about what I share because that information

is very much tied to my personal life and professional reputation. At the same time, I

6. For example, adding someone on Facebook who you do not know usually results in a message
asking who you are. Such activity is even against the site's Terms of Service.
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have access to a great deal of information about my friends and colleagues --
information that they have also probably carefully curated. This dynamic greatly
changes my experience of privacy and sociality in everyday life. It was this change in
the way I experienced and used the internet -- especially in my social life -- that

started me on this investigation which has now become the focus of this thesis.

The Field

Noting that it was common for individuals to be users of multiple social media plat-
forms, my original study design was to include whatever tools my participants used,
whether it be Facebook, MySpace, Twitter, Flickr or so on. However, after a few
weeks it quickly became apparent that while this ecosystem model was true, study
participants (and Torontonians at large) were using Facebook overwhelmingly more

than anything else. Penny, one of my participants, reflected what I observed:

I realised it wasn't just me [who was using Facebook a lot] -- it was all
of Toronto. It was in the news more. I definately realised it was some-
thing I was contributing to. I used to have 100 friends and then I had
300. It was just very fast, and it was a lot of people who were new to

Facebook and we just started to use it in all sorts of different ways.

At the time Penny made this observation, Toronto had the second largest regional

Facebook network, second only to London, UK.

Prior to starting my fieldwork, I was living in Perth, Australia, where my fellow uni-
versity students were all still using MySpace. My time living in Perth reinscribed the
relative uniqueness of what was going on in Toronto in 2007/2008. Indeed, a few
months after I returned to Australia (late 2008) I noticed the same exponential uptake
of Facebook that I witnessed in Toronto, an uptake that quickly went global. As I
write this, Facebook has over 750 billion users worldwide (Facebook, ND). Staying
true to an ethnographic approach, I followed the data and quickly refocused exclu-

sively on Facebook.
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There are a number of elements that likely contributed to the mass uptake of Face-
book in Toronto. Not only is Toronto Canada's largest city, but it has also been de-
scribed as "Canada's high tech hub" where new technologies, especially SNS, have
quickly proliferated (City of Toronto, 2011, p. 6). In 2007, according to Bryan Segal
of comScore (2008), Canadians viewed the most online content (videos, blogs and so
forth) and spend the most time using social media of all the G7 countries. Toronto's
highly educated population combined with its three universities (Ryerson University,
the University of Toronto and York University), were likely a factor in the relatively
quick and early adoption of Facebook -- particularly since Facebook was then aimed
at a university audience. The large student population provided a base for when Face-
book opened to the public. Toronto is also home to Facebook Inc.'s Canadian offices,

which are located downtown at Bay and Bloor.

Toronto also has Canada's largest gay population, and is home to one of the largest
pride parades in the world (along with San Francisco, USA and Sydney, Australia).
As danah boyd noted in her research on early SNS, Friendster, subcultural communi-
ties, especially LGBTQ communities, are often the first early adopters of new social
technologies (boyd, 2007c). This was anecdotally supported by one of my queer par-
ticipants, who told me that gay men in Toronto were the first to adopt online dating
well before it became accepted by the straight community. Indeed, the higher than
statistically average number of queer participants in my study (4 out of 13) might be
due to (or at least reflective of) the early uptake of Facebook by LGBTQ communi-
ties. Overall, Toronto in 2008 was an ideal place to conduct an ethnography of

Facebook.
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Chapter Two: From ARPANET to Social Media

Facebook is both shaped and enabled by the history of the internet, social media and,
most specifically, social network sites. In this chapter, I provide an overview of the
development of this group of technologies from the early days until the present. Giv-
en the interdisciplinary nature of both the discipline of Internet Studies as well as the
internet itself, a truly comprehensive historical overview would prove quite challeng-
ing. As I show throughout the next few chapters, the development of the internet --
both technically and discursively -- implicates a wide variety of disciplines and
movements, from Cold War science, Human Computer Interaction (HCI) and artifi-
cial intelligence to the New Age, the New Left and the New Communalists. Thus,
while this overview is broad, it provides the necessary foundation for the deeper his-
torical examination of more specific aspects of the development of the internet in the
following chapters. Overall, my goal in this chapter is to summarise and synthesise
the large body of existing literature in order to frame and contextualise my primary
research in the underexamined areas in the literature -- namely, the origins and impli-

cations of Facebook Inc.'s radically transparent architecture and corporate culture.

As I touched on in the introduction to this thesis, the approach which I take in this
chapter is one which acknowledges that the ways in which the internet is described
and experienced are often more discursive and than actually-existing. Moreover, the
narratives, as I show in later chapters, were often created and promoted by a small
group of influential technologists and thinkers in the Bay Area of California. As
Allen (2001) has written about Web 2.0 and the historicity of the internet, metaphors
-- such as the the online world as a cyberspace; a virtual "frontier" as set apart from
the "real" offline world -- were pervasive in early accounts of the internet. Regardless
their accuracy, these metaphors were reflected (and perhaps even influenced) in the
way the internet was experienced. For this reason, I attempt to the disentangle the
narratives and experiences of those using the internet; researching the internet and
evangalising the internet by providing an overview in this chapter that looks at evolu-

tion of the internet technologically, discursively and academically.
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With this in mind, this chapter pays particular attention to two key factors that not
only played an important role in shaping today's privacy landscape, they also created
the necessary conditions for the existence of Facebook. The first is the shift from the
internet as an educational and academic space to a commercial one. In his book The
Future of the Internet (2009, p. 8), Jonathan Zittrain, an American professor of inter-
net law, charts the shift from the early "generative" internet to today's commercial,
"appliancized" internet (pp. 8). This early internet was created researchers, acade-
mics and engineers for their own purposes, purposes which were best supported by
an organic, inherently innovative, and open internet. Accordingly, these principles
were baked into the generative internet. As a consequence, the internet was not origi-
nally built to protect privacy, nor serve commercial ends. As Zittrain describes, even
though the generative internet lacked a revenue model or master guiding plan, it was
successful largely due to a culture of openness, efficiency, cooperation and sharing,
all enabled by the mutual goodwill, respect and trust of its users. This culture shaped
the architecture of the generative internet. While the goals, purpose and userbase of
the internet changed as it became commercial, the generative architecture remained

fundamentally the same -- a change which has important implications for privacy.

The second set of factors examined in this chapter are the domestication and mass
uptake of the internet combined with the increasing overlap of the online and offline
spheres -- two related processes that not only enabled the creation of Facebook, but,
as I show in Chapter 6, were also leveraged and accelerated through the site's cre-
ation. Metaphorically, the increasing online/offline overlap can can be conceived as
two connected spheres drawn on a piece of paper -- much like a Venn diagram -- with
the two spheres gradually moving together.” As I noted in the introduction to this the-
sis, the online and offline spheres have never been entirely separate. However, since
the invention of the internet, these two spheres have gradually moved closer together,
a process which accelerated in the 1990s. As the 2000s developed and momentum
gathered around use of the internet, these spheres became increasingly overlapped

and the internet and the physical world could be seen as cross-colonising each other.®

7. Thanks to Matthew Allen for this analogy.

8. The final stage in this overlapping will be when humans interact with computers using mental
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Today, at least in developed countries, use of social media and the internet as part
everyday life reflects a near overlap between these two spheres. For example, As
Zhao et al. (2008) describe, relationships on SNS are "anchored" in the physical
world, meaning that individuals engage use them to engage with individuals with
whom they have existing, physical relationships. These sorts of relationships do not
fit into the "online relationship" category (Beer, 2008) -- a common category in early
internet research -- rather they are more accurately described as extensions or

augmentations.

As the existence of this purely online category suggests, and as I show in this chap-
ter, early popular and academic discourse around the internet commonly portrayed
the online and offline as two entirely distinct worlds. This discursive framing existed
despite the continual existence of at least some overlap. Even though it was not
entirely accurate, it was a mode of representation that was influential in the way the
internet and its implications were understood and investigated. While were was some

logistical truth to these categories, the reality was not so cut and dry.

Touching on these key themes throughout, I chart the development of the internet
and social network sites in North America. I begin with an examination of the history
and changing perceptions of the internet from the 1960s until today, with particular
focus on the development of SNS. With this historical examination as a foundation, I
then examine the prevailing themes and areas of research in the literature thus far.
My overall goal is to lay the contextual foundation for the rest of the thesis by
connecting how the changing nature of the internet plays a critical part in creating the

necessary conditions for Facebook and the privacy threats it creates.

A Brief History of the Internet
In this section I chart the development of the internet technologically and socially. I
show how, through a number of technological, social and cultural changes, the inter-

net shifted from a non-commercial network for researchers, by researchers to a ubiq-

rather than physical interfaces, as imagined by the early adopters of augmented reality such as the
University of Toronto engineering professor and self-proclaimed cyborg, Steve Mann.
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uitous social space for everyone. I pay specific attention to the increasing domestica-
tion, commercialisation and online/offline overlap -- all of which are crucial factors

in the development of today's SNS and privacy landscape.

Early 1980s

Today's internet originally grew out of an American-funded network called
ARPANET. Developing in the late 1960s and 1970s, ARPANET was as a closed,
non-commercial network designed to connect academics, scientists and other
researchers at universities and research centres across the United States (Griffiths,
2002). The invention and subsequent adoption of a standardised protocol called TCP/
IP (transmission control/internet protocol) allowed for the connection of other global
research networks with ARPANET (Leiner et al., 2009), giving birth to the internet in
1983 (Griffiths, 2002).

The early internet remained relatively obscure for a number of reasons. In addition to
it being officially off-limits to anyone outside of the research community, the early
internet was largely incomprehensible to the non-technically minded. The difficult
nature of the internet was not simply as result of the technology being in its infancy,
but also because of the individuals who had designed it. At the time, the main users
of the internet were the same people who were building it: American and British
computer scientists, engineers and researchers (Baym, 2010a). Thus, the design of
the internet reflected their backgrounds and ways in which they understood the

world. As Richard Griffith's (2002) describes:

At this stage, the Internet is still quite a forbidding place for the unini-
tiated. Access commands to find data range from the complicated to
the impenetrable, the documentation available is mostly (highly) sci-
entific and the presentation unattractive (courier script, no colour),
finding stuff is a pain in the neck and transfer times are relatively

slow.

Perhaps the most prohibitive aspect of ARPANET and the early internet was that they
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both required users to interact entirely with and through text. Thus, the internet of the
1980s and early 1990s can be described the "textual internet" (Baym, 2010a, p. 13).
Perhaps unsurprisingly, the most important and influential technology of the time
leveraged the strength of text as an established means of communication. Electronic
mail, now simply known as email, was the initial "hot" application of the internet
(Leiner et al., 2009, pp. 24-25), a role that continues to this day. Email "provided a
new model of how people could communicate with each other, and changed the
nature of collaboration, first in the building of the Internet itself... and later for much
of society" (Leiner et al., 2009, pp. 24-25). By 1973, the primary use of the internet
was for for this purpose (Elon University School of Communications, ND). The
"phenomenal success of email" in the 1980s was one of the key factors that helped to
push the adoption of the internet well beyond its creators' original expectations and
intended use, sparking fears that the system would eventually collapse due to sheer
volume (Griffiths, 2002). In a sense, email can be seen as the original social

technology.

As I will discuss in depth in later chapters, the 1970s and 1980s were also a time
when computers, in contrast to their early conception as cold, dehumanising devices,
became increasingly portrayed and treated as personal, human-friendly devices
(Turner, 2006). This perceptual change did not simply arise naturally in tandem with
the miniaturisation of computers from huge room-sized mainframes to smaller, desk
sized PCs. Rather, this changing view of computers was largely due to a rhetorical
framing of computing and networking technologies in as social and revolutionary
tools which could help humanity overcome a multitude of problems (Turner, 2006).
The confluence of these factors facilitated the internet's gradual acceptance into the
mainstream, beginning slowly in the 1980s when the internet was still very
experimental and was hardly known beyond the research and technology

communities from which it emerged.

1980s and early 1990s

By the end of the 1980s, the internet was moving from the realm of the relatively

obscure to the subcultural. University students and computer hobbyists were now
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joining the ranks of new internet users (Baym, 2010a). More early social
technologies, such as Internet Relay Chat (IRC) emerged and began to gain
popularity.” Governments also begin to see the importance of the internet, and in
1994 the US government launched a website for the White House (Elon University

School of Communications, ND).

This period also saw the acceleration of the internet's domestication-- particularly
around the early 1990s -- a shift facilitated by two critical factors which significantly
reduced the technology's high entry barriers. The first of these factors was the
invention of the World Wide Web by Tim Berners-Lee in 1991, followed by the
creation of the first web browser in 1993 (Elon University School of
Communications, ND). The invention of the web marked a shift from the textual
internet to the graphical internet, whereby accessible and intuitive graphical
interfaces eventually replaced the prohibitive text-only interfaces of the early

internet. Like email, the web became the internet's second "killer app."

The second critical factor which enabled the mainstream adoption of the internet
occurred in 1995, when the last formal barrier which prevented commercial traffic
was removed (Kesan & Shah, 2001). Since the internet had originally been built by
governmentally-funded agencies for the exclusive use of researchers, academics and
scientists, commercial use of the internet had been officially prohibited until 1991,
the year the National Science Foundation (NSF) in the United States began granting
private computers access to its backbone (Griffiths, 2002). In 1995, the NSF finally
ceased its funding of the internet backbone in 1995 while simultaneously opening up

internet access to all (Baym, 2010a).

Prior to 1995, the prohibition of commercial traffic had the unintended consequence
of fostering the creation of walled networks such as Delphi, CompuServe and AOL
(Zittrain, 2009) which provided online services to those who could not get on the

internet. These walled online services were generally more facile than the internet,

9. Created for use on the internet in 1988 by Jarkko Oikarinen, IRC is still used by millions of
people around the world (Mardham-Bey, 2012).
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thereby attracting a less technical, more general audience. In 1995, when the doors
were opened for unfettered commercial activity, these private networks could now
connect their services to the internet, thereby becoming internet service providers
(ISPs) for thousands of users who had an entirely different online experiences,
expectations and background than the technically-minded creators and early adopters
of the internet (Baym, 2010a). In this way, the internet quickly gained a large number
of new users, with many more now able to easily join through AOL or CompuServe.
Most importantly, this shift paved the way for commercial sites aimed at a general

audience, including Facebook 10 years later.

Even as the internet became more commonly used, throughout this period, the
internet was commonly seen as quite separate from the offline world. This
perception, although somewhat overstated, was supported by technical and logistical
realities which meant early internet (the online world) was often experienced as
contextually separated from (offline) everyday life. As I have shown, the early
internet was still relatively slow, and hard to use, and thus was only appealing to a
very niche audience. Getting on the internet was a conscious and often expensive
undertaking. Likewise, since most of the population in developed countries were not
yet online, many online communities and networks formed around interests rather
than existing geographic networks or shared locations (Ryan, 2008, p. 28). Online
identities and relationships were not as commonly anchored in the physical as they
are today, particularly on SNS (Zhao et al., 2008). For these reasons, the internet was
commonly seen as a space apart from the everyday both discursively and

technologically.

Mid 1990s to 2000

The mid 1990s saw the internet begin its rapid and exponential rise into public use
and discourse (Turner, 2006, p. 1). The now increasing amount of commercial use
combined with the growing popularity of the user-friendly, graphical web -- launched
four years prior -- further accelerated the internet into popular use. As internet re-
searcher Matthew Allen describes, the web played an important part of the domesti-

cation of the internet by making it more like more familiar, commercial media:
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Prior to the web, the Internet was constructed according to the aesthet-
ic and functional conventions of computing. Part of the attractiveness
of the web was that it relocated online life to the normative space of
traditional media design, thus making it culturally (not just technical-

ly) more accessible. (Allen, 2011, p. 8)

Part this increasing accessibility could be attributed to the internet's increasingly
commercial use. No longer only created by technologists, for technologists, the new
commercially-created internet technologies were created by companies with a vested

interest in mainstream accessibility.

In addition to the web, email remained a popular reason for people to get and stay
online (Baym, 2010a, p. 13). Other user-friendly technologies began to emerge, such
the first instant messenger (IM) in 1996, called ICQ (Boneva, Quinn, Kraut, Kiesler,
& Shklovski, 2006), followed by the first SNS, SixDegrees, in 1997. As these early
social technologies helped the internet become part of everyday life, the spheres of
online and offline became further overlapped. References and connections to the in-
ternet were now more common in the physical world. As two technologists described

in 1997:

We have often mused to ourselves about what regular people (aka
civilians) must think of the Internet and those of us who use the 'net
everyday. When the Internet was a secret within the academic and
R&D community, the popular literature didn't give it a second
thought. But now that we see URLs everywhere (on the side of ambu-
lances, say, and at shopping malls), Web addresses as common as 800
numbers, advertisements for Internet services appearing in Newsweek
and on Super Bowl commercials, online real-time news events, and
common criminals going online (not to mention new online-specific
crimes), it is clear that the Internet has arrived as a popular icon

(Kessler & Shepard, 1997, p. 114).
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Like today, popular representations of the internet both reflected as well as shaped
the way the internet was perceived. In 1995, the release two Hollywood films featur-
ing somewhat fictionalised versions of the internet -- Hackers and The Net -- showed
that the internet had both reached a critical point in public perception, but at the same
time was still largely misunderstood. Moreover, they both reinforced the common
perception that the internet was entirely apart from reality. Relying on metaphor
rather than technical reality, both films portrayed the internet as a literal cyberspace
that was fantastical, mysterious and even dangerous. Three years later, You've Got
Mail reflected the cracks in the stark online/offline divide. Playing on this divide,
film's plot centres around the budding online romance of two protagonists, who com-
municate through IM and email using pseudonyms. Unbeknownst to the pair, they
actually know and despise each other in the physical world. In this way the internet is
both apart, yet not entirely separate from their lived reality. Even though they see
their online interactions as "virtual" or not "real," their activities still have very real

consequences for their social lives.

You've Got Mail also reflects some of the logistical realities that supported the per-
ceived apartness of the internet. The protagonists speak of "going online," a concious
effort which requires sitting down at a computer and dialing in with a modem, rather
than the seamless and perpetual connectedness enabled by smartphones and wifi ten
years later. The film, as an ideological vehicle for an AOL branded, walled-garden
version of online space, also reflected the increasing commercial interest in and use

of the internet.

Some of the more hyperbolic proponents of the internet also reflecting and perhaps
also fuelled this perception of a strict online/offline dichotomy. Within these techno-
logically deterministic narratives, the internet was separate and uninfluenced by pre-
existing "offline" ideologies. Offline meanings of identity, gender, sexuality and race
could apparently be erased, reworked or would manifest differently in the online
world (Hine, 2003). As John Perry Barlow -- one of key figures in shaping the dis-
course around the internet -- proclaimed in 1996, "We are creating a world that all
may enter without privilege or prejudice accorded by race, economic power, military

force, or station of birth" (Barlow, 1996). This way of thinking was echoed in popu-
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lar discourse, as exemplified by the MCI commercial that ran during the 1997 Su-
perbowl, which proudly announced: "There is no race, there are no genders, there is
no age, there are no infirmities, there are only minds. Utopia? No, the Internet"

(Baym, 2010a).

Another key shift during this time period was the increasing commercialisation of the
internet. As noted, the NSF officially began allowing commercial traffic in 1995, a
change which would enable a gradual yet drastic change in the culture, use and in-
deed the very nature of the internet, particularly with respect to privacy. As Zittrain
(2009) argues, the internet was not designed to protect privacy as such a thing was
inefficient and counterproductive when it came to information sharing, which was
the driving goal behind the creation of the internet. Indeed, privacy was also deemed
unnecessary given the shared goals and backgrounds of the early creators of the in-
ternet. Privacy was seen as an issue on the social layer of the internet, not the techni-
cal layer. Much like a co-operative, users were seen as equal participants rather than
customers, and as such, Zittrain argues, would respect the network and other users.
The assumption that users would not be destructive and would respect each other's
privacy was reflected in the very architecture of the internet, for example the ability
(at least in the early days) for users to remain anonymous or use a pseudonym, or the

equal treatment of all data on the network, regardless of sender or content.

As Zittrain's account of the history of the internet shows, the beliefs of the early
internet engineers and scientists shaped its architecture. The well-educated scientists,
researchers and engineers who created the internet had a shared background which
valued efficiency, logic, and innovation -- values which all became embedded in the
internet, even as it became commercial. The result is that the architecture of the
internet -- redundancy, persistence of data, and default openness, features meant to
support educational, non-commercial use -- has now become a challenge for

everyday privacy.

In contrast to the early days of the internet, the majority of today's internet users are
just that: users. They do not participate in the create the technologies that they use.

The power dynamic has shifted. A small number of individuals -- those working at
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social media companies such as Facebook Inc. -- hold a degree of power over users.
As I show in Chapter 5 and 6, the values embedded in the internet have reworked and
reinvoked to support Facebook Inc.'s goals, which reflect a largely different attitude
than that of the internet's creators. While espousing the values of the generative
internet, Facebook Inc. has built a site that, architecturally, is at odds with these
values. As Zittrain describes, today's increasingly "appliancized" internet is
characterised by walled, proprietary services, devices and networks (such as
Facebook) which impose top down authority and control (Zittrain, 2009, p. 8). While
these networks are easier to control and regulate when it comes to privacy, security
and illegal activity, they also make it easier for those in control to exploit and

monetize the privacy of users.

2000s: Web 2.0 and Social Media

Throughout the 1990s and early 2000s, the commercialisation of the internet contin-
ued, as did the growing overlap between of the online and offline spheres. By 2004,
the internet could be considered a normal part of everyday life in developed coun-
tries. As Baym argues, it "had become almost invisible" (Baym, 2010a, p. 48). By the
time I began this project in 2008, the norm of always-on internet connectivity
through cable and DSL in Canada's urban centres in concert with the growing preva-
lence of Blackberries and other smart phones saw individuals seamlessly checking
their email or IMing with friends throughout the day, in a spare moment at the bus
stop or during a lull in activity at work. Contrast this use of the internet with that of
the mid 1990s, when checking one's email still required consciously and intentionally
sitting down at a desktop computer, dialling up one's ISP and and then waiting to get

connected.

Most importantly, with respect to this thesis, the 2000s saw the rise of SNS and so-
cial media more broadly. Given the focus of my thesis on Facebook, I dedicate the
next section to the examination of the definition, history and scholarship of social

network sites.
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A Brief History of SNS

In this section, I continue my historical examination of the internet with a specific fo-
cus on the development of early SNS and the creation of the necessary conditions for
mass uptake of Facebook. I begin with various scholarly definitions of SNS. I then
provide a brief history of SNS. Throughout this historical examination of the inter-
net, [ have examined the gradual overlap between the online and offline spheres as a
process intertwined with the normalisation, domestication and commercialisation of
the internet. These processes, ultimately, created the necessary climate for the exis-
tence of Facebook. Likewise, with respect to the popularisation of SNS, there are two
essential components of these larger processes which were necessary for the main-
stream success of SNS and indeed Facebook more broadly. I conclude this section

with a discussion of these two factors.

Social Network Sites Defined

While Facebook Inc. defines itself as a "social utility" which "helps people commu-
nicate more efficiently with their friends, family and coworkers" (Facebook Inc.,
2011), most academic scholarship defines Facebook as a social network(ing) site
(SNS). Despite this consensus, the definition of SNS can still be rather slippery. Ac-
cording to Alessandro Acquisti and Ralph Gross (2006, p. 2), who were among the
first to study Facebook, "an online social network is an Internet community where in-
dividuals interact, often through profiles that (re)present their public persona (and
their networks of connections) to others." SNS have also been called social network
communities (Stutzman, 2006). However, the most authoritative description of SNS
comes from danah boyd and Nicole Ellison (boyd & Ellison, 2008), who propose a
definition of SNS based on three key features. In their schema, SNS are "web-based
services that allow individuals to (1) construct a public or semi-public profile within
a bounded system, (2) articulate a list of other users with whom they share a connec-
tion, and (3) view and traverse their list of connections and those made by others
within the system." boyd and Ellison also propose that researchers use the term "so-
cial network sites" rather than "social networking sites" -- two terms that are often
used interchangeably. Even though social networking site is used more commonly

(and had twice as many Google hits in early 2012) boyd and Ellison argue that there
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is a critical difference which is demarcated by their term. The term "social net-
working" implies that new connections are being formed. On the other hand, they ar-
gue, the term "social network site" more accurately reflects the actual usage of what
it describes. That is, the building and maintenance of existing contacts by users.
Facebook Inc.'s own definition of a social utility also reflects this focus on existing

relationship maintenance over the creation of new ones.

Responding to boyd and Ellison's (2008) definition, Beer (2008) argues against what
he sees as their implicit segregation of online and offline life in their research ap-
proach, especially with respect to social interactions and friends. Just as their distinc-
tion between social networks and social networking suggests, with SNS in the main-
stream and embedded in everyday life, this online/offline distinction is no longer
applicable. Beer points out that is not longer so easy to distinguish between online
and oftline nor between a "Friend" (online) and "friend" (offline). With the mass

adoption of SNS, they are more often than not the same person.

Beer also disagrees with boyd and Ellison's proposal that researchers use the term so-
cial network sites in lieu of social networking sites as the term networking. Beer ar-
gues that this term is too broad and means too many things, thus losing the nuance
which separates sites such as Facebook from YouTube or Last.fm, which according
to boyd and Ellison's definition, would fall into the SNS category. Indeed, the charac-
teristics that define a social networking site (profile, public listing of Friends) are be-
coming standard functionality across a wide range of web services, as users increas-
ingly expect to be able to see what their Friends did, bought or looked at, and if they
liked it (Needleman, 2008). Twitter (microblogging), LiveJournal (blogging commu-
nities), LibraryThing (book sharing) -- all have the core elements of SNS, even
though they are not aimed exclusively at connecting people the way Facebook is.
Even the online bookseller, Amazon, now has user profiles and the ability to add

Friends as "Interesting People."

Privacy philosopher Helen Nissenbaum's definition of SNS further reinforces the
slippery, broad nature of SNS: "Social networking sites constitute a sub domain of

the larger software ecosystem, frequently called Web 2.0, a loose class of Web sites
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dedicated to creating and maintaining socialities, groups and networks"
(Nissenbaum, 2010, p. 59). Given the multiplicity and slippery nature of the term
SNS, I will distinguish between SNS from sites that have the social elements of SNS,
such as YouTube, but are not exclusively for social purposes by classifying them as
social media. Put simply, all SNS are social media, but not all social media sites are
SNS. Social media is also a clearer term that is becoming more commonly used in

lieu of Web 2.0.

A Brief History of Social Network Sites

In North America, sites that fit boyd and Ellison's (2008) definition of SNS have ex-
isted from as far back as the 1990s. The first SNS was SixDegrees, which launched

in 1997, followed by LiveJournal in 1999. As Gross and Acquisi (2006) summarise:

Although the concept of computer-based communities dates back to
the early days of computer networks, only after the advent of the com-
mercial Internet did such communities meet public success. Following
the SixDegrees.com experience in 1997, hundreds of social networks
spurred online, sometimes growing very rapidly, thereby attracting the

attention of both media and academia.

However, SNS did not begin to garner widespread attention until the launch and sub-
sequently rapid rise in the popularity of Friendster in 2003 among a number of sig-
nificant yet niche groups (boyd & Ellison, 2008; Eisner, 1985). Even though it
framed SNS in a negative light, the MySpace moral panic in 2006 (Marwick, 2008)
reflected SNS's assent to mainstream discourse. While Friendster and MySpace were
popular among certain segments of the population, such as teenagers, gay men and a
number of other subcultural groups (boyd & Ellison, 2008), Facebook was the first
SN to appeal to a broad demographic.

Early SNS were based around the then novel ability to publicly articulate one’s rela-
tionships with others. This articulation was accomplished through the other key com-

ponent of the service: the profile page. In addition to displaying pictures and personal
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information about themselves, users can display a clickable list of “Friends,” which
allows users to browse each others networks. Social networks have always existed
both online and off, but this was the first time such networks were formalised, made

artifactual and navigable (boyd, 2005).

MySpace and Facebook built on the success of Friendster by taking the next step by
responding to the desire of users to do more than simply list their friends (boyd &
Ellison, 2008). MySpace became more appealing to teenagers than Friendster be-
cause, unlike Friendster, it allowed users to design their profile pages; connect with
whomever they wanted and use whatever identity they wished (boyd & Ellison,
2008). Similarly, Facebook added new and compelling ways for users to interact with
each other, such as the ability to tag friends in photos or play Scrabble with family

members.

Overall, Facebook grew out of the mainstream adoption of SNS started by Friendster,
MySpace and other early SNS. Combined with the domestication of the internet
more broadly, these earlier sites paved the way for Facebook by helping to normalise

and create an understanding around their use.

Network Effects and Anchored Identities

In addition to the commercialisation and domestication of the internet combined with
an increasing overlap between the online and offline spheres, there are two important
and interrelated components within this process which are worth examining. These
components were necessary for, and part of the development of, SNS as part of

everyday social life.

The first of these components are network effects. Like fax machines, the value of
the internet is relative to its number of users. The more users a network has, the more
useful it becomes to all users (Schauer, 2005). The second factor is the physical "an-
choring" of digital identities and relationships (Ladd, 2009; Zhao et al., 2008). In the
early, textual days of the internet it was uncommon to use one's full name. Instead,

users employed pseudonyms, often referred to as handles, screen names or nicks.
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With the increasing use of social media and SNS came the increased use of "real," le-
gal names. This is, of course, not to say that nicknames and identity play no longer
take place online. While there are still forums and other spaces online where users
use pseudonyms, the norm on SNS like Facebook and Twitter are to use one's full
name (Zhao et al., 2008). As Kirkpatrick (2010a, p. 12) describes: "On Facebook it is
important today to be your real self as it was when the service launched at Harvard in
February 2004. Anonymity, roleplaying, pseudonyms and handles have always been
routine on the web... but they have little role here [on Facebook]..." In the same way,
individuals using nonymous, anchored identities use SNS to extend and build on pre-
existing relationships (boyd, 2006b). In other words, relationships that are anchored
in the physical world.

SixDegrees, the first SNS, provides a good case study for understanding these com-
ponents. SixDegrees ceased operation at the end of 2000. According to boyd and
Ellison (2008), the founder of SixDegrees believes that the site's failure was a result
of it being ahead of its time. As boyd and Ellison (2008) argue "While people were
already flocking to the Internet, most did not have extended networks of friends who
were online." The result was that the network effects were not yet strong enough to

make SixDegrees compelling and useful.

As the failure of SixDegrees suggests, and as I examine more fully in Chapter 4, a
key factor contributing to Facebook's success was timing. Facebook was not th