
©2008 IEEE. Personal use of this material is permitted. However, 
permission to reprint/republish this material for advertising or 
promotional purposes or for creating new collective works for resale or 
redistribution to servers or lists, or to reuse any copyrighted 
component of this work in other works must be obtained from the IEEE. 



 

 
 

 

Abstract— Governance has emerged as an important issue for 

organisations across the world.  Governance is the combined 

activities of developing and managing cohesive and consistent 

policies, processes and decisions right for a given area of re-

sponsibility.  For an e-learning ecosystem to work effectively, it 

is essential that we have the right regulatory, technological and 

social conditions.  This paper discusses a framework to support 

the successful implementation of an e-learning system includes 

(1) organisational decision making structures, (2) processes 

which include operational and technical supports, and (3) 

communications and relational mechanisms.  Six characteris-

tics and dimensions of Darking’s [12] digital ecosystem gov-

ernance were used to enhance the framework.  E-learning in-

formation security governance is also discussed in the paper.  

The underlying goals for adopting e-learning governance prac-

tices are improvement of business performance and confor-

mance to regulations.  This paper discusses governance for e-

learning ecosystems within the digital business ecosystems 

(DBE).  

 
Index Terms — governance, e-learning, e-learning ecosystem, 

e-learning governance, information security e-learning gov-

ernance 

I. INTRODUCTION 

E-learning is crucial to the success of business if organisa-

tions want to remain competitive.  The ultimate goal of e-

learning is to impart knowledge and skills that the business 

needs in a productive and cost-effective way.  To develop 

effectual e-learning, organisations need guidance to im-

prove their e-learning processes.  A flexible process model 

independent of organisational structures, technical plat-

forms, and pedagogical frameworks is required.  To achieve 

this, organisations need to apply governance in order to be 

successful in e-learning.  According to the COBIT Steering 

Committee [2], e-learning governance is defined as the re-

sponsibilities and practices carried out with a view to (i) 

provide strategic direction to an institution’s e-learning ini-

tiatives, (ii) ensure that established objectives are achieved, 

(iii) manage risks properly, and (iv) allocate resources ap-

propriately.  To accomplish the above, e-learning govern-

ance applies control principles in the delivery of knowledge 

and skills that the business needs with direction, cost effec-

tiveness, quality, ethics and security. 

 

This paper begins with a brief review of e-learning, e-

learning ecosystems, the role of governance in DBE, fol-

lowed by e-learning governance.  Discussion on the impor-

tance of e-learning ecosystems and the need for e-learning 

governance framework of structures, processes, communi-

cations and relational mechanisms is also introduced in this 

paper.  To enhance the e-learning governance framework of 

structures, processes, and communications and relational 

mechanisms, we have adopted the characteristics and di-

mensions of digital ecosystem governance of Darking [11].  

In particular, information security governance is also de-

scribed in detail.  This paper concludes with discussion re-

garding further research in e-learning governance. 

 

II. E-LEARNING SYSTEM 

E-learning is a terminology that is synonymously associated 

with learning technology [10].  It is the use of networked 

information and communications technology (ICT) to ex-

tend, enhance and enrich learning activity.  It can also be 

described as the acquisition of knowledge and skills through 

the processing of information within a context involving the 

construction and de-construction of meaning facilitated by 

ICT. 

 

Despite the maturity of e-learning since its inception, many 

practitioners remain frustrated with the cost and complexity 

of integrating these systems with content and with other 

business systems.  It seems these challenges detract busi-

nesses from a greater vision for online-learning [1].  Current 

e-learning systems pay little attention to issues of integrat-

ing learning with various systems, business processes and 

the contents where learning actually takes place.  If e-

learning is to be effective in providing greater access to 

education and support educational programs that reflect 

broader strategic business goals, it is important that the e-

learning industry learns key lessons from its early business 

adopters.  

 

III. E-LEARNING ECOSYSTEMS 

An e-learning ecosystem is the learning community, to-

gether with the enterprise, united by a learning management 

system (LMS) [1].  A natural ecosystem is a biological 

community of interacting organisms and their physical 

environment [4]. Conversely, a business ecosystem is a 

network of buyers, suppliers and makers of related products 

or services and their socio-economic environment that 

includes institutional and regulatory framework. A digital 
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ecosystem is a self-organising digital infrastructure aimed at 

creating a digital environment for networked organisations 

that supports the cooperation, the knowledge sharing, the 

development of open and adaptive technologies and 

evolutionary business models.  Figure 1 shows a multi-layer 

of digital business ecosystem. 

 

Moore first introduced the concept of a business ecosystem 

as a strategic plan [9].  Moore indicated that organisations 

form part of a business ecosystem and as such should be 

viewed as a collective rather than an individual entity. In a 

business ecosystem that crosses a variety of industries, 

organisations cooperate, compete, and co-evolve 

capabilities around a new innovation, support new products, 

satisfy customer needs, and eventually incorporate the next 

round of innovation. 

 

According to Nachira [6], the key elements of a business 

ecosystem (top-most layer) include 1) governance, 

regulations and industrial policy, 2) human capital, 

knowledge and practices, 3) service and technical 

infrastructure, and 4) business and financial conditions.  
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 Fig. 1 Multi-layer digital business ecosystem (after F.Nachira [6]) 

 

According to Brodo [8], the term e-learning ecosystem is 

used to describe all the components required to implement 

an e-learning solution.  These components, as shown in Fig-

ure 2, fall into three categories: content providers, consult-

ants, and infrastructure.  

 

Chang and Guetl [20] refined Brodo’s components of e-

learning ecosystem by delineating a comprehensive building 

block required for e-learning development.  The elements as 

shown in Figure 3 are (1) the learning communities and 

other stakeholders (referred to as biotic units) such as 

teachers, tutors, content providers, instructional designers 

and pedagogical experts (2) the learning utilities (referred 

to as abiotic units) or the learning environment includes the 

learning media (content and pedagogical aspects), technol-

ogy, and tools applied in traditional teaching methods, (3) 

the learning environmental borders of physical and logical 

boundaries of the e-learning system, and (4) the learning 

ecosystem conditions of external and internal influences, 

such as evolution of knowledge, educational goals, learning 

tasks, cultural and sociological aspects, and expectations by 

society, private industry, profit and not-for-profit organisa-

tions, and the government.  

 

 
Fig.2  Brodo’s e-learning ecosystem component  

 

A.  Benefits of e-learning ecosystems 

E-learning ecosystems offer many benefits to organisations. 

In an organisation, a fully developed e-learning ecosystem 

can include a human-resource-integrated system such as a 

web-based portal where employees can check their benefits, 

make changes to medical plans and access learning pro-

grams that teach competencies that tie to business objec-

tives and personal career aspirations. Training officers can 

access data that helps them integrate their programs to cor-

porate goals, empower line managers to recommend and 

track training activity, and apply business discipline to help 

manage the learning assets and activity of the entire enter-

prise. Organizations with a systematic approach to rolling 

out these programs will ultimately benefit from a return on 

investment (ROI), increased productivity and improved em-

ployee performance [1]. 

 

 

  

Fig.3  Simplified representation for the e-learning ecosystem 
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IV. THE ROLE OF GOVERNANCE 

The term governance is often used to describe the relation-

ship between a government and its people, or the relation-

ship between a company and its shareholders.  The latter is 

often referred to as corporate governance [16].  The role of 

governance encompasses characteristics that are also con-

text specific.  Governances such as IT governance, project 

governance, information security governance and e-learning 

governance are an integral part of corporate governance. 

 

Darking [11] refers to governance as the constitution of re-

lationships between different social groups and the proc-

esses of decision-making through which rights and respon-

sibilities are established and defined.  Governance is the 

process of decision-making and the process by which deci-

sions are implemented (or not implemented). It can be used 

in several contexts such as corporate governance, interna-

tional governance, national governance and local govern-

ance.  More specifically and as discussed previously, gov-

ernance may also include IT governance, project govern-

ance, information security governance and e-learning gov-

ernance. 

 

As specified by Darking [11, 12], governance focuses atten-

tion on principles and dimensions that have a generic or 

universal quality, such as duties, rights and responsibilities.  

Mansell [13] states building governance can be understood 

to be comprised of a range of different practices and work-

ing rules.  The rules and practices constitute a basis for co-

ordination and an associated culture of meeting and com-

munication [11, 12].  Legally constituted entities and rela-

tionships bind and characterise relationship at the formal 

end of the spectrum.  Informal environments afford flexibil-

ity and reduced organizational overhead and less reliance on 

formal contact. 

 

V.  E-LEARNING GOVERNANCE 

According to Mansell [13], governance can comprised a 

range of different practices and working rules.  Darking [11, 

12] believes that it is important to consider the social, regu-

latory and technological aspects of ecosystem-based tech-

nologies and social networks in order to understand the role 

of governance in digital ecosystems.  It is our belief that 

these considerations should also be applied to e-learning 

ecosystems.  Besides this, we should also need to under-

stand governance as a spectrum of working practices that 

include both formal and informal working arrangements. It 

is also important to use the latest development in technol-

ogy infrastructure and design to create a framework for e-

learning ecosystem in order to enable users to cross the 

digital divide between organizations and regions.  For this 

to happen we must have the right regulatory, social and 

technological conditions. 

 

In the literature, very few governance papers or studies are 

reported for e-learning, however, the term IT governance is 

reported to have appeared in the research literature towards 

the late 1990s [7],[15],[16],[17].  De Haes and Van Grem-

bergen [17, 18] and Peterson [15] propose that IT govern-

ance can be implemented through a framework of struc-

tures, processes, and relational mechanisms.  The same set 

of framework may be applied to e-learning governance.  

Table 1 shows a brief summary of the key elements of (1) 

structures, (2) processes, and (3) communication and rela-

tional mechanisms for e-learning governance adapted from 

the work of De Haes and Grembergen {18] on IT governance.  

Structures include the existence of well defined roles and 

responsibilities and steering committees.  Processes involve 

strategic planning and the use of various IT and e-learning 

governance standards which can provide the organisation 

with the means of examining its activities and its value to 

business.  Communications and relational mechanisms in-

clude shared learning and strategic dialogue between busi-

ness and IT. 
 

 

Key Elements in the implementation of E-learning Gov-

ernance 

Structures:  

Roles and responsibilities, organisation structure, Chief 

Learning Officer on board, Chief Information Officer, E-

strategy committee, steering committee(s) 

Processes:  

Strategic planning, licensing and regulations, service level 

agreements, service and technical management, informa-

tion security and risk management, infrastructure man-

agement system, software management, network manage-

ment, resource management 

Communications & Relational mechanisms:  

Active participation and collaboration between principle 

stakeholders, partnership rewards and incentives, Cross-

functional business communication 

Table 1.  E-learning governance framework: structures, process 

and relational mechanisms (after S. De Haes and  

W.Van Grembergen [18]) 

 

E-learning governance should focus on high level work to 

keep the organisation operating within legal and ethical 

bounds – the relevant acts and regulations governing e-

learning and organisations; partnerships and multilateral 

agreements to signatory, showing leadership in organisation 

as well as monitoring and reporting internally and externally 

on all aspects of operations.  In addition, e-learning govern-

ance should also emphasize on the pedagogical and didactic 

aspects of learning, as well as focusing on the characteris-

tics of cognitive learning.  This considered, a new and 

fourth element for e-learning governance of ‘Pedagogies 

and Instructional Designs’ is added to the framework.  Ta-

ble 2 shows a revised list of elements for e-learning govern-

ance framework.  

 

For an e-learning ecosystem to work effectively, it is neces-

sary that we have a fitting framework as suggested in Table 

2. Darking [12] insists that framework to develop e-learning 

must include regulatory, technological and social condi-

tions.  She expresses that regulatory, technological and or-
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ganisational cannot be studied in isolation from one another.  

Each of these constituents can alter the basis according to 

which interaction takes place.  Alteration of one can have 

consequences for each of the others.  It is therefore impor-

tant to consider regulatory, organizational, technological 

and social dimensions both respectively and relative to one 

another in governance. 

 

 

Key Elements for E-learning Governance 

Structures:  

Roles and responsibilities, organisation structure, Chief 

Learning Officer on board, Chief Information Officer, E-

strategy committee, steering committee(s) 

Processes:  

Strategic planning, licensing and regulations, service level 

agreements, service and technical management, informa-

tion security and risk management, infrastructure man-

agement system, software management, network manage-

ment, resource management 

Communications & Relational Mechanisms:  

Active participation and collaboration between principle 

stakeholders, partnership rewards and incentives, cross-

functional business communication 

Pedagogies & Instructional Designs:  

Pedagogy strategies, instructional design standards, cogni-

tive learning strategies, learning styles 

Table 2.  Revised e-learning governance framework 

 

A.  Characteristics and dimensions of e-learning govern-

ance 

To enhance our e-learning governance framework of struc-

ture, processes and communications and relational mecha-

nisms, we have adopted the dimensions of digital ecosystem 

governance of Darking [12].  It is our belief that these 6 

characteristics and dimensions as presented in Table 3 are 

interrelated and at times overlapping.  These dimensions 

also cut across the organisational, regulatory and techno-

logical framework. 

 

The framework of structures, processes, and commu-

nications and relational mechanisms as presented in Table 1 

and Darking’s 6 characteristics and dimensions as shown in 

Table 3 underpin the adoption and implementation of e-

learning systems in organisations.  

 

The purpose of identifying the framework and the character-

istics and dimensions is to consider issues associated with 

digital ecosystems governance in particular for e-learning 

governance.  The framework, characteristics and dimen-

sions can be applied to tangible areas that arise as relevant 

to digital governance and coordination efforts [12]. From a 

research perspective, this could serve as a basis for formu-

lating an approach for exploring, setting the boundaries and 

assessing the relevance of issues associated with e-learning 

ecosystems governance [12]. 

VI. INFORMATION SECURITY E-LEARNING 

GOVERNANCE  

One of the more important aspects of e-learning ecosystem 

governance is the information security governance.  Ac-

cording to Kritzinger and von Solms [3], information secu-

rity is important within the e-learning environment because 

e-learning is mainly dependent on information communica-

tion technologies (ICT).  The use of ICT can lead to many 

security risks that can compromise information.  It is there-

fore important to take steps to ensure that information is se-

cured within the e-learning environment.  Kritzinger and 

von Solms [3] propose four ways of helping institutions to 

secure their information against harmful attacks.  These in-

clude: 

 

• Ensuring e-learning information security governance. 

• Creating e-learning information security policies and 

procedures. 

• Implementation of e-learning information security 

counter-measures. 

• Monitoring the e-learning information security 

counter-measures. 

 

Characteristics of e-learning  

ecosystem 

Dimensions of e-

learning ecosystem 

governance 

1. Shared values, common vision, 

participation and membership 

expressed in constitutional 

documents such as bill of rights, 

code of practice 

Constitution and  

balance of interests 

2.  Transparency inclusion, due 
process, policy, procedure and 

accountability 

Culture of communi-

cation 

3.  Alliance forming and regional 

coordination, allow for diverse 

governance models and member-

ship 

Credibility,  

attunement and trust 

4.  Distributed template, lightweight 

organisation and synchronisation 

for aligning code base infrastruc-

ture development; association 

and alliance forming 

Organisation and  

synchronisation 

5.  Knowledge and technology li-
censing, regulatory framework 

for digital ecosystem e-learning 

introduction and legal definitions 

relevant to e-learning ecosystem 

entry. 

 Choice of e-learning develop-

ment methodologies, technologi-

cal directions and infrastructure 

standards and e-learning 

Licensing and  

regulation 

6.  Standards: associations and alli-
ance forming 

Technological  

dimension 

Table 3.  Characteristics and dimensions of e-learning ecosystem 

governance (Darking [12]) 
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Included in information security governance is risk man-

agement. To secure an e-learning system, it is necessary that 

we identify and assess possible risks.  There should be some 

control and security measures to minimise it.  Besides con-

trol, there should be some measures to enable us to deter-

mine if the process is functioning properly and whether it is 

likely to achieve its goals. 

 

Another dimension of e-learning ecosystems is that of 

credibility, attunement and trust, as listed in Table 3.  Ac-

cording to Nachira [5], the aim of digital business ecosys-

tems is to overcome existing barriers and to promote inno-

vative software creation, knowledge sharing, and commu-

nity building in order to promote growth and competitive-

ness for SMEs in Europe.  Digital business ecosystem is the 

new, faster and more flexible mode of cooperation and net-

working through the dynamic aggregation and self-

organising evolution of organisations by means of an open 

source infrastructure.  Because of the open source infra-

structure of an e-learning ecosystem compared with proprie-

tary e-learning software, version control cannot be tightly 

managed.  This presents unique challenges that are difficult 

to manage.  An open source model for e-learning ecosystem 

is a decentralised system, open to a diverse range of partici-

pants, access many locations, making control more difficult 

to achieve.  The aim of achieving self-organising e-learning 

ecosystem suggests the need for a higher order capability to 

reproduce components with minimal intervention by human 

agents, making it a great challenge to control quality.  An 

option suggested by Calderwood and Tsatsou [19] is the 

creation of a knowledge base for relevant generic regulatory 

issues.  We concur with these authors that trust is essential 

to e-learning ecosystem activities.  The regulatory domain is 

central to build trust relationships. 

 

Mayer, et al [14] define trust as ‘the willingness of a party 

to be vulnerable to the actions of another party, based on 

the expectations that the other party will perform a particu-

lar action important to the trustee, irrespective of the ability 

to monitor or control that party”.  A degree of confidence or 

certainty is relevant to trust in the following three facets that 

Nachira [5] identifies as the necessary attributes of a digital 

ecosystem. These three types of trust are also essential for 

the e-learning ecosystem. 

 

• Trust in service and technological solutions. 

• Trust in business activities. 

• Trust in knowledge. 

 

Another important role of e-governance for e-learning eco-

system is that of a knowledge base. The building of a 

knowledge base of regulatory issues in an e-learning ecosys-

tem is to draw on key regulatory issues.  The issues identi-

fied as being important in the domains of regulatory envi-

ronments when developing e-learning ecosystems are (1) 

privacy and consumer protection, (2) e-signature and secu-

rity and (3) jurisdiction and consumer protection [19].  In 

addition to a knowledge base of regulatory issues, it is also 

important to have a taxonomy framework for the knowledge 

base of regulatory issues in e-learning ecosystems. 

VII. CONCLUSIONS AND FUTURE WORK 

The paper highlighted some key issues in the context of 

adopting and implementing e-learning ecosystem govern-

ance within the digital business ecosystem.  E-learning is a 

strategic advantage to organisations and governance is 

needed to ensure success in e-learning implementation.  The 

authors identified an e-learning ecosystem governance 

framework of structures, processes, communications and 

relational mechanisms, and pedagogies and instructional 

designs.  To further strengthen the framework, we have 

adopted the characteristics and dimensions of digital eco-

system governance of Darking [12].  The authors also pro-

vided a detailed overview of the importance of information 

security e-learning governance.  Given that this is reasona-

bly an unexplored area, further exploratory study needs to 

be carried to better understand the business benefits of im-

proving e-learning governance practices in the evolving 

digital business ecosystem. 
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