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ABSTRACT

This paper introduces a shared tree multicast filter
that uses labels to create one-to-one, one-to-many and
many-to-many communication on an existing multi-
cast tree. All the receivers wishing to communicate
privately will be connected virtually by a label to form
a subtree within an existing multicast tree. The data
packet is sent to the receivers on paths identified by
the label. A label manager on the tree will create and
manage these labels. This paper describes the benefits
of using our filter architecture compared to creating a
new multicast tree or using another proposed filter ar-
chitecture.
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1 Introduction

The next step forward in computer networking is ubiq-
uitous computing where the user is surrounded by
smart, intuitively operated devices that help the user
organise, structure and master his or her everyday life.
For this to become a reality, these ‘smart’ devices will
require an efficient communication protocol for these
devices to cooperate within an environment. We be-
lieve that a multicast routing protocol should be the
dominant communication protocol used in ubiquitous
computing.

Multicast routing protocols were introduced as
a more effective method for one-to-many, many-to-
one or many-to-many communication [1] over a shared
network link. This shared link is a logical network
tree which connects all nodes who want to receive the
same communication and is represented by a multicast
group address. The sender will address its packet to
the multicast address and every node that subscribes
to this group (address) will receive the packet. Unlike
unicast, only a single instance of the data packet will
be transmitted on every link in the multicast tree.

Network resources can be better utilised if a sub-
set of member nodes of an existing larger multicast tree
can reuse the existing multicast channel for private

communication between one or more member nodes
without other member nodes receiving the data pack-
ets. Some researchers have proposed application layer
solutions that work on top of the existing multicast
routing protocol. These application layer protocols fil-
ter packets based on the intended recipient nodes.

The application layer protocol solution filters
packets at the end routers or host nodes. The data
packets will travel on every tree link and be dropped
at either the end router or at the host for nodes that
are not the recipients. If the multicast group is large,
but only a small number of nodes want to communi-
cate with each other, a lot of network resources will be
wasted since packets will still be transmitted to nodes
that are not part of this new subgroup.

Some other researchers have proposed a network
layer solution to subgroup communication to minimise
the overheads to network resources. The details of
both application and network layer protocols currently
used to filter or differentiate communication on a mul-
ticast tree are contained in section 2.

The prime motivation for this paper is to reduce
network resource wastage for subgroup communication
on a multicast tree. The network layer multicast fil-
ter protocol will only transmit packets on links that
connect to nodes interested in communicating within
the subtree. This will lead to a reduction of network
resource wastage on the existing multicast tree. An
added benefit is that the allocated quality of service
(QoS) of the multicast group can be more efficiently
utilised by this subgroup since it is built on top of
the existing tree. We will describe our network layer
filtering architecture in section 3. The advantages of
our shared tree filter is presented in section 4 and we
conclude this paper in section 5.

2 Related Work

A multicast group uses different network routing pro-
tocols depending on whether the group members are
located densely or sparsely. A dense mode multicast
group uses source-based tree (SBT) routing where a



multicast group will only have one sender and the re-
ceivers are densely grouped together in the network.
If multiple nodes on the tree want to send messages,
N multicast groups have to be formed where N is the
number of senders. A sparsely populated multicast
group can use either SBT or a shared multicast tree
(ShT). Unlike SBT, ShT can have multiple senders on
the same tree. ShT overcomes the scalability problem
of SBT since all nodes whether sender or receiver use
the same tree. However, ShT might incur more delay
than SBT since all traffic has to go through a central
core router.

To ease joining and leaving of multicast groups
on a SBT group, the Internet Engineering Task Force
(IETF) has come up with the Internet Group Manage-
ment Protocol (IGMP) version 3 [2] which allows re-
ceivers to dynamically filter sources the receiver wants
to listen to. A receiver will use an IGMPv3 message
to instruct the end router which sources it wants to re-
ceive (INCLUDE mode) and which sources it does not
want to receive (EXCLUDE mode) packets from. The
router will join SBT groups specified in the INCLUDE
list and leave those multicast groups the receiver is not
interested in anymore based on the EXCLUDE list.
The interaction between IGMPv3 and multicast rout-
ing protocols is detailed in [3]. The Multicast Listener
Discovery (MLD) version 2 [4] functions similarly to
IGMPv3 and is used in IPv6 networks.

Although IGMPv3 eases the joining and leaving
of groups based on the source (sender), it can only
be used on a SBT group and it still does not solve the
problem of creating a new multicast tree for every new
subgroup communication.

A multicast routing filter that routes packets to
interested receivers on the same multicast tree would
reduce this network wastage since only paths that con-
tain members that want to receive the files will get the
packet and no new multicast tree needs to be formed.
The simplest filter would be based on distance. A
multicast packet could be restricted by either round-
trip delay or hop count so only members within the
restricted range will receive the packet.

This method is not exact as nodes outside the
range will not receive the packet while nodes that
do not want to receive these packets but are within
the required range will receive them. This becomes
even more difficult as the multicast tree topology will
change as new group members are added and old mem-
bers are removed from a tree.

For a more exact method of identifying members
on a tree, a hierarchical label [5] is given to routers
directly connected to a receiver node in a multicast
tree. The label specifies the routers position on the
multicast tree relative to a core router. Each router
will build a hierarchical label tree by using its parents
label as a prefix to its own label. A sender will address
packets by the labels of the interested receivers and

these packets will be routed along paths that connect
these receivers to the sender.

Such a scheme does not require applications to
understand IP since a label is used to identify receivers.
However, the drawback is that the labels will increase
according to the depth and branches of the multicast
tree. [5] states that at least three bits are required for
each integer that comprises a label. This kind of filter
is limited to one-to-one communication.

Multicast filters can also be implemented on the
application layer. The publish-subscribe model uses
subject-based subscription or content-based subscrip-
tion [6] by applications to send and receive information
it is interested on a multicast tree. The subject-based
subscription model requires that a multicast group is
classified into subjects and the receivers will join the
tree based on the subject its interested in. A content-
based subscription model allows a node to filter in-
formation to only what it wants to receive within a
subject-based group. This publish-subscribe model
approach not only requires a classification method for
multicast groups but it still has the problem of creat-
ing one multicast group for one subject matter.

In this paper, we are interested in network-based
filters on a ShT multicast tree. We do not look at
SBT since the nature of such a tree only allows one
sender for a group. However for ShT, every receiver
on the tree will get the multicast packet. Our proposed
network layer architecture will ensure that packets are
only sent to the subset of receivers that are interested
in the communication and not to the rest of the nodes
on the tree.

3 Proposed Architecture

If a node on a multicast tree wants to communicate
privately with one or more nodes on the same shared
tree, we propose implementing a network based filter
architecture that allows one-to-one, one-to-many and
many-to-many communication only between a subset
of members on a shared multicast group. The network
filter can be used to create dynamic communication
groups within an existing multicast shared tree. The
multicast tree will use static labels to pass messages
along the tree to members that are authorised to re-
ceive the private communication.

The proposed architecture is completely indepen-
dent from the MPLS architecture [7]. Our proposed
scheme works only in an IP-based network and can eas-
ily be implemented in the existing routers through the
“Router Policy Engine”. Thus, the real-time imple-
mentation of our algorithm does not require any router
upgrade. However, the MPLS architecture requires
all participating routers to implement the MPLS pro-
tocol. MPLS is inherently implemented as a unicast
protocol although a proposal for MPLS in a multicast
environment can be found in [8].



MPLS routes packets by switching the labels in
the packet as it is transmitted over the network. Our
scheme only uses one static label to identify the path
leading to all the recipients. No label switching is
involved and thus no extensive table lookups are re-
quired. Our filter architecture is limited to a multicast
tree and cannot be used to route packets beyond the
multicast tree.

Our proposed multicast filter architecture can ef-
fectively utilise the allocated QoS of the existing multi-
cast tree. The proposed sub-tree can be constructed in
linear time whereas constructing a new multicast tree
with the prescribed QoS either through the conven-
tional multicast shared tree protocol or using MPLS
[8] takes quadratic time in terms of the message and
time complexity. This fact is explained in [9].

In this paper, we assume that the nodes will join
the multicast group using the core-based tree (CBT)
[10] multicast routing protocol although any shared
tree multicast protocol can be used with our network
multicast filter. In addition to a core router, the shared
tree will also need a label manager to manage any
new communication requests by group members. This
label manager can be the core (or rendezvous point)
router or any other router on the tree. How this label
manager is elected will not be covered in this paper.

The main purpose for the label manager is to pro-
vide admission control for the member nodes that want
to communicate privately. Once a request is approved,
the manager will provide a label for the path used in
the communication. The manager will also set any
limitations to the communication like session duration
and QoS requirements.

Figure 1 shows the messages sent when setting
up a label filter on the multicast tree. These messages
are segregated into messages sent to the end node and
messages sent among the multicast on-tree routers.
The segregation of the messages allows the end-node
messages to piggy-back with existing multicast control
messages.

OT1

- Comm-Init

- Comm-Resp

- Comm-Info

- Comm-Reqt

- Comm-Ackn

- Comm-Labl

- Comm-Renw

- Comm-Clse

Node A

OT2

Figure 1. Messages used by member nodes and on-tree
routers to setup a label filter

The Comm-Init message is used to inform the first
hop on-tree router that a node wants to communicate
privately with one or more nodes on the same tree.
A member node indicates its approval or rejection to
a communication request by sending a Comm-Resp

message to the first hop on-tree router. The Comm-
Resp message is also used to send an acknowledgement
once a label path is created. An on-tree router sends
Comm-Info messages that inform the end nodes about
any communication requests, the decision of the la-
bel manager regarding a communication request and
whether the label has been created successfully.

The Comm-Reqt message is sent by the routers
to the label manager and last hop (leaf) routers of the
nodes to request the creation of a label group and in-
form nodes of the creation of the group. Source routing
is used to send a Comm-Ackn message on the reverse
path taken by the Comm-Reqt message.

A Comm-Ackn message is sent by the label man-
ager or the leaf routers connected to recipient nodes to
indicate permission to create or join the label group.
The Comm-Labl message is used to create a label along
the routers connecting all the nodes interested in filter-
ing their communication. The Comm-Renw message
is used to extend the duration of a label group while
the Comm-Clse message is used to tear down the la-
bel group if the communication ends earlier than the
expiration time.

Figure 2 gives an example of a shared multicast
tree with four node, ie. nodes A, B, C and D where
nodes A, B and C want to setup a new communication
between themselves. The on-tree (OT)router OT1 is
the multicast tree core and label manager. Node B is
requesting the creation of a label where the label will
be created from node B or the label manager depend-
ing on whether node B requests a public or restricted
label. Figure 2(a) shows that the root will be on the
leaf router (OT5) of the initiating node (node B) if
node B restricts the nodes who can communicate on
the label. If the nodes who will join the label group
is unknown or any node can join the subtree, the la-
bel manager will be the root for the label as shown in
figure 2(b).

3.1 Restricted Label Group

When the initiating node has prior knowledge of the
nodes joining the label group and wants to only allow
selected nodes to join this group, the leaf router for
the initiating node will be the central router or root
for this label group. The label will first be created
on this leaf router and travel outwards on every path
connecting the root to all the other nodes interested
in communicating using the label. The steps required
for creating the label group are detailed below:

1. The initiating node will inform its leaf router
to request the creation of a label by sending a
Comm-Init message to the leaf router. This mes-
sage will contain the initiating node’s address and
the names of the intended recipients along with
other information regarding the creation of the la-



(a) Label group root is the initiating node’s (node

B) leaf router (OT5)

(b) Label group root is the label manager (OT1)

Figure 2. Nodes linked by a label to form a subgroup
within an existing multicast shared tree

bel group. The leaf router will multicast a Comm-
Reqt packet to all leaf routers and the label man-
ager to request permission from the label manager
to create the label and to find the path to the re-
cipient nodes.

In the example network in figure 2(a), node B will
send the Comm-Init message to router OT5 which
in turn will multicast a Comm-Reqt message.

2. Once the label manager receives the Comm-Reqt
message, it will check the tree policy to allow a
creation of a label group based on the request
made by the initiating node. If the multicast
group cannot allow the creation of a label group,
the manager will send a Comm-Ackn message
with the failure flag set on the reverse path taken
by the Comm-Reqt message otherwise it will send
a Comm-Ackn message with the success flag set.

A successful Comm-Ackn message will contain the
computer names of the approved parties for the
subgroup communication, any limits on such a
communication, the label to be used to forward
the packets and a token which gives the originat-

ing leaf router authorisation to create the label
in the multicast tree. Once the initiating node re-
ceives the Comm-Ackn from the label manager, it
will wait until it receives a successful Comm-Ackn
from the recipient nodes before creating the label.

While the label manager is processing the Comm-
Reqt message, every leaf router in the multicast
tree will also receive the same Comm-Reqt mes-
sage. The leaf router will send a Comm-Info mes-
sage to every node on the tree informing them
about the creation of the label group. The nodes
whose names are not listed in the Comm-Info mes-
sage will drop the packet while each one that is
listed will send a Comm-Resp message indicating
whether it accepts or rejects the joining of this la-
bel group. The leaf router will send a Comm-Ackn
indicating interest in joining back to the originat-
ing router based on the value of the Comm-Resp
message.

If the originating node does not receive a Comm-
Ackn from the manager or recipient nodes, it will
multicast the Comm-Reqt message again. If the
originating node gets a Comm-Ackn message in-
dicating failure, it will do nothing further.

If we refer to the example, the label manager OT1
will receive the Comm-Reqt message from OT5.
OT1 will then send a Comm-Ackn message on the
reverse path taken by the Comm-Reqt message
(OT1 → OT2 → OT5). All of the leaf routers
OT4, OT6 and OT7 will receive the Comm-Reqt
message and will send a Comm-Info to nodes A, C
and D respectively. Node D will drop the packet
since it’s not the intended recipient while nodes A
and C will send a Comm-Resp to their leaf routers
indicating whether they accept or reject joining
the label group request from node B. Routers OT4
and OT6 will send a Comm-Ackn message with
the success flag set on the reverse path taken by
the Comm-Reqt back to OT5.

3. The leaf router of the initiating node will create
the label approved by the manager from itself to
the leaf routers of all the recipients that accepted
the label group request. The leaf router will send
a Comm-Labl message on the reverse path used
by the Comm-Ackn messages. The routers that
receive the Comm-Labl message will create an en-
try in their label routing table. Each table entry
records four values: the label and port number for
incoming packets and the label and port number
for outgoing packets.

Once the leaf router of a recipient node creates
the label, it will send a Comm-Info message to the
node informing it about the successful creation of
the label path. The leaf router will also send a
Comm-Ackn message using the label to inform



the originating leaf router that the path label has
been successfully created.

Router OT5 will send a Comm-Labl message to
OT4 for node A on OT5 → OT2 → OT4 and
OT5 → OT2 → OT1 → OT3 → OT6 for node
C. Both OT4 and OT6 will send Comm-Info mes-
sage to nodes A and C respectively and will also
send Comm-Ackn messages using the new label to
indicate the successful creation of the label path.

Any of the nodes in the label group can send a
packet with the label so that only the nodes which are
part of the label group will receive this message. The
node will send an IP packet encapsulated with a link
layer frame which uses the label for switching within
the multicast tree. The end host will decapsulate this
packet to receive the original IP packet. These nodes
can send a regular multicast packet to all members
on the tree by not encapsulating the IP packet with a
label.

3.2 Public Label Group

If an initiating node wants to create a label group but
does not know who might be interested in joining this
group or it wants this label to be public to all nodes
on the tree, it will inform the label manager to create
a label and be the root router for the label group. The
label manager will multicast to every node in the tree
if they are interested in joining this new label group.
The label will be created from the label manager con-
necting every node that wants to join this label group.
The steps required for creating this type of label group
are detailed below:

1. The initiating node will send a Comm-Init mes-
sage to its leaf router. This message will contain
the initiating node’s address and a wildcard entry
for recipient nodes along with other information
regarding the creation of the label group. The leaf
router will send a Comm-Reqt packet on the up-
stream path toward the multicast tree core router.
If the core router is not the label manager, the
core will send the Comm-Reqt to the label man-
ager.

In the example given in figure 2(b), node B will
send the Comm-Init message to router OT5 which
in turn will send a Comm-Reqt message upstream
to the core (OT5 → OT2 → OT1).

2. The label manager will check the tree policy re-
garding creating the label based on the informa-
tion from the Comm-Reqt message. If the man-
ager will not allow the creation of this label group,
it will send a negative Comm-Ackn message on
the reverse path used by the Comm-Reqt mes-
sage.

However, if the manager approves this label
group, it will multicast a Comm-Reqt message to
every node on the tree. If a node wants to join
the label group, its leaf router will send a Comm-
Ackn on the reverse path of the Comm-Reqt mes-
sage. Any node that does not want to join the
leaf router will not do anything once it receives
the Comm-Reqt. If the manager does not receive
any Comm-Ackn from a node besides the initi-
ating node, it will send a negative Comm-Ackn
informing the initiating node that no nodes are
interested in joining the label and release the la-
bel.

As an example, the label manager OT1 will mul-
ticast a Comm-Reqt message to every leaf router
OT4, OT5, OT6 and OT7. Nodes A, B and C
will send a Comm-Resp message informing their
respective leaf routers their intention of joining
the label group. Their leaf routers will send a
Comm-Ackn on the reverse path of the Comm-
Reqt back to the label manager. Node D will not
do anything further since it does not want to join
the label group.

3. Once the label manager receives the Comm-Ackn
message from nodes that want to join the label
group, it will send a Comm-Labl message on the
reverse path of the Comm-Ackn message to create
a label between itself and the joining node. Once
the label has been successfully created, the leaf
router will send a Comm-Ackn message using the
label as acknowledgement.

In figure 2(b), the label manager OT1 will send
Comm-Labl messages to create labels to node A
on OT1 → OT2 → OT4, to node B on OT1 →
OT2 → OT5 and to node C on OT1 → OT3 →
OT6. These leaf routers will send an acknowl-
edgement by transmitting a Comm-Ackn message
using the newly created label.

4 Discussion

Based on the description of our proposed multicast
shared tree filter in section 3, this architecture will
provide benefits in terms of efficient usage of available
network resources and faster packet delivery.

In a shared tree, the ability to filter packets to dif-
ferent receivers enables the nodes to reuse any existing
provisioned resources like network path and quality of
service (QoS). Rather than provision new resources for
a new communication request, the members of an ex-
isting shared multicast tree can utilise the same path
and available QoS on the multicast tree.

Besides better use of network resources, the filter
will reduce the usage of IP multicast addresses since
a new group does not have to be formed. The saving



on using new multicast group addresses is important
in an IPv4 network as these addresses are very limited
[11]. The filter architecture is scalable since it uses
a numerical label which is only relevant within the
multicast group. Thus, many multicast groups can
use the same numerical label at the same time.

The label filter architecture retains the anony-
mous feature of the existing multicast protocols. The
label is only used to identify paths on a multicast tree
and not the individual nodes connected to the tree.
The location of a node is anonymous even within a la-
belled group unlike in [5] where every node is identified
by a label. This architecture can be easily extended
for use in infrastructure-based mobile multicast net-
works where the nodes move around in the network.
The node might change locations but the path label
will still be the same. The implementation architec-
ture of the label filter in a mobile multicast scheme
like mobile core-based tree is shown in [12].

The use of label filters also improves the delay
during packet delivery. The label routing table can be
sorted and quickly found. If a binary tree is used to
search for a label in the routing table, the time take
to search is log(n) where n is the number of labels
in the routing table. The packet delivery will also be
quicker than normal IP packet delivery since layer-two
switching is used. Layer-two switching is quicker to
process compared to layer-three routing.

Based on the advantages of using a shared tree
filter, we are running simulations to show the time
taken to form a label group compared to creating a new
multicast tree. We will present our findings in a later
paper although our theoretical proofs are presented in
[9].

5 Conclusion

In this paper, we have presented a new scalable net-
work layer filter mechanism using label routing on a
multicast shared tree. A node on the tree can perform
one-to-one, one-to-many or many-to-many communi-
cation with a subset of nodes within the same multi-
cast group.

The label routing architecture described in sec-
tion 3 brings benefits to an IP multicast architecture
in terms of reduction of IP multicast addresses, faster
packet delivery and better use of existing network re-
sources like QoS. The network will not need to create
new multicast groups for new communication between
nodes already on the same multicast tree.

With this filtering architecture, we hope that
multicast communication will be more widely deployed
in the current Internet environment since one mul-
ticast tree can now support subtree communication
without high network wastage. We believe this will
simplify and more efficiently enable more devices to

communicate with each other and the user in an ubiq-
uitous computing environment.
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