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Abstract 
 

This thesis discusses the needs of a model that describes RFID Supply Chain Security and 

attempts to provide one.  The essential idea of this model is to identify and rank all supply 

chain RFID related security vulnerabilities, so that it could be applied to both academic 

and business worlds.  The research methodology of this model is design science with 

quantitative methods to build artefacts.  Surveys followed by semi-structured interviews 

were used to build the model. 

 

A byproduct of this model is a robust and easy to use framework that is built by qualitative 

methods, allowing business practitioners to identify a single solution or prioritize solutions 

to RFID related supply chain security threats. The framework was then tested in four focus 

group meetings highlighting the major causes of security threats. 

 

Finally, the members in the focus group verified the usefulness of the framework 

according to their application to the real world RFID related supply chain security threats, 

and the results were satisfactory. 



 

 

 

 

 

 

To my late father, John, albeit leaving this world twenty years ago,  

whose witty inspiration and confidence on me  

blessed the eventual completion of my study.



Acknowledgements 
 

I would like to express my sincere gratitude to my supervisor Doctor Paul Alexander for 

the relentless support of my Ph.D study and related research. His patience, motivation, and 

immense knowledge in the field are indispensable to the completion of my thesis. He is a 

tremendous mentor and his advice on both research as well as on my career have been 

invaluable. 



 

Table of Contents 
 

Table of Figures .......................................................................................................................11 

List of Acronyms......................................................................................................................13 

1 Introduction......................................................................................................................16 

1.1 Context and Background......................................................................................16 

1.2 Supply Chains ......................................................................................................16 

1.3 Security and Privacy ............................................................................................17 

1.4 Costs of Security Breaches in Supply Chains......................................................18 

1.5 Sources of Vulnerability.......................................................................................19 

1.6 Privacy of RFIDs .................................................................................................19 

1.7 Possible Attack Vectors of RFID systems............................................................20 

1.8 Security Vulnerability of RFID through the Supply Chain .................................21 

1.9 Research on Integrated Supply Chain RFIDs Security........................................21 

1.9.1 Pan Pearl River Delta Logistics Hub and its Importance to Global Supply ....22 

1.9.2 PPRDLH Hub and its Role in the RFID Lifecycle ..........................................24 

1.9.3 The PPRDLH Production Structure and its impact on RFIDs.........................25 

1.9.4 Supply Chain Performance ..............................................................................28 

1.10 Retailing and Global Supply Chains....................................................................29 

1.11 The Pharmaceutical and Jewellery Industry Supply Chain .................................30 

1.11.1 The Jewellery Supply Chain ............................................................................30 

1.11.2 The Pharmaceutical Supply Chain...................................................................32 

1.11.3 The Jewellery and Pharmaceutical Industries and the PPRDLH.....................34 

1.11.4 The Differences between the Jewellery and Pharmaceutical Supply Chains ..35 

1.12 An Understanding of Whole-of-SC RFID Security: Potential Contributions .....35 

2 Literature Review.............................................................................................................36 

2.1 Introduction..........................................................................................................36 

2.2 The Supply Chain ................................................................................................36 

2.3 Supply Chains and Role in Modern Business......................................................37 

2.3.1 Logistics and its Role in Supply Chain............................................................38 

2.4 Security and its Importance in the Supply Chain.................................................38 

2.5 RFID Systems and the Supply Chain...................................................................38 

2.5.1 What is RFID? .................................................................................................38 

2.5.2 Uses of RFID Systems in Supply Chain ..........................................................40 

2.5.3 The RFID Lifecycle .........................................................................................40 

2.5.4 RFID Hardware................................................................................................41 

2.5.5 Properties of RFIDs and their application in the Supply Chain.......................45 



2.5.6 Disadvantages of RFID Systems Used in Supply Chain .................................47 

2.6 Practical Vulnerabilities of RFID Systems ..........................................................48 

2.6.1 Eavesdropping..................................................................................................49 

2.6.2 Replay Attack...................................................................................................50 

2.6.3 Relay Attack.....................................................................................................50 

2.6.4 Unauthorized Tag Reading...............................................................................50 

2.6.5 Tag Cloning......................................................................................................50 

2.6.6 Human Tracking...............................................................................................51 

2.6.7 Tag Content Changes .......................................................................................51 

2.6.8 Malware ...........................................................................................................51 

2.6.9 RFID System Breakdown ................................................................................52 

2.6.10 Tag Destruction................................................................................................52 

2.6.11 Blocking...........................................................................................................52 

2.6.12 Jamming and Interference................................................................................53 

2.6.13 Back-end Attacks .............................................................................................53 

2.6.14 Manipulation of Testing Equipment ................................................................53 

2.6.15 Tag Removal and Re-application.....................................................................54 

2.6.16 Attack against RF Communication..................................................................54 

2.6.17 Manipulation of Product Data..........................................................................54 

2.7 Research of RFID Vulnerability Solutions ..........................................................54 

2.7.1 Technological Research ...................................................................................55 

2.7.2 User Management Research ............................................................................56 

2.7.3 Forecasting Model Research............................................................................56 

2.7.4 Integration Models of RFID Security ..............................................................57 

2.7.5 Case Study Attempt to Solve the Vulnerability Problem.................................57 

2.7.6 Causes or Sources of Information Systems Vulnerability and Solutions.........57 

2.7.7 Multi-domain Models of RFID Security..........................................................61 

2.7.8 Attack Vectors of RFIDs in Multi-Domain Supply Chain...............................62 

2.8 Practical Implications of Academic Gaps ............................................................63 

2.9 Analysis Tools......................................................................................................63 

2.9.1 Fishbone Diagrams ..........................................................................................64 

2.9.2 Multi Criteria Decision Making.......................................................................67 

2.9.3 Analytical Hierarchy Processing......................................................................67 

2.9.4 Interpreting AHP Solutions to MCDM Problems............................................70 

2.10 The Literature and its Connection to this Study ..................................................70 

3 Research Objectives.........................................................................................................73 

3.1 Introduction..........................................................................................................73 

3.2 Research Objective ..............................................................................................74 



3.3 Justification of RQs..............................................................................................75 

3.4 Discussion ............................................................................................................77 

3.5 Academic Studies.................................................................................................78 

3.6 Summary..............................................................................................................79 

4 Research Approach ..........................................................................................................80 

4.1 Introduction..........................................................................................................80 

4.2 Research Paradigms and Methodologies .............................................................80 

4.2.1 Characteristics of Paradigms............................................................................80 

4.2.2 The Four Dimensions of Assumptions.............................................................83 

4.2.3 Research Methodologies..................................................................................84 

4.2.4 Research Instruments .......................................................................................86 

4.2.5 Addressing Research Bias and Validity ...........................................................87 

4.3 Research Design of this Study .............................................................................89 

4.3.1 Research Paradigm of this Study .....................................................................89 

4.3.2 Research Methodology of this Study...............................................................90 

4.4 Steps to Perform the Actions................................................................................94 

4.4.1 Design Science Building Phase .......................................................................95 

4.4.2 Design Science Evaluating Phase ....................................................................99 

4.5 Data Analysis for this Study ..............................................................................102 

4.5.1 Qualitative – Semi-Structured Interview .......................................................102 

4.5.2 Quantitative – Focus Group Meeting.............................................................103 

4.5.3 Qualitative Research ......................................................................................103 

4.5.4 Quantitative Research ....................................................................................104 

4.5.5 Qualitative Research in this Study – Semi-Structured Interview ..................104 

4.5.6 Quantitative Research in this Study – Analysis on Focus Group Meeting ....105 

4.5.7 Avoid Study Design Bias in this Study..........................................................107 

4.6 Concluding Remarks..........................................................................................108 

5 Data for this study..........................................................................................................110 

5.1 Introduction........................................................................................................110 

5.2 The Mini-case Study Group...............................................................................110 

5.2.1 LEI and TEI SCs Needs ................................................................................. 111 

5.3 Semi-Structured Interview Data and Selection of Participants..........................112 

5.4 Focus Group Data and Selection of Participants ...............................................113 

5.5 Data Selection Bias in this Study.......................................................................115 

5.6 Concluding Remarks..........................................................................................115 

6 Categorization of sources of RFID Security Breaches ..................................................116 

6.1 Introduction........................................................................................................116 

6.2 Method ...............................................................................................................116 



6.3 Results................................................................................................................117 

6.4 Analysis..............................................................................................................118 

6.4.1 Mapping Attack Vectors to Multi-Domain Supply Chain Environment........119 

6.4.2 The MDSCRV Model: A Proposal from the Literature .................................120 

6.5 Discussion ..........................................................................................................122 

6.6 Concluding Remarks..........................................................................................122 

7 RFID Breaches in Multi-domain Supply Chain.............................................................124 

7.1 Introduction........................................................................................................124 

7.2 Method ...............................................................................................................125 

7.3 Results................................................................................................................128 

7.3.1 Use of RFID by the Mini-case Study.............................................................128 

7.3.2 RFID Implementation and Security Breach Incidents ...................................129 

7.4 Analysis..............................................................................................................130 

7.4.1 Findings from Jewellery Supply Chain Semi-Structured Interviews ............130 

7.4.2 Findings from Pharmaceutical Supply Chain Semi-Structured Interviews ...132 

7.4.3 Proposed Conceptual Model ..........................................................................134 

7.4.4 Top Security Vulnerabilities...........................................................................135 

7.4.5 Top Security Breaches ...................................................................................138 

7.4.6 Domain Specific Top RFID Security Breaches .............................................139 

7.4.7 Common Features between LEI and TEI.......................................................143 

7.4.8 Differences between LEI and TEI .................................................................144 

7.4.9 Differences in RFID Security Breaches in LEI and TEI ...............................144 

7.4.10 Mapping RFID Security Breaches to Vulnerability List................................145 

7.4.11 Causes and Sources in the MDSCRV Model.................................................145 

7.4.12 Updated List of Security Breaches ................................................................147 

7.4.13 Mapping LEI Security Breaches to the MDSCRV Model.............................147 

7.4.14 Mapping TEI Security Breaches to the MDSCRV Model .............................150 

7.4.15 Causes and Sources of RFID Security Breaches ...........................................151 

7.5 Discussion ..........................................................................................................152 

7.5.1 Shortlisted and Targeted Security Breaches...................................................154 

7.5.2 Causes and Sources of Security Breaches .....................................................154 

7.5.3 Multi-Domain Supply Chains ........................................................................154 

7.6 Concluding Remarks..........................................................................................155 

8 A Practical Framework based on the Developed Model................................................157 

8.1 Introduction........................................................................................................157 

8.2 Method ...............................................................................................................159 

8.3 Data Used...........................................................................................................159 

8.4 Policy Framework..............................................................................................159 



8.4.1 Policy Framework Application in the Focus Groups Meeting.......................160 

8.5 Results................................................................................................................161 

8.5.1 Sources of security breaches: Fishbone Analysis ..........................................161 

8.5.2 Pairwise Comparison .....................................................................................164 

8.6 Analysis..............................................................................................................164 

8.6.1 Consistency Test of AHP Matrixes ................................................................167 

8.6.2 Interpretation of AHP Analysis Results .........................................................168 

8.6.3 Application of AHP Analysis Results ............................................................168 

8.6.4 Application of AHP Analysis with Computer Software ................................171 

8.6.5 Evaluation of the RFID Security Framework ................................................172 

8.6.6 Evaluation Result of the Framework .............................................................178 

8.7 Discussion ..........................................................................................................178 

9 Summary and Concluding Remarks ..............................................................................180 

9.1 Introduction........................................................................................................180 

9.2 Summary............................................................................................................180 

9.3 Concluding Remarks..........................................................................................181 

9.3.1 Impact of Length of RFID Lifecycle to RFID Vulnerability .........................182 

9.3.2 Research Limitations and Implications..........................................................188 

9.3.3 Practical Implications.....................................................................................188 

9.3.4 Social Implications.........................................................................................190 

9.3.5 Originality and Value .....................................................................................190 

10 Appendix – Real World Application of RFID SC Security Framework....................191 

11 References......................................................................................................................231 

 



 

Table of Figures 
 

Table 1 Estimated Value of Global SC Loss with Loss Criteria ..............................................................................................19 

Table 2 RFID security likelihood to exploit RFID threats described by Lehtonen (2008).......................................................21 

Table 3 China’s Top Export 2009 (US$ billion)......................................................................................................................26 

Table 4 China's Top Export Destination 2009 (US$ billion) ...................................................................................................27 

Table 5 RFID Uses, with Examples and Year of Application..................................................................................................40 

Table 6 RFID Tag IC Types, tabulated from Lahiri (2006) .....................................................................................................43 

Table 7 Comparison of Properties of RFID Frequencies, Composed with Various Sources ...................................................44 

Table 8 RFID Tags Types based on Power Source, Composed with Various Sources............................................................45 

Table 9 Benefits of RFID Systems Comparing to Barcode Technologies ...............................................................................46 

Table 10 Limitation of RFID Systems Compared to Barcode Systems ...................................................................................47 

Table 11 List of Elements of Security Breaches in RFID from Literature...............................................................................49 

Table 12 Reasons for Reviewing Literature Mapped to this Study..........................................................................................71 

Table 13 Deliverable of the research corresponding to March (1995) design science research actions...................................90 

Table 14 Steps in the research proposal corresponding to design science framework (Venable, 2006) ..................................94 

Table 15 Research questions answered in order to build and evaluate the artefact..................................................................98 

Table 16 Evaluation framework for the research based on the frameworks...........................................................................101 

Table 17 Characteristics of Qualitative and Quantitative Research .......................................................................................104 

Table 18 Modified Example Scale for Comparison...............................................................................................................106 

Table 19 Mechanism to Minimize Bias in Study Design.......................................................................................................108 

Table 20 Focal Company Characteristics...............................................................................................................................113 

Table 21 Factors to Consider to recruit small focus group, tabulated from Stewart and Shamdasani (2014) ........................114 

Table 22 Google Scholar Result Counts of RFID Vulnerability as Suggested by Rotter (2008) ...........................................117 

Table 23 Semi-structured interview questions and rationale..................................................................................................127 

Table 24 Number of companies interviewed, with RFID applied in respective domain ........................................................129 

Table 25 Incidents of Supply Chain Security Breaches Before and After RFID Implementation .........................................130 

Table 26 Comparing list of RFID security Breaches in MDSCRV Model and the extended framework ..............................138 

Table 27 Top Security Breaches and Examples.....................................................................................................................139 

Table 28 Rankings of Security Breaches Identified by Jewellery and Pharmaceutical Industries .........................................139 

Table 29 Multi-Domain RFID Security Breaches Cases with Vulnerability Originated Domain Highlighted ......................143 

Table 30 Semi-Structure Interview Reported Cases with Sources and Causes of Human Error............................................148 

Table 31 Semi-Structure Interview Reported Cases with Sources and Causes of Hacker Attack..........................................149 

Table 32 Semi-Structure Interview Reported Cases with Sources and Causes of Operating Envrionment ...........................150 

Table 33 Semi-Structure Interview Reported Cases with Sources and Causes of Unethical Usage.......................................150 

Table 34 Security Breaches and Solutions of the Focus Group Member Lists. .....................................................................162 

Table 35 Pariwise Comparison of the Four Solutions to the Cause and Source Human Error...............................................164 



Table 36 Pairwise Comparison Matrix of All Four Alternatives to the Cause and Source Human Error ..............................165 

Table 37 Sum of the Columns in the Pairwise Comparison Matrix .......................................................................................165 

Table 38 Normalization of Pairwise Comparison Matrix in Progress....................................................................................165 

Table 39 Normalized Matrix of Pairwise Comparison of All Alternatives to the Cause and Source Human Error...............166 

Table 40 AHP Values on All Alternatives of the Cause and Source Human Error................................................................166 

Table 41 AHP Values on All Alternatives of the Cause and Source Hacker Attack..............................................................166 

Table 42 AHP Values on All Alternatives of the Cause and Source Unethical Usage ..........................................................166 

Table 43 AHP Values on All Alternatives of the Cause and Source Operating Equipment ..................................................167 

Table 44 Consistency Measure Vector for the Four Solutions as Alternatives in AHP Studies.............................................167 

Table 45 Saaty's (1980) Random Index for Analytic Hierarchy Process ...............................................................................167 

Table 46 Final Result of AHP................................................................................................................................................168 

Table 47 Pairwise Comparison of Real World Application of RFID Security Framework ...................................................169 

Table 48 AHP Values of Real World Application of RFID Security Framework .................................................................170 

Table 49 Final AHP results with weighting from Table 48 ...................................................................................................170 

Table 50 Overall priorities for all the solutions .....................................................................................................................170 

Table 51 Example Likert Scale for use with Answers to Evaluation of the RFID Security Framework................................173 

Table 52 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Completeness...............173 

Table 53 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Extensibility.................174 

Table 54 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Usability ......................174 

Table 55 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Functionality................175 

Table 56 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Reliability ....................175 

Table 57 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Interoperability ............176 

Table 58 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Scalability....................177 

Table 59 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Efficacy .......................177 

Table 60 Evaluation of Framework by Focus Group Members after Application of Prioritized Solutions ...........................178 

 



 List of Acronyms 
 

 
Acronym Stands for Brief Description 
3PL Third Party Logistics An organization's use of third-party businesses to outsource elements of 

its distribution, warehousing, and fulfillment services. 

AHP Analytical Hierarchy 
Process 

A structured technique for organizing and analyzing complex decisions, 
based on mathematics and psychology. 

CCTV Closed Circuit 
Television 

A television system in which video signals are transmitted from one or 
more cameras by cable to a set of monitors, used especially for security 
purposes. 

CI Consistency Index 

In cladistic analysis, a measure of homoplasy in a phylogenetic tree (or 
cladogram), calculated as the number of steps (i.e. character state 
changes) in the cladogram divided by the smallest possible number of 
steps. The index therefore runs from 0 to 1. A low consistency index 
(less than 0.5) tends to indicate that much homoplasy has occurred. 

CR Consistency Ratio Ratio to measure how consistent the judgments have been relative to 
large samples of purely random judgments. 

DoS Denial of Service 
A cyber-attack in which the perpetrator seeks to make a machine or 
network resource unavailable to its intended users by temporarily or 
indefinitely disrupting services of a host connected to the Internet. 

DQSA Drug Quality and 
Security Act 

A law that amended the Federal Food, Drug, and Cosmetic Act to grant 
the Food and Drug Administration more authority to regulate and 
monitor the manufacturing of compounded drugs. 

EAS Electronic Article 
Surveillance 

A technological method for preventing shoplifting from retail stores, 
pilferage of books from libraries or removal of properties from office 
buildings. Special tags are fixed to merchandise or books. 

EDI Electronic Data 
Interchange 

The electronic interchange of business information using a standardized 
format; a process which allows one company to send information to 
another company electronically rather than with paper. 

EMI Electro Magnetic 
Interference 

The interference caused by one electrical or electronic device to another 
by the electromagnetic fields set up by its operation. 

eP electronic Pedigree 
An electronic document that satisfies a pedigree requirement.  As a 
product moves through the supply chain, each company that handles the 
product must carry forward all of the previous e-pedigree information.   

EPC Electronic Product Code 
A universal identifier that gives a unique identity to a specific physical 
object. This identity is designed to be unique among all physical objects 
and all categories of physical objects in the world, for all time. 

ERP Enterprise Resource 
Planning 

The ability to deliver an integrated suite of business applications. ERP 
tools share a common process and data model, covering broad and deep 
operational end-to-end processes, such as those found in finance, HR, 
distribution, manufacturing, service and the supply chain. 

FDA Food and Drug 
Admission 

A government agency established in 1906 with the passage of the 
Federal Food and Drugs Act. 

FMCG Fast moving consumer 
goods 

Products that sell quickly at relatively low cost. These goods are also 
called consumer packaged goods. 

HA Hacker Attack 
The process of an unwanted individual or group gaining access to your 
computer or network in order to steal or destroy information, often by 
installing malware. 
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management 
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Operations 
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SCRV SC RFID Vulnerability The quality or state of being exposed to the possibility of being attacked 
or harmed, either physically or emotionally. 

SDLC System Development 
Life Cycle 

A structured approach to creating and maintaining a system used in 
information technology. It can be applied to networks and online 
services, but is most often used in software development. 
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Algorithm 
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SQL Structured Query 
Language 
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SREB Silk Road Economic 
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TQM Total Quality 
Management 

A system of management based on the principle that every member of 
staff must be committed to maintaining high standards of work in every 
aspect of a company's operations. 

UAT User Acceptance Tests The last phase of the software testing process.  

UHF Ultra High Frequency A radio frequency in the range 300 to 3,000 MHz. 
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VMI Vendor Managed 
Inventory 
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unmodifiable information after it has been written on a drive. 

XRL Pearl River Delta 
Express Rail Link 

A railway that interchanges passengers at Shenzhen / Humen / 
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1 Introduction 

As early as 2006, Radio Frequency Identification (RFID) has already been identified as a 

practical technology to transform supply chain management (SCM) (EPC Express, 2006) and 

drive supply chain (SC) innovations (Abdelkafi and M Pero, 2018). It serves to automate data 

transfer and integrate logistics operations at a global level, yet at the same time its usage can 

cause security vulnerability issues along the SC. As the use of RFIDs grows exponentially and 

globally, security vulnerability issues also grow in scope and scale, with potential major and 

wide spread implications. So far industry concern and related research on this phenomenon has 

only been focusing at the technical and device level, instead of broader operational or even 

legislative levels, where standards and laws are facing a fast growing need to catch up with the 

industry changes in order to ensure RFIDs are used securely across the entire global SC. 

There is an increasing urgency for practitioners to refine best practices and develop new 

policies to prevent breaches along the SC, from product and package production, through 

global distribution paths and intermediaries, reaching final consumers, to eventual disposal. 

The aim of this research is to develop an RFID security model that incorporates both processes 

and technology, and can be used to help develop better end-to-end security practices. In the 

following sections, background and context of relevant aspects of this concept are introduced. 

1.1 Context and Background 

Common uses for RFID technology and systems in SCs include asset monitoring, control and 

payment. Using RFID allows improvements to commercial operations across the SC, including 

anti-theft, anti-tampering, anti-counterfeit, product integrity, among other benefits. While 

applying RFID to SC has management and operational advantages, RFID systems are also 

highly vulnerable. For example, security issues could arise due to highly automated asset 

monitoring and control tasks which this technology enables, or the ability to read and write to 

RFID devices remotely without line of sight (perhaps even from outside secured areas). In 

some cases, the cost of potential security breaches in SCs could even outweigh its application 

benefits. A more detailed discussion will follow in section 1.4 below. 

1.2 Supply Chains 

A formal academic definition of SCs will be given in Section 2.2, and it refers to the operations 

of how a particular product flows within a company, in other words it includes all materials that 

flow into, through, and out of a company. SCM commonly incorporates sourcing of materials 

and fulfilment of products and associated services requests. As uncertainties of business grow, 

such as volatility of customer orders and varying suppliers’ material delivery schedules, SCM 

also deals with materials or production bottlenecks, in order to ensure smooth and continual 



flow of products and services with the original goal and reduce such SC volatility impacts on 

customers (Ali and Musaka, 2018). Relevant aspects of SCs are considered in detail in Section 

2.2. 

1.3 Security and Privacy 

Merriam-Webster Dictionary (n.d.) defines the term “security” as “the quality or state of being 

secure from danger, fear or anxiety”. RFID systems fundamentally store and serve data, which 

can be remotely (and often silently) diverted for unauthorized actions. Its security concerns 

focus primarily on the protection of associated RFID-related assets (RFIDs are diverse and 

distributed systems), including data stored in RFID readers (units that extract information from 

the RFID device itself) temporarily or in RFID central databases. More on RFID systems are 

further explained in section 2.5.1. 

Merriam-Webster Dictionary (n.d.) defines the term “privacy” as “freedom from unauthorized 

intrusion”. The word derived from Latin “privatus”, which is to be separated from the rest, 

deprived of something (ISECOM, 2010), and can be seen as a basic need of most people 

(Introna, 1997). Privacy is also an important part of RFID systems. Intuitively, privacy seems 

to be a primitive concept. Fulfilling such needs has led to the fundamental requirement in the 

social and commercial worlds that information about an individual can only be obtained with 

his/her own permission. In today’s society, due to technology advancement, privacy issue is 

becoming more complicated. Information is stored in various databases connected to the 

Internet, how to use or share them depends on the organization that maintains these databases. 

As a result, privacy concerns have been a popular topic for researchers, aiming to understand it, 

and to develop standards and other protections. Examples of such include privacy and 

freedom (Westin and Ruebhausen, 1967), privacy protecting models (Sweeney, 2002), privacy 

and morality (Parent, 2017), importance of privacy (Rachels, 2017), rights in personal 

information (Murphy, 2017), and other similar topics from many other scholars. Privacy is in 

fact broader than security in definition and includes the concept of appropriate usage and 

protection of information (Tsai et al., 2011). 

Data security and privacy (and their interaction) have been widely investigated over the past 30 

years. Hence varied research directions appear on challenges arise from increasing privacy 

concerns due to the increase in the amount of data collected, and the growing importance of 

reconciling privacy and the use of data. Petronio (2001), agreeing with Warren & Laslett 

(1977), with an original idea developed by Westin (1967), suggested privacy involves the 

control of transaction, and that its goal is to standardize access to information about us and our 

activities, space, and possessions. It applies to individuals, groups of people, and 

organizations/institutions. Modern principles of privacy now also address data analytics and 



security of huge amounts of data collected by the use of technologies such as Internet of Things 

(IoT), social networks, cloud computing (Bertino and Ferrari, 2018).  

There are also potential new areas targeting the emerging new data collection and processing 

devices, such as those used in IoT systems, increasing the range (and the importance) of 

exploring new research directions. For example, Zalud (2016) reported that in one of the 

largest known data breaches due to privacy in SCs, a hacker attacked a supplier of Target’s 

supply network, which has invaded the privacy of 110 million computer records1. This has 

resulted in a damage of hundreds of millions dollars. 

1.4 Costs of Security Breaches in Supply Chains 

Few organizations have highlighted the global cost of security breaches2 in SCs, but Holste 

(2013), citing the United States Department of Commerce, noted that the occurrence of 

security related issues is increasing globally, and among various such issues, for just 

"employee theft" item alone, is costing companies in the United States more than US$ 40 

billion a year.  

A significant part of the overall SC is the logistics (i.e. transport and storage) component, in 

terms of activities, costs and focus. This is the most common part targeted by organized crime 

groups as reported by various authors.3 A total value of US$ 89.5 million was stolen in cargo 

theft incidents in 2014, a huge increase from average value of 42 million in 20134. Brandman 

(2015) summarized this situation and alerted that there is an average logistics lost for over 

“hundreds of millions of dollars” annually, with loses from employee-related thefts exceeding 

US$ 10 billion each year. 

In 2015, there were 794 cargo thefts recorded by Freight Watch International throughout the 

United States. On average, there are 66 cargo thefts per month, or 2.2 per day (Kilcarr, 2015). 

Holste (2011) alerted that vulnerabilities in the SC not only lead to loses of individual company 

in monetary sense, but these can also threaten the SC security of the entire country. 

                                                 
1  On December 11 2013, Target, the second-largest discount store retailer in the United States had 40 million 

credit and debit cards of shoppers who visited its stores during the first three weeks of the holiday season 2013 

stolen by hacker. This mark the largest amount of data stolen in history, and accounted 1/3 of all Americans. 
2  For example, IBM reported breach in 2018 is $3.86 million from 13th annual Cost of a Data Breach study, 

source: https://www.ibm.com/security/data-breach, last accessed: 27 September 2018. 
3  Source: Home Office, Government of United Kingdom, source: 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/611752/crime

-against-businesses-factsheet-transportation-storage-2016.pdf 
4  Reported by Cargo Net (2016) “Cargo Theft Declines in 2014, Average Value Increases, 2015” 



 
Year Criteria Value of Loss Researcher 
2014 Logistics Loss 89.5 million cargoes Cargo Net (2016) 
2014 Employee Theft US$ 10 billion Brandman (2015) 
2014 Logistics Loss “hundreds of millions of dollars” Brandman (2015) 
2013 Electronics Loss in SC 42 million Cargo Net (2014) 
2014 Electronics Loss in SC 54 million Cargo Net (2014) 
2011 Global SC Loss > US$ 40 billion a year Holste (2011) 
Table 1 Estimated Value of Global SC Loss with Loss Criteria  

A well-coordinated and effective effort to protect the industry is therefore required. Although 

there is not any study that can clearly identify the loss of global SC, the researchers do give a 

good direction of an estimated impact that reflects the importance of the loss. Such large thefts 

place a significant impairment on global trade. 

RFID is a valuable in addressing these attacks, but as a front line tool it is also a priority target 

for the attackers. Security imperatives have been recognized from the early stage in RFID’s 

development. Data within RFID systems has to be protected from unauthorized access of 

intruders, and systems should also be constrained from any unauthorized actions, even as 

simple as registering their presence in particular locations at particular times, as this would 

trigger privacy intrusion. Privacy is an issue because RFIDs contain data that can provide 

secondary location information, which links products and people to times, places, and events, 

and can be used to assert other interactions. 

1.5 Sources of Vulnerability 

Vulnerability, in terms of computing technology, is a weakness, which allows an attacker to 

reduce a system's information assurance. The United States Department of Defense (2010) 

defines vulnerability as “the intersection of three elements: a system susceptibility or flaw, 

attacker access to the flaw, and attacker capability to exploit the flaw”. In RFID systems, as air 

is used as the medium of data transfer, the above three elements are harder to detect because it 

is easier to eavesdrop and tamper with radio frequency signals in the air than intercepting wired 

data transfer. 

1.6 Privacy of RFIDs 

From 2005 to 2010, this privacy issue has been a major focus being examined by many 

scholars. For example, a conceptual “RFID Guardian” device was introduced by Rieback, 

Crispo, and Tanenbaum (2005), which enables the user to scan RFIDs and provide a 

mechanism to destroy the transponder (Components of the RFID system are further defined 

and diagrammed in Figure 3). Other scholars stress on consumer education. These two 

solutions require additional actions to be taken on the consumer side (Ohkubo, Suzuki, and 

Kinoshita, 2005). Other published papers suggest obtaining consumer’s approval in data 



collection: requiring that data generated from RFID transponders can only be accessed by those 

with licenses (Cha, 2010), and creating applications to limit RFID data that can be released to 

authenticated information users (Chen et al., 2018). Cryptographic solutions such as hash 

functions, private-key algorithms, public-key algorithms and various authentication methods 

have also been incorporated into Electronic Product Code (EPC)5 and International Standard 

Organisation (ISO) systems. Such measures have not focused on consumer side actions to stop 

transponders from continuing to be read (Lee, Batina, and Verbauwhede, 2010). These aspects 

will be addressed in Section 2.9. 

Privacy in RFID systems can be placed into two major categories, downstream SC actions from 

product’s ultimate consumer side or upstream from the product supplier side. For example, a 

device to destroy product’s RFID permanently or consumer approvals of data collection can be 

considered as downstream SC actions. Downstream systems protect consumer information 

from being associated with the RFID that is being consumed. For example, a consumer of 

certain cosmetic product, say a facial day cream, can be targeted for further upsell of a related 

product, say a night cream. This would compromise the privacy of the consumer. On the other 

hand, encryption based solutions to prevent RFID systems’ data from being unintentionally 

read can be considered as upstream protection systems. For example, reading of all products’ 

quantities being sold in a supermarket each day could lead to competitors’ intrusive actions, 

say a nearby convenience store may be able to sell related products that are missing from that 

supermarket. By providing more comprehensive and related products to the consumers, the 

convenience store could become a one-stop shop that might eventually gain business from its 

competing neighbour. These data peeking actions would intrude the privacy of suppliers, such 

as the supermarket in this case. 

1.7 Possible Attack Vectors of RFID systems 

RFID systems refer to the system with RFID as a component and are enabled by RFIDs 

(discussed in section 2.5). If the RFID systems associated assets are valuable, then the RFID 

systems can be an attack vector6 that exploits system vulnerabilities.  Data being 

unintentionally read from RFID is just one example of privacy being invaded and security 

systems being tempered by this attack vector. Vulnerability of RFID systems can further be 

categorized as eavesdropping, relay attacks, unauthorized tag reading, tag cloning, people 

                                                 
5 Electronic Product Code, abbreviated by EPC is a universal identifier that provides a unique identity for every 

physical object anywhere in the world 
6 An attack vector is a path or means by which a hacker (or cracker) can gain access to a computer or network 

server in order to deliver a payload or malicious outcome. Attack vectors enable hackers to exploit system 

vulnerabilities, including the human element.  Definition from WhatIs.com, last accessed 23 Nov., 2019, source: 

https://searchsecurity.techtarget.com/definition/attack-vector 



tracking, replay attack, tag content changes, malware, RFID system breakdown, tag 

destruction, blocking, jamming and back-end attacks. The list of possible attack vectors was 

first identified by Peris-Lopez in 2006, and later categorized by Rotter in 2008. This list 

represents a super-set of those that are relevant for study of RFID vulnerability in SCs. 

However, these attack vectors could also be shortlisted, as a starting point for identifying a list 

of security vulnerability through the SC. Researches on all these attack vectors should be 

further studied and occurrence (i.e. case studies) should be examined. This is considered in 

detail in Section 2.6. 

1.8 Security Vulnerability of RFID through the Supply Chain 

Based on the study of Rotter (2008) in relation to security vulnerability of RFIDs as they apply 

to SCs, an attempt was made by Lehtonen (2008) to identify security likelihood to exploit 

RFIDs threats, as presented in Table 2. However, the study focused too much on one single 

RFID standard, the EPC. 
RFID Security Vulnerability Likelihood 
Tag cloning  
Tag removal and reapplying 
Attack against internal IT system 
Manipulation of product data 
Manipulation of testing equipment 
Attack against RF communication 

Higher 
 
↕ 
 
Lower 

Table 2 RFID security likelihood to exploit RFID threats described by Lehtonen (2008) 

Likelihood of security threats being exploit is important, as financially justified prevention 

should be in place for these security attack vectors. Security requirements have to be well 

implemented in all industrial or closed application of RFID, and in public application that 

connects with money and material (Finkenzeller, 2003). While the likelihood of these RFID 

attack vectors is ranked in the use of EPC, other RFID technologies could result in a different 

list, and these are missing from Lehtonen’s (2008) study. For example, the EPC requires 

middleware systems to further access RFID information that are stored in remote servers, but 

offline reading can be performed with information gained from previous RFID reads, tag 

cloning can be easily achieved in between middleware connections as no real time updates are 

provided. However, for other real time RFID systems, tag cloning could easily be detected 

since multiple reads in different locations are reported immediately after read. In addition to 

general RFID security concerns, RFID security was also examined focusing on EPC tags in 

multi-domain systems (Kim et al., 2007). Multi-domain systems are defined as systems that 

include SC partners (domain A) interacting with the tag owner’s system (domain B). 

1.9 Research on Integrated Supply Chain RFIDs Security  

Previous academic studies on RFID security have primarily been single angle focused. 

Literature review shows that many studies focus on any of these three angles: technological 



approach such as hardware or software, user management such as training, or forecasting 

model such as quantitative modelling. There were some academic studies on RFID security 

based on two or more angles, but they do not cover the entire SC. For example, Kim et al. (2007) 

has a multi-domain system for RFID tags but is too convinced to EPCGlobal tags (further 

discussed in section 2.7.8). 

1.9.1 Pan Pearl River Delta Logistics Hub and its Importance to Global Supply 

In this study the author focuses on one of the world’s most active centres of global supply, the 

“Pan Pearl River Delta Logistics Hub” (PPRDLH), which is located in the Guangdong 

Province of China. To understand the extent of SC activity, the potential for security breaches 

and the impact of these on global SCs, it is useful to give a more in-depth study of this region 

and its SC activities. 

Guangdong Province is the southern coastal gateway into China, and PPRDLH is considered a 

pioneer in China’s reform. To attract foreign direct investment and move towards a more 

market oriented economy, Shenzhen, Zhuhai, Shantou and Xiamen were designated as special 

economic zones by the Chinese government in 1980 (Li, 2009). With a surface area of 41,698 

square kilometres and a population of 40 million, the economic importance of PPRDLH started 

to grow in the 1980s, when the area began to transform from an agriculturally based economy 

to a manufacturing based one. The highest growth in the area was between 1980 and 2000, in 

which the GDP of PPRDLH region has grown an average of 17 percent per year (Li, 2012). 

The PPRDLH accounts for 35 to 40 percent of China’s foreign trade, with a total exports 

amount to US$ 84 billion in 2000. In the following decade (2000-2010) the area has a 

stabilized growth and had a significant role to play in the world’s manufacturing arena – this 

huge manufacturing giant affects the life of nearly all individuals in the world, as in 2004 the 

area had accounted for more than 70 percent of all the made-in-China goods sold in Wal-Mart 

(Jiang, 2004). All these products moved out of this region and played a vital role in global SC. 

Until 2009, it had reached the record-high economic output of over RMB 3 trillion in the year 

in spite of the global economic crisis (China Knowledge, 2010). This RMB 3 trillion occupies 

33.8 percent of the total export volume in China, with light industry capturing export value of 

RMB 93.7 billion. After the crisis, the area still has an average yearly 8.3% growth recorded in 

2016, representing 9.1% of China’s GDP and 26.9% of China’s total export7. From the above 

figures, the area of PPRDLH represents 30% of China’s total export in the past three decades. 

                                                 
7  Hong Kong Trade Development Council Research, 

http://china-trade-research.hktdc.com/business-news/article/Facts-and-Figures/PRD-Economic-Profile/ff/en/1/1

X000000/1X06BW84.htm, last accessed 27 September 2018 



A typical SC model in PPRDLH is the Build-to-Order model, which means PPRDLH 

manufacturers begin manufacturing the customer’s order almost immediately upon receipt of 

the order, enabled by having component manufacturers widely available in the PPRDLH areas. 

Inventory reduction8 is benefited from this type of SC. However, the supply of components 

requires just-in-time9 manufacturing which results on a relatively more complex SC. 

Looking into the future, PPRDLH will continue to be pivotal in the global trade arena. 

According to the latest Five-Year Plan10 (13th, covering 2016–2020) of China, the main plan 

for the region is innovation-driven and efficiency in terms of production inputs such as labour, 

capital, land, technology and management (Section III). It is an intention in this plan to include 

the Yangtze River Delta in addition to the PPRDLH (Brødsgaard 2016). 

The Mainland Chinese government realizes that China would need to improve in research and 

development as well as innovation, and therefore groups of national key scientific and 

technological programmes are given strong support. The goal is to break into the development 

of core technologies in fields such as “next-generation information communications, new 

energy, new material, aerospace, biology, medicine, and intelligent manufacturing” (Xinhua 

2015c: 7). China Briefing News (2018) expected that according to the plan, one of the initiative 

developments is to transform the region from “The factory of the world” to become and 

innovation and services dynamic hub, with an estimated GDP of US$ 4.62 trillion by 2030. 

One of the major Chinese economic development strategies is the “One Belt, One Road” 

initiative. The strategy is to connect Europe, Asia, Africa and Oceania nations just like the 

land-based Silk Road Economic Belt (SREB) and the ocean-going Maritime Silk Road in the 

20th century. This will help open up new international pathways between China and the 

countries to its South and West, which could greatly promote the flows of materials and 

information, plus business cooperation. 

Logistics development is also an important national strategy in China. It acts as an important 

way to build logistics capabilities, and to develop the two-way international logistics system 

(Liu 2016). To achieve this goal, massive infrastructure projects impacting the Pearl River 

Delta are rolling out. 

                                                 
8  Reducing inventory gives benefits such as reduce material maintenance (carrying cost) and capital cost. 
9  “Just-in-time” system is an inventory management strategy that aligns raw-material orders from suppliers 

directly with production schedules. In theory, 100% just-in-time system requires timing and quality of products 

delivery has to be 100% correct which constitute a more complex supply chain. 
10  Five Year Plans of China: Social and economic development initiatives shaped by the Communist Party of 

China through the plenary sessions of the Central Committee and national congresses. 



These infrastructure projects include the Hong Kong-Zhuhai-Macau Bridge (HZMB), the Pearl 

River Delta Express Rail Link (XRL), and Shenzhen-Zhongshan Corridor (SZSC). The 

opening of HZMB in 2018 has reduced the travel time between Hong Kong, Zhuhai and Macau. 

And it does not just link up Hong Kong to Zhuhai by land transport, but also the land distance 

with Zhongshan and Jiangmen (both are neighbours to Zhuhai) is greatly shortened, increasing 

competitive advantages and efficiencies in cargo handling. In terms of logistics, the bridge is 

able to geographically turn the two previously dead ends (Hong Kong and Macau) into an open 

loop. Together with the newly operational XRL , which links Hong Kong to Shenzhen and 

Guangdong, and SZSC that links up Shenzhen-Zhongshan, transport time for factories in 

PPRDLH will be significantly reduced by the resulting eight-lane highway (China Briefing 

News, 2018).  

1.9.2 PPRDLH Hub and its Role in the RFID Lifecycle 

An RFID system (defined in 2.5.1) for products manufactured in the PPRDLH has a typical life 

cycle starting from tagging in raw materials, sending to the supplier and manufacturing 

factories. Depending on the stages required by individual products, work-in-progress goods 

could be transferred from one factory to another, and this process could repeat a few times. 

Afterwards, finished goods would go through distribution channels via various mode of 

transportation: air, sea, and land to the customer’s side. The customer could be importers, 

wholesalers, distributors, or retail shops depending on the sales details. Finally, the goods are 

handed to the consumer and the RFID tag could be disposed by the consumer. This is 

illustrated in Figure 1. There is a definite start to end of the RFID usage, and this study 

introduces a lifecycle concept of the RFID (will be discussed in section 2.5.3). 

 

Figure 1 Possible life cycle of RFID used in SCM. 

The inner circle is a commonly used figure to illustrate the multi-domains in supply chain, adapted from 

http://www.theprogressgroup.com/publications/wp_images/fite1.gif, accessed 14th Jan., 2018. The outer circle added is 

typical product handled in various supply chain domains, with the red square indicating locations of RFID tags that can be 

attached. 



1.9.3 The PPRDLH Production Structure and its impact on RFIDs 

The PPRDLH manufacturing structure is shifting from Original Equipment Manufacturing 

(OEM)11 to Original Design Manufacturing (ODM)12 and even towards Original Brand 

Manufacturing (OBM)13 (Wonglimpiyarat, 2018). The major reason for this shift is that OBM 

firms are more profitable; gross margin for OEM products is 19% on average, while the margin 

for OBM goods is 27%. This implies that there will be more finished goods made in PPRDLH 

than semi-finished14 products. RFID tags applied in PPRDLH to finished and semi-finished 

goods therefore travel with the products all the way from manufacturing source down the SC, 

to the final consumer’s hands. 

Not only consumer products are tagged with RFIDs, industry practitioners like Walmart and 

United States Department of Defense are also mandating RFIDs tagging from product 

manufactures (Nair and Anbuudayasankar, 2018). As components are made to be as modular 

as possible to standardize and shift work upstream in the SC, some of these modules and 

components are now tagged with RFIDs before shipping to downstream processors and 

manufacturers. This type of modularization of components can bring SC benefits such as 

inventory reduction, achieved by postponement strategies, or reducing production rework 

(Chung et al., 2018). 

Including components and finished products, the volume and percentage of China’s top 10 

exports published from PRC General Administration of Customs, China's Customs Statistics 

are listed in Table 3. This table describes clearly products exported from China. Raw materials 

do not normally require RFID tags, and so the top three RFID-requiring products, accounting 

for over 70% of all products produced, would be in the order of (1) Electronic Machinery and 

Equipment, (2) Power Generator Equipment, and (3) Apparel. 

With over US$ 600 billion transaction amounts for just the top three export commodities (i.e. 

Electronic Machinery and Equipment US$ 301.1 billion, Power Generator Equipment US$ 

236.0 billion, and Apparel US$ 100.5 billion), the amount is lucrative enough to attract 

                                                 
11  Original Equipment Manufacturing (OEM): A company that manufactures products to be sold under 

another a brand name owner 
12  Original Design Manufacturing (ODM): A company that designs and manufactures products to be sold 

under another a brand name owner 
13  Original Brand Manufacturing (OBM): A company that sell goods under own brand name, apart from 

design and manufacturing, the company may be responsible for other operations including supply chain, delivery 

and marketing. 
14  Semi-finished goods, or intermediate goods, or producer goods - A product that has not been completely 

assembled or manufactured 



intruders to plan for illegal RFID attacks. Apart from the top three, Table 3 below lists other 

Chinese export commodities that constitute the remaining of the top export list, which are also 

subject to security breaches.  
Commodity Description Volume Percentage 

Electronic Machinery and Equipment 301.1 34.25% 
Power Generator Equipment 236.0 26.85% 
Apparel 100.5 11.43% 
Iron and Steel 47.3 5.38% 
Furniture 38.9 4.43% 
Optics and Medical Equipment 38.9 4.43% 
Inorganic and Organic Chemicals 32.0 3.64% 
Ship and Boats 28.4 3.23% 
Footwear 28.0 3.19% 
Vehicles, excluding Railways 27.9 3.17% 
Total 879.0 100.00% 
Table 3 China’s Top Export 2009 (US$ billion) 

Source: PRC General Administration of Customs, China's Customs Statistics 

In terms of destinations of PRD-sourced products, Workman (2018) reported the top 15 

countries totalled to only 67.9% (note that from Section 1.9.1, the PPRDLH provides 30% of 

all of China’s export in the past three decades). Of course one can argue that the destinations 

were not final, as transhipment15 hubs like Hong Kong were counted as direct shipment from 

Chinese Mainland, or due to political reasons where Chinese Mainland were not allowed to 

ship directly to places like Taiwan. However, it is clear from the study that export from Chinese 

Mainland is global, that it has been growing and becoming more diversified. Table 4 lists the 

destinations of goods exported from Chinese Mainland in 2009 and 2017. 

                                                 
15  Transshipment is the shipment of goods or containers to an intermediate destination, before another (final) 

destination. 



 
Destination Volume 2009 % 2017 Rank Volume 2017 % 

United States 220.8 29.96% 1 431.7 19% 
Hong Kong 166.2 22.55% 2 281 12.4% 
Japan 97.9 13.29% 3 137.4 6.0% 
South Korea 53.7 7.29% 4 102.8 4.5% 
Germany 49.9 6.77% 6 71.2 3.1% 
The Netherlands 36.7 4.98% 8 67.3 3.0% 
England 31.3 4.25% 9 57 2.5% 
Singapore 30.1 4.08% 10 45.7 2.0% 
India 29.7 4.03% 7 67.9 3.0% 
Australia 20.6 2.80% 14 41.6 1.8% 
Vietnam   5 72.1 3.2% 
Taiwan   11 43.9 1.9% 
Russia   12 43.1 1.8% 
Malaysia   13 42 1.8% 
Thailand   15 38.8 1.7% 
Total 736.9 100.00

% 
 1543.5 67.9% 

Table 4 China's Top Export Destination 2009 (US$ billion) 

Source: PRC General Administration of Customs, China's Customs Statistics and Workman (2018) 

In addition to direct contribution, indirect contribution is also a vital consideration in this study. 

Imagine what would happen if an RFID container seal (A secondary electronic seal that is 

resealable complimenting the primary metal seal that is not resealable, with the ability to record 

time and place of being unsealed) has been broken and the goods inside have been substituted 

to weapons for terrorist attack. Indeed, SC security has been a top concern of national security 

of many countries after the incident of 911 attacks. 100% air freight container screen, and 

advanced shipping information supplied for customs to provide pre-clearances are required to 

enhance SC security, and RFID has been identified as a major SC security driver (Richardson, 

2017). Blackstone et al. (2014) reviewed health and economic consequences of counterfeit 

drugs have on the United States public and its healthcare system, and highlighted that 

counterfeit drugs is the direct cause of an annual loss of US$ 200 billion and losing more than 

750,000 jobs in the country. The study further recognized that public health hazard, consumer 

income wastage, and incentive of research and development reduction being the top three 

indirect contributions. To apply the same concept in the Chinese environment, the impact of 

PPRDLH contribution is higher than just the direct contribution of goods moving, but also 

includes other indirect contributions too. 

 



1.9.4 Supply Chain Performance 

The performance of SCs is of intense interest to the SCM discipline, and affects the quality and 

SC cost bases. SC Performance refers to the SC’s activities in meeting consumer requirements 

(Kluwer, 2004). A high performing SC directly reduces the cost of business, which can be up to 

75% of the product’s final cost to consumer. The largest buying office in the world, Li & Fung, 

addressed SC performance as “tackling the soft $3” in the cost structure (The Economist, 2001). 

Li & Fung estimates a typical consumer product leaves the factory at price of $1 and ends up on 

the retail shelves at $4. Instead of tackling the $1 from production, Li & Fung tackles costs 

spread throughout the SC, which includes product design, procurement, logistics, wholesale 

and information collection. The $3 spread is coined by the term “soft 3 dollars” by the 

company, and directly influence the landed cost16 of the product. Measuring performance 

includes controlling SCM effectiveness and efficiency as the SC is complex in nature. 

The dominant full-scale SC performance model over the past 30 years is the Supply-Chain 

Operations Reference-model (SCOR). SCOR is a process reference model developed by the 

management consulting firm PRTM and the only model that is adapted and endorsed by the 

Supply-Chain Council (SCC) as a standard diagnostic tool for SCM (SCC, 2003). The model 

recognises the most important features of a SC as three “pillars”. “Process Modelling” pillar 

describes SCs based on six distinct management processes, including plan, source, make, 

deliver, return, and enable. “Performance Measurements” pillar attempts to measure SC 

performances by over 150 key performance indicators. “Best Practices” pillar consists of 

performances of companies who have been measured by the performance measurements pillar, 

for SCOR model users to identify operations that can close the gaps between their 

performances and best practice companies. 

SCOR is further explained based on five distinct management processes, namely “Plan”, 

“Source”, “Make”, “Deliver”, and “Return”. “Plan”, being the first process, has the ability to 

balance aggregate demand and supply in developing a solution that meets sourcing, production, 

and delivery requirements. “Source” is the second process in the chain where procured goods 

and services will meet planned or actual demand. “Make” being the third process that would 

transform raw product to a finished state to meet planned or actual demand. “Deliver” on the 

other hand would deliver the finished goods and services to meet planned or actual demand. 

The final process “Return”, finally yet importantly, is a process associated with returning or 

receiving returned products for any reason. The model of SCOR is illustrated in the below 

diagram. 

                                                 
16  Landed cost is the total price of a product arriving at the buyer's facility. It includes fees such as the price of 

the product, transportation, customs, duties, taxes, tariffs, insurance, currency conversion, crating, and handling. 



 

Figure 2 Current Scope of SCOR Model, adopted from Supply Chain Council: SCOR 9.0 Overview Booklet, 2008. 

The SCOR model as illustrated in Figure 2 has been used as a common language for SC 

partners to communicate, while providing standard and points to note when evaluating supply 

chain members. This study will adapt this idea and aim to provide points to evaluate for 

security breaches for RFID in SCM. The management tool starts from the supplier’s supplier 

and the customer’s customer, and so as this study: to focus with that spectrum for an RFID to 

present in a supply chain. This study will further suggest a lifecycle of RFID, which will be 

discussed in section 2.5.3. 

1.10 Retailing and Global Supply Chains 

SCs start with manufacturing, through various domains, to effect final distribution to end 

consumers, and retailers have become very dominant in controlling SCM activities and 

structures upstream of them. This is a major change from the time when manufacturers made to 

stock and retailers were much more passive in the supply process. 

SC should be managed as a whole, with products manufactured and then shipped to retailers to 

sell. Simchi-Levi et al. (1999) explained that “pull logistics” for demand replenishment is 

based on consumer demand, and this is serviced and indeed driven by retailers, who 

consequently take an active role in SCM. Abernathy et al. (2000) supported this theory through 

noting that point-of-sales information, shared with suppliers, puts control in the retailers’ hands 

and drives order replenishment based on actual sales. Manufacturers therefore adjust planning 

methods, cost models, inventory practices, production operations, and sourcing strategies to fit 

the demand; they become the passive (reactive) members of the SC (Sorensen, 2016). Global 

SCs can therefore be envisaged as being driven by retailers even though they are at the end of 

the SC. The effect of this is that in order to meet their needs, retailers tend to deal with 

companies in other countries that are part of the SC, instead of dealing with the local importer 

of the goods, and such dealing requires involvement in politics, trade and tariff laws, quality 

control, and international relationships. The difficulties in these long distance trade dealings 



have encouraged the use of information technology in the SC, which standardises and effects 

ready transfer of information (Hugos, 2018). 

The increasingly powerful and prevailing of eCommerce changed and further complicated the 

retailing environment. Otto and Chung (2000) suggested a framework for cyber-enhanced 

retailing combined with brick-and-mortar (traditional) retailing. Ngyuen et al. (2018) 

recognized eCommerce as a vital driver of the growth of the global SC, and that this results in 

having the end consumers themselves driving transactions, with retailers controlling that 

process. The manufacturer will have to be dealing with the consumers directly in addition to 

the retailers. The use of RFID can help in facilitating information sharing in the SC, and 

automate certain processes. For example, Muzellec and O'Raghallaigh (2018) studied the use 

of mobile computing systems in consumer decision-making in the SC. Mobile computing 

systems with the ability to detect RFIDs improve quality of information involved in buying 

decisions, increasing the interactivity of the retailing environment. 

1.11 The Pharmaceutical and Jewellery Industry Supply Chain 

Lee and Whang (1999) defined SCs where products pass through multiple sites located in 

series, before reaching customers, to be multi echelon SCs17. The pharmaceutical and jewellery 

SCs are both multi echelon SCs. This type of SCs involves individual companies serving 

multiple customers and having multiple vendors. They are generally more complex than SCs 

with companies that serve single vendor or supplier. Many SCs are represented by the multi 

echelon SC, particularly those with a global reach. Authors have studied the complexity of this 

SC design, for example Tsiakis et al. (2001) saw it as a complex network under demand 

uncertainty; Chen and Lee (2004) optimized complex SC situations; Schmitt and Singh (2012) 

performed quantitative analysis on complex variables during supply disruption; Laumanns and 

Woerner (2017) used a quantitative model to estimate prices in complex multiple sourcing and 

dynamic inventory allocations scenario; Yu et al. (2018) established complex negotiation 

model. 

1.11.1 The Jewellery Supply Chain 

Jewellery SC, partly because of the high unit value of its products, potentially represents an 

extreme example of multi echelon SCs. A final jewellery product that sells to end users is the 

result of a complex and fragmented SC process. In order to enjoy economies of scale, the 

jewellery retail industry participates in global sourcing of raw materials (precious and other 

materials) for manufacturing the products. Their value is often reflected in their rarity and 

limited geographical source. This however serves to increase the SC complexity more than 

                                                 
17  Supply chains having multiple inputs and outputs. 



many other manufactured products, where sourcing can be aligned with other parts of the SC 

(Ganesan et al. 2009). 

Raw materials for the manufacture of jewellery items can only be sourced in major diamond 

manufacturing countries such as Botswana, Namibia, and Mauritius (Palumbo, 2015). 

Jewellery brands deal directly with mine operators with prearranged agreements to source 

rough stones. The SC is also complex, just the manufacturing steps include marking – 

specifying the cut and shape, bruiting – cutting the stones to round shape, cutting – cutting the 

stones to final shape, polishing – smoothing the stone, and quality assuring – distinguishing 

features of the stone such as weight, quality, clarity, and colour. These steps are likely to be 

performed by different companies and therefore semi-finished goods already involved few 

logistics operations. 

After the manufacturing step, 90% of the world’s diamonds are shipped to Antwerp of Belgium, 

the world-renowned diamond capital of the world (Palumbo, 2015). Jewellery industry has a 

tightly controlled shipping process as import or export of diamonds involve only officially 

sealed packages. This is done not only to protect the diamonds against theft, but also to avoid 

trading or trafficking diamonds mined in war zones (called conflict or blood diamonds). 

Buyers of diamonds are ensured their purchase did not contribute to aggression around the 

globe, nor financing any rebellion movements.  

Comunian and England (2017) pointed out that the jewellery industry is transforming from 

industrial production into creative cluster industries. By providing unique techniques, 

creativity and knowledge in making jewellery, brand cluster retailers are setting up stores all 

around the world. Brands are becoming more internationalized and are expected to expand the 

market share of the jewellery industry extensively in the future. Dauriz et al., (2014) further 

expected there is likely to be a raise to 30% to 40% by 2020 of internationalized brands with 

more complex and longer SCs. These are done by replacing less internationalised brands (only 

10 percent of jewellery brands in 2003), which feature simpler and shorter SCs. 

The design of jewellery provides competitive advantage for companies in the jewellery 

industry, and the speed for designers to turn their conceptual ideas to products is the area of 

competition. Hashim et al. (2018) asserted this value creation is also integrated with customer 

experience, not only between the designer and retailer, but also to capture individual needs and 

enhance customer satisfaction. Suneetha and Megharaj (2016) believed that jewellery retailers 

should provide high value delivery to customers despite affecting profitability. For instance, 

value adding delivery actions such as gathering post-purchase feedback immediately to 

improve product development allows jewellery brands to stay on trend. Of course, jewellery is 

generally a high value product, and SCs emphasise (in that environment) reduction of lead time 



to avoid over-stocking of inventory and reduction of carrying cost. Again, information systems, 

particularly RFID, can play a vital role in this aspect. 

eCommerce marketing has changed the pattern of jewellery industry operations in the past 

decade; business to customer transactions are formed between retailer and end customer 

(Centobelli et al., 2016). Jewellery products are not limited to offline purchases but also 

available for online purchase. As a result, they are becoming integrated into the daily life of end 

customers. Customers can design and purchase jewellery online, whereas custom made 

jewellery was previously limited to luxury sector in the past. Traditional marketing and 

planning strategy of jewellery industry will likely change to an integrated market, as the SC for 

jewellery becomes more and more connected due to eCommerce. 

The jewellery industry is vulnerable based on its shipped value to volume/weight ratio, which 

is as the highest of all products (FedEx Declared Value Advantage, 2018), to the extend of US$ 

100,000 per shipment on jewellery versus the standard maximum declared value of US$ 1,000. 

In addition to the outright value transiting through the SC, jewellery is small and relatively 

easily pilfered. 

1.11.2 The Pharmaceutical Supply Chain 

Pharmaceutical SC represents a channel to deliver essential drugs to end-users at right time to 

right place with right quality and quantity (Enyinda and Tolliver, 2009). The SC involves the 

planning and execution of the entire pharmaceutical logistics functions. These functions 

include traditional SC functions such as transportation, warehouse, inventory management, 

and other functions with main goals to ensure continuous drug flow to patients at the lowest 

price, with the shortest delay time, low rate of shortage, and error in fulfilment (HDMA, 2009). 

Besides, the delivery time is one of the main concerns for the distribution logistics of the 

pharmaceutical industry. The timely supply of drugs helps to meet the growing demand and 

prevent basic medicines and consumer healthcare products from running out of stock. 

The pharmaceutical SC operates in a mainly critical environment, as it is extremely time 

sensitive. This phenomenon has introduced complexity and quality controls as basic features of 

pharmaceutical SC. The complex hierarchy in the pharmaceutical SC can be demonstrated in 

biotechnology industries; intra business transactions in pharmaceutical manufacturing and 

distribution environment are common and they also interact with healthcare industry. The 

interaction between the industries includes a variety of processes across the upstream and 

downstream in the pharmaceutical SC. Narayana et al. (2014) claimed every single company in 

the pharmaceutical SC can have severe impact to the final delivering value , and suggested 

better communication can allow better management of the overall pharmaceutical SC. 



In addition to traditional SC functions, reverse logistics is also an uprising issue in 

pharmaceutical SC (Kumar, Dieveney, and Dieveney, 2009). The potential serious 

consequences of using expired or ineffective drugs are an important issue in the pharmaceutical 

SC. It is critical for pharmaceutical companies to equip with reverse logistics functionality 

right from the start of SC planning stage. Companies must respond quickly to problems and 

clean up the SC of substandard materials, therefore appropriate supplies can be reissued to the 

patients who are using the product. 

Pardal et al. (2013) and Narayana et al. (2014) both observed the rise of illegitimate or 

counterfeit products in pharmaceutical markets and the need for increased awareness of the 

importance of SC security across the SC. As a means of addressing this, for pharmaceutical 

SCs most European Union countries are adopting Point of Dispense Authentication (PoD). In 

the United States of America, the electronic Pedigree (eP) is used to trace the chain of 

ownership of these products. However, since about 2010, due to data visibility and 

confidentiality, it has become more popular to use RFID to ensure integrity (Pardal et al., 2013). 

With easier tracking and tracing of information in RFID systems, pharmaceutical products can 

be protected and stored with built in RFID tags with temperature sensors (Pardal et al., 2013). 

To maintain quality of the pharmaceutical products, many require a stable temperature during 

transportation of the goods and storage throughout the SC. These sensors also lead to integrity 

in the “cold chain”18 (Kumru et al. (2014). Kartoglu and Milstien (2014) both emphasised the 

importance of cold chain for vaccines. 

There is a rising trend in cold chain services globally, but particularly in the pharmaceutical 

industry, in which RFIDs can work alongside other cold chain technologies to determine the 

temperature of the product to be transported or stored. According to Pharmaceutical Commerce 

(2017), the growth of temperature-controlled products is still more than twice of 

non-temperature-controlled products. In 2017, non-cold-chain pharmaceutical logistics’ costs 

rose from 4-5% to US$ 66.5 billion, and cold-chain logistics grew 10.7%. Cold-chain logistics 

will become US$ 16.6 billion and non-cold chain US$ 76.5 billion by 2021, with a total goods 

value of almost US$ 1.2 trillion in pharmaceutical industry globally. Between 2015 and 2021, 

the pharmaceutical logistics projects will increase 41%, which will include US$ 283 billion of 

cold chain projects. There is a growing knowledge based on how to manage pharmaceutical 

cold chain efficiently (Pharmaceutical Commerce, 2017), incorporating RFID technology in 

that cold chain management. 

Pharmaceutical industry is a highly vulnerable industry. For example, interlocking gates19 and 

hazardous materials suits20 are examples of protection from contamination. In addition, it is not 
                                                 
18  Cold chain - a temperature-controlled supply chain. 
19  A door that does not open until another one is closed 



uncommon for pharmaceutical production facilities to produce medicine or vaccine being 

targeted by terrorists to contaminate products that are distributed. Standard technologies such 

as video monitoring and surveillance, biometric identity authentication, vehicle license plate 

recognition, security (also interlocking) gates are common to these facilities. Disgruntled 

employees or just plain civilians may also attack pharmaceutical SCs for a variety of reasons 

and such attacks usually are executed without planning, which can make prevention more 

difficult. The United States of America Food and Drug Administration requires an entire 

pharmaceutical manufacturer to be shut down if as little as one single batch of pharmaceutical 

product (it produces) is contaminated. There is a recognition that enormous damage can be 

done if such product goes into the market, uncountable non-financial loss can happen. 

Espionage is another vulnerability that is not uncommon in pharmaceutical industries. Mobile 

or desktop computing devices can be a target of theft, and backend servers can be a target of 

hacking. Riley and Walcott (2011) reported the pharmaceutical industry suffered US$ 500B in 

harm from intellectual property (IP) and trade secret theft. Detica (2011), in a report to the UK 

government estimated pharmaceutical, biotechnology and healthcare sector loss of IP, and 

reported the loss worth BPS1.8B. Such vulnerabilities were infringed by back-end attacks 

(discussed in Section 2.6.13) and physically tempering pharmaceutical samples. 

1.11.3 The Jewellery and Pharmaceutical Industries and the PPRDLH 

The largest jewellery markets worldwide in 2016 are China, the United States and India. The 

trade volume of jewellery in China is US$ 111.5 billion21. For the pharmaceutical industry, the 

largest market is the USA. However, local US manufacturers dominate the market and a short 

SC is featured. China is the second largest pharmaceutical market in the world in 2015, where 

its market size was US$ 108 billion, with a forecasted growth of 9.1% per annum until 2020 

with a total market of US$ 167 billion22. As discussed in Section 1.9.3, PPRDLH occupies 30% 

of the entire China market exports; as an estimation, the PPRDLH has a US$ 50 billion 

pharmaceutical and US$ 30 billion jewellery market, which is highly significant in the world. 

                                                                                                                                                        
20  Hazardous Materials Suits, also known as decontamination suit, is a whole-body garment that protects 

human body against hazardous materials 
21  Statista, Largest Jewellery Markets by Country 

https://www.statista.com/statistics/718856/largest-jewelry-markets-by-country/, accessed July 3rd 2018 
22  World Atlas, Countries with the Biggest Global Pharmaceutical Markets in the World 

https://www.worldatlas.com/articles/countries-with-the-biggest-global-pharmaceutical-markets-in-the-world.ht

ml, accessed July 3rd 2018 



1.11.4 The Differences between the Jewellery and Pharmaceutical Supply Chains 

The two industries, while both important SCs representative of a large and increasingly 

pervasive group of modern global PRD-sourced SCs, have significant differences. They are 

both connected with high value products (each making security and integrity an important 

factor), but the jewellery industry is more fragmented while the pharmaceutical industry is 

more connected. However, there are also significant differences in the two industries, as the 

unit value of the products is different. In pharmaceutical industry, products have low financial 

value but non-financial value (impact of corruption of the SC) is high; while in the jewellery 

industry the products are high in value but more easily replaced without irreversible customer 

impact. 

Different SCs need to be handled differently. For instance, Hugos (2018) emphasized different 

SCs have different strategies; Cavinato (1992) contrasted cost and value for SC 

competitiveness; de Treville (2017) analysed SC in high cost environment; Swaminathan 

(1998) categorized SCs by constituent control elements (like inventory policy) and Carbone 

(2018) categorized different SCs by coordination modes and the kind of governance. It is 

therefore not surprising that the application of RFIDs in the two SCs is also different (will 

discuss further in section 7.4.9). 

1.12 An Understanding of Whole-of-SC RFID Security: Potential Contributions 

Research on cross-SC RFID system security contributes can be used to develop a generalized 

RFID security model that better recognises the end-to-end nature of global, diverse SCs. Such 

frameworks can better address vulnerability not yet identified in lists such as those from Rotter 

(2008) and Multi-domain SC idea from Kim et al. (2007). 

For practitioners, there is a need for a policy framework, which makes a crucial contribution to 

a safer production environment in factories and across the whole SC, from parts and materials 

suppliers all the way through to the end consumers. Buyers will be assured that all items (they) 

acquire have secured across the entire SC, reducing direct and indirect financial impact on 

services and products. For SC system designers, such frameworks, informed by theoretical 

models, provide an effective and efficient guideline to direct technology and application 

development. 

 



2 Literature Review 

 

 

2.1 Introduction 

As stated in the title of this thesis, the research objective of this thesis is “Development of a 

Multi-Domain RFID Security Model for Global Supply Chains, and a Practical Framework for 

Model Adoption”.  The thesis objective is examined in chapter 3 and background information 

is needed before it is examined.  This chapter gives a narrative review on scholarly papers 

consist of current knowledge and findings, as well as theoretical and methodological 

contributions to the study. The professional foundation for doctoral dissertation guidance 

Academic Coaching and Writing highlighted four important criteria in writing a literature 

review in 2017, namely qualification, neutrality, credibility, and worth. This advice has been 

followed in selecting the topics considered in the literature review. Sources are carefully 

examined for the qualification by examining authors’ credentials. Neutrality is applied as much 

as possible to counter the author’s perspective bias, such as using sources from various points 

of view. Credibility is asserted by examining author’s past studies or papers published, 

including considering academic journals statistics rankings. Finally, whether the author’s 

conclusion is worth to this study is the last decisive factor based to decide if the literature 

would be included in the literature review. 

2.2 The Supply Chain 

SC is defined by the Council of Supply Chain Management Professionals (CSCMP, 2018) as 

“a set of three or more entities (organizations or individuals) involved in the upstream and 

downstream flows of products, services, finances, and/or information from a source to a 

customer” (p.1). The definition has been updated throughout the years to align with its dynamic 

nature. 

SCs do not run autonomously. They must be managed in a highly integrated way. SCs are 

therefore almost always approached from a SCM perspective. This is typically defined as: 

  

 This chapter reviews and interprets the existing literature that is significant to the 

understanding of the phenomenon to be investigated. As this is a Design Science 

study, the literature review itself is treated as an artifact addressing research 

questions, and the implications of this are also addressed  

 



 

“Supply Chain Management encompasses the planning and management of all activities 

involved in sourcing and procurement, conversion, and all logistics management activities. 

Importantly, it also includes coordination and collaboration with channel partners, which 

can be suppliers, intermediaries, third-party service providers, and customers. In essence, 

supply chain management integrates supply and demand management within and across 

companies. Supply Chain Management is an integrating function with primary 

responsibility for linking major business functions and business processes within and 

across companies into a cohesive and high-performing business model. It includes all of 

the logistics management activities noted above, as well as manufacturing operations, and 

it drives coordination of processes and activities with and across marketing, sales, product 

design, finance and information technology.” (p.1) 

Together, the companies on a SC work to supply the materials and fulfil the requirements of 

customers, where the objective of a SC is to coordinate the materials to be put in and out of the 

firm. 

2.3 Supply Chains and Role in Modern Business 

Handfield and Nichols (2002) stated that managing the SC is a strategic operation in a 

corporation, involving operations and integrated logistics. Companies do not just compete with 

each other on the basis of their products but also on how well their SC for a particular product 

works, where the competition is all rounded from the outsourcing of materials (Turban et. al, 

2018), management of bottlenecks (Ali and Mukasa, 2018), reduction of impacts on customers 

(Bhagwat and Raut, 2018), to the coordination of the smooth and continual flow of products 

and services into, through, and out of the firm (Braunscheidel and Suresh, 2018). In order to 

complete this task effectively, developing strong relationships with SC members, ensuring 

high-quality products and services, and sharing timely information among SC members are 

necessary. If information sharing is effective, the company can reduce order cycle time, 

minimize inventory levels across the SC, reduce the number of suppliers and carriers, and 

allow partners in the SC to build commitment to that SC (Sell, 1999).  

Turban (2018) categorized SCs into four different types, namely “integrated make-to-stock”, 

“continuous replenishment”, “build-to-order”, and “channel assembly”. These represent a vast 

percentage of modern SCs. The integrated make-to-stock SC model restocks the 

finished-goods inventory efficiently by analysing customer demand in real time. The 

continuous replenishment SC model constantly replenishes the inventory by continuous 

shipments. The build-to-order SC model is to begin assembling of the customer’s order after 

the receipt of the order. Channel assembly SC model is a slight modification to the 



build-to-order model: the parts of the product are gathered and assembled as the product moves 

through the distribution channel.  

2.3.1 Logistics and its Role in Supply Chain 

The Council of Logistics Management (2001) defines logistics as “the integrated planning, 

control, realization, and monitoring of all internal and network-wide material, part, and product 

flow, including the necessary information flow, industrial and trading companies along the 

complete value-added chain (and product life cycle) for the purpose of conforming to customer 

requirements”. 

Manufacturers have important roles in various types of logistics management and will greatly 

impact the performance of an integrated SC because upstream SCs (suppliers, purchases and 

production lines) are more involved in the integrated planning (joint planning that ensures 

participation of all members in SC are benefited as a whole), while downstream SCs (flow of 

information and goods to clients and customers) carry out operations according to the planning. 

Failure to plan ahead thoroughly in the SC would affect the whole performance of the SC. 

2.4 Security and its Importance in the Supply Chain 

As the SCs purpose is to fulfil customer needs, successfully performing this task in a secured 

manner is a major concern. Christopher & Lee (2004) explained the importance of SC security 

as it affects the survival of a company. Colicchia & Strozzi (2012) suggested complex business 

situations are the source of SC security risk, in additional to operational risk. Despite these 

recognitions, security in SCs is not in practice, well addressed, and has caused huge losses; 

examples include Boeing, Cisco and Pfizer, which suffered lost up to US$ 2 billion, US$ 2.25 

billion and US$ 2.8 billion, respectively (Hult et al., 2010). 

2.5 RFID Systems and the Supply Chain 

RFID is increasingly used in SCs to provide real time tracking of products. This provides 

operational benefits (tracking and managing location) as well as being integrated into security 

aspects (check if we still have the product, for instance). Real time tracking can be done 

without the need to see the product directly, as it is communicated wirelessly between tags on 

the products and readers, and are far more efficient and reliable than traditional stock checking 

and tracking.  

2.5.1 What is RFID? 

RFID has become ubiquitous and diverse in SCs. Its usage includes inventory monitoring and 

control, asset monitoring and management, electronic payment through smartcards, access 



control, anti-theft, anti-tampering, anti-counterfeit, product integrity, recording of product 

conditions through the SC; and the list is constantly growing. 

The RFID Journal website in 2006 defines RFID as  

“.. a generic term for technologies that use radio waves to automatically identify people 

or objects. There are several methods of identification, but the most common is to store a 

serial number that identifies a person or object, and perhaps other information, on a 

microchip that is attached to an antenna (the chip and the antenna together are called an 

RFID transponder or an RFID tag). The antenna enables the chip to transmit the 

identification information to a reader. The reader converts the radio waves reflected back 

from the RFID tag into digital information that can then be passed on to computers that 

can make use of it.” 

IDTechEx (2018) estimated that 16.4 billion tags have been sold solely in 2018 with a market 

size of US$ 11 billion. Since 2007, the number of tags have grown to US$ 26.88 in 2017, 

indeed, it is a proven technology for its application. 

RFID is a generic term for technologies that use a microchip attached to an antenna (together it 

is called an “RFID transponder” or “RFID tag”). The transponder transmits identification 

information to a reader via electromagnetic radio frequency. The reader converts the radio 

waves from the RFID tag into digital information that can be passed on to computers for 

handling. There are two basic categories of RFID tags – active and passive (discussed in 

section 2.5.4). Active tags have an on-board power supply, on-board memory, sometimes a 

CPU, and in some specialized devices, various sensors, and a microchip antenna, which allows 

the chip to be recognized at a much greater distance (than passive tags), of up to 30 meters. 

(RFID Journal FAQ, 2010). Passive RFIDs, on the other hand, is not equipped with power 

source and therefore are passively dependent upon RFID reader’s power to function. 

As of 2018, over 104,000 research studies have been performed in RFID usages in SC (Google 

Scholar, 2018). In those 104,000 studies, 67,300 articles are in security, 39,300 in innovative 

use of RFID in SCs. Abdelkafi and Pero (2018) identified RFID as the driver of supply 

innovations and said it should be used in all SCs. 

In SCM, RFID transponders carry data to identify products and their location. As a system, 

together with a network of readers, they form a series of “intelligent machines”. Examples 

include automatic check out on retail shops, automatic replenishment from refrigerators, 

detecting missing food items. These are very valuable activities, but RFID transponders can 

also disclose information to unauthorised personnel (eg. hackers) using “long range RFID 



interrogators”, or data logged by the readers and saved in a company’s database can be a 

leaking source for privacy intrusion. 

2.5.2 Uses of RFID Systems in Supply Chain 

RFIDs share information across the whole SC. Indeed, while their apparent active life may end 

with delivery of products, to which they are attached for ultimate customers, the devices 

themselves may continue to be functional until both product and packaging are destroyed, not 

just disposed of. In addition, RFIDs may be attached to products by different parties at several 

domains through the SC, so there may be multiple devices being active concurrently at any one 

time, as tabulated in Table 5. 

  
Uses of RFIDs Subject Year Detailed Usage Examples 
Item Track and Trace DHL, UPS, TNT, and 

FedEx. 
2003 Tracking and tracing23 of 

goods sent within 
logistics fulfillment is a 
basic function 

Standard feature provided by major logistics 
companies, including DHL, UPS, TNT, and 
FedEx (Swedberg, 2003). 

Inventory Monitoring and 
Control 

Decision Making 2004 Data in RFID tags are 
automatically collected 
which feed data models 
of decision support 
systems 

Large amount of data generated (Lewis, 2005). 
Use of data to back up a decision support system 
and allow management to make decision (Louis 
et al., 2018) 

Asset Monitoring and 
Management 

Containers 2005 Reusable containers 
passing through logistics 
channels 

Byproduct of logistics includes reusable 
containers and material handling systems can be 
monitored. (Roger, 2005) 

Electronic Payment Octopus 1994 Electronic payment by 
reading RFID tag, storing 
electronic cash value in 
the tag 

Octopus system used in Hong Kong (founded 
1994) utilizes an RFID tag in a plastic 
identification card for electronic cash transactions 
and identity verification (Octopus, 2010). 

Access Control Various 2003 RFID Pass card for all 
activities to be recorded, 
including time and 
location 

Automatically detection can be achieved (Colvey, 
2003). Electronic Article Surveillance alarms 
placed in entrances of department stores to 
prevent theft. 

Anti-Theft Mercedes Vehicle 2005 Recover of two Mercedes 
vehicles 

MTrack (UK), AutoToll (HK), Tracker (UK), 
installed active RFID VHF tags in automobiles 
and recovered two Mercedes vehicles on June 23, 
2010 

Anti-Tampering Electronic Seal 2010 Embedding RFID into 
electronic container seals 
for security initiatives 

Placed in the gate of the container in place of a 
lock, with an alarm for subsequent anti tampering 
actions (Ward, 2006). Over 7000 patents 
embedding RFID into electronic seals that lock 
containers for anti-tampering, also serving 
antiterrorism initiatives from US and EU 
(FreePatentsOnline, 2010). 

Anti-Counterfeit Gillette Fusion Razor 2010 RFID tag to be a second 
source of genuine 
product authentication 

Duplicate or invalid RFID data considered as a 
counterfeit or parallel imported item. Gillette 
tagging EPC standard RFID tags to their Fusion 
Razor for spotting parallelly imported goods 
(O’Conner, 2010). 

Table 5 RFID Uses, with Examples and Year of Application 

2.5.3 The RFID Lifecycle 

Focusing in the lifecycle of RFID from its application(s) in the SC to when responsibility is 

relinquished to the ultimate customer is important in understanding potential uses – and 

                                                 
23  A standard function of logistics companies to report location and audit trail of product from interface of 

computers, normally a website and mobile phones applications. 



breaches. For example, a product that was tagged with an RFID in manufacturing domain 

could carry information identifying the product. When the product is passed on the SC, the 

product would be in the control of the next domain in downstream SC. This was called 

“transfer of cargo ownership” in traditional SC (Carrer, 1952). The manufacturing domain 

could receive product information from the SC RFID information systems but the physical 

handling of the RFID tag would be done by operators in the next domain. 

This process will last until the product with RFID reaches the final customer, or “consumer”, 

then the tag could be disposed. From the time the RFID is tagged onto the product, which 

marks the start of the RFID lifecycle, until the RFID tags are finally disposed, marking the end 

of the RFID lifecycle, is the scope of this study. RFID attached to products are passed on the 

SC, from one domain to the next, and there are different security issues. For example, for a 

single domain RFID system in upstream manufacturing, an RFID was passed along with the 

tag, and then the RFID can be used by the downstream SC operators as a “free-rider” (Whang, 

2010), having RFID tagged in the products they carry, without the need of purchasing and 

tagging of the RFID tags. However, if one thinks of this usage of pre-tagged RFID in a 

conspiracy way, then the tags (and information that linked to them) can be used maliciously to 

attack the original upstream SC company (by hacking the number IDs of the tags, or 

subsequently reprogramming the tags). This type of hacking can temper the control of 

anti-counterfeit or anti-parallel imported goods, where RFID tags are (reprogrammed and) 

tagged onto goods which weren’t meant to. Harrison et. al (2004) studied information 

management in product lifecycle and the role of networked RFID, but did not focus their study 

in RFID. 

2.5.4 RFID Hardware 

As with all information systems, RFID systems contain both hardware and software. These 

have been designed for different usage within the SC. RFID systems consist of three 

components: transponder (the RFID tag), air as the communication medium, and the host 

application (Piikivi, 2004). Figure 3 shows an example of RFID tag with an antenna and the 

integrated circuit24. 

                                                 
24 Integrated Circuit: An electronic circuit formed on a small piece of semiconducting material, which 

performs the same function as a larger circuit made from discrete components. 

 



 

Figure 3 RFID Tag, the credit card sized Octopus Card used in Hong Kong as electronic cash, source: Octopus 

Card Limited (2001), modified by red line indicating antenna and integrated circuit labeled. 

Active and Passive Tags 

Tags may be divided into two fundamental types – active and passive (Lahiri, 2005). The major 

difference between passive and active RFID tags is that active tags have an on-board power 

supply, and on-board electronics in additional to microchip antennas. This device can then be 

recognized at a distance of up to 30 meters. The transponder has a remote memory (for 

example: ROM, PROM, E2PROM.) to store data from the application, which is located inside 

the reader (Paret, 2005). Air forms the communication medium between the RFID reader and 

the transponder: electrometric radio frequency (RF) waves carry the data while air is the 

coupling between the antennae of the transponder and the base station (RFID Tribe, 2005). 

Devices can be separated by most structures found in built environments, including both 

buildings and vehicles. 

The base station is an analogue part used for receiving and transmitting RF signals, the circuit 

controls the protocol for communication with the transponder and the communication 

management interface to the host system (Colvey, 2005). The host system is an application that 

controls the system in which RFID tags (and readers) participate. 

The two RFID tag categories can be further differentiated into Fully Passive, Fully Active, 

Semi-Active and Semi-Passive. Passive Power tags require no internal power source, whereas 

active tags require a power source. Fully Active tags are equipped with power sources and thus 

can actively send out RF data to signal its existence. Semi-Active and Semi-Passive tags are the 

same in most installations, where once the tags are located within the range, the reader’s power 

will be used to perform all the intended actions (Finkenzeller, 2003) such as reading the 

memory chip. 

Another way to distinguish the tags is by the ability to write data to a tag. A read only (RO) tag 

has data written on the chips where it cannot be modified in any way; it simply transmits this 

data (say, a product name) on command from the reader. A write once, read many (WORM) 



chip is blank when it is manufactured, and then a device writes the data onto the tag for readers 

to read later. Read-write (RW) tags enable multiple read and write and allow data in the device 

to be amended during the course of use (Lahiri, 2006). The above read/write specialties are 

tabularized in Table 6. 
RFID Tag IC Types Typical Usage 
Read Only (RO) Data written on the chips where it cannot be modified 
Write Once, Read 
Many (WORM) 

Blank when manufactured, a device required to write data 

Read-write (RW) Multiple read and write, allows data to be amended 
Table 6 RFID Tag IC Types, tabulated from Lahiri (2006) 

Antennae are normally used for long-range applications, Chen at al (2013) explained RFID 

systems with various antennae can read RFID tags at a distance from 10 feet to 600 feet 

(depending also on frequency range, discussed in 2.5.4). RFID antennae can cover large 

amount of RFIDs where more than one transponder may be presented simultaneously (Colvey, 

2005). There are two types of antennae; the first is a synchronized antenna, in series and 

parallel operating simultaneously, in which their magnetic fluxes can be in phase or in phase 

opposition. The second is a multiplexed antenna, which carries numerous magnetic fields that 

lengthen the recognition times of the transponder (Paret, 2005). The transponder can only 

operate if it is supplied with power, either internally or with an external source. 

 

Frequency Ranges 

RFID chips can also be divided according to their transmission frequencies, into five different 

types, namely Low Frequency (LF), High Frequency (HF), Very High Frequency (VHF), Ultra 

High Frequency (UHF), and Microwave Frequency. Except for VHF which has no particular 

application at the moment, the others already serve specific purposes, and contain special 

features that make them suited for particular implementations (Heinrich, 2005). The antenna 

length is proportional to the frequency utilized, and the higher the frequency is, the longer 

transmission distance it provides, though at a cost of being easier to be interfered with metal 

and liquids (Electromagnetic Interference, or EMI). The above frequencies and their specialties 

are tabularized in Table 7. 



 

  Low Frequency 
(LF) 

High Frequency 
(HF) 

Ultrahigh Frequency 
(UHF) 

Microwave 
Frequency 

Typical Max 
Read Range 
(Passive Tags)  

< 0.5 m approx. 1 m 2 - 10 m 1- 2m 

Pricing  Relatively 
expensive, even 
at high 
production 
volumes. Least 
susceptible to 
performance 
degradations 
from metal and 
liquids, though 
read range is very 
short. 

Less expensive 
than LF tags. 
Relatively short 
read range and 
slower data rates 
when compared to 
higher frequencies. 
Best suited for 
application that 
does not require 
long read ranges. 
 

Potentially lower cost 
than HF and much lower 
than LF tags. Offers good 
balance between read 
range and performance. 
 

Similar 
characteristics to 
UHF. A drawback to 
this band is that 
microwave 
transmissions are the 
most susceptible to 
performance 
degradations due to 
metal and liquids, 
among other 
materials. 

Rates 30-300KHz 3MHz to 30MHz 300 MHz to 1 GHz Over 1GHz 

Major Systems 125 to 124 KHz 13.56 MHz 915 MHz in US and 868 
in Europe, 315 and 433 
MHz US Department of 
Defense 

2.45 (more common) 
or 5.8 

Advantages Good for metal 
liquids 

Works with metal 
and liquids 

 Fastest data-transfer 
rate 

Disadvantages Low data transfer 
rates 

Slow rate  Poor with metal and 
liquids 

Remarks Passive tags in 
general. 
Problems even 
with dirt, snow or 
mud. 

Hospital being the 
major user 
 

 Antenna length is 
proportional to the 
frequency 
 

Tag Power 
Source 

Generally 
passive tags only, 
using inductive 
coupling 

Generally passive 
tags only, using 
inductive coupling 
 

Active tags with integral 
battery or passive tags 
using propagating E-field 
coupling 

Active tags with 
integral battery or 
passive tags using 
propagating E-field 
coupling 

Typical 
Applications 
Today 

Access control, 
animal tracking, 
vehicle 
immobilizers, 
POS applications 

"Smart Cards", 
Item-level tracking 
including baggage 
handling, libraries 
and perishable 
foodstuffs 

Pallet tracking, electronic 
toll collection, baggage 
handling (US), asset 
management and high 
value item tagging 

SCM, electronic toll 
collection 
 

Notes Largest installed 
base due to the 
mature nature of 
low frequency, 
inductive 
transponders 
 

Currently the most 
widely available 
frequency 
worldwide as it is 
globally allocated 
to ISM. Used for 
contactless smart 
cards 
 

The USA has the most 
radio spectrum available, 
Europe, Japan and the 
Far East have limited 
spectrum resulting in 
slower data rates and the 
need for smarter system 
design for dense reader 
environments. 
 

This band is shared 
with Blue Tooth, 
wireless LANs and a 
plethora of license 
free devices. Power 
is limited in most 
regulatory 
environments which 
mean reduced read 
ranges.  

Data rate       (Slower «-------------------------------------------------» Faster) 

Passive tag size      (Larger «------------------------------------------------» Smaller) 

Ability to access under interference  (Better «--------------------------------------------------» Worse) 

Table 7 Comparison of Properties of RFID Frequencies, Composed with Various Sources 



 
Types Power Source 
Passive Tags No battery 
Active Tags External power source 
Semi-Active / 
Semi-Passive Tags 

Battery in the RFID tag to notify existence, actual read / write is 
performed by external battery 

Table 8 RFID Tags Types based on Power Source, Composed with Various Sources  

2.5.5 Properties of RFIDs and their application in the Supply Chain 

RFIDs often participate in systems based on barcodes. Barcodes are optical, machine-readable, 

usually represent the object carrying the barcode. Before, and still as an alternative to RFIDs, 

barcodes consist of a paper-based tag, which can be scanned by optical line of sight25 readers. 

Hong-Ying (2009) studied various applications of barcode technology in SC. General usage of 

barcode in SC includes point of sale scanning, logistics and warehouse management. Item and 

carton level can be tagged using traditional labels, or included in RFID tag information as 

illustrated in Figure 1. At each single step of SC operations scanning a barcode can serve as a 

real time confirmation of location and identity. For example in warehouse management, 

inventory acceptance, changes in warehouse location, and finally at product dispatch, 

carton/box/item scanning can be performed to verify the operator’s action. Similarly, in 

supermarket or convenience stores, item level scanning at checkout counters has been in place 

for 30 years and allows stock and sales notifications. 

RFID system functions are comparable to those of barcode systems in various ways, but the 

RFID technology provides major advantages over the older technology (Lahiri 2006), as 

summarized in Table 9.  

                                                 
25  In terms of supply chain items identification, RFID systems are always compared to barcoding, which are 

generally printed in every single consumer items. One of the major differences of the two systems would be line of 

sight: RFID systems do not require the RFID tag to be "seen" by the RFID reader in order to scan the data within 

it. On the other hand, the barcode reader would need to "see" each and every barcode with the infra-red light 

beams to scan the data stored within. Being able to read the tag from a distance is important for RFID 

implementation in supply chain, as detectors can easier detect the tag and report the location of the tag. Such 

systems can work throughout large and diffuse installations such as warehouses and manufacturing plants. 



 
RFID property Benefit as compared to Barcode Technology 
Contactless 
 

The technology utilizes wireless technologies where there is no contact 
between the reader and the tag. Air is the communication medium. 

Writeable Data 
 

“RW RFID tags” enable multiple read and write of data during the course of 
the RFID’s lifetime.  

Absence of line 
of Sight  

The RFID tag does not need to be "seen" by the RFID reader as do barcode 
systems. 

Variety of Read 
Ranges 

Passive RFID tags are readable up to the range two meters. If active tags are 
used, this extends to hundreds of meters. 

Multiple Tag 
Reading 

A single reader can communicate with many different (sometimes hundreds 
of) tags, one by one, all within a single second. 

Rugged RFIDs are rugged because they can be embedded and further protected  
Perform Smart 
Tasks 

RFIDs have memory and can store complex data in a format easily 
integrated with applications in scanning systems. 

Accuracy 
 

Multiple scans of multiple RFIDs can be conducted to increase accuracy 
approaching 100% 

Table 9 Benefits of RFID Systems Comparing to Barcode Technologies 

The technical benefits of RFID systems over barcode technologies provide even more potential 

benefits in SCM. A wireless connection between the reader and the tag, without copper wire or 

metal as a medium, allows no physical contact being made between SCs goods and its reader. It 

is then possible for goods to be access without stoppage in logistics exchange points say 

warehouse gates. Writeable data allows recording of large range of useful transactions; for 

example the properties of the SC goods (purchase order, location, shelf life, best before dates), 

monetary value (e.g. suggested retail price), and other details (e.g. taxable item, dangerous 

goods). Virtually all SC goods can be tagged, then data being read and write unlimited number 

of times throughout the lifetime of a products movement, conversion and storage in the SC. 

Another property of RFID tags is the variety of read ranges which determines the best uses for 

the devices. While passive RFID tags are readable up to a range of two meters, suitable for 

individual SC goods, active tags can be read from hundreds of meters away, and allow readers 

to detect the tags over an entire location; a stock take for instance can be fully automated at a 

single command, with location and unit information read from one location and in seconds. 

This approach provides a major improvement in potential productivity over pre-existing 

(barcode) systems, as well as allows parallel-based designs for RFID systems; for example 

retailers can scan all sales items in one go in customer baskets at the checkout (or even at the 

doorway as they leave). 

RFID are rugged and tags can be placed within two layers of materials (e.g. paper or plastics). 

These properties allow them to be used as an "RFID inlay", in which the tag chip and antenna 

are mounted on a substrate, sandwiched between two pieces of self-adhesive papers, and made 



into a human-readable label. When the label is printed with barcode or other information, the 

corresponding number or barcode data is written to the RFID tag. 

RFIDs can also be attached to other smart systems such as sensors (e.g. temperature) and RFID 

tag can also be used to record data measured using the sensor(s) (e.g. temperature changes) 

during logistics movements. This allows RFID to perform relatively complex monitoring tasks 

that serve to enable alerts or trigger actions from connected systems. It is partly for this reason 

that RFIDs have become very important in cold chains.  

RFID are also accurate and approach 100% reading accuracy through the use of redundant 

readers at different reading angles in a location. Placing a number of cargo items on a pallet 

with a rotating plate could also allow a single reader to read all tags, guaranteeing a 100% read 

accuracy. 

2.5.6 Disadvantages of RFID Systems Used in Supply Chain 

RFID systems have certain disadvantages as well, and businesses need to consider the 

limitation of RFID systems as compared to barcode. Table 10 shows the major limitations of 

RFID over barcode. 
Limitations Description 
Costly Typical RFID costs US$ 0.07-0.15, while barcode has no variable cost on 

packaged products 
Radio 
Interference 

Liquid and metal gives Electro Magnetic Interference (EMI) with 
RF-Opaque and RF-Absorbent effect. Older wireless LANs and RFID 
reader also interfere with RFIDs. 

Tag Collision When more than one tag tries to communicate, tag collision occurs. 
When more than one reader tries to communicate, reader collision occurs. 

Table 10 Limitation of RFID Systems Compared to Barcode Systems 

These RFID technical limitations are multiplied when applied across the SC. For example, 

systems that use RFID for identification (e.g. staff cards) would not suffer from the costly issue 

the same degree as SC goods item level tagging - Goods tagged by RFIDs are variable cost and 

most RFIDs are not reusable in such SC application. Compared to barcode systems, especially 

for products having printed materials (e.g. box, manuals, or labels) accompanied, inclusion of 

barcode on the printed material is free of charge. On the other hand RFID systems would at 

least cost US$ 0.05 (RFID Journal, 2010), while one with a typical passive 96-bit EPC inlay 

costs from US$ 0.07 to 0.15 (RFID Journal, 2017). If RFIDs are tagged in every single piece of 

goods in a SC, every single product produced would incur a US$ 0.05 ex-factory cost; since 

this additional amount applies to each unit, this would represent a high percentage overhead, 

especially on low cost items. 



In addition to costs, another limitation of RFID tag is the limitations to range imposed by the 

presence of liquids and metal (Heinrich, 2005; Poirier, 2006). These are the major examples of 

“RF-Opaque” objects; those that prevent communication between RFID transponders and 

readers (RFID Journal, 2010). Such interference is caused by various environmental factors; 

for example, RFID used in areas where older 900MHz wireless LANs exist. At present, many 

offices or warehouses are full of wireless LAN access points; the interference introduced there 

would require selection of an RFID frequency in a clear range (Bacheldor, 2007). 

Reflection of RF signals is also a problem: for example multipath issues, where RF signals 

arrive at a tag in multiple wave paths. To further complicate this situation, the human body 

itself, being somewhat RF-Opaque limits the use of this technology where there are intensive 

groups of people and animals. Imagine a warehouse with boxes stacked on a pallet. The actual 

RFID tags read would depend on how RF-opaque materials in the stacked boxes/pallets are. 

While interference is one of the hurdles in providing 100% RFID read reliability, tag collision 

is also a major limitation on RFID usage. Given that a reader can only communicate with one 

tag at a time, when more than one tag attempts to communicate, tag collision occurs. There has 

been considerable attention paid to developing anti-collision algorithms, including ALOHA 

for HF, Tree Walking for UHF (Taghaboni-Dutta, 2006). These have reduced (but not 

eliminated) this collision problem. Also, when two or more readers overlap, the reader cancels 

out the RF energy from one antenna of the other reader; this is called reader collision. These 

effects have been mitigated with anti-reader signal collisions devices such as Time Division 

Multiple Access (TDMA) that is used in most general RF application (Shin et al., 2009).  

Finally, tag readability is also a concern, where read robustness depends on the number of 

times a particular tag can be read, and on the distance between reader and tag. In a typical 

warehouse environment, the case with multiple readers overlapping each other is extremely 

common and installation of RFID readers needs additional calculation on reader’s energy zone 

(Engels and Sarma, 2002). 

2.6 Practical Vulnerabilities of RFID Systems 

Academics researches have considered theoretical and technical approaches to reducing 

vulnerability. These have been used as the basis for developing practical tactics to deal with 

vulnerabilities. Security imperatives have been recognized from the early stage in RFID’s 

practical development as being critical, and there is hence a need for encryption and 

authentication. Data within RFID systems has to be protected from unauthorized access by 

intruders, and constrained from any unauthorized actions, including simply registering their 

presence in particular locations at particular times, which itself has management implications. 

Privacy is also an issue because RFIDs contain data or provide secondary location information 



which can link products and people to times, places, events, and can be used to assert other 

interactions. It is critical that security must be well ensured for any application or product to be 

designed for public use, particularly as it involves money and material (Finkenzeller, 2003). 

Rotter (2008) identified a framework for assessing RFID system security and privacy risks. His 

framework categorizes RFID system vulnerability with the following criteria: eavesdropping, 

relay attacks, unauthorized tag reading, tag cloning, people tracking, replay attack, tag content 

changes, malware, RFID system breakdown, tag destruction, blocking, jamming, and back-end 

attacks.  

 
Breach Details Updated scholar solutions 
R1 Eavesdropping Huo, Mitran, and Gong (2016) 
R2 Relay Attacks Tu and Piramuthu (2017) 
R3 Unauthorized Tag Reading Zumsteg and Qu (2018) 
R4/I1 Tag Cloning Lehtonen et al. (2009) 
R5 People Tracking Hutabarat et al. (2016) 
R6 Replay Attack Piramuthu and Doss (2017) 
R7 Tag Content Changes Ishida et al. (2017) 
R8 Malware Rodríguez (2017). 
R9 RFID System Breakdown Siewiorek and Swarz (2017) 
R10 Tag Destruction Raven et al. (2017) 
R11 Blocking Wang et al. (2017) 
R12 Jamming Khan and Ma (2017) 
R13/I2 Back-end Attacks Williams and Dabirsiaghi (2016) 

Zheng et al. (2017) 
I3 Manipulation of Testing Equipment Cassel, Piégay, and Lavé (2017) 
I4 Tag Removal and Re-applying Mullis, Gonzales and Olanoff (2017) 
I5 Antenna Su, Huang, and Chen (2017) 
I6 Forgery of Product Data Gandino, Montrucchio, and Rebaudengo (2017). 
Table 11 List of Elements of Security Breaches in RFID from Literature 

R items are described by Rotter (2008) and I items are reported from semi-structured interview (discussed in 

Chapter 6) 

2.6.1 Eavesdropping 

The term eavesdropping came from the legal field. The most widely used law dictionary, 

Black’s Law Dictionary, defines eavesdropping as “secretly or stealthily listening to the private 

conversation of others without their consent” (The Law Dictionary, 2018). RFIDs are prone to 

eavesdropping like other wireless communication (eg. Wi-Fi and Bluetooth) technologies. 

Eavesdropping is the most powerful route to acquire the majority of data from an RFID tag. To 

avoid eavesdropping attacks, cryptographic instruments which encrypt messages can be used 

(Juel 2006). Notable eavesdropping strikes have been exhibited against RFID frameworks as 

first described by Francis, Hancke, and Markantonakis (2009). Agreeing with these scholars, 

Hancke (2011) revisited the topic of RFID eavesdropping attacks and determined 

eavesdropping as the most relevant RFID attack. In the study a low-cost eavesdropping device 

was constructed using easy to obtain parts and reference designs, demonstrating ease of access 



to such breaches. Huo, Mitran, and Gong (2016) validated a generalized framework for active 

eavesdropping attacks in Passive Freuency-hopping Spread Spectrum26 RFID Systems. 

2.6.2 Replay Attack 

Piramuthu and Doss (2017) studied replay attack in sensor-based RFID systems for 

simultaneous presence of multiple RFID tags. Replay attacks capture RFID data and then 

replay it at a later time to the receiving device in order to achieve benefits such as stealing 

information or gaining access to prohibited areas. 

2.6.3 Relay Attack 

Relay attack is similar to replay attack except the message is used instantaneously instead of 

replayed later; Tu and Piramuthu (2017) defined RFID relay attacks as “attacks related to 

man-in-the-middle and immediately replay”. Silberschneider et al. (2013) demonstrated how to 

perform a relay attack with the use of a modern smart phone acting as a mole to interrogate a 

victim’s card in an RFID system. In SCs, RFID security breach includes a card that is present in 

an RFID controlled zone that waits for the reader’s signal. Once the reader’s signal is received 

it is transmitted to another RFID device that is close to a genuine product. By capturing the 

signal response of the RFID transponder in the genuine product and replaying it immediately in 

the RFID controlled zone, fake product existence data can be signalled and manipulated. Such 

breaches are more consumer related and reports of loss of cars by theft in the keyless go 

systems using relay attacks are not uncommon (CNET, 2006). 

2.6.4 Unauthorized Tag Reading 

Rotter (2008) considered attackers using a fake reader to read tag information as “unauthorized 

tag reading”. A fake reader’s range can be extended several-fold through technical 

modification. Rotter (2008) suggested a way to eliminate the problem: the genuine user has to 

initiate the reading through an activity, an example of which would be pressing a button. 

Zumsteg and Qu (2018) suggested improvement of security of the tag to avoid unauthorized 

reading by studying RFID tags reading patterns and configuring RFID tags to be read in spatial 

locations. 

2.6.5 Tag Cloning 

Lehtonen, Ostojic, and Michahelles (2009) defined copying of an RFID tag, with all the data 

being the same when read by reader as “tag cloning”. By using an RFID reader it is feasible to 

                                                 
26  Freuency-hopping Spread Spectrum, or more commonly abbreviated by FHSS, is a radio signals 

transmitting method done by rapidly switching carrier among frequency channels. 



copy data in an RFID and then write it to an empty tag. For this tag to be treated as the original 

tag, it is necessary for the copied tag to use the same tag frequency. In SCs there is considerable 

variation in tag system frequency, which does help to make this more difficult. 

2.6.6 Human Tracking 

Human tracking is an RFID security vulnerability that has been identified by Rotter (2008). 

Rotter (2008) defined human tracking to be RFID Implant-based medical information systems 

and access-control systems, with examples of e-Passports which targets RFID tags built into 

human body instead of goods. To date such RFID tracking is not used in SC systems. 

2.6.7 Tag Content Changes 

Unauthorized changes made by writing to RFID tags are considered as “tag content changes”. 

For example, unethical staff working for a manufacturer in the SC may make changes to the 

contents of an RFID tag by using retired RFID devices. Likewise, a logistics transport service 

provider can make changes to the content while the product is in transit. Ishida et al. (2017) 

have proposed security systems to avoid unwanted tag content changes. 

2.6.8 Malware 

The installation of Malware in RFID information systems hosting servers or databases is 

considered no different from a general information system security breach, and can be 

addressed by well-established security and anti-hacking solutions. The largest server computer 

operating system manufacturer Microsoft (2009) defined Malware to be “the short form of 

malicious software, which includes computer viruses, worms, Trojan horses, ransomware, 

spyware, adware, and scareware”. RFID readers are installed on mobile handheld device, the 

largest mobile operating system manufacturer Google further explains that Malware has the 

ability to take control of and damage handheld computers (Google, 2013). Some malware is 

not purposely installed to breach a particular computer. For example, Symantec (2013), the 

largest security solution provider, announced that there are social media methods that utilize 

the functions of online social networks to disseminate malware to the other typical activities 

such as offering fake gift cards or tricking online social networks users to share the appealing, 

malware-embedded videos, websites or messages. Malware writers could also disguise 

malware as another particular type of file that an individual would download (Jaishankar, 

2011). Therefore, if SC operators use RFID systems for their personal (entertainment) needs, 

malware can infiltrate these systems as well. 

Solutions have been identified, and categorized by authors such as Misra et al. (2014), who 

analyzed the effectiveness of anti-malware in an infected network. Servers in the cloud with 



virtualization technology27 are tackled by blocking software (Li et al., 2012), detection 

software (Stübing, 2013) and hardware (Marnerides et al., 2013; Watson et al., 2013), as 

Malware can attack virtual machines too (Stewin and Bystrov, 2012). Shahin (2014) suggested 

cloud computing suppliers should limit propagation and directly minimize malware in their 

cloud networks. Without these anti-malware measures, malwares can affect physical machine 

performance in resources such as memory, storage, and processor (Wueest, 2012). An incident 

of malware in virtual machine in SC was documented (Rodríguez, 2017) for the point-of-sale 

RAM scraping malware. 

2.6.9 RFID System Breakdown 

RFID system breakdown is a generic term that refers to a malfunctioning RFID system being 

maliciously engineered, for example through hardware or software problems resulting from 

malware or Backend attacks. Different problems could require different solutions and therefore 

the RFID system breakdown is addressed based on the detailed causes and sources in the study.  

2.6.10 Tag Destruction 

RFID tags can be destroyed or simply untaged from the product. Other physical destruction 

methods of RFID tag include applying extreme pressure to the tag, chemical exposure, 

electrostatic discharge, or destroying the antennas with a knife. Raven et. al (2017) proposed an 

RFID tag with anti-tamper assembly to prevent its destruction. There are also software 

approaches; so called KILL commands that permanently destroy an RFID tag. These are useful 

and are inserted by the RFID system designer, but this command, if used in an unauthorized 

way, can be malicious. 

2.6.11 Blocking 

RFID signal blocking reduces the signal strength by blocking the electromagnetic field with 

barriers. This barrier is a physical object and can be made of conductive or magnetic 

(RF-opaque) materials, and is therefore professionally referred to as electromagnetic shielding. 

Wang et al. (2017) studied RFID systems for real-time activity recognition using radio patterns 

to avoid RFID signal blocking. Individuals can easily penetrate RFID systems by attaching a 

piece of metal that surrounds the RFID in order to block RFID signals. 

                                                 
27  Virtual machine is an emulation of a computer system. Virtual machines are software emulating computer 

architectures and provide functionality of a physical computer. 

 



2.6.12 Jamming and Interference 

Traditionally the use of the term jamming has two different meanings. In the past there was 

unintentional jamming, which occurs when a busy frequency is transmitted to make 

practitioners unable to verify whether the frequency is being used. Currently this phenomenon 

is described by the term “interference” and the use of the term jamming is applied when there is 

deliberate use of a radio signal to disrupt communications or prevent people from listening to 

broadcasts. 

RFIDs are vulnerable to radio frequency interference through Radio Frequency Opaque or 

Radio Frequency Absorbent interventions. Metal is the most common example of an 

RF-opaque object that impedes RF signals by blocking, reflecting, and scattering them. On the 

other hand, liquids are common RF-absorbent material as it allows radio signals to propagate 

through the material with a tremendous loss of energy. These situations are included in the 

general term “electromagnetic interference” (EMI). EMI vulnerability is commonly exploited 

as a RFID security breach as such implementation is considerably easier than other breaches. 

For example, a piece of metal covering an RFID tag (blocking) is easier than complete 

destruction of an RFID tag. Sometimes a closed RFID system can also jam the signals it uses, 

or between readers. Khan and Ma (2017) proposed reflective nonlinear transmission lines for 

single-antenna non-self jamming. 

2.6.13 Back-end Attacks 

Back-end attacks are those of RFID systems that are hosted by computer servers. The attack 

impacts those parts of systems that exist behind the scenes (TeskaLabs, 2016), that are often 

used for data storage or communication. These attacks are not limited to RFID systems but also 

other information systems. Usually the server side database is penetrated, for the purpose of 

stealing information, manipulating data, or disrupting operations of the system. 

Backend attacks usually cause more severe damage compared to front-end, which is only the 

part that the user interacts with; in most cases, an attack to the front-end could only impact 

design features in the website or application, links, transactions, images, content, but not the 

entire system database. Williams and Dabirsiaghi (2016) suggested that such attacks could be 

avoided by introducing a different method and system of attack detection and protection in 

computer systems. Zheng et al. (2017) implemented a mutual authentication protocol for RFID 

to avoid back-end attacks. 

2.6.14 Manipulation of Testing Equipment 

Manipulation of testing equipment of RFIDs includes tampering with the reader by hardware 

systems such as antenna coils, or replacing software codes in the RFID environment to perform 



unintended operations upon scanning of the RFID. RFID equipment manipulation includes 

insertion of RFIDs into existing RFID systems in order to achieve benefits (Cassel, Piégay, and 

Lavé (2017). 

2.6.15 Tag Removal and Re-application 

Tag removal is the act of simply removing the RFID tag. Preventing the RFID tag being 

reapplied is the general remedy, and includes physical protection such as covering the RFID 

tag or technological means including RFID systems that attach to power source for keeping 

RFID data. Tag removal is different from tag destruction as suggested by Rotter (2008); the tag 

itself is not destroyed, and maybe even reapplied to other goods for another security breach.  

Mullis, Gonzalez, and Olanoff, E. (2017) considered RFID tag removal and reapplying as 

taking away a genuine RFID tag and reapplying it on another good. There could be many 

reasons to breach a RFID system by doing so, for example, to remove an RFID tag in an 

expensive product and apply it to a cheaper product for checkout, or just simply exchanging 

two products’ identity in order to manipulate information such as the expiry date of the 

product. 

2.6.16 Attack against RF Communication 

Attacks against RF communication include blocking and jamming as suggested by Rotter 

(2008), and tampering with RFID antennas. By modifying antennae the RFID data can be sent 

to an intruder’s unauthorized device instead of the intended RFID reader. Modern antennas are 

harder to hack as they can be printed or stamped with conductive ink or vapor deposited onto 

RFID labels (Fang et. al, 2018). Su, Huang, and Chen (2017) protected RFID antennae by 

through design, using ellipse-shaped with slanted slot circularly polarized monopole antenna 

for UHF RFID readers. 

2.6.17 Manipulation of Product Data 

Tag content changes can lead to manipulation of product data, but these two RFID 

vulnerabilities are not the same. Manipulation of product data can be done without physically 

tampering with the RFID tag itself, but changing data that is associated with the tag, from 

database servers or data that is stored locally in handheld devices. Gandino, Montrucchio, and 

Rebaudengo (2017) included traceability features in RFID against manipulation of product 

data. 

2.7 Research of RFID Vulnerability Solutions  

The RFID vulnerability issue has been examined by many authors; from technological aspects 

including hardware and software solutions (Bi and Mu, 2010; Lee et al., 2005; Lee, Batina, and 



Verbauwhede, 2010; Liu, 2010; Osaka, 2009; Rieback, Crispo, and Tanenbaum, 2005; Sarma 

et al., 2003; Ustundag and Tanyas, 2009; Whang, 2010), user management which focuses on 

how trusted lists of RFID data interchange are established (Cha, 2010; Cai, 2011; 

Mahinderjit-Singh and Li, 2010; Lehtonen, 2008; Ohkubo, Suzuki, and Kinoshita, 2005), 

forecasting modeling approaches to forecast vulnerability by various mathematical models 

(Cai, 2009; Luo et al., 2008; Wang, 2011; Zhang, 2011), and case study based research which 

raises issues that focus on specific products (Cheung and Choi, 2011; Kumar, 2011; Lao et al., 

2011; Li and Becerik-Gerber, 2011; Moreno, 2010; Qu, 2011). This issue has been examined 

by many authors. These approaches are categorized and summarized. 

2.7.1 Technological Research  

Most technological studies examine vulnerability problems with the physical RFID tag. For 

example, a device has been introduced by “RFID Guardian” which enables the user to scan the 

RFID and provide a mechanism to destroy the transponder if a breach is detected (Rieback, 

Crispo, and Tanenbaum, 2005).  

Vulnerability can also arise from insecure wireless channels of RFID communication. These 

studies focus on impacts and defence against counterfeit-RFID tag attacks, relay attacks, 

eavesdropping attacks, and various other similar attacks (Liu, 2010). 

Assessments of the impact and likelihood of these threats have been examined using a 

simulation model incorporating security level effects, in addition to taking other factors such as 

efficiency, accuracy, and visibility into consideration. It has been used to calculate the 

expected benefits of an integrated RFID system on a three-echelon SC obtained through 

performance increases (Ustundag and Tanyas, 2009). 

Encryption incorporating hash functions and a symmetric key cryptosystem have been 

proposed to solve five RFID security problems, including the ability to authenticate RFID 

devices (coined by the term “indistinguishability”), forward security, resistance against replay 

attack, resistance against tag killing and ownership transferability (Osaka, 2009). Another 

practical solution is the attempt to solve this problem with cryptographic primitives such as 

hash functions, private-key algorithms, public-key algorithms and various authentication 

methods defined by the EPC of the ISO systems. A weakness in these approaches is derived 

from a lack of consumer side action to stop transponders from reading (Lee, Batina, and 

Verbauwhede, 2010). These studies look at protecting the RFID system by additional hardware 

either embedded in the specific tag being used or installed in the specific RFID reading 

environment. While this does address the vulnerability issue, such approaches are inefficient in 

areas that cannot be controlled and areas typical of diffuse SC environments. 



Cost is always a major concern in RFID tags used in SCM, owing to the large quantity of 

consumer goods involved. This requirement has generated low-cost RFID tag hardware 

security studies (Sarma et al., 2003), examining authentication issues particularly with low cost 

passive RFID tags (those that do not have built-in power supply) (Bi and Mu, 2010). Further 

studies of low-cost tags focus on approaches to a total quality management (TQM) model (Lee 

et al., 2003). “Free lunch” uses of RFID tags by downstream logistics derived from upstream 

logistics attached tags has also been studied (Whang, 2010), with a focus on the timing issue in 

applying the tag. 

For high-cost RFID tags, the research is either missing in most areas, or assumes products do 

not carry high-cost RFID tags at all (hence implying high-cost RIFD tags do not contribute 

consequentially to security problems). 

2.7.2 User Management Research  

Consumer education is a focus for security improvements in RFIDs. These solutions require 

additional actions on the consumer side (Ohkubo, Suzuki, and Kinoshita, 2005). Other studies 

suggested obtaining consumer’s approval in data collection, that data generated from RFID 

transponders should only be undertaken by those with licenses (Cha, 2010) in order to control 

RFID data to be accessed by authenticated parties (Mahinderjit-Singh and Li, 2010). 

“Symmetric secret” and honesty of third party logistics (3PL) parties are also important and 

studies have suggested this “trusted list” should be evaluated in a symmetric manner (Cai, 

2011). However, these studies have not addressed the security issue in situations where the 

consumers or 3PLs are not cooperating. 

2.7.3 Forecasting Model Research  

There are numerous models developed to forecast RFID system's vulnerability. However most 

of these models examine either a subset of RFID systems or specific products only. SC 

co-ordination, technology application, risk management, and reliability assurance are the only 

solution measures studied as noted by Zhang (2011). Wang (2011) acknowledged Zhang and 

related the studies to short-term forecasting models but considered only total inventory cost, 

inventory turnover and bullwhip effect. A value analysis framework to evaluate the business 

value of RFID is built (Luo et al., 2008) but it does not provide any risk management in RFID 

security. Only three elements appear to have been considered; security, visibility, and 

efficiency in a two level mode security for RFID system (Cai, 2009). None of these studies 

provide a forecasting or evaluation model for long term and comprehensive security elements. 



2.7.4 Integration Models of RFID Security 

Kim et al. (2007) has named them “multi-domain” systems for RFID tags used by two or more 

different RFID domains (will be discussed in section 2.7.7), and considered security and 

privacy problems in such systems. A security framework based solely on tags that carry the 

globalized EPC, or in short EPCGlobal tags, in an RFID multi-domain system was produced 

and could evaluate authentication and authorization for RFID. Lehtonen (2008) has addressed 

chains of trust, threats, and risk in product authentication on predefined SC partners. Both 

studies consider the use of RFID tags with various parties, reflecting the practical issue of 

addressing RFID security in a system with SC partners. 

2.7.5 Case Study Attempt to Solve the Vulnerability Problem 

There are also a lot of studies attempted to address the issue by examining case studies, but they 

focused only on specific products. Containerized SC was examined (Moreno, 2010), as well as 

food supply (Li, 2011), pharmaceuticals (Kumar, 2011), EPCGlobal (Alfaro et al., 2011), 

Anti-counterfeit (Cheung and Choi, 2011), Hospital (Qu, 2011), and Manufacturing (Lao et al., 

2011). A single framework with elements that are general to all consumer products has not 

been examined. 

2.7.6 Causes or Sources of Information Systems Vulnerability and Solutions 

The RFID vulnerability can be categorized into causes and sources (discussion in section 

7.4.11). Various authors have tried to tackle such causes and sources, for example Reason 

(2000) attempted to manage human error; Possible solutions to hacker attack has been analyzed 

by various scholars including Lee (2015), Mandhare, Sen, & Shende (2015), Raju and 

Parwekar (2015), and Apiecionek, Czerniak, and Dobrosielski (2015). Hikage et al. (2015) 

defined essential components for realizing the ubiquitous society that relates to radio frequency 

operating environment; while Stylianou et al. (2013) and Guo (2013) attempted to reduce 

unethical usages to technology equipment. 

Human Error 

Reason (2000) explained that the human error problem can be viewed in two ways: the person 

approach and the system approach. The person approach focuses on the errors of individuals, 

while the system approach concentrates on the conditions under which individuals work and 

tries to build defences to avert errors. As human error can exist in various scenarios in an RFID 

system it is believed the human error in the context should be managed by the system approach 

as suggested by Reason (2000). System approach concentrates on the conditions under which 

individuals work and tries to build defences to avert errors or mitigate their effects. For 

example, a system approach could reduce recurrent error traps in the workplace and the 



organizational processes by minimizing or omitting incidents where workers can directly deal 

with RFID tags, including applying or reapplying, reducing “upstream” systemic factors of 

human error. However, eliminating human interaction of RFID, for example the use of fully 

automated end-to-end robots in the SC is impossible in practice due to its complexity, 

particularly in the multi-domain SC.  

Therefore, human error in multi-domain SC's RFID security breaches cannot be tackled by 

system approaches, and can only concentrate on the conditions under which individuals work 

and try to build defences to avert errors or mitigate their effects. Defences for human error 

should be implemented without the elimination of the human involvement. Since individual 

work is essential in a multi-domain SC, training must be emphasized in order to minimize the 

RFID security breaches. 

Training is described as the “extensiveness of formalized programs to develop knowledge, 

skills and abilities” (Evans & Davis, 2005, p. 760), and it is an important asset for SC operators. 

Fitzgerald (1992) defined that understanding the distinctions will avail you to understand the 

processes that characterize training and development and the ways in which they affect the 

short and long-term prosperity of an organization. Developing an efficacious employee 

performance and development plan is one of those processes. 

In the case of RFID security breaches, systems that are implemented with RFID should have 

financial budget reserved for training. It is suggested that reserving 10-15 percent of the total 

IT implementation budget for training will give an organization an 80 percent chance of 

prosperous implementation (Umble et al., 2003).  

There are also side benefits on proper training being done. For example, there are significant 

and positive effects on work performance by the employee training (Russell, Terborg and 

Power 1985; Dastmalchian and Blyton, 1992), and employee training can enhance leadership 

development (Ladyshewsky, 2007) and employee learning (Hasan, 2006). SC is an always 

evolving business and it is essential for operators to maintain overall SC performance, and 

therefore leadership development and employee learning are also important. Management 

goals can be shared with employees through training, as employee training’s likely outcome is 

a highly motivated work force whose goals are proximately aligned with those of the 

management (Thomas and Velthouse 1994). 

Key performance indicators are often used in SC to measure overall SC effectiveness, usually 

reviewed in the business world during contracts renewal. Training would also improve the 

performance of SC. Studies by Kalleberg and Moody (1994), Delaney and Huselid (1996), and 

Harel and Tzafrir (1999) suggested that training has a positive result on recognized 

organizational performance. 



Training depends on correct candidates in human resources, and researches have suggested that 

implementing HRM practice, including employee training, can enhance firm performance 

(Arthur 1994; Pfeffer 1998; Birdi, Clegg and Patterson 2008). From the training and the HRM 

practice, it could enhance the performance of the employee such as knowledge, skills and 

abilities. Besides, it helps to motivate and strengthen commitment to the tasks of the 

organization (Jackson and Schuler 1995; Birdi et al. 2008). 

Peretz & Rosenblatt (2011) noted the importance of training for organizational effectiveness, 

and scholars also further emphasized that motivation and cognitive ability seem to contribute 

most to the effective transfer of training to actual job tasks (Bell & Kozlowski, 2008; Blume et 

al., 2010; Colquitt, LePine, & Noe, 2000; Noe, Tews, & McConnell Dachner, 2010) 

After motivation to SC operators is emphasized through HRM and company vision based 

training, performance needs to be re-evaluated. Boselie et al. (2001) related various HRM 

practices with impact on performance, and d’Arcimoles (1997) highlighted that training is 

connected with effects on both productivity and profitability. Such improvements will be 

reflected in the reduction of unethical usage in RFID systems. 

Hacker Attack 

Various scholars have taken active approaches to reduce hacker attack possibilities based on 

the system to be protected, including using proxy server authentication for HTTP (Lee, 2015), 

data fortification for cloud computing based system (Mandhare, Sen, & Shende 2015), dual 

encryption for passwords (Raju and Parwekar 2015), and quality of services methods as DDoS 

protection (Apiecionek, Czerniak, and Dobrosielski 2015). Wealth of policies has been defined 

based on systems to be projected. These studies suggest that the use of security protocols such 

as HTTPS system is required on all internet connected servers, with the installation of firewall 

devices between the internet and intranet. Encrypted data communications through the use of 

Secure Socket Layer (SSL), while properly implemented, can ensure data security. 

Operating Environment 

Hikage et al. (2015) has implemented a step-by-step electromagnetic interference (EMI) 

assessment of RFID interrogators, showing examples of interrogators operating in various RF 

bands and experimental evaluation results for practical devices. The assessment defined 

civilian wireless devices as “essential components for realizing the ubiquitous society”, such as 

mobile phones, radio frequency Identification (RFID), Electric Article Surveillance and 

wireless power transmission. Similar assessment can be set as standard policies to assess the 

RFID EMI issues in SC operating environment. An assessment should be made and 

re-evaluated monthly to avoid EMI of civilian wireless devices against RFID tags on products. 



Shall assessment report any possible EMI, detectors should be installed in RFID operational 

environments and require such civilian wireless device to be turned off. 

Unethical Usage 

Stylianou et al. (2013) proposed a way to understand the behavioural intention of unethical 

information technology practices. The study could be used to improve understanding of the 

emergent ethical issues existing in the SC RFID related environment. Behavioural intention of 

unethical information technology practices should be highlighted, and application to a 

framework for implementing security-related policies can be achieved. Guo (2013) conducted 

an extensive review of security-related information system usage behaviour in the workplace 

by delineating and synthesizing the differences and proposed a framework for conceptualizing 

security-related behaviour. The framework developed consistent and comparable terms and 

concepts for further imposing security policies. 

Users perform unethically to the system either because they do not accept new IT systems or 

they do not share the same visions with the company in applying new IT system, as a result 

they use the system in a rebellious way. Acceptance of new IT systems by frontline SC 

operators are important, as the benefaction of a new technology to a firm performance can only 

be realized when and if the new technology is widely accepted (Hall and Khan, 2003).  

Many research articles have been found to determine factors that restrain the acceptance of new 

technologies by workers (Nah et al., 2001; Nicolaou, 2004; Bradley, 2008), and Venkatesh et al. 

(2003) had a study that focuses on the four critical factors related to technological use in 

organizational context: perceived attributes of change, social influence, facilitating conditions 

and individual characteristics. 

Nicolaou, A.I. (2004) explained that the success of the IT system implementation depends on 

user participation and whether users are involved in the system development process, business 

needs from the assessment and data unification into the new system. Therefore, user 

acceptance is important in system deployment, and to promote such user acceptance, benefits 

to the user for using new IT systems must be presented. For example, Bruque, S. and Moyano, 

J. (2007) examined case studies of the factors investigated that end-users would adopt the new 

IT system better by reducing the time for system being totally launched. 

Venkatesh, V., Morris, M.G., Davis, G.B. and Davis, F.D. (2003) analysed technology 

acceptance literature, and categorized theoretical models to explain technology acceptance, 

including the theory of reasoned action, the technology acceptance model, the motivational 

model, the theory of planned behaviour, a model combining the technology acceptance model, 

the model of PC utilization, the innovation diffusion theory, and the social cognitive theory. 

Apart from introducing benefits to end users, factors leading to resistance of using new systems 



must be avoided. Kim and Kankanhalli (2009) evaluated attributes where end users may adopt 

or resist IT systems when there is technological change implemented.  

In addition to increase user acceptance in new IT systems, ethically use of IT system can be 

improved by proper use of human resource management and training on company vision. 

Motivating staff and sharing company vision to SC operators have been a traditionally difficult 

task, and company vision based targeted training and best practice in human resource 

management (HRM) should be applied to solve this problem. While positively motivating 

staffs can be a prevention of further RFID security breaches, for every unethical usage of RFID 

system found, the loophole should be closed for a quick fix to the problem. This is particularly 

the case when RFID security breaches are found in multi-domain SCs, where certain RFID 

system operators are in an uncontrolled area where HRM and motivation of staffs cannot be 

easily achieved. 

2.7.7 Multi-domain Models of RFID Security  

Kim et al. (2007) defined the term “Multi-domain RFID systems” as a domain in a SC 

communicating to or from RFID systems owned by another domain in a SC. Focusing in RFID 

systems, Kim et al. did not explicitly address the scope of a “domain”; whether it represents a 

single company or different companies in a SC. In real world scenario, different RFID systems 

run by different companies working within the SC tend to have more security problems 

compared to those run by the same company. Furthermore, a domain can be seen to encompass 

one or more companies with the same function in a SC, and multi-domain therefore refer to 

companies with more than one function in the SC. For example, a retailer represents one 

“domain” in a SC, whereas a typical SC consisting a supplier, an importer and a retailer, forms 

a “multi-domain SC”, with the constituent domains interconnecting throughout the SC. 

Kim et al. recognized the RFID tag-owning organization which implements the RFID tag for 

its own use in the SC to be a “single-domain” system. They raised that these single-domain 

systems may interact with the RFID systems of other SC members (e.g. the manufacturer’s 

RFID tag being read by a retailer), and terms this as a “single multi-domain” system which, 

because this interaction may be potentially less controlled than a simple single-domain system, 

or even a multi-domain system, can introduce RFID data security vulnerabilities. Lehtonen 

(2008), while not specifically recognizing multi-domain systems, has addressed chains of trust, 

threats, and risk in product authentication on predefined SC partners. Both studies consider the 

use of RFID tags with various parties, reflecting the practical issue of addressing RFID security 

in a system with more than one SC partners. 

However, while these researchers come closest to recognizing SC complexity with respect to 

RFID security, none of them address the real world complexity of global SCs for a product and 



its associated packaging and transportation for the total time it exists in that SC. Such a system 

could perhaps be seen as a network of disjointed large scale multi-multi-domain systems. 

2.7.8 Attack Vectors of RFIDs in Multi-Domain Supply Chain 

EPCGlobal defined “EPC Network” that starts from a product being manufactured and ends 

with a consumer acquiring that product (Kim, 2009), which is illustrated in Figure 4. Defined 

by EPCGlobal to identify every single manufactured physical object in the world, that 

organisation published an open standard, the EPCGlobal Tag Data Standard. The typical usage 

of EPC involves the use of Object Naming Service (ONS) and EPC Information Systems (EPC 

IS). An illustration is given in Figure 5, where a manufacturer has manufactured a product. 

Tagged by an EPC RFID, the attribute of the tag is uploaded to the local ONS with an EPC IS. 

Synchronizing with the root ONS, any party on the SC can request information about this EPC 

RFID through the party’s EPC IS, via EPC discovery services hosted in the EPC Network. As 

of 2018, EPCGlobal has SC industry leaders28 joining their board of governors and the aim of 

the EPCGlobal is to operate the standard for EPC RFID with Internet as the hub to share 

information among the EPCGlobal Network. 

 

Figure 4 "A RFID multi-domain system" adapted from Kim et al.(2007), Kim et al. included security features in 

this figure (in italic). 

                                                 
28  GS1 board of governors includes Auto-ID Labs, Cisco Systems, DHL Supply Chain, Haier, Johnson & 

Johnson, Kimberly-Clark Corporation, LG Electronics, Lockheed Martin Corporation, Metro AG, Novartis 

Pharma AG, the United States Office of the Secretary of Defense, Procter & Gamble, Sony Corporation, Dow 

Chemical Company, and Wal-Mart Stores, Inc. as of May 17, 2018 

 



From the perspective of an RFID Lifecycle, RFIDs are pre-assigned (through an EPC-type 

standard) prior to all manufacturing and post-consumer SC actions. Prior to manufacturing, 

RFID can reside in manufacturing machines, in factories that manufacture parts of consumer 

products and final assemblies, and in their transportation and warehousing locations. 

Post-consumer acquisition, RFID tags can reside in the product, where disposal of RFID 

products are in general garbage collection.  

 
Figure 5 “EPC Network” as proposed by EPCGlobal (2001), original figure focused only with manufacturer and 

retailer. The concept of RFID Lifecycle is added with inclusion of other typical parties (in black) in the supply 

chain for demonstration of the use of EPC Network. 

This extends tags beyond just spatial domains, to temporal ones based on the flow of the SC. It 

also adds a dimension to vulnerability opportunities and privacy issues 

2.8 Practical Implications of Academic Gaps 

Businessmen would prefer to have a single and easy to follow mechanism to solve problems, 

which is currently lacking from the academic researches. For example, a single flowchart, 

which leads from identifying RFID vulnerability attack as the problem, through choices boxes 

as pathways, to practical solutions of the stated problem, would allow businesses for easy 

adoption to prevent future attacks. Such easy-to-follow flowcharts exist in other business 

management decisions from minor operational issues like employee termination (Veyrat, 2017) 

to major systematic decisions like continuous improvement (Veyrat, 2016). Such 

flowcharts-like decision making model would benefit businesses for making decisions in the 

fast paced business world. 

2.9 Analysis Tools 

Data analysis tools allow researchers to sort through data in order to identify patterns, trends, 

relationships, correlations, and anomalies (Vassallo et al., 2018). Literature explanations of the 

tools are reviewed in this section, with the application of the tools discussed in Chapter 4. 



2.9.1 Fishbone Diagrams 

A simple tool used in this study to tackle a complex multi-domain problem would be the 

fishbone diagram. Fishbone diagram is also known as Ishikawa diagram. It was formed for the 

aim of recognizing and grouping the causes which create a quality issue. This method has been 

applied steadily to categorize the causes of other types of problems which an organization 

would face with. Hence, Fishbone diagram developed as a very handy tool in identifying risk of 

an event with various related causes (Ilie and Ciocoiu, 2010, Hekmatpanah, 2011, Abraham, 

Dereje, & Lim, 2001). The application of Fishbone diagram achieved the determination of the 

risk of key and subordinate causes, and the structure of treatment measures on vulnerability 

areas, specifically focused on the causes which determine high risk values. It is a simple 

analysis of cause sequence which mentions numerous causes and their sequence also can be 

finished with other illustration and hierarchy components for risks treatment. It is used to 

imitate the dynamic of the process analyzed (Ilie and Ciocoiu, 2010). 

Ishikawa diagram was named after Kaoru Ishikawa, a Japanese who was the first quality 

control statistician using this diagram in the 1960’s (Juran, 1999 & Wong, 2011 & 

Hekmatpanah, 2011 & Bose, 2012 & Doshi, Kamdar, Jani & Chaudhary, 2012 & Abraham, 

Dereje, & Lim, 2001). The authors used Ishikawa diagram has named it by Ishikawa diagram, 

cause-and-effect diagram, or Fishbone diagram (through this section these three different 

names used by authors were kept in originally format, and they are interchangeable). Typical 

use of this diagram is in the field of quality management in manufacturing industries (Wong, 

2011 & Hekmatpanah, 2011). This instrument could be used for groups in problem-based 

learning or in self-directed learning situations. The number of ‘fish bones’ in the diagram could 

be vary, every single ‘fish bone’ could be split into smaller ‘bones’ to show the correlation of 

all probable causes to the presenting problem if necessary (Wong, 2011). 

Fishbone diagram is an analysis instrument which provides a methodical way to observe the 

effects and the causes which make or contribute to those effects. The function of Fishbone 

diagram can also be used to indicate multiple cause-and-effect relationships (Watson, 2004 & 

Hekmatpanah, 2011 & Bose, 2012). The configuration of the diagram aids researches to think 

in a very methodical way. Some of the advantages of creating a Fishbone diagram are that it 

helps to define the root causes of a problem or quality features using a structured methodology, 

encourages group participation and make use of group knowledge of the process to identify 

areas where data should be gathered for further study (Balanced Scorecard Institute, 2009 & 

Hekmatpanah, 2011). 

The design of the diagram looks like a skeleton of a fish. The indication could be simple, bevel 

line subdivisions which lean on a horizontal axis, signifying the distribution of the multiple 

causes and sub-causes. It could also be finished with qualitative and quantitative appreciations 



(section 2.9.2 further explains the qualitative approach and 2.9.3 for quantitative), with names 

and coding of the risks which describe the causes and sub-causes, with elements which show 

their sequence and with other diverse means for risk treatment (Ciocoiu, 2008 & Bose, 2012 & 

Hekmatpanah, 2011 & Doshi, Kamdar, Jani & Chaudhary, 2012). Fishbone diagram can be 

applied to determine the risks of the causes and sub-causes of the effect, also of its global risk 

(Ciocoiu, 2008 & Hekmatpanah, 2011). The analysis usually comes along with other indication 

and establishing treatment priorities methods after Fishbone diagram (Ciocoiu, 2008). 

Fishbone diagram can also be a visualization tool to identify the root causes of quality 

problems and summarize hidden causes for an effect or issue by classifying possible causes 

into categories (Chang, 2015 & Tague, 2005). According to American Society for Quality 

(2005), fishbone diagram and analysis usually assesses the causes and sub-causes of one 

specific problem and hence assists to find out all the indications of any business issue. 

Therefore, fishbone diagram would be an overall assessment of the causes of the focal 

problems as well as the revelation of the root causes (Balanced Scorecard Institute, 2007 & 

Bose, 2012). 

Fishbone diagram is drawn by first identifying a main problem to be fixed and has been put on 

the head of the diagram while the causes are put as the bones and smaller bones are made as the 

similarity of the sub-causes (Bose, 2012). 

Applications of Fishbone Diagrams 

The vast application of fishbone diagram leads to no doubt that fishbone analysis is a very 

effective tool to sort out the causes of problems but there are some disadvantages stated in few 

literature. Bose (2012) claimed that fishbone analysis does not make clear the sequence of the 

causes. Ruhm (2004) said that fishbone analysis cannot fix the problem in reality because a 

problem might happen owing to some reasons but the extent or extremity of each reason cannot 

be the same. Watson (2004) thought fishbone analysis just a substance of consequences which 

unable to signifies details of the relevant cases. Ruhm & Watson (2004) both defined that the 

fishbone analysis detects causes under pre-defined categories only but not relate to causes to 

each other and to each category.  

There are many procedures have been developed for diagramming problematical business 

circumstances through systematic conventions. Hennessey (1978) suggested using fishbone 

diagram to signify observable symptoms attributable to a few causes to be decided upon by the 

problem framing session participants. The fishbone structure is the tool of helping what is 

becoming known as the back step analysis of a problem. It is a practical aid to problem 

formulation in which one proceeds from a problem backward to its assumed causes. The search 

process of back step analysis involves writing down the observed problem. Back step analysis 



is connected to the indication that it takes some variables to create an effect. Back step analysis 

is very responsive to group problem formulation; benefit could be added though making use of 

teamwork for brainstorming. Advantages can accompany any problem-framing means which 

entails a casual diagramming procedure. The fact is that most problem-framing methods try 

something of the kind is not purely coincidental. Lack of sufficient methodological control can 

be one of the disadvantages of back step analysis (Madu, 2012). 

Ishikawa (1986) suggested that fishbone diagram helps people to think through problem causes 

(Hekmatpanah, 2011). This method combines brainstorming and a concept map. Identifying 

the problem; working out the main causes involved; identifying potential causes and analyzing 

the cause and effect diagram are the four major process steps, which are used to tackle many 

problems containing risk management in production and services (Dey, 2004 & Hekmatpanah, 

2011). This instrument has been used to obstetrics, gynecology, emergency department and 

healthcare management (White et al., 2004 & Hekmatpanah, 2011). 

Fishbone diagram is almost the infinite application in research, manufacturing, marketing, 

office operations and so on (Hekmatpanah, 2011 & Doshi, Kamdar, Jani & Chaudhary, 2012). 

The participation and contribution of everybody involved in the brainstorming process is one 

of its strongest effects. Solutions are established to correct the causes and improve the process 

as well as criteria for judging the likely solutions may contain cost, feasibility, resistance to 

change, consequences, training and so forth (Hekmatpanah, 2011). Testing and 

implementation could be continued upon the agreement of solutions from the team (Madu, 

2012 & Hekmatpanah, 2011). Fishbone diagram are beneficial to analyze actual situations for 

the purpose of product or service quality improvement which is more efficient use of resources 

and costs can be reduced. Elimination of circumstances causing abnormal product or service 

and customer complaints and standardization of existing and planned operations are the 

advantages as well (Hekmatpanah, 2011). 

Doshi, Kamdar, Jani & Chaudhary (2012) believe that Ishikawa diagram is very famous and 

generally used to improve quality and reduce rejection among many methods. It is very useful 

for identifying the possible causes of error or problem from altered prospective so it would be a 

proper management tool for making right decision to resolve problem.  

Ishikawa diagram shows the causes of defect formation and assists calculating defect weights. 

It is an instrument for observing and detecting the processes of design, manufacturing, control, 

assembly and any other actions that take place in the product life cycle. It applied in graphically 

characterized a cause and effect relation which aids to separate the effects from causes of a 

problem and to recognize the complication of the problem. Ishikawa established the cause and 

effect diagram in which the analysis starts from the identified effect (e.g. defect, failure or 

another undesired situation) and leads towards the identification of all conceivable causes of 



that effect. The cause-and-effect diagram is a graphical analysis of the effect of several factors 

and their interrelations affecting a definite quality problem and the analysis of the 

consequences (effects) initiated by these interrelations. This instrument was formed in order to 

diagnose the relations between customer requirements and the quality of the final product, 

helping the identification of the product attributes (Gawdzińska, 2011). 

Fishbone diagram was applied in many divisions in order to structure, identify and look the big 

picture of the problem. Dhandapani (2004) used fishbone diagram and Pareto principles for 

software industries as well as Behnam and Alvelos (2011) applied for the tire industries in 

order to find the root causes that exist during retreading process (Abraham, Dereje, & Lim, 

2001). Chang and Lin (2006) used the fishbone diagram for the analysis of the root cause in 

tanker storage accident. Abraham, Dereje, & Lim (2001) wrote that this instrument uses 

graphical way to relate the causes of a problem to the problem itself. The diagram focuses on 

the causes rather than the effect since there might be various causes for a specific issue and 

hence this tool helps to identify the root cause of the problem in a structured and simple way. 

2.9.2 Multi Criteria Decision Making 

Multi Criteria Decision Making (MCDM) is involved in many different research areas, 

including operations research, information systems, healthcare, manufacturing and SC, and 

other uses. A set of multiple criteria in decision making are typical in evaluating options. A 

complex problem has to be well structured to make best decisions. Magnitudes of scholars 

provide solutions that solve MCDM problems. Yu (1973) and Zeleny (1973) suggest the idea 

of using compromised solutions on different units to solve MCDM, Duckstein and Opricovic 

(1980) agreed to Yu and Zeleny and formalized the VIKOR method to solve MCDM. Hwang 

and Yoon (1981) proposed Technique for Order of Preference by Similarity to Ideal Solution 

(TOPSIS) is another method to solve MCDM. Yoon (1987) was able to use TOPSIS to 

reconciliation discrete compromise situations, and Hwang et. al (1993) illustrated the use of 

TOPSIS algorithm to solve a numerical nutrition problem. The above solutions require data 

collection that is beyond the scope of this study, while multi-domain data are either not easy to 

retrieve or not available to domain operators. 

2.9.3 Analytical Hierarchy Processing 

Analytical Hierarchy Process (AHP) is a quantitative model to incorporate qualitative data and 

quantitative analysis (Meade and Sarkis, 1998). AHP is a moderately general instrument for 

modelling strategic decisions; however its basic associations are prohibited for an integrated 

dynamic modelling of the environment would be the fundamental limitation. It also assumes 

that the system elements are not correlated and are affected by a unidirectional hierarchical 

relationship. The highest element of the hierarchy is the overall objective for the decision 



model. The hierarchy breaks down from the general to particular attribute till a level of 

manageable decision criteria is fulfilled (Meade and Sarkis, 1998). 

AHP is a decision-making instrument to define the general decision operation by decomposing 

a complicated problem into a multi-level hierarchical structure of criteria (Saaty, 1990; Wang, 

Huang & Dismukes, 2004). It is realized that AHP is an essential generic means and widely 

applied in different fields, especially for manufacturing areas. It is also believed that AHP 

could be an operative tool to assist human decision making because the hierarchic structure of 

AHP could reveal the natural tendency of human mind effectively (Wang et al., 2004). 

AHP also is an extensively implemented decision support technique in management research, 

for instance, the applications of AHP could be found in evaluating risk factors in enterprise 

resource planning execution. AHP is a dominant tool in solving complex decision problems 

which was developed by Saaty. It helps analysts to consolidate the critical aspects of a problem 

into a hierarchical structure which similar to a family tree. Analysts could make the best 

decision with a clear rationale through decreasing difficult decisions to a series of simple 

comparisons and rankings, synthesizing the results then (Sevkli, Lenny Koh, Zaim, Demirbag 

& Tatoglu, 2008). 

Using the AHP methodology, the decision problem is structured hierarchically at different 

levels with each level contains a fixed number of decision elements. The higher level of the 

hierarchy symbolizes the overall goal, while the lower level comprises of all possible choices 

(Partovi, 1994). 

AHP is a theory of measurement aimed at dealing with measurable and intangible criteria 

which have been applied to several areas like decision theory and conflict resolution (Vargas, 

1990). It is also a problem solving framework and a logical process for indicating the elements 

of any problem (Saaty, 1983). It involves three steps, starting with decomposing multifaceted 

problem into a hierarchy which contains some manageable elements. The next step is to use a 

measurement approach to set priorities among the elements. The final step synthesises the 

priorities of the elements to form the overall priorities for the decision alternatives. AHP is 

more objective than traditional decision analysis as it does not acquiring decision maker to 

make subjective judgements. A SC development project is a group effort and hence it is vital 

that a decision support tool intends to integrate group decision (Korpela, Lehmusvaara & 

Tuominen, 2001).  

Analytical Hierarchy Processing in MCDM with Fishbone Diagram 

Zhao et. al (2012) explained fishbone diagram does not determine causes importance, and the 

solution Zhao used was analytic hierarchy process (AHP). Zhao performed in his study safety 

risks of a subject and found priorities of the causes of such safety risk by using what he 



described as “a combination of qualitative and quantitative, systematic, and hierarchical 

analysis method”. He used AHP because he referred fishbone diagram as decomposition of 

complex problems and AHP as a more comprehensive process which included decomposition, 

judgment, and integration which solves problem in a systematic way. 

Zhao has identified the basic steps of AHP as follows: 

(1) Build hierarchy model 

(2) Perform pairwise comparison matrix 

(3) Weight vector calculations 

(4) Combine weight vectors 

In addition to Zhao, many authors have used the AHP as supplementary tools to perform 

researches. Pourghasemi et. al (2012), for instance, discussed the application of fuzzy logic and 

analytical hierarchy process; Komac (2006) used multivariate statistics with analytical 

hierarchy process method. Logistics applications applying AHP is also uncommon, Min (1994) 

applied AHP in an international consolidation terminals study (Min, 1994) and Thompson 

(1994) applied AHP in the analysis of contract incentives distribution.  

AHP starts with pairwise comparsion on a set of alternatives to a solution. Fechner (1860) 

introduced the pairwise comparison idea, and Thurstone (1927) agrees to Fechner and formally 

developed pairwise comparison as an analysis tool. Pairwise comparison study has not relate to 

MCDM until Saaty (2008) studied decision making with the analytic hierarchy process. 

Pairwise comparison is easy to perform and fit our study objective while SC practitioners, as 

noted in the semi-structured interview, usually have no control in the cause and source from 

uncontrolled domains in the SC, a comparison of impacts on the cause and source from the 

uncontrolled areas is easy to analyze, as the impacts are usually affect the domain with the said 

SC practitioner reside in. 

Alonso et al. (2006) suggests AHP the use of pairwise comparisons to solve Multi Criteria 

Decision Making problems involving alternatives and criteria. He suggests the use of AHP, 

which uses a reciprocal decision matrix obtained by pairwise comparisons. AHP breaks down a 

general question into a hierarchy of sub-problems, which are easier to evaluate. Saaty (1990) 

suggests the most common evaluation of AHP involves mathematical normalization procedure 

which the study will follow this approach. 

As AHP is based on study target answers, it has a qualitative tools to emphasize the consistency 

of the pairwise comparison answers given from the survey input. Generally, most authors 

consider consistency test of the pairwise comparison table is important. Karapetrovic and 

Rosenbloom (1999) announced various approaches to control consistency are AHP studies. 



Kwiesielewicz (2004) discusses the how to spot inconsistent and contradictory judgments in 

pairwise comparison method in the AHP.  

2.9.4 Interpreting AHP Solutions to MCDM Problems 

MCDM problems and solutions are complex in nature, and the use of AHP will prioritize a 

solution for such problem. However, how to interpret the solution and setup policies requires 

experienced SC practitioners, and focus group studies would be a valid choice. Gill et al. (2008) 

considers interviews and focus groups are the most common methods of data collection used in 

qualitative research, while interviews can be used to explore the views, experiences, beliefs 

and motivations of individual participants, focus group generates qualitative data by use of 

group dynamics. They further explains that focus groups are used for generating information 

on collective views, the meanings that lie behind those views, and rich understanding of 

participants' experiences and beliefs. Agreeing to Gill et al., Stewart and Shamdasani (2014) 

explained that there are three ingredients in a focus group study. (1) The Purpose, (2) The 

knowledge of focus group members, and (3) the budget that influences the degree of 

specification. Focus group study performed is further documented in section 8.4.1. 

2.10 The Literature and its Connection to this Study 

Literatures have tight connection to most study methods, such as design science approach 

(discussed in section 4.3), as the basis of design methodology. The literature review not only 

provides background information relevant to the study, to provide the reader with information 

and a lens through which to view the rest of the study, but also treats the literature review itself 

as a research artefact to address a specific research questions (see section 3.3).  

Various authors have commented on the use of the literature review. Gall et al. (1996) 

suggested that literature review plays six major roles in a research paper. Hart (1998) agrees 

with Gall, Borg, and Gall (1996), but also adds eleven additional reasons for reviewing the 

literature. The literature review, in addition to providing background for the reader, serves as 

the first artefact delivered by the design science methodology (discussed in depth in Chapter 3). 

Application of the framework by (Gall, Borg, and Gall, 1996; Hart, 1998) are linked up with 

the goals of the literature review, and are shown in Table 12. 



 
Reasons for Reviewing Literature for General 
Research Papers Shortlisted for this Study 

Major Reason for 
Literature Review Adapted 

Gall, Borg, and Gall (1996) 
delimiting the research problem Security Breaches in RIFD 

Life Cycle 
seeking new lines of inquiry  
avoiding fruitless approaches  
gaining methodological insights Design Science / Case Study 

Approach 
identifying recommendations for further research  
seeking support for grounded theory  
 
Hart (1998) 
distinguishing what has been done from what 
needs to be done 

Technical / User Management 
/ Forecasting Approaches 
done, general integrated 
approach missing 

discovering important variables relevant to the 
topic 

Security Breaches can be 
measured in various domains  

synthesizing and gaining a new perspective  
identifying relationships between ideas and 
practices 

 

establishing the context of the topic or problem  
rationalizing the significance of the problem Significance of RFID 

Breaches in financial and 
non-financial means 

enhancing and acquiring the subject vocabulary Various such as privacy, 
RFID, SC. 

understanding the structure of the subject Yes 
relating ideas and theory to applications  
identifying the main methodologies and research 
techniques that have been used 

Kim et al.’s Multi-domain 
RFID Vulnerability model 
and list of security breaches 
by various scholars 

placing the research in a historical context to show 
familiarity with state-of-the-art developments 

 

Table 12 Reasons for Reviewing Literature Mapped to this Study. 

Adapted from Gall, Borg, and Gall (1996) and Hart (1998) and mapped to this study 

Through the literature review, it emerges that there is no existing security policy and standards 

in worldwide practices. This study will supplement the literature by analysing the security 

breaches, SC members’ attitudes to them and approaches to address them. Because of its 

central and important role as the source of many global SCs, PPRDLH provides a significant 

focus for research. 



Extant research suggests the potential for developing a framework that can bring together 

wide-ranging directions of study. Such a framework can serve as a means to identify potential 

research gaps, and also to help build practical policy and standards that extend the academic to 

the practical realm. 

In addition, it is evident that many authors have considered SC RFID security breaches in the 

context of single domains, even while SCs by definition are connected across several domains. 

A framework that considers the complexity of multi-domain SCs is needed but missing, this is 

especially true for companies in the SC buyer’s domains, as they have to indirectly pay for all 

systems in the SC even for RFID systems owned by other domains, say the suppliers, who 

cannot guarantee system security.  

 



3 Research Objectives 
 

 

3.1 Introduction 

Research objectives specify what is to be achieved in a research project. They are set before the 

project beings and provide a framework to provide direction and set the scope of the project. 

They typically contain a hypothesis and/or a statement of purpose. Lyons (2017) defined six 

important characteristics in good research objectives; that they should be (1) brief and concise, 

(2) in logical sequence, (3) realistic, (4) described in operational terms (5) contain specific 

action verbs, (6) be static once research begins. The six characteristics were considered in 

establishing the objectives for this study. 

Overall research objectives are supported by Research Questions (RQs). These provide 

scaffolding for the objective; by asking these RQs the objectives are achieved. Bordage and 

Dawson (2003) suggest RQs are the most important success factor of a study and a successfully 

written research question is the basis of the entire project. Extending the suggestions of 

Bordage and Dawson, Bryman (2006) notes that unclear research questions lead to unfocused 

research. 

Deficiencies in RQs leads to problems in the research. Oki (2016) defines three types of failure 

in research due to RQ deficiencies. They may remain wholly or partially unlearned through the 

course of the study. They may be unanswerable due to their nature or lack of researcher’s 

capability and resources. They may be unfit, lacking validity or reliability due to such factors as 

unsuitable data collected or invalid analyses. 

Any of these three RQ deficiencies lead to unsuccessful (compromised) research, and might 

require a rewrite as the research reveals information and findings, where adjustments will be 

  

 The research aims to reducing supply chain security breaches in a multi-domain 

RFID system by establishing an easy to use and robust policy framework covering 

leading-edge to trailing-edge industries. This is a complex question as requirements 

of first defining security breaches in RFID systems are needed but missing, and 

different supply chains could have multiple causes and sources of RFID security 

breaches. Three RQs are used to focus the study in order meet this overall 

objective. This Chapter considers the rationale and context of the objective and 

RQs. 



required to further direct the research to the correct path. In practice, defining RQs in a research 

project is an iterative process, where RQs help provide the focus on where the research should 

start and based on the answers to these, whether the objectives will be achievable, and whether 

they must be revisited. 

RQs may also play a role in approval, funding and resource allocation. For example, ethical 

approvals, time requirements, and resource allocations in this study were sought before this 

study started (Bell, 2014). This study has three RQs that represent questions to be asked to 

achieve the research objectives.  

3.2 Research Objective 

As evidenced from the literature reviewed and discussed in section 2.5, RFID systems are 

valuable for SC in a wide range of areas including areas of inventory management, tracking, 

payment, and transportation (tabulated in Table 5 and discussed in section 2.5.2) as it provides 

benefits (discussed in section 2.5.5), along with its high utility such systems carry 

commensurate vulnerability (discussed in section 2.7.8) and prone to security threats 

(discussed in 2.6). This situation is more complex in multi-domain SC RFID systems that serve 

modern global SCs (discussed in 2.7.7), where vulnerabilities in one domain could be difficult 

to tackle solely from other domains. Vulnerabilities and responses to reduce them have 

predominantly been addressed by means of technical research focusing on the hardware and 

software. There has been less work on policy frameworks that operate across the SC in its 

entirety. 

This suggests a valuable research gap that can reduce the overall vulnerabilities associated with 

RFID use, and therefore increase the net benefits of using this technology. Based on these 

factors the Research Objective for the study is: 

Development of a Multi-Domain RFID Security Model for Global Supply Chains 

 

In order to test the model, a framework will also be provided as a byproduct of this thesis.  This 

framework will enable logistics practitioners to adopt the framework easily.  Therefore, in 

addition to the research objective, this thesis will perform: Development of a Multi-Domain 

RFID Security Model for Global Supply Chains, and a Practical Framework for Model 

Adoption 

This objective is met by answering the following 3 RQs: 

RQ1: What are the types and sources of multi-domain RFID security breaches across the SC? 

RQ2: In what way can current multi-domain security models be extended to address RFID 

security breaches across the SC? 



RQ3: What policy framework will reduce multi-domain vulnerability? 

3.3 Justification of RQs 

Research Question 1 (RQ1): 

What are the types and sources of multi-domain RFID security breaches across the SC? 

Section 2.6 discussed the list of RFID vulnerability as summarized by Rotter (2008) and his list 

can be used as a starting point of types/sources of multi-domain security breaches apart from 

the vulnerability human tracking (discussed in section 2.6.6). RFID security vulnerability in 

SC therefore consists of eavesdropping (2.6.1), relay attacks (2.6.3), unauthorized tag reading 

(2.6.4), tag cloning (2.6.5), replay attack (2.6.2), tag content changes (2.6.7), malware (2.6.8), 

RFID system breakdown (2.6.9), tag destruction (2.6.10), blocking (2.6.11), jamming (2.6.12), 

back-end attacks (2.6.13).  

However, are all of these attacks are applicable to RFID systems in SC? It is clear that the list 

needs to be updated to fit specially for SC, which none of such list exist, which is the research 

gap for RQ1. This is a prerequisite for studying the phenomenon as otherwise RFID security 

breaches count cannot be accumulated and analysed. The study shortlists and adds newer 

security breaches to the existing work of various scholars in order to provide a comprehensive 

list of security breaches. It should be noted that RQ1 considers breach incidents and 

vulnerability together, since they are related. It incorporates aspects of Kim et al.’s 

multi-domain SC model in order to categorise RFID security breaches across the SC. 

The outcome list would provide a new model, given by the name Multi-Domain SC RFID 

Vulnerability (MDSCRV). The new model might not fit all SCs, and therefore a further study 

of MDSCRV in different SCs are needed. The study of LEI and TEI can provide a wide 

spectrum of SC with RFID applied has to be chosen. In terms of RFID usage in SC, leading use 

of RFID applies RFID from end-to-end SC, and has a longer RFID lifecycle. On the other hand, 

trailing edge uses of RFID could be just applying RFID in one single domain. For example, a 

retail shop applies RFID to their products for tracking and tracing purposes. The two industries 

chosen are the pharmaceutical and jewellery industries. The value of goods in both industry are 

important (non-financial) and high (financial), and the SCs are complex (as discussed in 

section 1.11). The two industries will be used to benchmark RFID security breaches against the 

MDSCRV model. As the two industries have high significance in global trade, in terms of 

financial and non-financial implications (discussed in 1.11), a check list of all of these 

vulnerabilities would be useful for SC practitioners to implement security measures in 

protecting their SC. There is a gap in current literature where RFID security breaches study are 

only based on one single industry but never compare multiple SCs. 



As per chapter 2 suggests the financial importance of PPRDLH of Mainland China is a world’s 

factory and has high significance, the jewellery industry and pharmaceutical industry are the 

two selected industries because both are important SCs, have financial and non-financial 

implications; however, in terms of technology, one is leading and the other one is trailing. 

Pharmaceutical SCs, on one hand, have applied RFID end to end since raw material and 

production to end consumer, but jewellery SCs have only applied RFID recently and most of 

them only have applications in the retailing areas. In addition, as discussed from chapter 2, the 

financial and non-financial implications of SC can be well demonstrated by the two types of 

goods. While jewellery has higher impact on financial implications, pharmaceutical products 

have higher impact on non-financial implications. 

Different SCs have different characteristics as discussed by authors over the past twenty years 

as discussed in section 1.11.4. However, why would RFID applications in SCs be different 

even for same cargo values? Is there categorization of SC that leads to RFID applications? 

Would RFID security breaches be different in different SCs? 

Research Question 2 (RQ2): 

In what way can current multi-domain security models be extended to address RFID 

security breaches across the SC? 

While the preliminary model could advise solutions to RFID security breaches, more complex 

industries with multiple security breaches cannot be solely explained from the preliminary 

model. Security vulnerability from any domains can cause RFID security breach in other 

domains. Considering solely the vulnerabilities without which domains the vulnerability arose 

cannot tackle the RFID security breach problem entirely. 

Therefore, the preliminary model needs to be extended in order to capture the problem entirely. 

Current academic papers only consist of study for single domain RFID systems, or for studies 

that have considered the multi-domain property of the SC, only some RFID systems (for 

example only EPC tags have been researched by Kim et al., as discussed in section 1.8). A 

framework that can cover both long and short RFID lifecycle for all RFID systems are required 

but missing. 

In particular, jewellery industry has a relatively higher financial implication and the 

pharmaceutical one inclines more on non-financial implication, hence the security breaches of 

these two industries could be different. It will make it easier for future studies on RFID security 

breaches of a SC to be based on the results presented in this study by determining whether the 

SC has higher financial or non-financial implication. Furthermore, if a relationship of RFID 

security breaches to SC and various types of financial implications categorization can be drawn, 



those RFID security breaches of other categorization of SC can also be determined, resulting in 

the RFID security breaches being directly identified according to its specific categorization of 

SCs. For example, for high financial implication SCs, RFID security breaches of this SC tend 

to be higher as well. 

Research Question 3 (RQ3): 

What policy framework will reduce multi-domain vulnerability? 

Causes and sources of the RFID security breaches are also important for dealing with RFID 

security breaches. A set of RFID security breaches could come from the same RFID security 

cause or source. Once this has been studied in future scenario, dealing with multiple cases of 

RFID security breaches identified in this study could be done by just resolving one or two 

cause or source of RFID security breaches, which will be easier than dealing with multiple 

RFID security breaches themselves. 

While the nature of SCs can be categorized, the RFID security breaches in SCs can also be 

identified and categorized. If such categorization is possible then in the best scenario future 

RFID security breaches can be directly identified by the category of SC. Say for example, 

RFID signal jamming is likely to occur as a possible RFID security breach for SCs that has 

products directly interacting with end consumers. 

For LEI, the situation is more complex, and multiple domains vulnerabilities should be 

considered. For example, vulnerability issues in domain A could lead to security breaches in 

domain Z in a SC with solutions found by SC practitioners in domain Z, however such 

solutions cannot be applied due to the domains are not directly associated. Therefore, solutions 

to multiple RFID security vulnerabilities need to be prioritized, and is missing from any 

literature. To the best understanding this is the first study ever tried to tackle such problems. 

3.4 Discussion 

Like all the above-mentioned academics, the aim of the research is to solve the vulnerability 

problem of RFID. RFID has the advantage of being fully automatic and works without line of 

sight. However, these would also expose the weakest areas in security. If RFID security 

breaches are eliminated from the SC, the potential of RFID in reducing human errors and 

performing automated tasks are unlimited. A good research methodology (discussed in section 

4.3) is able to solve the vulnerability problem. 

 

 



3.5 Academic Studies 

These researchers come closest to recognizing SC complexity with respect to RFID security, 

but have not addressed the real world complexity of global SCs for a product and its associated 

packaging and transportation time during its existence throughout that SC. 

As evident from these issues, backed up by the literature being reviewed, the existing models of 

SC RFID vulnerability are far from sufficient. Lehtonen (2008) for instance, only focused on a 

system that is based on a limited part of the SC, where connections to non-predefined SC 

partners were not considered. Ideally, a study should focus on the RFID from planned product 

manufacturing to the ultimate destruction of the RFID tag downstream in the SC after product 

consumption; that is a multi-domain system (Kim et al., 2007). Kim et al.’s multi-domain 

model attempts to deal with the situation, but it is too convinced that RFID tags only appear in 

the EPCGlobal format and therefore missing out a generalized study considering all different 

types of RFIDs. 

What has been omitted from the current research is a model that explains RFID security with 

the SC partners with whom a business deals. This leads to questions of RFID security 

implementation guidelines and checklists, and the addition of “timeframe” as a conceptual 

structure on which RFID security enforcement can be focused. 

Some researchers have tried to tackle only this problem with a purely technical approach 

(discussed in 2.7.1); however, as a product moves along the SC, from the time before the 

factory manufactures the goods to after the ultimate consumption by the consumer, there is 

little research on what kind of security requirements is needed. Point-in-time approaches based 

only on technical issues, hence it certainly cannot address the security issues in this 

multi-domain environment. Goods can travel in the SC in two directions (e.g. reverse logistics) 

and can skip certain parties (e.g. online shop and direct selling). Unnecessary information 

broadcasted in the SC could cause data “leakage” or flood systems with invalid and irrelevant 

data. These serious “RFID information pollution” questions have to be well addressed before 

RFID tags are distributed in consumer products in a worldwide scale. 

These questions cannot be addressed easily by any of those models; even that of Lehtonen 

(2008) or Kim et al. (2007). Development of a model that addresses these complex real world 

issues could be used to effectively identify security concerns of SC partners, focusing on the 

attack vectors of RFIDs used through its lifespan, and be used to develop a practical security 

framework that can be shared by members across the SC. 

The significance of this research is highlighted by the increasing amounts of sensitive data 

stored in the RFID systems as the use of RFID is forecasted to grow exponentially at 33% per 



year at least until 2018 (Gartner, 2003). Major security issues including item track and trace 

(Swedberg, 2003), inventory monitoring and control (Lewis, 2005), asset monitoring and 

management (Hsiao et al., 2018), electronic payment (Kourouthanassis, Koukara, Lazaris, and 

Thiveos, n.d.), access control (McCullagh, 2003), anti-theft (Colvey, 2003), anti-tampering 

(Ward, 2006), and anti-counterfeit (Handfield and Nichols, 2002) are all sources of, and 

impacted by, whole-of-SC security concerns. These issues will contribute to major financial 

and other negative impacts if security vulnerability is not addressed. 

As Lehtonen (2008) shows, due to decreased controls between SC domains, the problem is 

further magnified, and this is likely to increase as SCs become more complex and the goods are 

more globally distributed. Academic theorists have tried to provide model-based or 

technology-based solutions but in practice an operating and policy framework is needed to 

provide accepted rules that ensure security principles are followed. 

The limited pool of current literature can be adopted to examine the possible vulnerability of 

RFIDs and build this operating and policy framework. This model will be constructed and used 

to highlight the points and types of security vulnerability and estimate the percentage coverage 

of such points against overall security breaches. The results from the model will be beneficial 

to companies (especially PPRDLH factories that export to world market) who wish to 

implement security measures. 

The significance of this result would be its crucial contribution to a safer production 

environment in factories in China. Buyers from overseas including US and EU will enjoy and 

be rest assured of all items produced are tagged with secure RFIDs along with a secured 

operation framework, reducing direct and indirect financial impact of data and products, 

including the above mentioned example RFID sealed containerized products and terrorist 

attack weapons. 

3.6 Summary 

Review of the literature justifies the objective as it reveals gaps that this research addresses. 

The research questions have been drafted to align with and completely consider the research 

objective. The process of aligning the RQs with the objective, and the research methods used in 

addressing them are arguably learned questions, they are answerable because scope and terms 

are well defined. Finally, the RQs are fit questions, as data collected according to the 

methodology chosen was able to answer the RQs. The methodology is explained in the next 

chapter; and data collected in chapter after next. 

 



4  Research Approach 
 

 

4.1 Introduction 

Research Methodology is important to a research study. Merriam-Webster Dictionary (n.d.) 

defines the term “methodology” as “a body of methods, rules, and postulates employed by a 

discipline”, and “the analysis of the principles or procedures of inquiry in a particular field”. 

Maxwell (2012) considers research methodology to be the approach to discover the result of 

the RQs. Researcher uses different criteria for solving the RQ (Voss, 2002) and different 

methodologies have been considered when choosing the research methodology for this study, 

and the justification will be provided. 

4.2 Research Paradigms and Methodologies 

The worldviews that researchers subscribe to, and their beliefs about the nature of ‘truth’ and 

how it is established are the backbone of modern research philosophy (Saunders, Lewis, and 

Thornhill 2009). Many different scholars have tried to describe research philosophy, and two 

key primary types are summarized by Chua (1986), Hussey and Hussey (1997), and Mingers 

(2002) as “Positivism” and “Interpretivism” philosophies. There are also four different types of 

assumption, operating in research form an important basis of the research and might affect 

research hypothesis, data gathering, and certainly results as well.  

4.2.1 Characteristics of Paradigms  

Candy (1989) suggests paradigms can be grouped by their characteristics into three main 

taxonomies, namely Positivist, Interpretivist, or other paradigms (including critical paradigm, 

discussed in 4.2.2). Positivist and Interpretivist philosophies differ in the perceptions of reality. 

Positivists perceive reality and the existence of the physical world as objective phenomena. 

  

 Research methodology guides the researcher to collect samples, data and 

subsequently find a solution to a problem. Research methods are not chosen 

arbitrarily but require justification based on paradigms and methods suggested by 

various philosophers. Research design, including plans for data collection, 

measurement, and analysis provides a structure and overall strategic plan for the 

overall research project  

 

 



Interpretivists believe that reality is a subjective phenomenon formed in the minds of 

individuals and generates meaning within the physical and social environments. 

Many authors agree with Candy, Chua, Hussey and Hussey, and Mingers, and further suggest 

other research philosophies. Examples include Realism research (Saunders, Lewis, and 

Thornhill, 2012 and Novikov and Novikov, 2013), argumentation (Van Eemeren, 

Grootendorst, and Eemeren, 2004), Critical Theory (Stahl and Brooke, 2008) and Design 

Science (Venable, 2010).  

Positivist Research 

Positivists believe reality is stable and can be described from an objective viewpoint (Levin, 

1988) and therefore their philosophy of research pre-assumes the existence of an objective 

world without the perceptions of its social actors. In positivism there exists an objective reality 

that has measurable and tangible properties, and is measured and described using methods 

independent of the researcher (Myers, 1997). Positivist research usually starts by making 

assumptions and then evidence is sought for propositions, conducting measurement on 

quantifiable variables, testing hypotheses, and drawing statistical results from representative 

samples to the research subject. Positivist philosophy research consists of studies that can be 

measured, quantified and determined based on reliable data. 

There is a limitation to positivism, as all knowledge is based on transitional conjectures and can 

be changed as new information emerges that contradicts established beliefs (Lynch and Jarvis 

2008). Therefore, positivist research accepts that all findings based on empirical evidence are 

imperfect and subject to errors and changes (Phillips and Burbules 2000). In addition, 

positivists believe existing knowledge can be improved by examining smaller parts of subjects 

which form additively, into a bigger reality. Such examination can be done typically by means 

of quantitative instruments, such as structured survey questionnaires, scientific apparatuses, 

measuring devices. Repeated experiments and surveys of smaller parts of subjects forming 

arguments of larger reality are very common in positivists’ data collection in the field of social 

science. 

Interpretivist Research 

Interpretivist researchers argue that all individuals continually seek to make sense of the world 

in which they live and therefore assert that reality is a perception from social constructions such 

as language, shared meanings, documents, tools, artefacts and consciousness. As such social 

context, meanings and experiences of individuals evolve due to ongoing social negotiations, 

therefore reality is not a static phenomenon. Thus interpretivist researches gather data by 

listening to participants in a study in the context of social settings, since dynamic reality exists 



in the minds of individuals with the impact of cultural influence on the experiences of reality in 

research. 

Interpretivist research does not emphasize predefined dependent and independent variables and 

is focused on context and process. Qualitative instead of quantitative data is more likely to be 

used to analyse perceptions and build theories, rather than just test them. This approach is very 

common in business research topics since business is fundamentally a human construct with 

interactions. 

When dealing with the study of management information systems in the context of 

organisations, one cannot omit organizations, their culture, management and the actions of 

individuals (Pather & Remenyi, 2004). Olson (1995) explains that information system 

researches features both social science and a view of the world from the viewpoint of the actors 

within it (Olson, 1995). 

Balancing points of philosophical view are emphasized in many studies. This includes Trauth 

(2001) who suggested that researchers must define the studied areas that are being treated as 

important, balancing those getting the most attention and also those getting less. Moreover, 

while research is taking place, researchers will develop knowledge of the subject and also a 

viewpoint (Janesick, 2000). 

The researcher’s philosophical perspective affects the process of enquiry, so it is not possible to 

obtain value-free data (Fielden, 2003; Krieger, 1991; Walsham, 1995). Researchers could be 

resultant bias (Krieger, 1991) and it is important to highlight the interaction between the 

researcher and the subject studied (Amaratunga et al., 2002; Myers, 1997), and to understand 

the philosophical approach taken in order to interpret the answers research provides. 

Other Research Philosophies: Realism, Argumentation, and Critical Theories 

Realism research suggested development of knowledge is a scientific approach independent 

from the human mind. Saunders, Lewis, and Thornhill (2012) coined this “direct realism”, 

suggesting that the world is portrayed through personal human senses. On the other hand, 

Novikov and Novikov (2013) argue with Saunders, Lewis, and Thornhill (2012) that the real 

world is experiences by humans through sensations, and therefore the world portrayed could be 

deceptive. Such studies are named as “critical realism”. Critical realists recognise the 

importance of human constructs (for examples organisations) as themselves influencing 

reality. 

Toulmin (1958) recognized argumentation as a study that builds knowledge based on a process 

of Claim, Data, Warrant, Backing, Rebuttal, and Qualifier. Claim is the conclusion with facts 

proving it as the data. Warrant is the bridge that gives the connection of data with the claim, 



and such warrant has credentials named as backing. Rebuttal is the exceptions to the claims and 

qualifier is the level of certainty. Some studies use these arguments, for example, a rebuttal is 

used to oppose thesis statements showing that opposing side's viewpoint has been considered 

and find it to be weak or invalid. 

Instead of focusing on human sense and constructs as critical realism scholars believe, critical 

theory scholars assess by social sciences and the humanities knowledge. Horkheimer (1937) 

defines Critical Theory as a philosophy in which understanding the society directly contributes 

to outcomes. It should always be improved by considering major social science studies, 

including geography, economics, freedom, power, social control, values, sociology, history, 

political science, anthropology, and psychology. Stahl and Brooke (2008) regards critical 

theory as a tool of discharging studies in social and ethical responsibilities, Orlikowski and 

Baroudi (1991) agree with Stahl and Brooke and further exclaim that studies are ever changing 

in nature and such changes cannot be neglected.  

4.2.2 The Four Dimensions of Assumptions  

Creswell (2009) agrees to these scholars with respect to positivist, interpretivist, and other 

researches, and further suggests four dimensions in which they may differ: Ontological, 

Epistemological, Axiological and Methodological. 

The Ontological Dimension 

Ontology is about the nature of reality and assumptions made by researchers in regards to how 

the world operates. Objectivist ontology is the argument put forward by positivists. In this, 

reality is an objective phenomenon, which exists independent of human perceptions and social 

constructs and can be measured, studied and investigated. Subjectivist ontology on the other 

hand, represents the interpretivisit argument, and suggests that reality is a social phenomenon 

and can only be studied by examining the individuals in the situation by listening to 

participants in the context of social settings. 

The Epistemological Dimension 

Epistemology relates to how appropriate knowledge about reality should be established. From 

the descriptions of positivist and interpretivist given above, a positivist would establish 

knowledge based on a measurement, examination, or analysis on objective data, while an 

interpretivist would build knowledge from a perceived, interpreted and inferred points of view 

from minds of individuals. In the epistemological dimension, a positivist would invalidate an 

interpretivist’s knowledge and similarly the interpretivist would invalidate the positivist’s 

knowledge, on the grounds that these were built on inappropriate knowledge from their 

respective point of view. 



The Axiological Dimension 

Axiology examines the correlation between the subject of the research and the biased values of 

the researcher. “Value-laden” indicates that an investigation being prejudiced by the beliefs of 

the researcher with high potential for bias, while “value-free” means the investigation is 

independent of the predispositions of the researcher, with lower potential for bias. Heron (1996) 

argues that values guide reason of all human action. For example, an interpretivist study with 

data collected through semi-structured interview suggests that researches value personal 

interaction highly than anonymous survey data. 

The Methodological Dimension 

Methodology is the actual process of the research, and is guided by ontology and epistemology. 

It is important for methodology to be clearly detailed and is therefore discussed in full in 

chapter 4.3. Research methodology is determined by many criteria, such as whether the 

research object exists, types of data needed to be collected, interpretivist or positivists research. 

Large scale surveys, structured or semi-structured interviews, disguise or non-disguised 

interview are all concerns of research methodology.  

4.2.3 Research Methodologies 

Research Methodology is the backbone of a research study. Galliers (1991) suggests fourteen 

different common research methodologies, and Pervan (1994) reported that Alavi and Carlson 

(1992) uses a hierarchical taxonomy to describe eighteen research methodologies, indicating 

their suitability for positivist and interpretivist research. With the variety of research strategies, 

researchers need to carefully study them before engaging one type of research strategy over the 

others. The research strategies have been studied and the findings are shown below, explaining 

and confirming the research strategy being used in this study. 

Laboratory Experiments 

A researcher adopts laboratory experiments to locate particular relationships between a small 

numbers of variables, which will be studied intensively through a planned laboratory condition 

by quantitative analytical techniques, in order to make general statements that can be used in 

real-life situations; but this method’s weakness is "limited extent to which identified 

relationships exist in the real world due to oversimplification of the experimental situation and 

the isolation of such situations from most of the variables that are found in the real world" 

(Galliers, 1991). 

Subjective/argumentative research, for instance, hermeneutics and phenomenology entail 

researchers to set an innovative or theoretical stance instead of being a spectator. It is a 

worthwhile practice which new theories can be created, different ideas generated and then 



tested. Nonetheless, a high possibility of researcher bias would exist in an unstructured and 

subjective form of research. 

Field Experiments 

Field experiments prolong laboratory experiments into reality of organizations and hence 

accomplish larger realism and lessen the extent to which circumstances that can be critiqued 

being affected (Gerber and Green, 2000). Actually, it is challenging to recognize organizations 

that are ready to be trialed and even to attain enough control to make reproduction feasible. 

Surveys 

Fink (2003) expressed that a researcher utilizes surveys to acquire data about practices, 

circumstances or opinions within a particular time from questionnaires or interviews. 

Implications could be made from this data regarding current relationships by using quantitative 

analytical technique. Researchers may study more variables at one time via surveys when 

compared with laboratory or field experiments, while data could be collected about real world 

environments. Weakness of surveys is that it is actually hard to realize interpretations 

concerning the reasons or processes involved in the occurrences surveyed. Also, bias might 

come from the possibly self-selecting nature of respondents, the time slot when the survey is 

conducted and the researcher him/herself via the design of the survey. 

Action research is a form of applied research where the researcher endeavours to develop 

outcomes or a solution which is beneficial to researchers and evolves theoretical knowledge 

simultaneously. Researchers intend to make practical and emancipatory outcomes, re-inform 

existing theory in the field studied by intervening problems directly. Action research is the 

same as case studies, which are tough to generalize findings because it is generally constrained 

to a single organization. Also, different researchers might explain actions contrarily. The 

personal beliefs of the researcher are important because the researcher always intervene 

directly. 

Case Studies 

Case studies usually try to describe relationships which occur in a single actual organization 

(Walsham, 1995). Positivist and interpretivist are different nature in case studies; it depends on 

the methodology of the researcher, who could gain more features of reality through observation. 

More variables would be analysed when comparing case studies to experimental and survey 

research. Weakness of case studies is that it is difficult to generalize findings which is usually 

limited to an organization. It is also hard to search similar cases with similar data to analyse in 

a statistically meaningful way. Besides, different researchers might have different explanations 

of the same data which will increase bias of the research analysis. 



Theorem Proof 

Rosenbaum and Rubin (1984) used theorem proof to reduce bias in observational studies using 

statement that has been proven, in a recessive manner, based on previously established 

statements and theorems. The proofing of additional theorems, or justifying the truth of 

previous theorem statements, widens the human knowledge. This is the study by theorem proof. 

Usage of theorem proves include mathematical conditional statements by building hypotheses 

or premises. It is worth to note that scientific theory cannot be proved because it makes 

predictions and is tested by experiments. 

Forecasting and Future Research 

Makridakis et al. (2008) believes forecasting research can predict possible future events using 

regression, where time series analytical techniques is the fundamental concepts of forecasting 

research. It is a valuable research method which intends to deal with the prompt changes taking 

place in IT and forecasts the effects of these changes on individuals, organizations or society. 

However, this method is full of troubles connecting to the complication of reality events, the 

random nature of prospect variations and the absence of information about the future. 

Researchers are unable to shape factual visions but can create scenarios of likely expectations 

and influences under these probable conditions. 

Simulation and Role / Game Playing 

Dormann et al. (2013) defines the study of simulation as “copying the behaviour of a system”. 

It is used when problems are hard to solve analytically, and where it often contains the 

introduction of random variables. It is the same as experimental forms of research that is 

challenging to make a simulation appropriately truthful, which is similar to reality events. 

4.2.4 Research Instruments  

Variety of research instruments include questionnaire, where set of written questions on a 

sheet with empty spaces provided for respondents to openly reply to the questions, and are 

most useful when a small amount of clearly defined facts from a large number of people are 

needed. Interviews, on the other hand, can be structured, semi-structured, or unstructured. A 

structured interview has questions wording and sequences are same on all interviews. 

Semi-structured interviews allow interviewer to alter the sequence of the questions to obtain 

more information after important questions are asked initially. Unstructured interviews are list 

of topics only and respondents can freely express ideas. Focus groups can explore a new issue 

in monitoring and evaluation studies and participants can talk to each other, under the control 

of a facilitator. Observation method involves watching and record of research target, and 



finally document analysis base research on reliable information without interacting with the 

research target (Cooper et al., 2006). 

4.2.5 Addressing Research Bias and Validity 

Research bias is a process where the researcher has influenced results of his/her research with 

or without knowledge or awareness to it. Examples of research bias are gained from 

experimental error or calculation without taking into account of all possible variables. Some 

other biases are resulted from subjects being studied are selected without representation of the 

entire population concerned. As bias exists in the researching process, qualitative research 

results are more dependent on experience and judgment compared to quantitative research, 

therefore, the bias problem must be identified and avoided in qualitative researches. 

Identifying and Avoiding Bias in Research 

Dictionary.com (n.d) defines bias as “any tendency which prevents unprejudiced consideration 

of a question”. Merriam-Webster.com (n.d) further explains bias in the research concept, and 

emphasizes that research bias occurs when “systematic error [is] introduced into sampling or 

testing by selecting or encouraging one outcome or answer over others”. In general, research 

bias must be carefully considered since it applies to all the steps in design science research. For 

example, study design, data collection, data analysis and building new artefacts from each of 

the above steps. Pannucci and Wilkins (2010) had the idea that bias is not a dichotomous 

variable and addressing bias cannot be simply limited to simple question of whether bias is 

present or not. Instead, any degree of bias has to be prevented by proper study design and 

implementation. 

Bias During Study Design 

Yin (2002) alerted bias in the study design should be minimized. It relates to research 

paradigms (discussed 4.2.1), assumptions (discussed 4.2.2), methodology (discussed 4.2.3) 

and instruments (discussed 4.2.4), and must be well considered and chosen for an unbiased 

study. Apart from the study design, bias is also introduced during the study performed. For 

instance, Sarniak (2017) further defined three different types of bias, namely the Selection bias, 

Research bias, and Respondent bias. 

Selection Bias 

Selection bias occurs while the study population is being identified. Common issues include 

study population not clearly defined, accessibility, reliability, and interests in developing 

specific (often biased) outcome. 

 



Respondent Bias 

Respondent bias includes four major biases resulted from respondents, including the 

acquiescence, social, habituation, and sponsor biases. Acquiescence bias is the act of 

“yea-saying” or the friendliness bias. Some respondents have tendencies to agree with the 

moderator.  

Social desirability bias refers to respondents trying to answer questions they think will be best 

accepted and liked (Dodou and de Winter, 2014). Respondents will report inaccurately on 

questions that they fell too sensitive or personal to themselves. 

Habituation bias happens when respondents tried to provide the same answers but worded in 

different ways. Vaney et al. (2008) explained this phenomenon as a biological response, where 

respondents’ brains habituate or go on autopilot to save energy when responding to studies. In 

this case, respondents often show signs of fatigue and complain questions seem repetitive.  

Sponsor bias happens when respondents is suspicious of the sponsor of the research and 

biasing their answers to reflect their opinions to the sponsors. There is no favor or unfavor 

answers relative to the sponsors for the bias, as views are on respondents’ core beliefs to the 

sponsor.  

Researcher Bias 

Confirmation bias occurs when a researcher uses respondents’ information to confirm 

hypothesis or belief (Nickerson, 1998; Rabin and Schrag, 1999). In this bias, the researcher 

would weigh responses higher for those that confirm their hypotheses and neglect reponses that 

disprove them. Some researchers remember better supporting responses and forget other points, 

without awareness.  

Leading questions and wording bias is similar to confirmation bias with the same objective: to 

have the respondents confirming the researcher’s hypothesis. This is achieved by putting words 

in respondent’s mouth by questions leading to such words.  

Culture bias is the assumptions about motivations of respondents based on the researcher’s 

cultural lens. The act of judging another culture that are different from culture values of the 

researcher is coined by the term Ethnocentrism (Pirkey, 2015). 

Question-order bias is the bias introduced from the sequence of the questions. For example, 

asking the respondents to name top three RFID security breaches and then to rate their severity 



in Likert scale29 could have the first RFID security breaches level affect the latter two; the 

respondent could rate the first one, and the latter two were responded by comparing the first 

responded severity.  

The halo effect is described as respondent’s tendency to response in an influenced opinion due 

to responses in another area. This is a common bias and a wide magnitude of studies have been 

performed by academics for halo effect due to many areas such as social desirability (Krosnick 

1999; Mick 1996), extreme response style (Greenleaf 1992; O’Donovan 1965), positive and 

negative affectivity (Baumgartner & Steenkamp 2001), and leniency (Podsakoff et al. 2003). 

When halo effect happens, respondents may respond to a certain topic positively overall 

compare to other topics. 

4.3 Research Design of this Study 

With the consideration of the various research paradigms and methodologies in section 4.2, 

design science methodology is chosen to be the research methodology for this study, because 

the design science research paradigm is the backbone of this study. Design science 

methodology focuses the central role of the creation of the innovative artefact (Weber 1987; 

Orlikowski and Iacono 2001; Benbasat and Zmud 2003), the RFID security framework, to 

solve problems in real-world, Multi-domain RFID security breaches. The problem shares 

characteristics of “wicked problem” as defined by scholars Rittel and Webber (1984) and 

Brooks (1987), which can be solved by design science methodology.  Wicked problem has the 

characteristics of: 

• unstable requirements in environmental contexts which are ambigiously defined, 

• complicated relationships within problem subcomponents, 

• design artifacts and design processes can be amended, 

• human creativity and teamwork for solutions are needed 

4.3.1 Research Paradigm of this Study 

Venable (2010) believes most researches are paradigms that can be categorized as positivist, 

interpretivist, theoretical-argumentative, critical and design science. This research uses a 

design science approach, as Simon (1981) refers natural science as explanation of how and why 

                                                 
29  A 5 or 7 point ordinal scale developed in 1932 by Rensis Likert. Respondents’ attitudes are measured with 

regards to the degree which a statement is being agreed or disagreed 



things are, where design science is concerned with developing artefacts to achieve results. 

Agreeing with Simon, March (1995) mentioned that human goals can be achieved by design 

science, offering prescriptions and then creates artefacts that represent those prescriptions. 

Natural science, on the one hand, tends to be basic research, while design science, on the other, 

has a higher tendency to be applied research. This research will build an RFID security 

framework and in turn evaluate its performance, while application of the model is not in the 

scope of this research, hence the research is design science oriented. 

Design science attempts to create things that serve human purposes and can be categorized into 

four types: constructs, models, methods, and implementations (March, 1995), of which the two 

basic activities are “build” and “evaluate”. Building constructs an artefact and evaluation 

determines the performance of the artefact. Hevner (2004) further explains that IT artefact can 

be evaluated quantitatively by optimization proofs, analytical simulation, and quantitative 

comparisons with alternative designs, should be done using design science research. In the 

evaluation process, one should ask the basic question “How well does it work?” (March, 1995) 

and metrics should define what the artefact tries to accomplish. In this research the deliverables 

match the design science actions by March (1995) with details listed in Table 13. The rating 

obtained from the model will be compared against the RFID security breached incidents that 

would draw analysis to the RFID security model. 

 
March (1995) design 
science research actions 

Deliverables in the research corresponding to the actions 

Build RFID Security framework with elements drawn by investigating 
case studies  

Evaluate Evaluate with security flaw by following life cycle of RFID 
Table 13 Deliverable of the research corresponding to March (1995) design science research actions 

4.3.2 Research Methodology of this Study 

Research methodology helps this study to describe, explain and predict phenomena of their 

research. The research design will be based on design science, by iteratively building artefacts 

the RQs will be answered through the research process. Design science is the best fitting 

methodology as artefacts are iteratively built on SC environment, which is a “wicked problem”. 

SC environments are ever changing due to business changes. For example, United States 

President Trump started trade war with Mainland China dramatically changed the SC 

landscape30. SC problems are complex and involves teamwork as it is full of dependent and 

interdependent companies. Solutions are always critical, flexible, and adapt to changes, as fast 

                                                 
30  Reported by Fortune Magazine, on April 2nd, 2018. 

http://fortune.com/2018/04/02/china-tariffs-128-us-products/, last accessed June 2nd, 2018. 



response SC systems are well preferred (Cheng and Choi, 2010). Along with design science, 

case study approach is the most appropriate research methodology due to question asked and 

the environment of study. 

Benbasat et al.'s (1987) comprehensively defined the conduct of case research and identified a 

study is made possible by case study research. 

• natural setting of phenomenon must be studied; 

• "How" and "why" questions should be studied by the researcher to understand the nature 

and complexity of the processes; 

• Research should be performed in areas where only few previous studies exists. 

There is no standard way to define a case study. Scholars (Benbasat et al., 1987; Yin, 1984; 

Bonoma, 1985 and Kaplan and Duchon, 1985) have tried to define case study as “a 

phenomenon in its natural setting, employing multiple methods of data collection to gather 

information from one or a few entities (people, groups or organizations). The boundaries of the 

phenomenon are not clearly evident at the outset of the research and no experimental control or 

manipulation is used.” 

Yin (2002) further explained that a case study based approach seems to be more appropriate to 

address the above research objectives at each domain of SC. Yin (2002) has referred case study 

to empirical inquiry that tries to understand contemporary phenomenon, in cases where 

boundaries between phenomenon and context are not established. Case study research method 

is selected because (1) the research environment is not controllable – relevant behaviors in the 

multi-domain SC practitioners cannot be manipulated, and (2) the research environment is a 

contemporary business situation – where relevant persons are alive to report. Benbasat et al. 

(1987) also supports the use of case study approach in studies whenever there is a need to focus 

on contemporary events or phenomena in a natural setting, particularly if there is no strong 

theoretical base for the research. 

Mini case studies are also increasingly used in business studies (IBS, 2018). Kralsson et al. 

(2016) described mini cases have advantages of providing comparison among mini cases and 

critical analyses can be performed by utilizing various mini-cases scenarios, especially when 

there is no definite answer to a specific problem. Agreeing to Merriam (1998), Kralsson et al. 

further concludes “that reality is not an objective entity; rather, there are multiple 

interpretations of reality” (1998, p. 22). This original idea was developed by Stake (1995, 

p.108), that “there are multiple perspectives or views of the case that need to be represented, 

but there is no way to establish, beyond contention, the best view” (Stake, 1995, p. 108). 

Mini-cases gives a comprehensive view to the research question. 



A key issue in designing case study research is the number of cases included. Lee (1999) 

advises more valid and generalizable multiple cases contribute to a better study, though there 

are times where only instructive single case exists where there is no previous theory in the 

study. 

Design Science Action 1 - Build 

The process of building the RFID Security framework will include elements drawn by 

investigating case studies. The role of theory in design science research is at the centre of the 

research process (Venable, 2006), and models can facilitate problem and solution 

understanding (Hevner, 1994). In this research, the theory from Kim et al. (2007) is expanded 

in the build action to a general RFID security model that does not just focus on EPCGlobal 

tags. 

 

Action 1:  

Build 

Action 2:  

Evaluate 

Figure 6 Breaking down design science research actions (March, 1995) into step by step operations 

Step 1: Review Literature 

and Analyze Requirements 

Step 1 Deliverables: 

Secondary Data Available 

from Literature Review 

Step 2: Create List of 

Elements in RFID Security 

Framework 

Step 2 Deliverables: 

List of Elements in Existing 

RFID Security Frameworks 

Step 3: Design the RFID 

Security Framework 

Step 3 Deliverables: 

Comprehensive RFID 

Security Framework 

Step 4: Evaluate the 

Framework over the RFID 

Lifecycle 

Step 4 Deliverables: 

Descriptive and Inferential 

Statistics Analysis 

Step 5: Final Report and 

Thesis 

Step 5 Deliverables: 

Evaluation Report 

Documented 



Apart from Kim’s theory and literature that relate to existing policies and standards, this study 

will also examine how other approaches could reduce security breach. For example, RFID 

Journal (2007) has performed a survey to SC groups and results have shown that most 

consumers have no knowledge of consumer products they acquired carry RFID tags, or without 

a way to permanently destroying the tag. The results of this study will draw conclusions on 

policies and standard to literature (discussed in Chapter 7). 

Building the artefact involves primary research and survey, where two selected SCs – one with 

a long and the other one with a short RFID lifecycle will be chosen. The difference in RFID 

characteristic can give a good comparison of how a LEI and TEI RFID security breaches are 

differed (described in section 7.4.5). Goods that are shipped in both SCs must be high impact, 

in terms of financial and non-financial means. The two SCs will be used for the study to build 

and evaluate artefacts in a step by step manner as illustrated in Figure 6. 

A range of companies in the selected SCs has been identified (described in section 5.2) and 

approval in analysing their SC sought from these mini case studies. These companies were 

required to report their RFID security incidents to this research. Their RFID security breaches 

were recorded and rated in terms of severity in each domain in the RFID lifecycle model. 

Rating procedures aim to (1) build up a list of concerned vulnerabilities in each domain, and (2) 

devise a subjective rating by security breach count or value impacted. Semi-structured 

interview with the knowledge of multi-domain in the particular SC will be performed for 

identifying vulnerability in all the domains, and assigning these vulnerabilities into direct / 

associated / uncontrolled domains (documented in section 7.4.13). The coverage of the 

evaluation will include an initially proposed RFID lifecycle, defining a definite start and end 

for the evaluation scope. 

Throughout the SC, an RFID can be considered as having a “lifecycle”. There were previously 

no scholar writings to describe this idea. The closest is the “EPC Network” defined by 

EPCGlobal as discussed in 2.7.8. The “Lifecycle” concept was introduced in this step, and with 

this concept, attack vectors of RFID through the SC from production of an RFID tag to its 

ultimate disposal can be pinpointed. The vulnerabilities across the SC, developed by Rotter 

(2008), focus on products manufactured in PPRDLH, can be expanded into other systems in 

additional to “EPC Network” which was the sole system considered by Lehtonen (2008). 

Because of its global significance, the RFID originating at PPRDLH area has been chosen as 

the research ground of this study to provide a comprehensive report. In addition, by finding out 

the actual elements of vulnerabilities and contrast to various security frameworks utilized in the 

world, this study will attempt to illustrate a security framework for goods exported from 

PPRDLH, China. Then, by ranking financial impacts of the above products with different 

security breach impacts, the study addressed and divided all these security issues by 



referencing to the SCOR model, thereby giving a common language for the SC members to 

communicate on the issue of security in an RFID Lifecycle. 

The study will then attempt to develop a security framework of RFIDs, and the framework will 

add to literature a way to describe RFID vulnerability in multi-domain SCs, and identify ways 

to tackle such vulnerability. The study will be the first literature to introduce the concept of 

“RFID lifecycle” (discussed in Chapter 6). An RFID should be introduced when the product is 

produced; a raw material is procured, instead of tagging the tag in the retailer’s shop which 

some SCs do nowadays. The definition of such lifecycle is missing from literature today. 

Generally, the longer the RFID lifecycle is, the more benefit it brings to SC. However, for an 

RFID that is being used by various parties in the SC could introduce multi-domain attack 

vectors, and this will be examined in the study. 

Design Science Action 2 - Evaluate 

The evaluation of security flaws by following life cycle of RFID will be performed. Hevner et 

al. (2004, p.81) expresses that the goal of design science is utility, and the researcher should 

also clearly identify its contribution to the archival knowledge base of foundations and 

methodologies. For example, a textual description of “best practice” approaches can be such a 

contribution. In this research the knowledge gained by evaluating RFID will serve as the 

foundations for further studies. 

4.4 Steps to Perform the Actions 

Venable (2006) has identified a framework for designing science research actions, consisting 

of Problem Diagnosis, Theory Building, Technology Invention/Design, and Technology 

Evaluation, and this research will follow this framework (Figure 7). This research will follow 

the five steps closely with details summarized in the below Table 14. 
Activity in Venable’s (2006) 
framework 

Steps in the research proposal corresponding to the 
framework 

1. Problem Diagnosis 1. Review Literature and Analyze Requirements 
2. Theory Building 2. Create List of Elements in RFID Security Framework 
3. Technology Design Invention 3. Design the RFID Security Framework 
4. Technology Evaluation 4. Evaluate the Framework over The RFID Lifecycle 
5. Theory Building 5. Final Report and Thesis 
Table 14 Steps in the research proposal corresponding to design science framework (Venable, 2006) 

This research uses the design science approach adapted from Venable (2006) to generate a 

product lifespan-based, multi-domain conceptual model. As Simon (1996) explained, natural 

science explains how and why things are, while design science devise artefacts. Agreeing with 

Simon, March and Smith (1995) consider design science to be aimed at developing ways to 

achieve human goals and purposes, offering prescriptions and creating “artefacts” that embody 

those prescriptions. Natural science can be basic research and design science are applied. There 



are four possible outcomes in design science (March and Smith, 1995): constructs, models, 

methods and implementations. Agreeing with these outcomes, Hevner (2004) explained that 

quantitative evaluations of design science artefacts, including optimization proofs, analytical 

simulation, and quantitative comparisons with alternative designs should be done in design 

science research. In the evaluation process, one should ask the basic question “How well does it 

work?” (March and Smith, 1995) and a metrics should be formed to define what the artefact 

tries to accomplish. Design science proceeds iteratively until the artefact “works well”. 

Design science building and evaluation steps (explained in 4.3.1) are used in this research, to 

the primary artefact, a multi-domain conceptual model of RFID security during a product’s SC 

life cycle. Rotter’s (2008) list of RFID vulnerability, Lehtonen’s (2008) single domain system, 

and Kim et al.’s (2007) multi-domain system will provide initial models on which artefacts can 

be built and further refined. This is also used to build a security policy framework artefact. 

Evaluation is the process of determining how well the artefact performs and in this study it will 

be determined by identifying and analysing RFID security in manufactured goods, down to the 

component level, and including elements of packaging and transport, from the PPRDLH. This 

vibrant manufacturing region will be used as the starting point of the RFID lifecycle, an initial 

source of information, and the testing ground for iterative process of building and evaluating 

the model and its associated framework. 

4.4.1 Design Science Building Phase 

The design science approach is used and a conceptual model is the deliverable of this research. 

This research will follow a plan, going through steps, sometimes iteratively, to produce the 

conceptual model and associated framework. The purpose of this framework will solve the 

research question 1. These initial findings will then inform the next step, which in turn further 

focuses elements from the previous step. The gradual building of the theory is one of the most 

important aspects of the methodology.  

In the building phase, Google scholar search has been used to determine the validity of Rotter’s 

(2008) list of RFID vulnerability in the SC context, and semi-structured interviews was used to 

establish essential elements of security vulnerabilities, domains in which these organisations 

operate, and other factors pertinent to existing models (RQ1). 

The form of this artefact will be in itself a useful practical outcome of the research, which in 

turn will be used for theory building to improve both the conceptual model artefact and the 

framework. The approach is iterative with theory building as the nucleus of the model, but not 

in a circular loop or a waterfall approach which other design science researchers have 

proposed. 



 

Figure 7 Research design aligned to design science elements (after Venable, 2006) 

 

The following discrete steps are planned: 

Step 1: Review Literature and Analyse Requirements 

(Iterative loop in between: Theory Building -> Problem Diagnosis -> Theory Building) 

Particularly in design science, existing models aid problem and solution understanding and 

frequently represent the connection between problem and solutions components (Hevner et al., 

2004). In this research, the theory of Kim et al. (2007) was expanded in the build action to a 

general RFID security model that does not solely focus on EPCGlobal tags. Rotter (2008) 

suggests RFID attack vectors that can be layered over Kim et al.’s (2007) model. Together 

these theories represent a starting point for the iterative design of this research, as they will 

establish an initial model to be evolved in subsequent steps. 

Step 2: Determine a Comprehensive List of Elements that constitutes an RFID Security 

Framework based on the conceptual model 

(Iterative loop between: Problem Diagnosis -> Theory Building -> Framework Design -> 

Theory Building) 

This step will require data collection in the form of Google scholar searches in order to adapt 

and contrast Rotter’s (2008) vulnerability elements, as the initial bases of RFID security threats 

in SC. A range of companies that provided the selected products will be identified, where their 

RFID security incidents and according impact will be collated through semi-structured 

interview, on companies involved in the SC of a limited set of significant products sourced in 

the manufacturing region of the PPRDLH. In addition, these companies will be identified and 



categorized into their respective positions in the multi-domain environment. Two different 

products, an LEI and TEI with highest representation in the region in terms of values of goods 

have been chosen. The relative SCs should also have RFID well applied but with different 

characteristics, for example long and short RFID lifecycle, security breach incidents, and other 

criteria to be chosen. The surveys will capture information from subject domain experts and 

RFID users. Secondary data, including reported security incidents and cases of breaches, will 

augment the primary data. Where secondary data is used, its reliability, suitability, and 

adequacy will be considered, as recommended by Camp (1989). 

Camp (1989) described that primary and secondary data should be used in a research – primary 

data was defined to be collected afresh and for the first time, while secondary data are data 

collected by other researchers. In this research, secondary data analysis involves expanding 

Kim et al.’s (2007) multi-domain RFID security framework and generalizing to all RFID tags, 

covering all RFID security breaches collected. Camp (1989) also mentioned that the use of 

secondary data should be evaluated based on reliability, suitability, and adequacy. In the 

research, data is not adequately available and so primary data has been collected in additional 

to the use of secondary data. In order to further obtain a comprehensive list of requirements, 

opinions of the subject domain experts and RFID users will be collected in addition to data on 

existing models. 

Four major methods have been defined to collect primary data, namely observation, interview, 

through questionnaires, and through schedules (Camp, 1989). Data collection and analysis 

methods proposed is tabulated in Table 4. Camp (1989) defined surveys to be describing, 

recording, analysing, and interpreting conditions that exist or existed, and surveys are further 

categorized based on their structure and disguise characteristics. Structured surveys are formal 

list of questions framed to get the facts, and disguised surveys do not reveal its objective to the 

respondent. 

With the first research question in Table 4, semi-structured interview has been performed to 

determine a list of perceived elements within the scope of RFID security issues in order to 

perform mini-case study research. Mini-case studies in TEI and LEI industries have been 

selected and top security breaches are identified and the incidents of security breaches before 

and after RFID application are recorded. This list has been analysed by descriptive statistics to 

outline a list of perceived elements. 



 
Research 
question 

Data needed to 
answer the 
research 
question 

Collect data 
from 

Data collection 
methods 

Analysis that 
carried out on 
data to answer the 
research question 

Docu- 
mented 
in 
Chapter 

1. What are the 
types and sources 
of multi-domain 
RFID security 
breaches across 
the SC? 

List of security 
breaches 
 
Kim et al.’s 
multi-domain 
model 

Literature 
review 
 

Observation 
Secondary data 
 
 

Descriptive 
statistics analysis to 
outline perceived 
elements mapped to 
Kim et al.’s 
Multi-domain 
model 

7 

2. In what way 
can current 
multi-domain 
security models 
be extended to 
address RFID 
security breaches 
across the SC? 

Security breaches 
incidents (RFID 
and non-RFID), 
SC policies and 
standards 

Cargo owners 
 
Logistics 
service 
providers 
(Focus in 
various 
domains in 
Supply Chain) 

Semi-Structured 
Interview 

Inferential statistics 
analysis to shortlist 
missing or 
over-focused 
security elements  

8 

3. What policy 
framework will 
reduce 
multi-domain 
vulnerability? 

Detailed 
information of 
actual security 
breach incidents 

Cargo owners 
 
Logistics 
service 
providers 
(Focus in 
causes of RFID 
security 
breaches) 

Focus Group 
Discussion 

Descriptive 
statistics analysis to 
determine the 
vulnerability 
decrement 

9 

Table 15 Research questions answered in order to build and evaluate the artefact. 

Step 3: Design the Conceptual model for RFID Security 

(Iterative loop in between: Theory Building -> Framework Design -> Theory Building) 

Step 3 actions analysed the data gathered in step 2 to refine the conceptual model, and to align 

the security policy framework to it. Finally, it would involve the creation of a security 

framework. The list of elements in the security framework was used to categorize the attack 

vectors that exist in the domains of the RFID lifecycle. A conceptual diagram (Figure 9 in 

Chapter 6) illustrates some of the elements found in the literature. The design will encapsulate 

three levels as suggested by Kim et al. (2007), where controlled and uncontrolled domains exist 

in the RFID Lifecycle. Furthermore, an attempt to categorize these top security breaches is then 

performed in order to propose a framework for further study. This step will allow the 

developed model and asserted framework to be evaluated. 

This study then used this information with the MDSCRV model to form an extended model of 

RFID security breaches, and the study once again went back to literatures to review how 

policies suggested by various scholars can be used to tackle this extended model. By building a 

framework, the study aims to explain the security breaches of RFID in both LEI and TEI cases 

and draw policies that would give precaution to avoid these breaches. 



To understand different RFID vulnerabilities scenarios in different SCs, a framework can be 

drawn from the preliminary model by accessing the common features in the two industries. The 

similar SC RFID breaches can be drawn as a framework which most SC will possess such 

RFID security breach. 

The policy framework can be used to prevent RFID security breaches before they actually take 

place. For example, if “RFID signals being jammed by civilian telecommunication devices” is 

found to exist in drug stores but such jamming does not exist in hospitals, a possible policy 

framework can be obtained by revisiting literatures based on operating equipment security 

breaches.  Such policy framework might involve banning the use of cellular phones in the cash 

counter in the point of sale systems would prevent similar issue of RFID signal jamming from 

ever happening in hospitals. 

Next, the differences between the two industries have been assessed, along with the different 

SC RFID breaches. This framework specified the uniqueness of RFID security breaches that 

feature only in one SC, be it the LEI or TEI. 

Fishbone diagrams (explained in section 2.9) will be used to form the basis of the framework, 

to find similar vulnerability to RFID security breaches. If a common framework in these two 

distinct industries can be drawn, this framework could also be useful when one study other 

industries within similar simply chain contexts. For example, if human mistake is the root 

cause of multiple common breaches in both SCs, then human mistake could be a major cause 

for SC industrial practitioners to tackle in priorities. However, it has been found that there are 

certain difference in the LEI and TEI SCs (documented in Chapter 7) and a common 

framework cannot be formed. Therefore MCDM (explained in section 2.9.2) has been used as a 

model to make decision based on multi criteria vulnerability in multi-domains SC RFID 

systems. Focus group members have been recruited to generalize the MCDM by answering 

pairwise comparison questions (documented in section 2.9.2), and AHP (explained in section 

2.9.3) has been used to suggest prioritized solutions based on the MCDM model (documented 

in Chapter 8). 

4.4.2 Design Science Evaluating Phase 

Designed artefact evaluation is an important activity in Venable’s (2006) design science 

framework. Researchers have proposed frameworks to evaluate artefacts, including conceptual 

models (Pfeiffer and Niehaves 2005), system analysis and design methods (Siau and Rossi 

2008), and reference models (Fettke and Loos 2003). No researcher has provided a general 

evaluation model for all design science artefacts but several have used expert opinion and 

mini-case study based on the criteria of completeness, extensibility, usability, functionality, 

reliability, interoperability, scalability, and efficacy (Cleven et al., 2009; Pries-Heje et al., 2008; 



Pfeiffer and Niehaves, 2005). Hevner et al. (2004, p.81) outlined the goal of design science as 

utility and it should also clearly identify its contribution to the archival knowledge base of 

foundations and methodologies. 

In this research the evaluating phase will commence after the conceptual model and associated 

practical framework have been built. The iterative nature of the Design Science approach to 

this project allows fall back to the building phase to further enhance the model. 

Step 4: Evaluate the Framework across the SC  

(Iterative loop in between: Theory Building -> Framework Design -> Framework 

evaluation) 

The RFID security framework has been evaluated, as the designed artefact evaluation is an 

important activity in Venable’s (2006) design science framework. Hevner et al. (2004) 

agreeing to March and Smith (1995) mentions evaluation is important and there are no 

particular methods or techniques suggested for evaluation. The above mentioned eight criteria 

(completeness, extensibility, usability, functionality, reliability, interoperability, scalability, 

and efficacy) will be evaluated on the RFID security framework instead of its construction 

process, and the evaluation will be performed ex-post (after the framework has been created). 

This evaluation will be an objectivist evaluation based on the outcome (decrement of RFID 

security breaches) after the application of the practical framework by quantitative and 

qualitative approaches in an interpretivist evaluation. The evaluation of the artefact is 

summarized in Table 16. 



 
Artefact RFID Security Framework 
Artefact Type Model 
Evaluation 
Criteria 

Completeness – Does the framework cover the entire scope of study, i.e. 
the proposed RFID Lifecycle? 
Extensibility – Can the framework be extended to cover SC that is out of 
the location that is being studied, i.e. Pearl River Delta? 
Usability – Can the framework be used to analyze SC? 
Functionality – Can the framework address security vulnerability? 
Reliability – Can the framework reduce security vulnerability? 
Interoperability – Does the framework work with other SC operation 
reference models like SCOR? 
Scalability – Can the framework apply to the extreme case studies 
selected? 
Efficacy – Does the framework reduce security vulnerability solely based 
on the evaluation taken place? 

Object Artefact instead of its construction process is the object of evaluation 
Time Ex-post 
Ontology Objectivist 
Evaluation Type Outcome 
Epistemology Interpretivism 
Approach Quantitative and qualitative 
Evaluation 
method 

Evaluate the framework by change in security vulnerability with case 
studies from Pearl River Delta 

Table 16 Evaluation framework for the research based on the frameworks. 

Proposed by Cleven et al. (2009), Pries-Heje et al. (2008), and Pfeiffer and Niehaves (2005) 

The evaluation was taken place with companies in various domains of the SC, in a focus group 

discussion to discuss on how the prioritized solutions can translate to policies to tackle SC 

vulnerability. The security policies and standards were recorded and performed by the focus 

group members. By the use of inferential statistics analysis on observations on the focus group 

members who used the prioritized solutions, quantitative evaluation of the use of the artefact 

and the possible decrement of vulnerability in the particular SC will be used as one of the main 

performance index. To elucidate this, focus groups consisting of members with RFID security 

breach in the same category discussed the conceptual model and framework developed to this 

point. 

Qualitative analysis of data from these focus groups validated the framework elements and the 

conceptual model developed. The use of focus groups with representatives from all domains of 

the SC grounded the model and framework to practical use in a complex environment. To 

simplify the analysis steps to the focus group member, pairwise comparison allowed focus 

group members to consider a complicated scenario and answer in a much focused manner 

(discussed in 2.9.3). An analogy can be a doctor’s clinic visit by a patient with a fever; a doctor 

would ask the patient to focus on just one single symptom, and ask questions like “compare the 



severe level of headache verses fatigue”, or “if coughing is experienced once, how many times 

does running nose experienced”. By repeating few times of these questions, pairwise 

comparison can be performed, and would lead a doctor to understand which priority 

medication should be given. Of course in such simple analogy one would argue that all related 

medications can be taken as long as they do not have side effects or overdosing issue, however 

in SC business scenario applying several solutions to solve a single problem could be costly 

and violate risk management theories, where a solution should always be cheaper than the 

expected lost. 

After the pairwise comparison are performed, they must be checked for consistency (discussed 

in 2.9.3) to ensure answers provided by focus group members are consistent. The way to check 

the consistency is:  

1.Calculate the consistency measure. 

2.Calculate the consistency index (CI), by the formula of CI = (l max – n)/(n - 1) 

3.Calculate the consistency ratio (CI/RI where RI is a random index). 

CR = CI / RI 

 

These consistency checks were calculated and documented in 8.6.1. 

Step 5: Final Report and Thesis 

(Theory Building) 

A finalised “design theory” of design science researchers should always be documented (Walls 

et al. 1992). A further update on research contribution, method, and limitation should also be 

included as a theory for design and action (Gregor and Jones, 2007). The results will be basis 

for development of future RFID security models by further researchers and will be finalised 

during the thesis writing process. 

4.5 Data Analysis for this Study 

Data analysis is a process of discovering conclusions from data researched (Weir, 1990). The 

actions of data analysis include inspection of data, cleansing incorrect retrieved data, 

transforming data to usable information, and deriving data models. Analysing data is important 

for a research study. There are two methods of data analysis, namely the quantitative and 

qualitative research. This study features both methods of data analysis, first by qualitative 

analysis follow by quantitative. 

4.5.1 Qualitative – Semi-Structured Interview 

The number of cases included in the mini-case study is important for a qualitative research as 

the nature of qualitative research is inductive and describes a problem by in-depth interviews as 



discussed in chapter 3. There is no magic number for choosing the number of cases included in 

a mini-case study. Distinguished scholars have studied this issue and there are some common 

understandings. To start with, Yin (1994) recommended at least 6 sources of evidence. 

Creswell (2009) lowered to this minimum number and recommended 4 or 5 cases to start with. 

Glaser and Strauss (1967) suggest researches to stop continuing when the data starts to repeats 

itself or they used the term diminishing return has taken place. Morse (1995) agreed to Glaser 

and Strauss, and advised the idea of significance of saturation is to collect data until saturation 

occurs. Cresswell (2008) suggested a number in between 5 to 25, Baker & Edwards (n.d) 

suggested 12 to 60 to be the range, and 30 being the mean. 

Marshall et al. (2013) had a study of number of interviewees and suggested there will be a 

degrade of study quality a particular study with more than 30 interviewees. This echoed Glaser 

and Strauss’ idea of diminishing returns, as illustrated in Figure 8. On average, Mason (2010) 

identified and calculated 560 research studies and found the mean of number of interviewees 

are 31. 

4.5.2 Quantitative – Focus Group Meeting 

As explained in section 2.9.4, there are three ingredients in a focus group study. (1) The 

Purpose, (2) The knowledge of focus group members, and (3) the budget that influences the 

degree of specification. These three ingredients are carefully considered to allow verification to 

the model, the purpose is examined in section 8.2, and knowledge and budget are reviewed in 

section 8.3. 

4.5.3 Qualitative Research 

Exploratory research is the basis of qualitative research, to help gain understanding of reasons, 

motivations, and opinions (Merriam, 1998). Miles and Huberman (1994) explained qualitative 

researches are inductive and formulate theory or hypotheses and efforts are mostly spent in the 

analysis phase to analyse unstructured data. These data can be obtained by unstructured and 

semi-structured interviews, or focus groups in a carefully selected small sample respondents’ 

size. Dey (2003) suggested that as a researcher experiences the research process in a text based 

manner instead of numerical data, it can be subjective and depends on researcher’s skill sets. 

Qualitative researches are useful to take place before studying in depth into a problem, which 

are performed to understand a trend of thoughts. Such thoughts can give insights or develop 

ideas for a given problem where quantitative research might be performed afterwards. 



4.5.4 Quantitative Research 

While qualitative researches are focused on text, a problem can be quantified by statistics study 

of numerical data; they are the quantitative researches. For example, attitudes and behaviours 

of a larger sample population can be formatted into variables which are then measured by 

quantitative researches. Bryman and Cramer (1990) suggested structured data collection 

methods are used in quantitative researches including methods of surveys, structured 

interviews, and systematic observations. Life (1994) agreed to Bryman and Cramer (1990) and 

further acknowledged that qualitative researches are deductive in nature with pre-specified 

concepts, constructs, and hypotheses for testing, and therefore the planning phase in qualitative 

researches are more focused instead of the analyses phase. The researcher interpret observed 

effects, usually in numerical format, with minimal interpretation from the researcher, therefore, 

the reliability of the study depends on the measurement device or instrument instead of the 

researcher’s experience. As quantitative researches are carefully designed, robust, and highly 

repeatable, usually a large number of cases are studied with quantitative researches. 

Characteristics of qualitative and quantitative researches are summarized in Table 17. 
 Qualitative Researches Quantitative Researches  
Methods Focus groups, in-depth interviews Surveys, structured interviews & 

observations, 
Process Inductive, formulate theory or 

hypotheses 
Deductive, test pre-specified concepts, 
constructs, and hypotheses  

Focuses Analysis phase Planning phase 
Point of View Subjective: describes a problem 

by researcher experience 
Objective: observed effects interpreted 
by researchers 

Data Text Numbers 
Case Count In-depth study on a few cases Breadth of information from large 

number of cases 
Method Unstructured or semi-structured Structured with fixed response 
Generalizability Less More 
Reliability  Depends on researcher’s skillsets Depends on the measurement device or 

instrument 
Table 17 Characteristics of Qualitative and Quantitative Research 

Compiled from various researchers’ studies including Weir, B. S. (1990), Merriam, S. B. (1998), Miles, M. B., & 

Huberman, A. M. (1994), Dey, I. (2003), Bryman, A., & Cramer, D. (1990), and Life, R. S. (1994). 

4.5.5 Qualitative Research in this Study – Semi-Structured Interview 

In the beginning of the study, qualitative analysis has been performed. Semi-structure 

interview is used to gain knowledge about the RQ and identify key thoughts to the subject. 

Questions including pre-set answer choices or open ended questions that lead to discussions 

helped to categorize security breaches. Top security breaches and average lost values of pre 

and post RFID application were analysed to identify causes and sources of RFID security 

breaches (discussed in section 7.3.1). With the causes and sources categorized, a revisit to 



literature to seek for solutions is performed (literature discussed in section 2.7.6, analysed in 

section 7.4.11). However, the above solution only fit TEI SCs with short RFID lifecycles, 

where limited vulnerability exists in associated if not direct domain in the SC (found and 

discussed in section 7.5). Therefore, a new model needs to map these vulnerability in the 

multi-domain SC, which is the MCDM (discussed in section 2.9.2, documented in section 

7.5.3). 

4.5.6 Quantitative Research in this Study – Analysis on Focus Group Meeting 

Next, quantitative methods are used to find prioritized solutions in the MCDM models. 

Hierarchy models were built on MCDM models (documented in section 2.9.2) for use of AHP 

(discussed in 2.9.3, illustrated in Figure 16). Pairwise comparison has been performed in focus 

group by pre-set answer options in scales (illustrated by Table 18), and the answers were 

recorded in matrix formats (discussed in section 8.6). AHP were performed (discussed in 

section 8.6, documented in section 8.4.1) and consistency test was used to ensure correctness of 

analysis (documented in section 8.6.1). 

To establish practical policies a focus group was chosen. This is because multiple evaluation 

studies with participants communicate and help each other under the control of a facilitator is 

best to be done in a focus group (discussed 4.2.4). The purpose of the focus group interview is 

to verify the usefulness of the elements of EMDSCRV Model. Focus groups can further 

enhance the study and benefits has been discussed in section 2.9.4. In Chapter 7, 

semi-structured interviews were done to explore the views and needs to build the MDSCRV 

Extended model, and in this chapter the focus group should be used to verify the model. While 

semi-structured interview provides information in an individual basis, focus group studies 

allow collective understanding of the study topic (discussed in 2.9.4). Therefore, the focus 

group study is useful in the study to generate detail approaches to the solutions of the causes 

and sources of the RFID security breaches, as compared to just a direction evidenced from the 

revisit of literature. 

The focus group members are industry practitioners in the SC, whom could be best qualified to 

judge the results in the pairwise comparison method (discussed in 5.4). In each study, criteria 

and alternatives are presented in pairs, where focus group members are required to evaluate 

individual alternatives and deriving weights for each of the criteria. After that, each member 

can construct an overall rating of their particular RFID security breach in the SC, including the 

alternatives, and identifying the highest weighting one. 

The focus group study setting is in a round table discussion with an overhead projector in one 

side of the room. Printings of materials were also provided. The members first discussed the 

particular cause and source of the RFID security breach in an open discussion mode. Emphasis 



have been made that even in a multi-domain SC security breach could have other causes or 

sources, the other causes and sources should not be considered. 

A size of 4-6 participants for each security breach causes and sources is used for mini-focus 

group study. The reason of choosing this focus group size is discussed in section 2.9.4, where 

major benefits are ease of manage while provides wealth of experience sharing, especially in 

the case where participants have intense or lengthy experience.  

This study has taken the best of a large focus group and mini-focus groups, it first started with 

a large focus group for general discussion and then broken down into four mini-focus groups 

for the four causes and sources of RFID SC breaches. By doing so, the wealth of experience of 

the focus group members can be well captured while the mini-focus group gave a chance for 

group members to explain their thoughts in details. After discussion, the causes and sources 

obtained from the semi-structured interview will be used to form a pairwise comparison matrix 

(discussed in 2.9.3) 

Pairwise Comparison Matrix used in Focus Group Meeting 

Pairwise comparison matrixes were built by asking the focus groups members to compare the 

solutions with respect to only the causes and sources of RFID SC breaches. A survey form was 

distributed to the focus group members prior to assigning them to the most relevant focus 

group. Focus group members with several RFID security breach incidents and were assigned to 

both focus groups in answering the survey form as two different cases. The survey form 

focused on answers to the pairwise comparison, and the actual figures of pairwise comparison 

were carefully calculated during the focus group meeting. The results were calculated based on 

an average rounded to nearest integer 1/3/5/7/9 for AHP analysis as shown in Table 18. 
Scale Degree of Preference  Mean Value 
1 Equal importance mean of x>2 
3 Moderate importance of one factor over another 2>=mean of x>4 
5 Strong or essential importance 4>=mean of x>6 
7 Very strong importance 6>=mean of x>8 
9 Extreme importance x>=8 
2,4,6,8 Values for inverse comparison  
Table 18 Modified Example Scale for Comparison 

Adapted from Saaty & Vargas (1991), modified by Adding Mean Value Column for Implementation in This Study. 

Identifying Main Causes and Sources in Focus Group Meeting 

After the cause and source comments are finished, each individual, the group members were 

asked to perform pairwise comparison of the solutions to the causes and sources. The online 



tool PoolEV31 was used for instantaneous pool, and members have to choose the comparison 

answers of the pairwise comparison by their mobile phones at the same time, to avoid 

respondent bias as discussed in section 4.2.5. Since different group members have provided 

input to PoolEV, consistency check is extremely important and was immediately performed to 

make sure the pairwise comparison delivers consistency results. For contradicting results 

spotted, a discussion session was held to correct the issue. An mean of the scores were taken 

with conversion entries in Table 18 were used for the study. After such scores are retrieved, 

analysis will be performed on the results (documented in 8.6) 

4.5.7 Avoid Study Design Bias in this Study 

Bias in qualitative researches are common and bias in the qualitative part of this study is 

minimized in the semi-structured interview by the principles discussed in 4.2.5. Carefully 

written semi-structured question scripts also lead to the focus groups study where the same 

principles have been adopted. Only quality questions at the right moment is being asked in 

order to achieve high standards of results. Table 19 lists ways of avoid bias in study design, and 

data selection bias is further discussed in section 5.5. 

                                                 
31  Poll Everywhere, https://pollev.com/, allows the use of mobile phones to perform polling. In this 

application pairwise comparison was performed in a poll, in a confident and simultaneous environment. 



 
Bias Category Bias Prevention Mechanism  
Study Design Bias 
(Discussed 4.2.5) 

Following design science approach and artefacts are being built 
by mini-case study and focus group discussion 
 

Selection Bias 
(Discussed 4.2.5) 

Minimized by having different sizes of companies with different 
SCs in different continents of the world during the selection 
process. Furthermore, companies participated in semi-structured 
interviews will not be reinvited in the focus group discussion to 
avoid any selection bias 

Respondent bias - 
Acquiescence bias 
(Discussed 4.2.5) 

Replacing closed end yes/no questions to open end natural 
questions which focus on the respondent’s true point of view in 
their answers. 

Respondent bias - 
Social desirability 
bias 
(Discussed 4.2.5) 

Included non-personal questions so as not to entice respondents 
from picking socially desirable answers, for example, instead of 
asking what the respondent feels, the semi-structured interview 
asked about how the public or SC practitioners would feel in 
general. This allows more honest and representative answers to 
be retrieved. 

Respondent bias - 
Habituation bias 
(Discussed 4.2.5) 

Engaged the respondents by keeping up the interview 
conversational and varied question wordings to minimize 
habituation. 
 

Respondent bias - 
Sponsor bias 
(Discussed 4.2.5) 

No sponsorship taken in this study, and interviewer has 
repeatedly reminded interviewee before commencement of 
interview. 

Confirmation bias 
(Discussed 4.2.5) 

The semi-structure interview had a different findings compared 
to the MDSCRV model, which has disproved certain RFID 
security breaches in multi-domain SC. As the results disproved 
the model, shortlisted the breaches and improved the model, the 
confirmation bias does not exist. 

Leading questions 
and wording bias 
(Discussed 4.2.5) 

Similar to confirmation bias, since the study did not lead to a 
confirmation to the MDSCRV model but rather disprove some 
of the items, there is no answer-leading questions and wording 
bias. 

Culture bias 
(Discussed 4.2.5) 

The researcher is a logistics practitioner with multi-domain SC 
operations background, so as the respondents 

Question-order bias 
(Discussed 4.2.5)  

Interview has performed by asking general questions before 
specific questions to avoid question-order bias. 

The halo effect 
(Discussed 4.2.5) 

Minimized by asking all questions about one solution before 
asking for feedback on another, because when respondents are 
required to rate two RFID breaches solutions, there is a tendency 
that the opinion of one is projected to the other solutions as well. 

Table 19 Mechanism to Minimize Bias in Study Design 

4.6 Concluding Remarks 

Design science was used in this study and qualitative methods helped to understand the 

motivation and reasons for the study. By using the results, a quantitative research that built on 



this study from TEI to LEI SCs can be formed. The study will capture different perspectives, 

agendas, and assumptions of the study target. Further analysis in different levels to capture 

more complex behaviours can be then performed in order to conceptualize results of this study. 

By the research approach, an attempt was made to solve the RFID SC vulnerability problem by 

using mini-case study and focus group, via the design science methodology, with details 

documented in the next chapter. 

 



5 Data for this study 
 

 

5.1 Introduction 

In research the choice of mini-case study targets can affect the quality of the research outcomes 

(Flyvbjerg, 2006; Stake, 2013). SCs member companies are very diverse in how they conduct 

business and use the SCs. This is driven by factors such as financial implication, long or short 

SCs as differentiated by Schipmann and Qaim (2011). 

In this study it is not possible or necessary to consider all these variations. However, two styles 

of SC operation are defined and chosen to represent two diverse approaches. These are referred 

to as leading-edge industries (LEI) and trailing-edge industries (TEI). 25 cases are considered 

in each of these groups. Discussions and conclusions are also based on these groups and used 

where possible to be extended to other SC groups. 

The results from the mini-case study should be evaluated, and a focus group meeting with 25 

participants, not overlapping the mini-case study group members was used. The evaluation 

with non-overlapping members ensure the study is not selection biased. 

5.2 The Mini-case Study Group  

The pharmaceutical SC applies RFID in an end-to-end manner with a longer RFID lifecycle 

(discussed in section 1.11.4). This is a more integrated and arguably sophisticated system. In 

this study it is treated as a LEI since the RFID systems are more complex and spans across the 

  

The data was collected from 50 business operating in two representative types of 

SCs are used as the basis for this study. Qualitative data was gathered using 

semi-structured interview and focus group, and was augmented with a quantitative 

phase to address RQ1. The target group selection, sample size and bias 

minimization are considered in this chapter. In the second phase of the study, 25 

focus group members adopted and evaluated the usefulness of the model, these 

companies were not repeated in order to ensure an unbiased study being 

performed. Supply chains can be very different from one another and therefore 

there is a need to select case studies from a wider spectrum, and the numbers and 

rationale of selection is explained in this chapter. 

 



multi-domains SC. On the other hand, some SCs require RFIDs operating in a single domain. 

The jewellery SC is representative of this and in this study is treated as a TEI. 

The distinction between LEIs and TEIs is important because RFID systems that can be 

controlled by a system owner is easier to manage, from tagging, usage, to dispose. Whereas a 

longer RFID lifecycle system can have RFID manipulated by more domains in the SC, giving a 

system with more attack vectors and therefore higher chance of being security breached. 

The study uses the properties of LEI and TEI in terms of levels of RFID technology application 

as examples to illustrate SC breaches in daily operation. In LEI and TEI industries, levels of 

application of technologies to SC are very different from one SC to another. Therefore, in order 

to solve the research questions, two groups are selected to provide comparative analysis. For 

example, TEI companies have a lower concern of product SC aspects such as security, delivery 

time, and lead time. These TEI companies have a shorter RFID lifecycle and the main 

application is limited to item tracking. On the contrary, LEI SCs, even though they consist of 

members who are smaller or independent companies, focus on end-to-end SCM since a 

mistake made in SCM, even in a simple logistics delivery or storage transaction, could have 

huge impact. 

5.2.1 LEI and TEI SCs Needs 

In the SCs selection process, the first group of company selected is the jewellery industry. The 

jewellery industry has strong SC requirements as the goods value is high. Between the two 

selected industry, the jewellery industry is old and application of RFID is not high (discussed in 

section 1.11.4). The second group of company selected is the pharmaceutical industry. The 

pharmaceutical industry has been selected as the goods value are not high, but the SC is 

equivalently important as the jewellery SC as the impact of the goods are high, non-financially 

speaking; failure to deliver the right product at the right time to the right place in the right 

quantity and goods behaviour can cause human lives. The two industries have a completely 

different view on SC. For pharmaceutical, being in LEI, considers a delay in product delivery 

causes life, while in TEI, a jewellery retailer considers a delay in product delivery causes only 

business issues. Similarly, a LEI company would consider delivery chain of product including 

storage must be well maintained in secured and well controlled environment (for example, 

temperature and humidity), while TEI has only concern about security, and would transfer such 

risk to insurance company as lost values can be monetarised. 

An equal number of logistics practitioners are drawn from each of the LEI and TEI industries. 

RFID applications of each of the practitioners are considered across all the domains in the 

respective SC. 



 

5.3 Semi-Structured Interview Data and Selection of Participants  

The importance of avoiding research bias and selecting valid samples are well justified 

(Section 4.2.5). The study carefully followed the justification to select valid sample cases. The 

sample selection process started by determining a sample size for study, after that the number 

of cases selected went through a rigorous process of check list (Illustrated in Section 4.2.5) to 

eliminate samples with possibility of research bias. 

The study was performed to work up from the retailers to their chain towards the upstream side 

of logistics. The companies were selected by visiting local telephone book of active 

pharmaceutical and jewellery retailers in Perth, Australia and Hong Kong, China, working 

back the way towards their parties in SC such as importer, distributor, logistics service 

providers, and manufacturer and raw material providers. Letters of invitation for study has 

been sent from a research institute in Perth, Australia and a logistics association in Hong Kong, 

and then follow up calls made by the researcher for semi-structured interview opportunities 

either face to face preferred or over the phone with the questionnaire sent to the interviewee 

before the interview. This operation is repeated until twenty-five qualified interviewees have 

been carefully selected and interviewed in each of pharmaceutical and jewellery SC, making a 

total of 50 semi-structured interview cases (25 in each of TEL and LEI industries) in this study. 

This study size used is 25, with started from the scholars recommendation of minimum of 12 

(discussed in 4.5.1), and reached 25 then there were no new ideas reported by the interviewees. 

As the number of 25 falls in the range as suggested from the scholars (explained in 4.5.1), it 

was accepted as a good range for a comprehensive study. 

 

Figure 8 Starting and ending point of number of interviewees used. Blue line is the minimum starting point (as 

suggests by Yin (1994), 6 cases to be minimum. Creswell (2009) suggests 5-25, indicated by the red line, also is 

the mean of 560 research studies case number recapped by Mason (2010). Dotted line indicating the point of 

diminishing return as suggested by Glaswer and Strauss (1967). Diagram adapted from Marshall et al. (2013) with 

additional lines indicating interview count for this particular study. 



Initial few companies who agreed to participate in this study expanded their SC for the 

researcher to research. Given the retailers who agreed to participate in research and they are the 

customer in the SC, the interview to the upper stream are easier with the contacts provided by 

the retailers. The choice of upstream are broader and the interviewee selection for the mini-case 

study data collection is based on the following three criteria: SC characteristics, domain in SC, 

and accessibility. 

The semi-structure interview has given an understanding to the security breaches of RFIDs, 

which added list of security breaches to compare the security breaches evidenced from the 

literature review, formed the MDSCRV model. After this comparison study has been 

completed, an extended model has been built, namely Extended MDSCRV, or EMDSCRV. 

The EMDSCRV model incorporated the results of the semi-structured interview. A revisit to 

the literature enabled the study to find causes and sources of the security breaches to form the 

EMDSCRV model, and then a focus group study performed to evaluate the model, by the use 

of a practical framework. The detailed model, practical framework, and focus group study is 

explained in Chapter 9. 
Revenue (US$) Number of companies 
< 1.99 million    8 companies 
2 – 3.99 million   19 companies 
4 – 5.99 million   11 companies 
> 6 million    12 companies 
 
Local market (%) vs. Worldwide markets or exports (%) 
20% vs. 80%    28 companies 
40% vs. 60%    11 companies 
60% vs. 40%    8 companies 
80% vs. 20%    3 companies 
Table 20 Focal Company Characteristics  

First, the focal companies are chosen based upon their market share in the industry. One large 

and one small SC is being chosen. Second, the focal companies as data collection targets are 

required to be in a multi-domain SC that has manufacturing domain performed in the PPRDLH, 

as the biggest supply base in the world. The diversity of supply destination can hence provide 

better comparison between the jewellery and pharmaceutical SC. Finally, focal companies’ 

accessibility is a criterion as well. The study started with the focal companies and then 

followed the SC to both directions of upstream and downstream.  

5.4 Focus Group Data and Selection of Participants  

In order to have an unbiased study, the focus group mini-case study contains a new set of 

companies but not any from the semi-structured interview. These companies are members of a 

logistics association in Hong Kong that are in the pharmaceutical and jewellery SCs. Instead of 



dividing the focus group targets by the two SCs they below, they are divided into the four 

causes and sources of SC RFID security breaches, namely the Unethical Usage, Hacker Attack, 

Operating Environment, and Human Error groups (four causes and sources determined in 

section 7.4.11 and explained in 2.7.6). 

Stewart and Shamdasani (2014) believe the ideal size of a focus group study should be 10 to 12 

people for commercial topics, while for non-commercial topics 5 to 8 participants, as focus 

group with over 10 members will decrease sharing of insights and observations from 

participants. Furthermore, small or mini focus groups with 3 to 6 participants are getting 

popularity due to ease of manage. However, the mini-focus group also has a disadvantage, 

where total experiences range are being limited due to smaller group. Stewart and Shamdasani 

(2014) further comment that smaller groups are best to gain understanding of people’s 

experiences and in-depth insights. Smaller groups are generally preferable when deep 

experience participants are willing to share and discuss.  
Factors to consider recruit a small focus group Properties 
The purpose of the study  Understand an issue or behaviour 
The complexity of the topic  More complex of topic 
Level of experience of participants More experience 
Level of topic passion of participants More passionate 
Number of questions studied More questions 
Table 21 Factors to Consider to recruit small focus group, tabulated from Stewart and Shamdasani (2014) 

Focus groups between 3 to 8 participant in each of the causes and sources of SC RFID security 

breaches was selected to serve as the second of the three ingredients of a focus group study as 

discussed in 2.9.4 and further highlighted in section 8.3. The participants and their background, 

is important for a focus group study. The focus groups study started in Hong Kong to evaluate 

the study finding when facing practical problems. The group has been selected to observe 

RFID security breaches in their logistics RFID applications, they were chosen by mail survey 

to all members of a logistics association in Hong Kong that are in the jewellery or 

pharmaceutical SC. Volunteering individuals were selected based on the criteria that they must 

have existing RFID security breaches within one year. In total, twenty-five focus group 

participants were selected based on company size, SC characteristics, and more importantly, 

the previous RFID security breach incidents. The individuals were then asked to apply one or 

more proposed policies from the policy framework (developed in 7.4.14) and document 

changes of RFID security breaches before and after the solution application. Finally, a survey 

was distributed to the focus group members for evaluate the usefulness of the model (results 

documented in 8.6.6). 

The budget of the focus group study is minimal as they were chosen from the logistics 

association in Hong Kong, and an additional 3 hours were needed for members to stay behind 

after association function. The focus group members to be well related to the purpose of study. 



Every single focus group member is not only screened by the researcher, but also the 

backgrounds of these members are experienced SC practitioners from their involvements in 

such logistics association. The fifty semi-structure interviewees were not invited to join the 

focus group to ensure unbiased study results. The group discussed various policies that were 

applied based on the suggested list of policies from the extended framework, and the results 

after such policies were applied. The process of the focus group discussion and results are 

discussed in Chapter 9. 

5.5 Data Selection Bias in this Study  

In section 4.2.5 ways of avoiding bias was well discussed. Following on section 4.5.7 where 

study design bias were avoided, data selection bias were also avoided. Section 4.2.5 further 

discussed about selection bias with the issues of definition, accessible, reliable, and interests. 

The definition of mini-case study selection involves two distinct industries where selection bias 

is minimised. There were no accessibility issues and all mini-case study and focus group 

members joined the study from start to the end. Reliable study results were ensured by the use 

of focus group member to evaluate a model that is drawn by mini-case study group members, 

verifying study results. Finally, there were no common interests spotted in the study cases, they 

were drawn by industry association members where knowledge is built up instead of trade 

associations where members are more likely to be business oriented.  

5.6 Concluding Remarks 

The mini-case study members allow this study to explain and analyse the research problem and 

the cause behind the answers. Semi-structured interview based on the mini-case study 

members allow primary data to be obtained, and further analysis of such data allowed the 

model to be drawn. Finally, focus group members allow the model to be evaluated. These 

artefacts formed enabled the building of the answers to the research questions. 

 



6 Categorization of sources of RFID Security Breaches 
 

 

6.1 Introduction  

This chapter addresses RQ1, i.e. “What are the types/sources of multi-domain security 

breaches?” This question is important as it provides confirmation of the list of vulnerabilities 

established in the literature review (various authors including Rotter (2008) suggested a 

comprehensive list of generally RFID vulnerability – discussed in 2.6). It also extends criteria 

and frameworks, and assesses their importance in a SC context. 

An important extension of the extant literature on vulnerabilities is to apply them in a 

multi-domain aspect. This extension concept requires extra consideration because SC 

practitioners only have complete control over their domains, but not all domains along the SC. 

Hence vulnerability in the other domains is not easily detected or addressed by the focus 

operators implementing solutions in the domains they control. 

RQ1 therefore recognizes that different RFID security breaches exists in multi-domain SC. 

Logically, various causes or sources of security breaches exist in such multi-domain SC, 

however there is no comprehensive list particular to SC given by any scholar. In order to 

address to these various causes or sources of security breaches, a thorough and critical 

literature review of all security breaches on RFIDs have been performed. 

In the design science framework, the first step 1(a) is represented by the literature review in 

Chapter 2, which was used to build the artefact used in later steps. In this chapter steps 1(b), 

2(a), and 2(b) continue to build another artefact through semi-structured interviews to create a 

list of RFID security breaches in a multi-domain SC. 

6.2 Method 

The method includes Design Science Methodology 1(a) Review Literature and Analyze 

Requirements and 1(b) Merge Multi-Domain Model with Attack Vectors. 1(a) is in Problem 

Diagnosis and 1(b) is in Theory Building. These two methods provide background information 

in the form of artefacts. The methodology is described in full in Ch 4, starting by shortlisting 

  

Research Question 1: What are the types/sources of multi-domain security 

breaches? 

 

 



existing literature into a list of attack vectors relevant to SC operations. The list is compiled by 

revisiting to the wealth of literature that cover both SC RFID and the vulnerability suggested 

by Rotter (2008). The number of qualified literature will be recorded. 

Data used in this RQ is based solely on literature, in an attempt to provide a list of RFID SC 

attack vectors based on the researches of various scholars. Not only journal papers but also 

textbooks and other references including patents, trade publications and both government and 

institutional reports were reviewed. 

The review of literature and analysing requirements are considered as building new artefacts in 

design science studies as discussed in section 4.4. Google Scholar, as the world’s most 

comprehensive database of quality literature and scholar’s writing, was used as a starting point 

of the review.  

6.3 Results  

The result is listed below in Table 22. The result counts are relevant as it shows the 

vulnerability studies by researchers, which formulates the initial RFID vulnerability list. All 

the abstracts of these papers have been reviewed and selected journals related to this study are 

reviewed in full, as presented in Chapter 2. 
Google Scholar Search Keyword Result Counts 
“Eavesdropping” RFID “Supply Chain” 2230 
“Relay” RFID “Supply Chain” 5020 
“Unauthorized Reading” RFID “Supply Chain” 1008 
“Cloning” RFID “Supply Chain” 2130 
“People Tracking” RFID “Supply Chain” 261 
“Replay” RFID “Supply Chain” 2110 
“Data Content” RFID “Supply Chain” 1390 
“Malware” RFID “Supply Chain” 1250 
“Breakdown” RFID “Supply Chain” 5050 
“Destruction” RFID “Supply Chain” 3570 
“Blocking” RFID “Supply Chain” 4000 
“Jamming” RFID “Supply Chain” 1300 
“Back-end” RFID “Supply Chain” 5310 
Table 22 Google Scholar Result Counts of RFID Vulnerability as Suggested by Rotter (2008) 

As reviewed in section 2.6, Rotter (2008) was the first author to suggest a list of RFID 

vulnerability, however, this list was not categorized into specific industries (in the case relevant 

to this study, the SC) and did not consider the areas where the vulnerability existed, unlike 

Kim’s model which is tailored for multi-domain SC studies (discussed 2.7.7). This study first 

starts to revamp this list from Rotter (summarised in Section 2.6) and map it to the 

multi-domain idea as suggested by Kim et al. 



There are additional RFID vulnerability issues that are identified from the literature (discussed 

from 2.6.14 to 2.6.17). The new list, combining Rotter’s (2008) list (discussed 2.6.1 to 2.6.13), 

where vulnerability identified by literature is added, is the starting point of the list building. 

There are also attack vectors omitted. It can be seen easily that People Tracking should be 

omitted as the RFID SC vulnerability is the only vulnerability item from Rotter’s list with less 

than 500 results. Reviewing all the 261 scholar writings from the results, people tracking 

referred to cases where the RFID is not tagged in goods that track human being, but rather in 

cases were human being is being tagged and tracked, for example, in a hospital where patients 

could be tagged by an RFID hand band in order to be tracked. Some authors (in the 261 

writings) have studied the use of product with RFID to track human being, however, this is not 

in the original scope of people tracking according to Rotter, who stressed on vulnerability 

issues in implanting RFID in human body. This study will ignore this item, People Tracking, 

for RFID SC vulnerability. This vulnerability list from Rotter without People Tracking is 

named as SC RFID Vulnerability (SCRV) in this study. 

6.4 Analysis 

The list of attack vectors should then be mapped into the multi-domain SC environment in 

order to show where in the SC the attack vectors are more likely to exist. This is the step 1(b) as 

suggested in section 4.4 and illustrated in Figure 7. A review of literature relating to PPRDLH 

OEM and ODMs reveals that SC practitioners in the region are mostly manufacturing for 

buyers located in the world (OEM and ODM discussed in section 1.9.1). They are not brand 

owners and they do not have control over the selling side of the products. For example, a 

garment manufacturer might produce clothing for worldwide fashion shops but they do not 

have control over the RFID systems that the fashion shop uses. They also do not deal with raw 

materials neither. For example, the yarn used in the textiles is not made in the PPRDLH area 

(Thompson, 2002), and when these factories received the raw materials, they were already 

processed. These factories would be the first domain in the SC that gets finished, if not 

semi-finished goods. Therefore, for such goods these companies would be the first domain to 

directly tag the RFID to an item. 

In such case, the most comprehensive RFID lifecycle would start from there and until the 

product is being sold, where the RFID is being disposed. In the middle of the process RFID tag 

reading can be done at any point in the logistics flow in the SC, and data will be updated. For 

example, when an end product is put into a transport device, say a plane, it will have status 

update. Another example would be the product being put into a warehouse. This could also 

generate a status update. Retagging is the last resort to fill particular business needs if an update 

to the data represented by the RFID cannot serve that purpose. These logistics service providers 

have connections to the PPRDLH factories, and are considered as the associated domain. This 



domain is responsible for the movement of finished goods from the factory to the point of sale, 

most likely in Europe or USA (Top ten listed in Table 4, discussed in section 1.9.3). 

These points of sale are considered as the uncontrolled domain. Some of these companies are 

not even connected to the factory, as the PPRDLH factories sometimes go through trading 

houses or buying offices in the SC in the trade. Even if the seller domain directly receive 

purchase orders from the buyers, they are still likely have no influence to the buyer’s use of 

RFID as the buyers are customers of the sellers. Such usage could include tag reading for 

tracking and selling purposes, or the final RFID tag disposal by the consumers who have 

bought it. Consumers who dispose the tags are in the uncontrolled domain from the perspective 

of the PPRDLH factories. 

6.4.1 Mapping Attack Vectors to Multi-Domain Supply Chain Environment  

The mapping of the RFID security attack vectors to the Kim et al.’s model highlights areas 

where vulnerability exists. An attempt has been made and discussed in section 1.9.3, based on a 

typical SC in the PPRDLH. The result of this attempt should allow PPRDLH SC practitioners 

to examine the possible solutions to tackle such attack vectors. 

This literature puts the concept of “lifecycle” to the study of RFID (discussed in 2.5.3). The 

uni-directional property of SC32 suggests there is a start and end of all data flow. Likewise, 

there should be a “life” in RFIDs too. Currently there is no lifecycle of RFID model, in 

particular to consumer products. Similar to the SCOR model, which has provided a common 

language for SC partners to communicate; this study suggested how a lifecycle model of RFID 

will operate. This RFID lifecycle can be mapped to SCOR model as suggested in Figure 2 and 

“The EPCGlobal Network” in Figure 5. This is the model combining scholars’ ideas as 

described in the SCRV list, and will form the basis for this chapter, which will further be 

modified. 

The RFID Lifecycle has definite starting and ending points, the starting point could be the time 

that the identification of the RFID is being planned, and the ending point could be the 

detachment and disposal of the RFID by the consumer. The RFID Lifecycle is the scope of 

RFID attack vectors being studied. 

                                                 
32  Reverse supply chain (or reverse logistics in the operational sense) is the supply chain process for the 

purpose of recovering value or proper disposal. Typical examples of reverse supply chain include product returns 

and management of their wastes. Reverse supply chain is not in the scope of this study. 



6.4.2 The MDSCRV Model: A Proposal from the Literature 

Instead of defining RFID Lifecycle by drawing a simple line such as many SC literature did (as 

discussed in section 1.9.2), this study uses the idea of the multi-domain from Kim et al., and 

considers it necessary to insert the multi-domain idea of “Direct”, “Associated” and 

“Uncontrolled” in to the RFID Lifecycle. A tube is used to demonstrate the relationship 

between the three areas in the RFID Lifecycle. A tube can easily show the “inner” and “outer” 

relationship of OEM factories in PPRDLH, where one factory manufacturer produces for many 

different retailers in the world. As the study covers RFID lifecycle starting when the RFID are 

being planned and tagged, the number of different companies adopting the RFID is tend to be 

more than the companies which tag the RFID, or “wrapping” the factories. 

The inner part is the “Direct” area, which the focal company using the model has direct control 

of the RFID system used. The middle part is the “Associated”, where the RFID systems are 

running by the companies associated with the focal company. Finally, the outer part is the 

“Uncontrolled” area, which the RFID system running details are not controllable by the focal 

company.  

 
Security Vulnerability 
Eavesdropping  
Relay Attacks 
Unauthorized Tag Reading 
Tag Cloning 
Replay Attacks 
Tag Content Changes 
Malware 
RFID System Breakdown 
Tag Destruction 
Blocking 
Jamming 
Back-end Attacks 
 

Figure 9 Security breach in RFID Lifecycle, from PPRDLH factories perspective 

Three levels are defined in the RFID Lifecycle, namely “Direct”, “Associated”, and 

“Uncontrolled”. A focal company can apply the MDSCRV Model to analyse their SC RFID 

security breaches. From the focal company’s point of view, a SC could have areas where the 

company has absolute power to control, and can be considered as a “Direct” control over the 

RFID system. There could also be parties that are “Associated” with the focal company. For 

example, logistics service providers that the company uses, which are under outsourced 

logistics contract from the point of view of the focal company. The focal company has control 

over these companies in the sense that shall the outsourced logistics companies perform below 

certain satisfaction level, their contracts can be renegotiated. As a result, the focal company has 



an “associated” control over these outsourced logistics service providers. The last type of 

parties on the SC are the “uncontrolled” parties, such as retailers that have no direct connection 

to the focal company. For example, a manufacturer uses a distributor in a certain country, and 

then the manufacturer, as from their point of view as the focal company, has no control to the 

retail shops. Another example could be the consumer, who has purchased the goods from the 

retailer, regardless of whether the retailer being in the associated or direct area; the focal 

company has no power to control how the consumer treat the RFID tag. In this case, the 

consumer is a party in the “uncontrolled” area in the multi-domain SC. 

Previous authors have many solutions to RFID security threats as discussed in section 2.7. 

However, these authors did not consider the threats in a SC environment. If a solution has to be 

applied in an “uncontrolled” area of the SC in order to solve a possible security breach that is 

happening in the “direct” area, most likely such a solution cannot be applied at all as SC 

companies have no connection to or influence over companies in the “uncontrolled” area. In 

the previous example it would be that the manufacturer has no power to request retailers to kill 

the RFID tag (or erase the data) after the items being sold, even if it finds out customers are 

using the RFID data of their purchased goods in an unwanted way. This issue will be tackled in 

Chapter 8, where the multi-domain SC problem is further studied. 

These security breaches can be mapped into the RFID Lifecycle, and then different security 

breaches can be “wrapping” the tube. For instance, shall a security breach happened, a 

company can highlight that part in the tube to emphasize that the breach happened in the 

“Direct”, “Associated”, or “Uncontrolled” manner, as the management and solutions of these 

security breaches are not the same. 

MDSCRV Model for Pharmaceutical Supply Chain 

For example, if a manufacturer in a SC tags RFID in the products it makes, every single RFID 

goes through “Direct” stage where the RFID tag owner manipulates the RFID tag, and the 

security breach therefore could include a) cloning, b) removal and c) reapplying of the tag. For 

discussion purpose, it can be denoted as Da, Db, and Dc for the three types of security breaches 

taking place in the “Direct” area. 

The second stage “Associated” follows the multi-domain idea illustrated by Kim et al. (2007), 

where a single-domain model (“Direct” Level in RFID Lifecycle) was extended to a 

multi-domain model (“Associated" Level in RFID Lifecycle). Kim et al. focused only on EPC 

tag while this study will take a general approach and identify security breaches other than EPC 

tags. For example, shall a manufacturer tags RFID in the products it produces, its associated 

level could be its contracted logistics service provider and security breach could include j) tag 



cloning, m) back-end attacks, and r) eavesdropping. In this case, the security breaches can be 

denoted as Aj, Am and Ar. 

This RFID lifecycle model further extends security breaches to a third level, which is in an area 

that is uncontrolled and therefore security breaches could be difficult to control. For example, 

for the manufacturer with difficulties to control the retail shops selling their items. The security 

breaches identified in this level could include f) Disposal of RFID tag, which can be denoted by 

Uf, for RFID disposal breaches happened in uncontrolled areas. 

MDSCRV Model for Jewellery Supply Chain 

On the other hand, there could be cases where the retailer is the SC party which tags products 

with RFID for retailing automation purposes, and the tags are removed after the products are 

sold. This is very common in the jewellery SC. In this case, there will only be one stage, the 

“Direct” stage, as the RFID system owner uses the RFID only in the retailing domain of the SC, 

without any other domains in the supply chain involving the RFID tag. 

6.5 Discussion 

The purpose of this model is to enable a discussion of the security breach list that are originally 

discussed by scholars but in the context of a multi-domain SC, since the security breaches in 

direct, associated, and uncontrolled domains should be tackled differently. For example, 

eavesdropping in the manufacturing stage and for tags that are being disposed would have 

different security solutions, as a tag being disposed will allow more time for hackers to perform 

eavesdropping reading to the tag. Different solutions should be given to the same security 

breach in different domains on the SC. 

The model, incorporating Kim et al.’s multi-domain model and the list of categorized security 

breaches by various scholars (as discussed in 6.3), should be given a new name that well 

represent both the work of Kim et al. and other scholars. It is hence named as MDSCRV 

Multi-domain RFID security model for discussion in this study. 

6.6 Concluding Remarks 

Based on the theoretical background, the multi-domain idea from Kim et al. and the 

comprehensive list of RFID security breaches from other scholars, a new model can be made to 

describe RFID security breaches in a systematic and hierarchal manner. 

The comprehensive list of RFID security breaches retrieved from the scholar literature is 

results of individual observation from various scholars. Not any one of them has attempted to 

use a systematic way to analyse the various RFID security breaches. For example, which 

breach has a higher tendency to happen? Or which breach happens in which part of SC? By 



combining the Kim et al.’s multi-domain idea, and the comprehensive list of RFID security 

breaches, one should be able to identify areas which a particular breach has a higher tendency 

to happen. This model should also be able to encapsulate the entire RFID Lifecycle, where Kim 

et al.’s model alone only focused in multi-domain but did not emphasize that the entire RFID 

Lifecycle has to be covered. 

While the model can explain the different attack vectors of different RFID systems in different 

areas, discussion on the RFID security breaches is the main purpose of this model. A focal 

company should assign various security breaches to the three areas of the tube. Every different 

company could have different RFID security breaches, in different “Direct”, “Associated” and 

“Uncontrolled” areas of the RFID Lifecycle. 

This model, combining the literature from various scholars with a comprehensive list of RFID 

security breaches, the Kim et al. multi-domain model, and the idea of RFID Lifecycle where 

RFID has a definite start and end points in a particular SC, is created as the MDSCRV model. 

The next chapter will validate the vulnerability in this model retrieved from literatures by real 

world business mini cases studies. 



7 RFID Breaches in Multi-domain Supply Chain  
 

 

7.1 Introduction 

In chapter 6, a list of RFID security breaches from various scholars was identified and applied 

to a multi-domain environment that is suggested by Kim et al., which was given the name 

MDSCRV (discussed in 6.4.2). Although the MDSCRV Model has already been established 

considering literatures from various scholars, does that fit in to the real world business cases? 

Can the model be applied to all SC? A further understanding of RFID list of vulnerability in the 

SC industries is required to validate the MDSCRV model. This chapter aims at extending this 

model to one that can explain RFID security breaches in the longer RFID lifecycle LEI and 

shorter TEI environments. As detailed in Section 4.5.7 , the study of both LEIs and TEIs will 

ensure the result is free from “sample biased”, and would not target on a way too simple or too 

complex SC environment. 

The two chosen SCs have their own characteristics, as illustrated in section 1.11, both 

industries have key significance in the global trade, both financially and non-financially. 

Section 4.2.5 further suggested the study of a leading-edge industry (LEI) and trailing-edge 

industry (TEI) could give an unbiased understanding on the topic, as the wide spectrum of 

RFID usage allows the study of both long and short RFID lifecycle security breaches. For 

example, The jewellery industry, a TEI, uses RFIDs only for tracking and point of sales 

automation, while pharmaceutical industry, a LEI, uses RFIDs with far more sophisticated 

requirements in patient associations, drug, dosage, and cold chain verification. Later in the 

chapter, common and different features of LEI and TEI will also be examined and the 

differences in RFID breaches can be explained by an extended model. 

This study corresponds to the design science step 3(a) Theory Building and 3(b) Framework 

Design. The RFID security framework has been built from the list of elements in Chapter 5 and 

the study performed semi-structured interview in reviewing whether all the RFID security 

breaches on the list are valid for SC. The validated security breaches form a shortened list that 

allows the framework to be more precise. The figure below shows the steps described in this 

chapter. 

  

Research Question 2: In what way can current multi-domain security models be 

extended to address RFID security breaches across the supply chain? 

 

 



The steps described in this chapter follow the study design as shown in Figure 11; 3(a) Theory 

Building and 3(b) Framework Design. Factors of the MDSCRV Model were extended by 

incorporating the list of RFID security threats and shortlisted to the RFID security breaches in 

multi-domain SC. However, there is no solution provided for those security breaches. This 

chapter extends 3(a) Theory building to categorize causes and sources of these breaches. In 

addition, the causes and sources with their respective solutions will expand the MDSCRV 

model into an extended framework in step 3(b).  

7.2 Method 

Addressing RQ2 requires performing semi-structured interviews with 50 mini-case study 

targets, 25 for pharmaceutical and 25 for jewellery industry, as listed in Chapter 5. An 

interview script with 15 open ended questions have been drafted to allow discussions.  

The questions are divided into four sections: Background section relates to general information 

about the company; IT and RFID systems section identifies the RFID systems being used in the 

mini-case study; Past experience of SC security breach, and more importantly, the RFID 

breaches percentage inside these breaches are studied by RFID Security Breaches section’s 

questions; and finally security risks and operation framework that are not related to RFID 

systems are studied to understand whether the company has risk management and framework 

or performance benchmarking experience in the last section. 

 
Background Related Questions 
No. Questions Rationale 

1 What is the role of your company in the SC 
[example: trading firm, retailer, etc.]? 

Determine suitability, and the controlling 
power of the mini-case in the SC.  

2 If this “role” identified is recognized as a 
“domain” [parties along the SC – domain 
examples: raw material -> manufacturer -> 
logistics service providers -> importers -> 
retailers -> consumers]. Are there other 
companies in the same domain that you are 
aware of? 

Determine involvement, allow 
benchmarking of other members in the 
same domain of results being studied to 
ensure results are bias-free 

3 Who are the members you are aware of in 
the next “domain”? [these members will 
be followed up by semi-structured 
interview as well] 

Determine relationships between the 
mini-case study targets, and controlled and 
uncontrolled areas, identify study targets 
on the same SC. 

4 Approximately, how many employees do 
have access to the goods [and discuss any 
perceived implications about risk 
management]? 

Determine human labor in the SC 
operations level. 



 
IT and RFID Systems Related Questions 
No. Questions  

5. Approximately, how many IT systems do 
store information related to the goods [and 
discuss any perceived implications about 
risk management]? 

Understand possible targets of security 
threats, as kinds of data (e.g. product and 
customer) residing in servers pose a 
security threats for hackers to attack. 
 

6. Identify the RFID systems in the goods 
[frequency level / writable tags / power 
source]? 

Type of physical RFID tag (e.g. 
re-writable tags carry more data can be 
stored in the tag for intruders to overwrite 
the RFID; read only tags can cause 
intruder to hack server or clone tag) 

7. Identify the tagging location of the RFID 
[item / carton / pallet level] 

Tagging position changes the difficulties 
in RFID re-applying. For example, bottom 
of reusable pallets to be read by forklift 
trucks are physically difficult to re-apply. 

8. Which of the following can best identify 
the goods [high value / fast moving / made 
to stock / made to order], [further discuss 
the value / product life cycle of your 
goods]? 

Generally speaking, the higher the value, 
the higher the probability of the goods 
tempered; Fast moving consumer goods 
(FMCG) can be resold easier than 
tailor-made / made-to-order goods 

9. Discussion of who determine the use RFID 
security system [Buyer / Supplier / Other] 
and other factors 

Study the controlled / uncontrolled area in 
a multi-domain SC. Solution found by 
uncontrolled domain might have business 
difficulties to deploy even if found. 
 



 
RFID Security Breaches Related Questions 
No. Question  

10. Have your RFID system experience any 
security breach?  

Previously involved with RFID security 
breach could mean a highly vulnerable 
system. 
 

11. Can you select the top 3 likelihood of 
damange and top 3 damaged level caused 
by the following issues? [select top 3 on 
Eavesdropping/Relay 
Attacks/Unauthorized Tag Reading/Tag 
Cloning/People Tracking/Replay 
Attack/Tag Content 
Changes/Malware/RFID System 
Breakdown/Tag 
Destruction/Blocking/Jamming/Back-end 
Attacks] 

Likelihood of damange level from the 
findings of most likely and highest 
damage level RFID security vulnerability 
in general RFID systems. The items for 
choice are adopted from SCRV categories 
of RFID vulnerability (Table 11) 
 

12. Would you classify your financial 
implications respective to goods value in 
case of RFID security breaches [Likert 
Scale] 

Higher financial implication goods have 
higher potential of breach, and multiple 
smaller valued breaches or a single higher 
valued breach could have different 
incentive study target to deal with such 
breach33 
 

13. Is there a security systems in place if a security system is already in place, it 
could have targeted wrong source of 
security vulnerability due to wrong 
understanding of causes of breaches 

 
Other Security Breaches Related Questions 
No. Question  

14. How does your company approach 
security risks not particularly related to 
RFID? 

Further understanding of how security risk 
is being managed by the mini-case study 
target, e.g. does mini-case study 
acknowledge, retain, or transfer risks, say 
to insurance companies 
 

15. Not particularly related to RFID systems, 
does your company use any operation 
framework or performance measurement 
mechanism such as ISO, Benchmarking or 
Six Sigma 

Operation framework or performance 
measurement systems in means 
performance measurement mechanisms in 
place for further study. 
 

 Table 23 Semi-structured interview questions and rationale 

 

 

                                                 
33  Aven and Zio (2018) summarized risk assessment and management by many authors and suggested risk 

transfer as a way to manage risk. 



7.3 Results 

Twenty five results from each of the two study groups were obtained (details discussed in 5.3), 

and studies were performed for identifying RFID security breaches and incidents before and 

after RFID application to the SC. The inclusion of RFID security breaches study before the 

application of RFID framework can single out effects of the framework on RFID security 

breaches. 

There are security breaches mentioned in the semi-structured interview but not in the 

MDSCRV model. The differences shall first be noted by performing a comparison study, and 

then this list of differences should be mapped back to the MDSCRV model in order to fully 

capture the security breaches in the multi-domain arena. For security breaches that are 

controllable, the SC practitioner (in the direct domain) should have the ability to control the 

problem in their own business operations. On the other hand, if the security breaches are in the 

uncontrolled domain, the SC practitioner should be able to convey the breaches to the SC 

partner who can control them. 

7.3.1 Use of RFID by the Mini-case Study 
The twenty-five companies were asked whether they have applied RFID in their domain, and 

the results are tabulated in Table 24. 



 
 Domain (Interviewed) RFID Applied in Domain  

Component(5) No 
Assembler(5) No 
LSP(5) No 
Distributors(5) No 

Jewellery 

Retailers(5) Yes 
Raw material(2) No 
Manufacturer(6) Yes 
LSP(3) Yes 
Importers(9) Yes 

Pharmaceutical# 

Retailers(5) Yes 
Table 24 Number of companies interviewed, with RFID applied in respective domain 

#80% of retailers are not equipped with RFID readers. 60% of pharmaceutical manufacturers are not using RFID 

in item level. 

The pharmaceutical industry has broadly adopted RFIDs whereas the jewelry industry has not, 

although retailers have embraced this technology due to the need for point of sale (POS) 

systems and antitheft purposes rather than to deliver SC management benefits. The use of 

RFIDs in jewelry industry simply involves scanning the tag when the jewelry is sold, in order 

to record the sales and charge the customer with correct charges only. Antitheft purpose is also 

accomplished by installing Electronic Article Surveillance (EAS) systems in jewelry display 

cabinets and shop entrances to trigger alarms when there is any jewelry leaving shop without 

being paid for. 

7.3.2 RFID Implementation and Security Breach Incidents 

The companies were also asked on the SC security breaches in terms of value involved and 

number of incidents, both before and after RFID implementations (if it has been applied). Its 

difference on value loss is shown in Table 25. 

 

 

 

 

 

 

 



Value Lost % (Incidence)*  Domain 
Before After** 

Component 2.3%(1.2)  
Assembler 1.5%(0.5)  
LSP 0.4%(0.2)  
Distributors 1.8%(0.1)  

Jewellery 

Retailers 1.8%(86) 2.3%(70) 
Raw material 0.3%(1.2)  
Manufacturer 0.2%(0.5) 0.2%(0.5) 
LSP 0.1%(3.2) 0.1%(2) 
Importers 2.1%(5)*** 2.0%(3.3) 

Pharmaceutical 

Retailers*** 3.1%(112) 3%(103) 
* Lost percentage is approximated based on product value traded. 

** Security breach occurrence is averaged regardless of the size of the company for over a one year period, 

companies with less than one year RFID application has incident calculated pro-rata. Some companies apply 

RFID systems together with computer inventory management system over previously manual inventory 

management and accounting. 

*** For pharmaceutical products, retailers can call for exchange product from importers shall product shelf life is 

over, and such importer’s lost is not accounted as these are not security breaches. 

Table 25 Incidents of Supply Chain Security Breaches Before and After RFID Implementation 

It can be observed from Table 25 that the security breaches have not been reduced significantly 

even after implementing RFID. This observation is reflective of the need to address the security 

breaches in RFID based SCs, as this shows that although there are benefits using RFIDs, its 

advantage will be offset by the vulnerability of RFID while this is introduced to the SC. 

Therefore, the urge to study security breaches related to RFID is obviously necessary so that 

practitioners could identify the causes and sources of these breaches. 

7.4 Analysis 

The primary data collected from semi-structured interview echoed the literature and industrial 

journals reviewed on the background of the two SCs. They have different usage of RFID and 

new findings were observed. 

7.4.1 Findings from Jewellery Supply Chain Semi-Structured Interviews 

The jewellery industry has a complex and fragmented SC process, as discussed in section 

1.11.1, that starts from raw materials to the retailers. The raw material of jewellery is sourced 

from different countries; in which along the jewellery SC there are many small artesian 

jewellers and corporate retailers, from mines to smelters to end customers. As a result, it is 

difficult to trace from the mine of origin. Although the use of RFID is supposed to able to be 

traced to its origin, real world RFID applications in raw material domain were not found, and 



the applications of RFID are owned by brand name owners. Such application is illustrated in 

the diagram on the right of Figure 10. 

Indeed, there are reasons to apply RFID in the early stage of a SC. For example, the Kimberley 

Process Certification Scheme requires certified members to claim diamonds they sourced are 

legally obtained and the production process is free from human rights abuses. In addition, 

Responsible Jewellery Council (RSJ)34 requires members to use audited facilities and it is 

necessary for products to be certified by Chain-of-custody certification system through their 

SC. That means most of the stages in jewellery SC are clearly stated and raw materials are 

traceable throughout the production process till the checkout of products in stores, but without 

the adoption of RFID technology. 

Using RFID in the jewellery industry eliminates error-prone tasks such as manual counting and 

item-level scans. This benefit has increased adoption of RFID systems and compliance, also 

resulted in a variety of business management efficiencies. Using RFID can reduce process 

steps, optimize labour resources, avoid errors, and enhance data collection. However, it is 

observed that RFID in jewellery industry has a short lifecycle and is just used by the retailers 

instead of end-to-end throughout the SC, which consist of domains categorized as component, 

assemblers, logistics services providers (LSP), distributor and retailers. Table 24 illustrates the 

Jewellery SC which does not adopt RFID until the shop level by individual retailers. The 

retailers’ systems are implemented as a single domain system. 

 
Figure 10 LEI and TEI Supply chain with RFID application illustrated in a diagram side by side. A long RFID 

lifecycle for LEI in the left and short RFID lifecycle in the right for TEI. Diagram updated from Figure 2 

originally adapted from The Progress Group (2001) 

http://www.theprogressgroup.com/publications/wp_images/fite1.gif. 

                                                 
34  Responsible Jewllery Council (RSJ), which comprises of over 850 organizations globally (RSJ, 2016). 



7.4.2 Findings from Pharmaceutical Supply Chain Semi-Structured Interviews 

On the other hand, the pharmaceutical sector tends to implement RFID in an end-to-end 

manner. A typical pharmaceutical SC consists of domains categorized as raw material, 

manufacturer, LSP, importers and retailers. As discussed in section 1.11.2, the pharmaceutical 

SC has a huge impact on health-related goods and therefore can result in human being 

life-and-death consequences. Even though the products (i.e. drugs) might be less expensive 

compared to an average SC, it’s more important than an average SC in the sense that if 

anything goes wrong, the results could be devastating. RFID systems should naturally be used 

in important SCs like this one, for e.g. verification of drugs all along the supply chain can be 

done through RFID, like verifying a drug before patient’s intake in a hospital. Because almost 

every person in the world use pharmaceutical drugs, so logically its influences are global too. 

Even for late adopters of RFID in the industry, practitioners have a common consensuses to 

implement RFID systems as soon as possible. 

The industry’s general perception to invest in new technology is different from that of the 

jewellery industry, given the profitability of the industry, there is no doubt that everyone in the 

pharmaceutical SC is willing to pay a lot of effort to improve business management, taking into 

account the cost of any product recall and the degree of damage. As section 1.11.2 suggested 

and reflected in the 12 case studies from semi-structured interviews (reported in 7.3.2) and 15 

cases from focus group members (reported in section 8.4.1, and summarized in Table 34), poor 

quality control of pharmaceutical SC could lead to serious consequences, include 

counterfeiting, efficacy of drugs, to name a few. 

Technology certainly is one of the solutions to maintain the pharmaceutical SC performance. 

"Smart packaging" is one of the drivers to meet such needs, which is a convenient 

anti-counterfeit solution with the vision to improve SC efficiency and safety in pharmaceutical 

packaging by increasing product availability and ensuring product quality. This driver alone 

increased the RFID tag market in the pharmaceutical sector from US$100 million in 2008 to 

US$2.1 billion in 201635. 

Most pharmaceutical SCs adopted RFID right from the start at manufacturing stage, until it 

reaches the final consumer’s hand, as illustrated in diagram on the left of Figure 10. The 

importer, for and on behalf of themselves or the manufacturer (or the brand owner), typically 

hires sales representatives to visit the retailers. A pharmaceutical representative will generally 

be assigned to visit clinic physicians, hospitals, drug stores once every few weeks. 

Representatives often have to deal with 200 physicians, 3 hospitals, or 300 drug stores. For 

                                                 
35  “The Potential for RFID in Pharmaceuticals”, http://www.rfidupdate.com/articles/index.php?id=1195, last 

accessed July 25, 2018 



each visit, samples are often delivered by hand or through logistics service providers. Once 

orders have been placed, the products are delivered by logistics service providers on a different 

visit. The retailers (hospitals, clinics, and drug stores) would then need to verify by manual 

count. 

It is worthwhile to note that pharmaceutical products are sold in bonus terms or in short “terms”. 

For example, drug A might be sold in quantities of 50 with bonus 40, which are always denoted 

as 50+40, with a standard unit price. This means the unit price are unchanged no matter if the 

retailer is a hospital or a small medical clinic, and the pricing is controlled by the “terms”. This 

incurs difficulties in stock receiving as the quantity could be different every time and might not 

match the ordering quantity, while in other businesses such quantity can be easily traced. To 

deal with this situation, RFID system has been implemented by some pharmaceutical 

companies, and this system is being utilized in the entire pharmaceutical SC including 

hospitals and drug stores. The use of RFID could be a precaution of such errors.  

For hospitals, the use of RFID usually emphasizes more on patients’ safety, employee 

efficiency and inventory cost control. There is a high incentive for hospitals to adopt the RFID 

being tagged by pharmaceutical manufacturers. RFID automation in the pharmaceutical SC 

can save thousands of dollars through optimizing labour, reducing supply waste and 

commitment costs while providing data-driven insight to optimize revenue. 

A typical pharmaceutical product manufacturer would apply RFID by placing small RFID tags 

on drug packs. An RFID tag consists of an antenna and a chip that serves as a unique identifier. 

By the use of a handheld scanner or card reader, product information and data such as 

manufacturer, drug name, lot number, and expiration date can be displayed. This information is 

retrieved by the handheld scanner wirelessly linked to a database server, via its associated 

unique identifier in the relational database. 

Once the product information is placed in the relational database, one can use the data 

throughout the entire RFID lifecycle. The pharmacy is equipped with automated hardware, 

including kit and pallet management workstations and inventory management control 

temperature cabinets. These hardware systems can automatically read RFID tags for all 

inventories which aid human operation. For example, a typical stock take by RFID in a hospital 

for a particular subset of drugs would take 3-7 seconds instead of manually counting that takes 

15 minutes. 

RFID systems identify any lost, expired or expiring drugs, so replenishment can be done 

quickly and accurately, saving human lives by eliminating medication errors. Alerts are 

programmed to support optimized workflows and alert medical practitioners in case of 



inappropriate use of drug for patients, say weight and dosage mismatch or inappropriate use of 

drug due to medical history. 

Computer systems can utilize RFID to control the temperature in the SC, say in warehouses, 

and link these data up to online and high visibility inventory management systems. These 

systems update the inventory status whenever the cabinet door or station drawer opens or 

closes, maintain a permanent stock quantity by enabling auto- notifications to be sent to 

appropriate medical practitioners to replenish drugs that are going to run out of stock. 

All in all, pharmaceutical SC has been taking advantage in the entire RFID lifecycle from the 

RFID that is tagged by the pharmaceutical product manufacturer. Last but not least, in all RFID 

solutions, data is provided through a powerful reporting suite to improve medical practitioners’ 

self-confidence and enable informed decision making. 

7.4.3 Proposed Conceptual Model 

Some breaches are common in mini-case study results, and some of them are in the same 

category; Some of these breaches are with the same root cause or from the same source, and 

some have similar solutions to close vulnerability loophole. Therefore, a proposed conceptual 

security framework can explain these results, and this framework can identify and categorize 

major causes and sources of the studied RFID security breaches. These causes and sources are 

then analysed by literature review on various scholars based on the identified causes and 

sources of the RFID security breaches. 

This conceptual framework is a three step model that can be adapted to explain causes and 

sources of RFID security breaches. It contains three steps as shown below and illustrated in 

Figure 11. The funnel illustration is adopted because the causes and sources in the policy 

framework can be deduced from the security breaches in the process of going through the 

model. 

(1) Identify and categorize the RFID security breaches in SC (Blue to Green) 

(2) Identify the causes and sources of RFID security breaches (Green to Cyan) 

(3) Categorize the causes and sources in the policy framework (Cyan to Yellow) 



 

Figure 11 Proposed conceptual model to explore RFID Vulnerabilities in multi-domain supply chain 

(Left). Examples provided are reflected from results from section 7.4.4 and 7.4.11 (Right). 

7.4.4 Top Security Vulnerabilities 

The list of security breaches should be revisited, to update the list of RFID vulnerability in the 

MDSCRV model which originally categorized by Rotter (2008) (discussed in section 2.6) and 

shortlisted to SCRV (discussed in section 6.3). The semi-structured interview consists of 50 

company mini-case study targets, spanning across various company sizes and in several of 

domains in SC, should be a better representation of RFID security breaches in SC. There are 

items in MDSCRV that are not found in the semi-structured interview, or vice versa. Hence 

there is a need to trim down the MDSCRV model in order to allow SC practitioners to tackle 

RFID security breaches in a more targeted way. A list of six security breaches can further be 

categorized to give a meaningful analysis for RFID security breaches that are specific to the SC, 

and they have been categorized by introducing new categories combining old categories with 

similar causes, and ignoring categorizes that do not exist. 



Some of MDSCRV model’s items are combined, such as back-end attacks is combined with 

malware and back-end attacks as both happens at the same time in all semi-structured 

interviews. Some items are covered in other categories, such as RFID system breakdown. The 

proposed new categories are discussed in the below sections and summarized in Table 26. 

Tag Cloning 

Tag cloning (discussed section 2.6.5) was featured in both the MDSCRV list and the 

semi-structured interview, and since it requires the same frequency of tag to be cloned, and 

most likely in a large batch of read only tags, for the cases with read only tags, the RFID 

security breach is relatively well-planned and in bigger scale . 

Tag Removal and Reapplying 

A tag removal RFID security breach is simply removing the tag to make RFID reading 

impossible (section 2.6.15). When a tag is simply removed, SC operators will spot that the 

reading of the RFID is unsuccessful, while a good one moves through a reading point. In case 

of the tags being removed and reapplied, the goods’ identity is replaced by the original tagged 

goods (section 2.6.16). The MDSCRV model did not address both breaches, while the closest 

one is tag destruction (section 2.6.10). Tag destruction is the act to destruct a tag that is applied 

on an RFID. Without a tag a product’s existence in the SC may be undetectable. For example, 

in a warehouse loading dock where pallets are tagged with RFIDs, missing a tag could mean an 

entire pallet missing as there is no tag to be scanned, or in a supermarket a missing tag might 

result in product lost due to tag missing in checkout counters. In some logistics operating 

environment, goods’ existence is being detected by another mechanism, and therefore a 

missing tag might trigger the exist of an unknown object . For example, the Hong Kong Asia 

Airfreight Terminals Limited has installed RFID systems in identifying trucks to pick up 

airfreight goods with RFID tags hanged on the reverse mirror in the driving cabin, and for 

trucks without such tags parking in the loading bay, coil loops are installed in the ground of the 

parking bay in order to detect the existence of any trucks even without the RFID tag. However, 

this additional detection is for detecting tag removal in general but whether the tag is being 

destructed as suggested by MDSCRV is not a major concern.  

There is no tag destruction reported from the semi-structured interview while MDSCRV model 

identified tag destruction being a major RFID security breach. In addition, the case of tag 

removal is not the same as tag destruction, in particular when a tag can be reapplied. Since the 

semi-structured interview mini-case study has RFID security breach of tag removal and 

reapplying happening simultaneously, they are considered as one single breach and being 

studied together. 

 

 



Back-end Attacks 

While attacks against servers exist in both MDSCRV and the mini case studies, and malwares 

are common ways of attacking information systems, MDSCRV model explicitly distinguished 

back-end attacks from servers and malwares which commonly attack client machines. In the 

mini-case study targets, backend consists of repository of everything for the information 

systems, including all data in the Enterprise Resource Planning (ERP) software.  ERP software 

contains SC information from one domains to another, including upstream SC to downstream.  

Examples of such information include product planning, manufacturing, inventory 

management, marketing, shipping, and payment. Though, purposely installed of malware to 

breach RFID systems were not reported from our semi-structured interview. As the attacks are 

not specific to any systems, the extended framework should not categorize such attacks 

particularly to database servers or backend attacks, but generalizes these attacks as attacks 

against servers. 

Manipulation of Product Data 

Manipulation of product history is a combination of security breaches including tag content 

change and manually changing database records. Some SC RFID systems are able to retrieve 

product information from the tag without the need to interpret tag information from database, 

and a hacker can solely perform a tag content change (Section 2.6.7) to manipulate product 

history. Other systems require an update to database records of product’s data stored. However, 

this should not be considered as a backend attack by a hacker as the user who update database 

records are practitioners in the SC. Since both breaches achieve the goal of manipulation of 

product history, they can be considered as one single category in SC RFID systems. 

Manipulation of Testing Equipment 

The issue of manipulation of testing equipment does not exist in the MDSCRV model. 

However, in the study it was reported that some logistics operators manipulate testing 

equipment to satisfy their own needs. Two cases were reported in this study, where testing 

equipment was manipulated by manually changing the data in offline handheld RFID reader, 

and manually amending the reading angle of RFID reading devices that are mounted in a 

logistics environment. Study of this behavior is important as systematic enhancement, for 

example, use of online reading equipment which sends data to servers immediately after read, 

or the act of prohibiting users to change data in an offline scanner, could make such 

manipulation impossible. For mounted RFID reading devices, cages can be used to protect 

such equipment to ensure 100% RFID scanning.  

Attack against RF Communication 

The security breach “attack against RF communication” is a combined result of RFID 

vulnerabilities in MDSCRV. Jamming and blocking of signals are both causes of this 



vulnerability, and they did not exist alone. Most RFID security breaches targeting low 

frequency RFID tags have higher immunity to EMI, as discussed in the chapter 2 literature 

review section. Civilian uses of RFID devices do jam the signal, and sometimes the signals are 

blocked by such devices as they are made by metal. However, in the case of semi-structured 

interview, higher frequencies of RFID tags are being used. Blocking is not reported from the 

semi-structured interview apart from operational equipment jamming of radio frequency 

signals. In discussion of blocking, one cannot omit the incidents of tempering RFID antenna, 

which can be discussed in a dichotomy. The first way is destruction of the physical antenna. 

RFID readers have external antennas and the destruction can be performed easily. The second 

way is to block the RFID antenna in the RFID tag, which is also a way of blocking. There is no 

RFID security breach on antennas in the semi-structured interview but MDSCRV model has 

recorded antenna as vulnerability in RFID systems. 
Categorized SCRV  Mapping to MDSCRV RFID Vulnerability 
Tag Cloning Tag Cloning 

Eavesdropping (partially) 
Unauthorized Tag Reading (partially) 

Tag Removal and re-applying Tag Destruction (partially) 
Replay Attack (partially) 
Relay Attacks (partially) 

Back-end attacks Back-end Attacks 
Malware 

Manipulation of Product Data Tag Content Changes (partially) 
Manipulation of Testing Equipment  
Attack against RF communication Jamming (combined) 

Blocking (combined) 
  
Does not exist in semi-structure 
interview cases 

RFID system breakdown 
 

  
Table 26 Comparing list of RFID security Breaches in MDSCRV Model and the extended framework 

7.4.5 Top Security Breaches 

The semi-structured interviews found that different companies identified different top RFID 

security breaches, which are listed in Table 27. In evaluating RFID security systems for a 

particular industry, the first step would be to identify and categorize such RFID security 

breaches for that industry. For instance, the interviews with case companies of the 

pharmaceutical industry manufacturers identified tag cloning, tag removal and reapplying, 

back-end attacks (breach item I / II / III) systems to be the top three RFID security breaches in 

the SC. Different domains in the SC could identify different top RFID security breaches, for 

example the logistics service providers had identified back-end attacks, manipulation of testing 

equipment, and attack against RF communication (breach item III / V / VI) instead. 



 
Category Security Breaches Examples 
I Tag cloning Cloning 
II Tag removal and reapplying Removal and/or Reapplying 
III Back-end attacks System software and hardware 
IV Manipulation of product data Including database manipulation 
V Manipulation of testing equipment Handheld and gate scanners 
VI Attack against RF communication RF signal jamming 

Table 27 Top Security Breaches and Examples 

The top security breaches are calculated by assigning mark 3 / 2 / 1 to the top three choices of 

breaches the domain subjects replied. 3 marks assigned to the top choice, 2 marks assigned to 

the second, and 1 mark to the least. By adding up marks in each category, the study extracts the 

top three marks which would in turn became the top three security breach concerns. 

The semi-structured interview paid particular attention to “Rank the top 3 concerns (in terms of 

likelihood of damaged) caused by the following issues” and “actual security breach incidents 

happened, before and after RFID application”. This research used the same terms and phrases 

in the semi-structured interviews for jewellery and pharmaceutical operators to facilitate fair 

comparison and results are summarized in Table 28. 

 
Top Security Breaches  Domain that applied RFID 

(Interviewed) I II III IV V VI 
Jewellery Retailers  1 2   3 

Manufacturer 1 2 3    
LSP   1  2 3 
Importers   2 1  3 

Pharmaceutical 

Retailers    3 2 1 
Table 28 Rankings of Security Breaches Identified by Jewellery and Pharmaceutical Industries 

A follow-up question was then asked to each response, for details regarding to the RFID 

security breach. Illustrated below are the cases that are retrieved from the semi-structured 

interviews. Following notations are used to capture the response of each domain for each 

breach category for both sectors.  

These responses were useful in understanding in detail how a breach is defined and 

encountered differently by each domain in two types of industries.  

7.4.6 Domain Specific Top RFID Security Breaches 

There are a total of 15 top security breaches identified, and are best represented by the case 

studies as below (3 each in JA and PB/PC/PD/OE). It is worthwhile to note that the domain 



where the vulnerability came from and the RFID system owner are not always the same. For 

example, a pharmaceutical RFID system could have security breach that occur in a pharmacy. 

This leads to a more complex problem (discussed in Chapter 8) with cases summarized in 

Table 29. 

JE136 - Tag removal and reapplying 

The RFID tags are carried on a piece of small “paper item tag” that attaches on the piece of 

jewellery. Upon customer purchase of the piece of jewellery, the tag is removed. Multiple 

incidents happened when the customer finally decided not to purchase multiple pieces of 

jewellery, and the “paper item tags” requires to be reattached to the pieces of jewellery. This is 

the case when the tags are mistakenly removed and reapplied. 

JE2 - Attack against servers 

An incident reported where jewellery companies’ IT system were being attacked by a hacker 

trying to retrieve all properties of all jewelleries. This hacker wanted to build a database 

containing all image of this jewellery company, for building up an online catalogue. At that 

point, RFID tag serial numbers were also copied. 

JE3 - Attack against RF communication 

RF communication has always been jammed as a result of electromagnetic interference. While 

this are not planned attack, mobile phones, liquid, computer systems, are ranked top three in the 

jewellery retailing environment  

PB1 - Attack against RF communication 

                                                 
36  Notations used are as follows: 

 J: The Jewellery supply chain  

 P:  The Pharmaceutical supply chain 

 A-E:  Different domains of supply chain, with ‘A’ for the most upstream supply chain domain and ‘E’ for the most 

downstream domain of the supply chain that is the retailer. For pharmaceutical supply chain A/B/C/D/E would stand for Raw 

material/Manufacturer/Logistics Services Providers/Importers/Retailers, and for jewellery supply chain, A/B/C/D/E would stand 

for Component/Assembler/Logistics Service Provider/Distributors/Retailers respectively. 

 1-3: The numbers are used to indicate top RFID security breach by each domain 

 Example: For instance, “JA1” would be the topmost (1) security breach for the first domain, (component, A) in the jewellery (J) 

industry. 

 For instance, “PC2” would be the second (2) security breach for the third domain (Logistics Service Providers, E) in the 

pharmaceutical (P) industry. 

 



Similar to the jewellery retailers, RF communication has always been jammed as a result of 

electromagnetic interference by mobile device users in the outsourced warehouse of the 

pharmaceutical company. The outsourced warehouse supposed to perform cargo receive for 

the pharmaceutical company with the use of RFID as a mean of cargo receipt approval, shall 

the purchase order number exists in the system. The jammed electromagnetic interference 

caused manual work in seeking for cargo receipt approval, and the system did not provide 

improvement in operation automation but instead caused confusion. 

PB2 - Manipulation of testing equipment 

Handheld scanners were used to test whether a pharmaceutical product is parallel imported or 

genuine and warning information will be displayed in a screen in a drug store. A drug store 

receives periodic check from drug importer to ensure only genuine product is being sold, in 

order to be branded as a genuine goods distributor. An interviewee reported drug store next 

door was caught selling parallel imported drugs but the periodic testing staff from the drug 

importer manipulated testing equipment records in testing equipment before returning such 

equipment to office. 

PB3 - Manipulation of product data  

Forgery of product data has been reported where sample drugs with RFID tags marked as 

“samples” are being removed in order to fake product as regular drug, in order to charge patient 

with “samples - not for sale” products. This case exists in Hong Kong, where the medical 

clinics can dispense drugs by a medical doctor without need of a pharmacy or pharmacist. 

PC1 - Manipulation of product data  

Importers are required to reassess the due date of product, and sometimes will extend the best 

before date after reassessment. Manipulation of product history is being done manually to the 

database, and human errors were spotted. 

PC2 - Back-end attacks 

An incident reported where pharmaceutical importer IT system being ran in the pharmaceutical 

point of sale system in a pharmacy were being attacked by an IT company providing cloud 

computing software-as-a-service. The IT company is trying to retrieve all properties of drugs 

imported to build a database containing all drug constituencies, as drugs manufactured by 

different manufacturers are sold under brand name but could have similar active ingredients. 

This cloud computing software-as-a-service is targeted for access of individual medical 

physicians to access, and in the process, RFID tag numbers are also copied in the same 

database. 



PC3 - Attack against RF communication 

Similar to the pharmaceutical retailers, RF communication has always been jammed as a result 

of electromagnetic interference by mobile device users. This happens in the outsourced 

warehouse of the pharmaceutical importer. The system is used for identifying the earlier 

expired items when drug is shipped to the pharmacies. The closer in proximity an RFID 

scanner is from the first expired drug will sound a higher frequency alarm. The signal jamming 

cause misidentified drugs. 

PD1 - Back-end attacks 

Cases of attack against IT web server have been reported by logistics service providers. 

Although there is no evidence and it is not believed that the attack is related to RFID 

information. The web server containing RFID information has been downed due to Denial of 

Service (DOS) attack. 

PD2 - Manipulation of testing equipment 

All shipments going through a logistics service provider has to go through 12 points scanning, 

and pharmaceutical items get higher priority in an airfreight unit load device unstuffing process. 

At peak time sorting or flight delay, airfreight logistics ground handling staffs purposely 

changed the angle of a scanning device in order to have urgency override importance handling 

of goods to avoid delay. 

PD3 - Attack against RF communication  

Similar to the pharmaceutical retailers, RF communication has always been jammed as a result 

of electromagnetic interference by mobile device users. 

PE1 - Tag cloning 

The pharmaceutical manufacturer has their own proprietary format of RFID number system 

and is the largest customer of the RFID system provider. In order to cater for needs of smaller 

clients who could not cater for a single run of RFID tags production, the RFID vendor cloned 

the tag format to sell to these smaller clients when they are making a production run. It was 

reported even the tag serial numbers could be completely identical, which could cause issues 

although there were no lost reported from this incident. 

PE2 - Tag removal and reapplying 



Automatically tagged RFID on manufacturing item boxes were found mistaken. It required 

manual removal and reapplying, which could again cause issues although there were no errors 

reported from this incident. 

PE3 - Back-end attacks 

Similar to pharmaceutical logistics service providers, IT web server containing RFID 

information has gone through Denial of Service (DOS) attack with no indication the attack 

aimed at the RFID information. 
 Security Breach RFID Owner Vulnerability From Domain 
JE1 Tag removal and reapplying Jewellery Retailer Jewellery Retailer Direct 
JE2 Back-end Attacks Jewellery Retailer Jewellery Retailer Direct 
JE3 Attack against RF communication Jewellery Retailer Jewellery Retailer Direct 
PB1 Attack against RF communication Pharmaceutical Manufacturer Outsourced Warehouse Associated 
PB2 Manipulation of testing equipment Pharmaceutical Manufacturer Pharmacies Uncontrolled 
PB3 Forgery or manipulation of product history Pharmaceutical Manufacturer Medical Clinics Uncontrolled 
PC1 Forgery or manipulation of product history Pharmaceutical Manufacturer Drug Importer Associated 
PC2 Back-end Attacks Drug Importer Drug Importer Direct 
PC3 Attack against RF communication Drug Importer Outsourced Warehouse Associated 
PD1 Back-end Attacks Logistics Service Provider Logistics Service Provider Direct 
PD2 Manipulation of testing equipment Logistics Service Provider Logistics Service Provider Direct 
PD3 Attack against RF communication Logistics Service Provider Logistics Service Provider Direct 
PE1 Tag cloning Pharmaceutical Manufacturer RFID System Provider Direct 
PE2 Tag removal and reapplying Pharmacies Pharmacies Direct 
PE3 Back-end Attacks Pharmacies Pharmacies Direct 
Table 29 Multi-Domain RFID Security Breaches Cases with Vulnerability Originated Domain Highlighted 

Through the observation, it is clear that RFID breaches could be very different in different SCs. 

Some of them have similar causes/sources or effects, but the breaches details could be very 

different, while others could appear in earlier or later stages in different SCs. Exploration to the 

causes/sources of these breaches needs to be carefully planned in order to categorize them and 

address implications. Table 29 summarized the security breaches, RFID system owner, 

company which the vulnerability came from and the domain relationship to the RFID system 

owner. 

7.4.7 Common Features between LEI and TEI 

Both LEI and TEI the study has chosen are SCs with huge implications. Pharmaceutical is an 

LEI and its SC has high non-financial implications shall the SC is compromised. For example, 

a drug that has to be shipped under temperature control, or in a cold-chain, could have caused 

lives if the drug is shipped under unintended temperature. On the other hand, the TEI selected 

has high financial implication, which is an equally important SC comparable to the LEI 

counterpart. Jewellery SC is an example that has high financial implications, but would be 

considered trailing edge in SC technologies. Products shipped could be raw material, including 

gold, diamonds, and gems. Theft or other security breaches are very common in this industry. 

Both LEI and TEI are mission critical SCs. Jewellery SCs are critical as the longer lead time 

they have, the higher capital cost is being held in the SC, which increases business costs 

including financing and opportunity costs. Pharmaceutical SCs are equally critical. Drugs have 



limited shelve lives: the longer pharmaceutical SCs drag on, the shorter time the drugs will 

remain consumable. Therefore, good management of both pharmaceutical and jewellery 

industries have always been discussed by scholars (as reviewed in sections 1.11.1 for LEI and 

1.11.2 for TEI). 

7.4.8 Differences between LEI and TEI  

There are many differences between LEI and TEI RFID usage. The major difference is that 

application of RFID to the TEI is limited. Most TEI retailers can add RFID as a tool for security 

and item tracking, and this application is within the controlled environment in the retailing 

domain. Item numbers can be implemented easily without communication between 

multi-domain partners, and the destruction of the RFID tag can be done as a paper tag is always 

used alongside with the jewellery, unlike the pharmaceutical case where the RFID is inside the 

layers of the paper boxes. 

In the upstream SC, RFID applications are simply missing. Most SC practitioners would 

outsource the security of the goods by risk transfer, or simply purchase insurance to cover any 

loss if security breaches happen. Some logistics service providers note that when RFIDs are 

attached in other logistics companies in the SC then it is possible to incorporate RFID with 

other domains in the SC, such as reusing the number in the RFID tag in the logistics process. 

7.4.9 Differences in RFID Security Breaches in LEI and TEI 

There are differences in the RFID security breaches in the LEI and TEI. LEIs are in the leading 

position of RFID applications and the RFID lifecycle is longer than that of the TEI. For 

example, the pharmaceutical industry has RFID tagged when the pharmaceutical product is 

being manufactured. However, the jewellery industry, being a TEI, has RFID tagged by the 

retailers in the final retailing stage of the SC only. Differences in the terms of the RFID 

Security Breaches can be explained by the Kim et al. multi-domain theory, stating that RFID 

applied in different domains in a multi-domain SC can have different RFID security breaches. 

TEI RFID security breaches that are caused by operations of an active human operator, such as 

tag removal and reapplying, manipulation of product or testing equipment, the human operator 

is more likely to have awareness of such breaches. While some of them might not have 

unethical intention, there were reasons behind such breaches (for example, ignoring alerts in 

peak time logistics sorting). In LEI RFID security breaches, associated or uncontrolled 

domains could have the same security breach, but the involving companies were not aware of 

the RFID system at all, as the system is not owned by them. On the other hand, for passive 

security breaches, such as back end attacks, attacks against RF communications, tag cloning, 

happen less in terms of count in TEI as the operation is smaller and the domain has full control 

of the environment. The differences between LEI and TEI RFID security breaches captured by 



the semi-structured interview are mapped into the MDSCRV model and categorized by the 

causes and sources (discussed in 7.4.3, conceptualized in Figure 11). 

7.4.10 Mapping RFID Security Breaches to Vulnerability List 

The vulnerability list from SCRV, updated from Rotter’s (2008) by reviewing various 

scholars’ literature, is the starting point of this update. This is needed because more specific 

RFID vulnerability to SC should be used for this study. This list is now further refined by the 

results of this study to concentrate on vulnerability factors of multi-domain RFID systems. 

There is a need to update the list to contain only SC RFID vulnerability as discussed in Section 

7.4.4. Figure 12 is an update of Figure 9 with the results from the semi-structured interview on 

the mini-case studies and shows a more comprehensive model for SC practitioners. 

 
Security Vulnerabilities (SCRV) Security Vulnerabilities (Semi-Structured Interview) 
Eavesdropping  Tag Cloning 
Relay Attacks Tag Removal and re-applying 
Unauthorized Tag Reading Back-end Attacks 
Tag Cloning Manipulation of Product Data 
Replay Attacks Manipulation of Testing Equipment 
Tag Content Changes Attack against RF Communication 
Malware 
RFID System Breakdown 
Tag Destruction 
Blocking 
Jamming 
Back-end Attacks 
 

Figure 12 MDSCRV Model with RFID vulnerability updated from semi-structured interview results 

7.4.11 Causes and Sources in the MDSCRV Model 

The semi-structured interview has provided insights into possible security breaches in the 

multi-domain. However, the pre and post RFID application did not reduce SC security 

breaches (tabulated in Table 25). Although RFID introduced benefits to the SC, such as the 

ability to track and trace the product, it also introduced vulnerability from the usage of RFID. 

If all the security breaches encountered by domains of SC are observed, one can see that human 

related issues are the causes of some of these security breaches. For some types of breaches 

human errors are involved while reapplying the tag (JE1), manipulation of product data (PB3, 

PC1), tag cloning (PE1), tag removal and reapplying (PE2) or skipping the inspection and 

scanning by manipulation of testing equipment during rush hours (PD2). Hacker attack has 

also been spotted, as seen in attacks to internal IT systems in various stages (JE2, PC2, PD1, 

PE3). At the same time, operating environment can cause electromagnetic interference, for e.g. 



the use of mobile devices is also a cause to security breaches (JE3, PB1, PC3, PD3). 

Furthermore, as there is no line of sight and air is used as the medium of communication for 

RFID, eavesdropping or illegal reading of tags also exist in an operating environment when 

radio frequencies usages are not controlled. Finally, some human activities are involved in 

unethical practices, which are purposely done to break the RFID system (PB2). Based on the 

observation one can divide the sources of RFID security breaches into four major categories (1) 

Human Error, (2) Hacker Attack, (3) Operating Environment, and (4) Unethical Usage. The 

relationship between the RFID security breaches and the causes is illustrated in Figure 13. 

 

Figure 13 The causes and sources of RFID security breaches 

 

(1) Human Error 

(2) Hacker Attack 

(3) Operating Environment 

(4) Unethical Usage 

JE1 - Tag removal and reapplying 

JE2 - Back-end attacks 

JE3 - Attack against RF communication 

PB3 - Forgery or manipulation of product history  

PD2 - Manipulation of testing equipment 

PE3 - Back-end attacks 

PE2 - Tag removal and reapplying 

PE1 - Tag cloning 

PD1 - Back-end attacks 

PC2 - Back-end attacks 

PB2 - Manipulation of testing equipment 

PB1 - Attack against RF communication 

PC1 - Forgery or manipulation of product history  

PC3 - Attack against RF communication 

PD3 - Attack against RF communication 



7.4.12 Updated List of Security Breaches 

The updated list of security breaches could lead to the discovery of their causes and sources and 

should be used to provide an EMDSCRV model, which can offer a practical solution to the SC 

RFID security breaches. In addition, the causes and sources of the SC RFID breaches could 

also lead to solutions by revisiting the literature. 

Figure 14 summarized the literature findings of solutions to the four causes and sources of 

RFID security breaches. Human error security breaches should be tackled by training staff for 

operating the RFID system (discussed in 2.7.6); Hacker Attack problems should be solved by 

applying software protocols in all data server and storages (discussed in 2.7.6); Operating 

Environment issues should be attended by introducing hardware systems to block unnecessary 

radio frequency (RF) activities (discussed in 2.7.6); and finally Standard Operating Procedures 

(SOP) should be used to manage Unethical Usage cases (discussed in 2.7.6). 

 

Figure 14 Suggested solutions to the four major causes and sources 

 

7.4.13 Mapping LEI Security Breaches to the MDSCRV Model 

In the semi-structured interview, we applied the MDSCRV Model in the pharmaceutical 

industry with the five identified domains in the SCs being A) Raw Material, B) Manufacturer, 

C) Logistics Service Provider, D) Importers, and E) Retailers. This is the second domain in the 

semi-structured interview cases as explained in Chapter 5. For example, focusing in an RFID 

system owned by the B) Manufacturer, who is considered as the direct domain, the A) Raw 

Material and C) Logistics Service Provider domains could be the associated domains, while the 

D) Importers and E) Retailers could be the uncontrolled domains for the said RFID system. 

Human Error 

Hacker Attack 

Operating 

Environment 

Unethical Usage 

JE1 / PB3 / PC1 / PD2 / 

PE1 / PE2 

JE2 / PC2 / PD1 / PE3 

JE3 / PB1 / PC3 / PD3 

 

PB2 

 

Training for staffs operating the 

RFID system (Reason et al., 2000) 

Software security protocols in all 

data storages (Lee, 2015) 

Hardware that block unnecessary 

RF activities (Hikage et al., 2015) 

Standard Operating Procedures 

to close loophole (Stylianou et al., 2013) 



Therefore, PB) Manufacturer is denoted to be Direct, while PA) Raw Material, PC) Logistics 

Service Provider are Associated, and PD) Importers and PE) Retailers are considered to be 

Uncontrolled. Of course, each individual company business arrangement could be different. 

For example, some B) Manufactures can affect business decisions of D) Importers and E) 

Retailers, then both of these two domains should be considered as Associated instead of 

Uncontrolled. 

Human Error Semi-Structure Interview Cases 

The human error cause was featured in PB3, PC1, PD2, PE1, and PE2. The domain PB is direct, 

while PC and PD are associated, and PE is uncontrolled. Therefore, the PB3 case can be 

represented by a tab in the direct, at the C column. The HE cause is demonstrated by the orange 

colour, and therefore there is an orange tab in the direct section, in the C column. Likewise, 

another domain, the associated, has reported the PC1 case, therefore the C column in the 

associated section is also coloured in orange. Likewise, for case PD2, the D column is also 

coloured to represent this breach. For the uncontrolled domain, PE1 and PE2 were reported, as 

well as another two HE cases. An arrow is drawn from the human error box to the RFID 

lifecycle “Tube” with all the direct, associated, and uncontrolled highlighted. Furthermore, 

there are sub level indexes in the security threats, representing the security threats that are listed 

as major security threat categories. 
Case 
No. 

Case 
Details 

Direct 
Associated 
Uncontrolled 

Sub 
level 
Index 

PB3 Manipulation of product data B) Manufacturer 
(Direct) 

C 

PC1 Manipulation of product data C) Logistics Service Provider 
(Associated) 

C 

PD2 Manipulation of testing 
equipment 

D) Importers 
(Associated) 

D 

PE1 Tag cloning E) Retailers 
(Uncontrolled) 

B 

PE2 Tag removal and reapplying E) Retailers 
(Uncontrolled) 

A 

Table 30 Semi-Structure Interview Reported Cases with Sources and Causes of Human Error 

This mapping demonstrated the three domains have vulnerability that caused the HE security 

breaches. One can observe the orange colour indicator to find the sources of the security 

breaches. In total, for HE related security breaches, one can spot the colours to determine 

whether they came from Direct (C), Associated (C, D), or Uncontrolled (B, C) sections. 

There were four categories summarized, namely the hacker attack, operating environment, 

unethical employees, and human error. They can be connected to the MDSCRV model in order 

to identify the four causes and sources of the problem. The connected model is addressed as the 

EMDSCRV model in this study.  



The four boxes represent the four categories, and there are arrows that go from the boxes into 

the MDSCRV model, which represent the causes or sources in different levels of the SC. RED 

color stands for Hacker Attack, GREEN for Operating Environment, Human Error is denoted 

by the PURPLE color, and Unethical Usage on BLUE color. In addition to the arrows, there are 

also the coloured tabs indicators for the security breaches that feature in the particular 

semi-structured interview. 

Hacker Attack Semi-Structure Interview Cases 

The human error cause was featured in PC3, PD1, and PE3. The domains PC and PD are 

associated, and PE is uncontrolled. Therefore, an error is drawn from the hacker attack box to 

the RFID lifecycle direct, associated, and uncontrolled areas. Table 31 highlights the cases. 
Case 
No. 

Case 
Details 

Direct 
Associated 
Uncontrolled 

Sub 
level 
Index 

PC2 Back-end attacks C) Logistics Service Provider 
(Associated) 

E 

PD1 Back-end attacks D) Importers 
(Associated) 

E 

PE3 Back-end attacks E) Retailers 
(Uncontrolled) 

E 

Table 31 Semi-Structure Interview Reported Cases with Sources and Causes of Hacker Attack 

For example, the pharmaceutical security breach case of PC2, attack to servers reported by C) 

Logistics Service Provider, in the associated section. Therefore, an orange tab is being placed 

in the associated section under the sub category index of E. The other cases are completed in 

the same manner, where tabs are placed for hacker attack, in the section of Direct (E), in the 

Associated (E), and in Uncontrolled (E). 

Operating Environment Semi-Structure Interview Cases 

The operating environment cause was featured in PB1, PC3, and PD3. The domain PB is direct, 

while PB, PC, and PD are associated. Therefore, an error is drawn from the hacker attack box 

to the RFID Lifecycle direct and associated areas. The below table highlights the cases. 



 
Case 
No. 

Case 
Details 

Direct 
Associated 
Uncontrolled 

Sub 
level 
Index 

PB1 Attack against RF 
Communication 

B) Manufacturer 
(Direct) 

F 

PC3 Attack against RF 
Communication 

C) Logistics Service Provider 
(Associated) 

F 

PD3 Attack against RF 
Communication 

D) Importers 
(Associated) 

F 

Table 32 Semi-Structure Interview Reported Cases with Sources and Causes of Operating Envrionment 

For example, Pharmaceutical security breach case of PB1, attack against RF communication 

reported by B) Manufacturer, in the direct section. And another tab is placed in that section 

under the sub type F. The other cases are completed with the same manner, which tabs will be 

placed for operating environment, in the section of Direct (F) and the Associated (F). 

Unethical Usage Semi-Structure Interview Cases 

The unethical usage causes is only reported with a manipulation of testing equipment in case 

PB2. Therefore, an error is drawn from the unethical usage box to the RFID Lifecycle direct 

areas. The below table highlights the cases. 
Case 
No. 

Case 
Details 

Direct 
Associated 
Uncontrolled 

Sub 
level 
Index 

PB3 Manipulation of testing 
equipment 

B) Manufacturer 
(Direct) 

D 

Table 33 Semi-Structure Interview Reported Cases with Sources and Causes of Unethical Usage 

As PB3 is a security threat due to manipulation of testing equipment as reported by B) 

Manufacturer, having a sub category code of D. Therefore, a green tab is being placed in the 

direct section under the sub category index of D. This completed the MDSCRV Extended 

model, and a final figure is shown in the left of Figure 15.  

7.4.14 Mapping TEI Security Breaches to the MDSCRV Model 

Similarly, the TEI can also be mapped to the MDSCRV Model. A shorter RFID Lifecycle is 

featured in the TEI, and the semi-structured jewellery industry can be used as an example to 

illustrate the case. JE1 is a security threat due to tag removal and reapplying reported by E) 

Retailers and that tag removal and reapplying is having a sub category index of A. Therefore, a 

red tab is being placed in the uncontrolled section under the sub category code of the “a” 

category. JE2 is a security threat due to attack to servers reported by E) Retailer, having a sub 

category code of E. Finally JE3 is a security threat due to attack against RF Communication 



reported by E) Retailer, having a sub category code of F. Therefore, a green tab is being placed 

in the direct section under the sub category index of F. 

All of these causes were in the direct domain, as RFID is only used in the retailing level of the 

jewellery industry, with breaches and vulnerability only appearing in the retailing domain. 

Therefore, all JEs are considered to have impacted only from the direct domain. The final 

mapping of EMDSCRV model to the jewellery industry is show in Figure 15 . 
Case 
No. 

Causes Sources Domain of Vulnerability 
(Direct, Associated, Uncontrolled) 

JE1 HE Tag removal and reapplying E) Retailers, Direct 
JE2 HA Back-end attacks E) Retailers, Direct 
JE3 OE Attack against RF Communication E) Retailers, Direct 

 

Figure 15 EMDSCRV Model with All Four Causes and Sources, for LEI (Left) and TEI (Right) 

Key: Hacker Attacks occurrence are marked in red band, likewise Operating Environment in brown, Unethical 

Usage in purple, and Human Error in orange. 

 

7.4.15 Causes and Sources of RFID Security Breaches 

The EMDSCRV Models for pharmaceutical and jewellery, the LEI and TEI in the study, were 

displayed side by side in Figure 15. It can easily be spotted that the LEI has a more complex 

figure compared to the TEI. This is due to the shorter RFID Lifecycle of TEI . In jewellery the 

RFIDs are tagged in retailer’s domain and then they are used only in that domain (apart from 

retailer who also own manufacture facilities, but it is still a single domain as per Kim’s 

multi-domain interpretation). Indeed, the use of RFID in TEI usually does give only tracking 

benefits but not all benefits RFID can bring in SCM. While it is good to note this deficient use 

of RFID (i.e. not giving full benefits) as discussed in section 2.5.2, this short RFID lifecycle is 

not within the scope of this study. 

For SC practitioners who are in the TEI, the EMDSCRV model already serves the purpose as a 

tool to help them direct the RFID SC breaches to the solutions. For example, in the case of JE1, 

tag removal and reapplying were reported, and the model has categorized the cause of this 



breach as HE, and solution to this problem is training. This flow chart type of solution seeking 

is easy for TEI SC practitioners to follow. However, in the cases of LEI, since associated and 

uncontrolled domains were involved, even if the solution is from a single vulnerability, it might 

be difficult to be applied. For associated SC domains, although they are connected with the 

direct domain, they still might not entertain business requests from the direct domain. Even 

worse would be in the uncontrolled domain where the direct domain has no interaction with, 

solutions of the RFID SC breaches could contradict with some features of RFID systems. For 

example, an express courier company could have implemented online cargo tracking pages 

requiring no login / password authentication. A manufacturer of a pharmaceutical product has 

leaked the tracking number of an expensive drug to a third party. The third party can use the 

tracking features of the express courier company with the leaked tracking number to tracce the 

package, causing security breaches in the retailer domain. The courier express tracking system 

in this case is clearly a well-thought-of information system that purposely provids tracking 

functions without the need of authentication as a user friendly feature. However, this associated 

domain’s user friendliness is an RFID security vulnerability for the retail domain. 

For SC practitioners who are in LEI, the use of only EMDSCRV model is not enough, as RFID 

security breaches could have causes and sources from multiple domains of the SC, as a result, 

they have to be considered altogether in order for the EMDSCRV model to provide solution(s) 

to the breaches. 

7.5 Discussion 

RFID implementation does not give a clear improvement over security breaches on the SC, as 

illustrated in Table 25. Both before and after RFID implementation, incidents of SC security 

breaches have not necessarily been reduced, the value loss even remained in the same level in 

most cases. Various scholars, including Tenanbaum in 2013 and others (discussed in 2.5.2), 

claimed that application of RFID in SC brings operational benefits including transparency, but 

why doesn’t security improve in such case? A proposed idea is most RFID systems have been 

applied with the principle to improve SC efficiency but not overall RFID security. 

The conceptual model leads to further research in terms of how different industries will be able 

to address their RFID security breaches, with respect to its ease of use and ability to directly 

advise solutions to RFID security breaches. Furthermore, the security breaches were 

categorized into causes and sources of the breaches. This is important as different security 

breaches could be caused by one single source. A single cause or source of vulnerability to 

multiple breaches should be shown to SC practitioners in order to achieve a win-win situation 



among all parties, as conflicting thoughts between various parties in the traditional SC are 

common37. 

The study findings show two forms of the MDSCRV model, which was the combined 

academic approach in addressing the RFID security breaches. As evidenced from the 

semi-structured interview, the MDSCRV model did not represent all the cases the 

semi-structured interview reported. While the MDSCRV model emphasizes on multi-domain 

and the areas of the security breach, the causes and sources are not illustrated. The EMDSCRV 

model tries to tackle this issue; it incorporates the semi-structured interview findings to the 

MDSCRV model and extends it to include causes and sources. 

Furthermore, the figure of multi-domain colour bands can show the leading edge industry has a 

much more complex operation compared to trailing edge industry. If all RFID security 

breaches happen in the controlled tube, then all RFID security breaches happen under the 

control of the SC practitioner. The RFID security vulnerability can be directly examined and 

solved. On the other hand, if RFID security vulnerability appears in other tubes, say in 

associated or particular in uncontrolled has coloured bands, then the RFID security 

vulnerability is more complex. Most of the cases the SC practitioners cannot order 

uncontrolled companies to eliminate such RFID security breach vulnerability, either because 

resources (say time or money) are needed to eliminate such vulnerability and the companies are 

not directly connected in the SC, or simply because such vulnerability involves essential 

features, or provides an ease of use to other systems. For example, RFID tags with serial 

numbers representing a courier shipment are being uploaded to servers, and it is common 

practice to have courier tracking information viewable online without login and password 

authentication, which could provide certain efficiency in modern days’ logistics systems. 

However, this also represents a possible security threat if the RFID information are being 

exposed to intruders. 

For security beaches in trailing edge industries with a SC that has a short RFID lifecycle, usage 

of RFID does not span across multi-domain, and the model in Figure 14 can directly lead to 

single solutions to such security breaches. As illustrated in most semi-structured interviews, 

the jewellery industry has limited usage of RFID, which are mostly used in the retailing domain 

only, and the uncontrolled RFID vulnerability causing RFID supply breaches is limited. As a 

result, a simple model that points to a solution is sufficient to handle the identified vulnerability. 

Indeed, the usage of such short lifespan RFID does not provide the best return on RFID system 

investment but this is out of the scope of this study. Some trailing edge industries are starting to 
                                                 
37  Generally and traditionally, supply chain has conflicting situations, for example buyer wants to buy at the 

least cost while sellers want to sell at maximum price. There are also works that can be done by different supply 

chain parties where supply chain companies want other companies to take responsibility in order to save cost. 



promote the use of RFID with a longer lifecycle, that is, to tag the RFID from end of production 

until end of retailing. For example, some jewellery retailers with manufacturing capabilities are 

starting to promote the use of RFID in end-to-end tracking. However, even theoretically the 

RFID Lifecycle span across multi-domains, they are all in controlled domains as the SC 

practitioner is the owner of the RFID system and the RFID only covers the product while that 

company has possession of it. 

7.5.1 Shortlisted and Targeted Security Breaches 

The security breaches issue in the EMDSCRV model is a subset of academic security breaches 

that exist in multi-domain SCs. Through careful studies to a LEI and TEI, unbiased comments 

have been drawn from semi-structured interviews and the subset of RFID security breaches 

allows logistics practitioners to have a focused view on the possible security breaches that they 

experience in their SC. 

7.5.2 Causes and Sources of Security Breaches 

The EMDSCRV model directs security breaches to four causes and sources. The wealth of 

literature has provided solutions to these causes and sources. A revisit to the literature has been 

performed to build another design science artefact. These solutions to the causes and sources of 

security breaches are analysed in the next section. 

The model can be used to find causes and sources of the RFID security incidents. Shall a 

business experiences RFID security vulnerability issues, one can refer to the model and find 

possible causes and sources of such vulnerability issues. Furthermore, this model will be able 

to show whether this problem arises from controlled or uncontrolled parties in a multi-domain 

SC parties, which such problem can then be easily tackled. For example, eavesdropping could 

have happened in a SC and with the EMDSCRV model an exact domain of possible breach will 

be directed to easily. Security breach preventive actions or post security beach solutions can be 

implemented to the right domain in the SC. 

7.5.3 Multi-Domain Supply Chains 

However, this model has a limitation which is treating all security breaches to be with the same 

weighting. EMDSCRV model has clearly showed that causes and sources could be from 

multi-domains in the SC. If all solutions are treated the same then businesses could have 

limited resources to implement all these solutions. For example, a company found RFID 

security breach from three domains involving HE, HA, and OP, then the company has to apply 

all solutions of training, hardware, and software that have been identified in this study. A single 

solution could have already solved all three causes and sources but since the solutions were not 

prioritized, there were no hint which one single solution should be applied first. 



Another reason for the requirement of considering all the causes and sources of the RFID 

multi-domain security breaches is that the domains that introduced the vulnerability might be 

one that is uncontrolled. EMDSCRV model highlighted controlled, associated, and 

uncontrolled domains, and as illustrated in Figure 15, controlled domain means a domain the 

SC company has control on it, and shall any problem arise a solution can be implemented 

immediately. Associated could be the business associates the company works with, for 

example, a retailer is associated with the importer of the goods, and somehow can influence the 

importer to apply solutions to RFID security breaches if found. The worst case would be causes 

and sources of RFID security breaches were introduced from uncontrolled domains in a 

multi-domain SC setting, and the company cannot effectively deal with this problem. For 

example, a jewellery retailer found RFID information were uploaded by the manufacturer in a 

webpage without access control, and customers of the retail shop were using this information to 

select better jewellery in bulk random selection jewellery lucky draw, this is a HA cause and 

source in an uncontrolled domain and a UU in the controlled domain. As the retail have no 

connection with the manufacturer, particular if the manufacturer passes the goods to a few 

companies, say the exporter, importer, and wholesaler, before reaching the possession of the 

retail shop. The manufacturer is considered as the uncontrolled domain from the perspective of 

the retailer, and therefore the retailer can only apply solutions in their own domain. 

As a result, EMDSCRV model needs to be upgrade to identify SC security breaches in the 

multi-domain setting considering all four causes and sources instead of one by one. This would 

allow a prioritized solution to be applied first, and then if the security breach is solved then 

there would not be necessary to apply other solutions. The consideration of multiple domain 

SC problem is a typical multi criteria decision making (MCDM) problem, and will be 

addressed in the next chapter. 

7.6 Concluding Remarks 

The mini case studies extended the MDSCRV model to show the RFID security vulnerability 

in the complex LEI and highlighted the vulnerability in TEI in a much simpler model. The 

difference in the model shows different vulnerability can come from different domains in LEI 

cases.  

The proposed usage of EMDSCRV Model includes finding possible security breaches, finding 

causes and sources or these security breaches, and highlighting the domains in the 

multi-domains where the security breaches exist. It is useful for finding causes and sources of 

RFID security breaches, as it not only points out the area of possible security breaches in the 

SC, but also directs the security breach to causes and sources of security breaches. Finally, for 

multi-domain SCs, MDSCRV Extended model would highlight which domains the RFID 



security breaches could happen. This model can achieve certain benefits, as discussed below, 

in addition to a clear visual recognition to the RFID security breaches in multi-domain SCs. 

 



8 A Practical Framework based on the Developed Model  
 

 

8.1 Introduction 

This chapter will perform step 4 in the design science framework, Framework Evaluation. The 

EMDSCRV Model will be evaluated to ensure the model covers Multi-Domain SC and 

identify all the causes and sources to the security breaches. Focus group intensive discussion 

will capture the performance of the framework.  

This chapter aims to address RQ 3, which describes a practical policy framework based on the 

MDSCRV model developed in earlier chapters. The framework should complement MDSCRV 

Extended model that was introduced in chapter 8. The policy framework will lead SC 

practitioners to causes and sources of the RFID security breach in SC with a prioritized 

solution and then from there the prioritized solution can fit to existing breaches or precautious 

measurements can be drawn to prevent future breaches, even if the breach has vulnerability 

from the associated or uncontrolled domain. 

In Chapter 3 the design science approach was summarized and the following steps are outlined 

in this study. In step one, relevant literature were reviewed including various academic papers 

and the Kim et al.’s multi-domain RFID security model. In step two, the “Theory Building”, a 

list was created with elements in RFID Security Framework, incorporated into Kim et al.’s 

multi-domain model, namely the MDSCRV model. The third step, “Technology Design 

Invention”, the RFID security framework has been included also the causes and sources, as 

categorized into the MDSCRV model, namely the EMDSCRV Model. In step four, evaluation 

of the framework over the RFID Lifecycle should be performed 

In Chapter 8 the list of vulnerability was shortlisted, and mapped to MDSCRV model, and then 

the mapping linked to another artefact that list top security breaches. A revisit to literature was 

done to build another artefact that contains the solutions to causes of these security breaches. 

By these literature and the EMDSCRV model, a framework can be used for SC practitioners to 

find solutions to their RFID security breaches. Finally, in this chapter, a focus group study will 

be performed, in accessing the usefulness of the extended framework. 

  

Research Question 3: What policy framework will reduce multi-domain 

vulnerability? 

 

 



The EMDSCRV Model is a combination of Kim et al.’s multi-domain theories and the list of 

RFID security breaches from SCRV, the semi-structured interview in chapter 6, and the revisit 

to literature where the practical business world shortlists the vulnerability list (literature in 

section 2.6, discussed in 7.4.10). In order to test the EMDSCRV Model, focus groups was used 

as the method to verify the usefulness of the model. In addition, this will lead to an 

understanding of the practicalities of the extended framework. The process first starts from the 

result of chapter 8, where the study maps the RFID security breaches incidents into the four 

major causes and sources, a review to the academic journals is then performed, drawing 

policies to solve the relevant causes and sources, and this forms the MDSCRV Extended model. 

In this chapter, focus groups will be used to capture pairwise comparison results and later 

verify the usefulness of such model. 

It has been demonstrated in section 7.4.15 that the causes of sources of SC RFID security 

breaches are HE, HA, OE, and UU. Literature in section 2.7.6 suggests that the corresponding 

major solutions are application of training, software, hardware, and SOP. For SC practicing 

businesses, application of all four solutions could create a less required return on investment 

than applying a single prioritized solution that could solve most, if not all, of the SC security 

breaches. In a multi-domain SC case, this is even more true because the cause or source of the 

RFID security breach could come from other parts of SC that the domain has no control over it. 

In such case, the impact of such causes or sources need to be analysed to find out which of them 

can be treated with the solutions found. 

The four major causes and sources to RFID SC security breaches have been identified, with the 

prime solutions determined from the second review to the literature. In a multi-domain SC, one 

single solution might not be enough for multiple causes and sources; therefore, there is a need 

to rank the solutions in order to allow the framework to deliver solutions to be implemented in 

a prioritized manner. 

This situation is more common in LEI, and in such industries, even if the SC company is 

willing to apply more than one solution without considering the return on investment that 

multiple solutions could be costlier, causes and sources that were introduced in uncontrolled 

domains that the company has no control cannot be solved by the company, as it has no control 

over those causes and sources. Therefore, a policy framework that utilize the MDSCRV model 

to highlight prioritized solutions that solves multiple causes and sources, as a single solution 

may or may not fit multiple security breaches; the key point of the policy framework is to 

prioritize solutions. 

 

 



8.2 Method 

This chapter aims at using a policy framework to find one or more prioritized solutions for any 

given RFID security breaches. Causes and sources from multi-domain, with multiple solutions 

applicable is a case where scholars address as multi criteria decision making (MCDM, 

discussed in section 2.9.2). Tools have been developed to solve MCDM, a remarkable tool 

would be the Analytical Hierarchy Process (AHP, discussed in section 2.9.3) which is be used 

to analyze the RFID SC multi-domain breaches problem in this study. AHP is the only tool that 

can provide stable analysis by the four causes of sources while flexible regarding to the 

individual SC practitioner RFID security breaches incidents. By using AHP, criteria can be 

ranked according to the incidents, and if the domains are uncontrolled SC practitioners can use 

an alternative solution in domains that they can control. 

8.3 Data Used 

The data used are the twenty-five focus group members as discussed in 5.4. The focus group 

members have been divided into four mini focus groups based on the RFID security breaches 

causes and sources categories, namely Human Error Focus Group (HE), Unethical Usage 

Focus Group (UU), Hacker Attack Focus Group (HA), and Operating Equipment Focus Group 

(OE). The EMDSCRV Model is being applied to seek solution for the security breach incidents 

for the companies and the effectiveness of the solutions are further discussed in the focus group. 

The members have been invited to join more than one group shall their problems involved two 

or more causes and sources. In such cases their incidents and solutions were documented as 

two different focus group members in this study.  

8.4 Policy Framework 

The EMDSCRV model from Chapter 8 highlighted four solutions to the four major causes and 

sources of RFID security breaches, namely human error (HE), hacker attack (HA), operating 

environment (OE), and unethical usages (UU) are training, software, hardware, and SOP. Each 

of the solutions can solve multiple causes and sources of the security breaches. Therefore, 

diagrammatically, a policy framework based on the EMDSCRV model can be drawn, in Figure 

24. 



 

Figure 16 Policy Framework to Apply and Evaluate EMDSCRV 

8.4.1 Policy Framework Application in the Focus Groups Meeting 

AHP analysis needs to be performed (discussed in 4.5.6). From section 7.4.15, four solutions 

were found from revisit to the literature, namely training, software, hardware, and SOP. These 

are the alternative with criteria of cause and source of HE, HA, OP, and UU. Zhao’s four steps 

AHP analysis on fishbone diagram as discussed in section 2.9.3 has been used, and the 

priorities of the solution of security threats of RFID with the solutions obtained were 

determined. SC practitioners selected for focus group are all in management level with over 10 

years of experience in the field, which fits to these criteria. 

Hierarchy Model and Comparison Matrix used in Focus Group Meeting 

The policy framework in Figure 16 was explained as the basis for of focus group meeting. 

Presented in a hierarchy manner, the framework can be used in the first step of AHP as 

discussed in 2.9.3, where the prioritized solution for the multi-domain RFID security breach in 

SC can be found by examining the causes and sources of HE, HA, OE, and UU. For the first 

level analysis, a matrix shall be drawn with two axis, to facilitate pairwise comparison of the 

multi-domain security breaches. The matrix contains the causes and sources in both horizontal 

and vertical axis, users of the RFID security framework has to fill in the pairwise comparison 

indexes. The use of AHP will fill in the individual pairwise comparison of each of the 



vulnerabilities that constitute to RFID security breaches in respect to the four causes and 

sources.  

Pairwise Comparison Matrix used in Focus Group Meeting 

There are four pairwise comparison matrixes for the solutions, they were built by asking the 

four focus groups members to compare the four solutions with respect to only the four causes 

and sources of RFID SC breaches. This process was documented in section 8.4.1 in details. 

Further to that process, causes and sources of security breaches were identified by the use of 

online software PoolEV, and the details were discussed in section 8.4.1. 

8.5 Results 

The results of the focus group study are a fishbone analysis (discussed in 2.9) and AHP results 

generated by Zhao’s four steps of AHP analysis on fishbone diagram (discussed in 2.9.3). The 

AHP results include a hierarchy model (illustrated in 8.4.1), and pairwise comparison matrix, 

weight vector calculations, and combine weight vectors (illustrated in 8.4.1). 

8.5.1 Sources of security breaches: Fishbone Analysis 

The list of focus group members are summarized in Table 34, and the causes and sources of 

RFID security breaches were summarized in a fishbone diagram, in Figure 17, to illustrate their 

cause and effect relationships. Fishbone diagrams can shows causes and sources to issues and 

can be combined with EMDSCRV model as Kim et al.’s model highlights the multi-domain 

aspects in RFID security. In the combination of the fishbone diagram and EMDSCRV model, 

colour codes were used to identify which tier the problem can expand into. 



 
Case No. Highlight of Details of Security Breach Solution Highlights of Details of Solution 
HE1 Reapplied tag to unpurchased products Training Training to re-tag unpurchased jewellery 
HE2 USB storage device contains sensitive data Training Training of how to handle RFID data 
HE3 Logistics Company to input data if not found in system Hardware 2D Barcode as second authentication 
HE4 Stealing products with RF signal jammer Software Real-time information update for checking 
HE5 Updating product data by uncontrolled domain SOP Medicine enter room before usage 
HE6 Human error in inputting RFID related data Hardware Vital Signs reading device also read RFID 
HE7 RFID incorrect tagged, also subsequent retaggings SOP Tag RFID with two lab technicians 
OE1 Counterfeiting with products RFID data in other markets Software Minimize information written on RFID  
OE2 Commercial spy to eavesdrop RFID product data Software Unorganized number avoid reading 
OE3 Eavesdropping during logistics transport Software Shared Key Authentication System 
OE4 Eavesdropping to spy on product usage Hardware Sleep and Zombie tags 
OE5 Eavesdropping to check product sales history Hardware Blocker tag 
OE6 Eavesdropping from reverse logistics Hardware Metal shielded bags for reserve logistics of RFID  
OE7 Eavesdropping to target specific valuable product Software Data Encryption with unique reader keys 
UU1 Handheld Devices not password locked Software Password and Real time data transfer 
UU2 RFID contains data causes system overflow SOP Policies for internal employee pilferage  
UU3 Unauthorized Cloning Hardware SMS registered phone upon RFID usage 
UU4 Stealing by swapping tags Hardware CCTV / Weight system on jewellery sold 
UU5 Eavesdrop RFID from waste disposed SOP Right waste in right bag / dispose tags after usage 
UU6 Swapped tag to sell products cheaper Software Unique RFIDs and marked as sold in POS 
UU7 Counterfeit product adapt RFID data from waste  Software Online servers to mark drug usage 
UU8 Pass RFID identification to unauthorized person SOP Dispose RFID tags after product used 
HA1 Change RFID reader ID Hardware Middleware 
HA2 Stealing purchase order information Software Software Development Life Cycle Policies 
HA3 Eavesdropping of product information  Software Public Key Infrastructure 

Table 34 Security Breaches and Solutions of the Focus Group Member Lists. 

Details of each member is documented in Appendix I 



Figure 17 Fishbone Diagram of Focus Group Study RFID Security Breaches in Multi-Domain Supply Chain  
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8.5.2 Pairwise Comparison  

Pairwise comparison results of HE are tabulated in Table 35. With respect to human error in 

RFID security threats, focus groups members reported training is nine times more effective as a 

solution than the use of software as some HE issues cannot be fully avoided by software. 

Likewise, for training against hardware, some companies implemented RFID scanning in point 

of sale system but still there were untrained staffs who use the system with mistakes. The use of 

SOP as a solution to solve HE issues is three times more favoured compared to both software 

and hardware, but still against training, it would be three times less favoured. 
Training 9 Software 1 
Training 9 Hardware 1 
Training 3 SOP 1 
Software 3 Hardware 1 
Software 1 SOP 3 
Hardware 1 SOP 3 
Table 35 Pariwise Comparison of the Four Solutions to the Cause and Source Human Error 

Similarly, the result tables for HA, OE, and UU are as follows: 

Hacker Attack 
Training 1 Software 9 
Training 1 Hardware 5 
Training 1 SOP 3 
Software 3 Hardware 1 
Software 5 SOP 1 
Hardware 3 SOP 1 
 

Unethical Usage 
Training 1 Software 3 
Training 1 Hardware 5 
Training 1 SOP 9 
Software 1 Hardware 3 
Software 1 SOP 5 
Hardware 1 SOP 5 
 

Operating Environment 
Training 1 Software 5 
Training 1 Hardware 9 
Training 1 SOP 3 
Software 1 Hardware 3 
Software 3 SOP 1 
Hardware 7 SOP 1 

8.6 Analysis 

AHP analysis were performed on the results given by focus group. Table 35 is a matrix that 

explains the relationship in a 2-way tabulated way. A more general 4-way comparison matrix 

that consists of all four solutions to the human error cause can be demonstrated in Table 36. 



This is the same pairwise comparison matrix that explains the relationship in a 4x4 matrix. 

Following the above example where training is nine times more effective to be used as a 

solution to HE problems, instead of only 1 and 9 recorded, inverted of the results 1/9 is also 

recorded. This comparison indexes are recorded in column one row two, and row two column 

one, whenever training and software intersects. Tabulating the pairwise comparison figures 

this way is the first step of AHP analysis. 
HE Training Software Hardware SOP 
Training 1 9 9 3 
Software 1/9 1 3 1/3 
Hardware 1/9 1/3 1 1/3 
SOP 1/3 1/5 3 1 
Table 36 Pairwise Comparison Matrix of All Four Alternatives to the Cause and Source Human Error 

Next, normalization is being performed to the pairwise comparison matrix. This is done by 

taking sum of the columns in the pairwise comparison matrix, the total column will describe 

the weighting. The lower the score is the more important criteria. The result is shown in Table 

34. 
HE Training Software Hardware SOP 
Training 1 9 9 3 
Software 1/9 1 3 1/3 
Hardware 1/9 1/3 1 1/3 
SOP 1/3 1/5 3 1 
Total 1.5667 13.3333 16 4.6667 

Table 37 Sum of the Columns in the Pairwise Comparison Matrix 

Normalization is an important process for as the AHP requires a normalized pairwise 

comparison matrix. The pairwise comparison table is being normalized by take each value and 

divide by each column total, as in Table 38, and the operation being repeated horizontally, by 

taking sum in each row, as shown in Table 39. This is the normalized matrix of the pairwise 

comparison of all alternatives to the cause and source Human Error. It is also worth to note that 

four decimal places are taken from all interim calculation processes, and final results are 

presented in two decimal places. 
HE Training Software Hardware SOP 
Training 0.6429 0.675 0.5625 0.6429 
Software 0.0714 0.075 0.1875 0.0714 
Hardware 0.0714 0.025 0.0625 0.0714 
SOP 0.2143 0.225 0.1875 0.2143 
Total 1 1 1 1 
Table 38 Normalization of Pairwise Comparison Matrix in Progress 

Next, the normalization process repeats, while the interim figures provide no value to the 

results, they are then added up to the total before taking the weighting of each individual items. 



 
HE Training Software Hardware SOP Total 
Training 0.6429 0.675 0.5625 0.6429 2.5232 
Software 0.0714 0.075 0.1875 0.0714 0.4054 
Hardware 0.0714 0.025 0.0625 0.0714 0.2304 
SOP 0.2143 0.225 0.1875 0.2143 0.8410 
Total 1 1 1 1  

Table 39 Normalized Matrix of Pairwise Comparison of All Alternatives to the Cause and Source Human Error 

For AHP comparison, the weighting is important as this describes the prioritized solution. Each 

row values will be totalled and divided by the total number of alternatives. The result is shown 

in Table 40. 
HE Training Software Hardware SOP Total AHP 
Training 0.6429 0.8544 0.5625 0.3214 2.3812 63.080% 
Software 0.0714 0.0949 0.1875 0.5357 0.8895 10.134% 
Hardware 0.0714 0.0317 0.0625 0.0357 0.2013 5.759% 
SOP 0.2143 0.0190 0.1875 0.1072 0.5280 21.037% 
Total 1 1 1 1 4 100% 
Table 40 AHP Values on All Alternatives of the Cause and Source Human Error 

Therefore, from our AHP analysis, for HE, the study group believed that training is the greatest 

preference and has the first priority by 63.080%, follow by software as a solution with 

10.1347%, and then hardware with 5.759% and finally SOP by 21.037%. The summarised 

results for all four causes and sources (including HA, UU, and OE) are tabulated as shown 

below. 

Hacker Attack AHP results 
HA Training Software Hardware SOP Total AHP 
Training 0.0556 0.0676 0.0441 0.0357 0.2030 5.07% 
Software 0.5000 0.6081 0.6618 0.5357 2.3056 57.64% 
Hardware 0.2777 0.2027 0.2206 0.3215 1.0225 25.56% 
SOP 0.1667 0.1216 0.0735 0.1071 0.4689 11.73% 
Total 1 1 1 1 4 100% 
Table 41 AHP Values on All Alternatives of the Cause and Source Hacker Attack 

 

UU AHP Results 
UU Training Software Hardware SOP Total AHP 
Training 0.0556 0.0357 0.0306 0.0735 0.1954 4.88% 
Software 0.1667 0.1071 0.0510 0.1324 0.4572 11.43% 
Hardware 0.2777 0.3215 0.1531 0.1324 0.8847 22.12% 
SOP 0.5000 0.5357 0.7653 0.6617 2.4627 61.57% 
Total 1 1 1 1 4 100% 
Table 42 AHP Values on All Alternatives of the Cause and Source Unethical Usage 



 

OE AHP Results 
OE Training Software Hardware SOP Total AHP 
Training 0.0556 0.0441 0.0700 0.0294 0.1991 4.98% 
Software 0.2777 0.2206 0.2100 0.2647 0.9730 24.33% 
Hardware 0.5000 0.6618 0.6300 0.6177 2.4095 60.23% 
SOP 0.1667 0.0735 0.0900 0.0882 0.4184 10.46% 
Total 1 1 1 1 4 100% 
Table 43 AHP Values on All Alternatives of the Cause and Source Operating Equipment 

8.6.1 Consistency Test of AHP Matrixes 

Section 4.2.5 addressed the importance of identifying and controlling research biases and the 

consistency test should be done. Section 4.4.2 explained the three steps of checking 

consistency of AHP results. All the results of AHP were tested for consistency. 

The consistency measure of the relative four factors are given by matrix multiplication of the 

raw pairwise comparison score and the AHP results, dividing by the AHP result of the given 

AHP percentage. For Training, the score is 1/9/9/3 from Table 36 and the AHP results are 

63.080%,10.134%,5.759%,21.037%, the matrix multiplication is 

(1)(0.63080)+(9)(0.10134)+(9)(0.05759)+(3)(0.21037)/0.63080 or 4.2675. The consistency 

measure vector including the remaining values of software, hardware, and SOP are in Table 44. 

Training 4.2675 
Software 4.0881 
Hardware 4.0206 
SOP 4.2675 
Table 44 Consistency Measure Vector for the Four Solutions as Alternatives in AHP Studies 

Consistency Index can be calculated by taking the sum of the consistency measure vector 

minus n divided by n-1, since we have 4 values, this would be 

((4.2675+4.0881+4.0206+4.2675)-4)/3 or 0.0537. With the random index retrieved from Table 

45 (Saaty, 1980), the random index is 0.90 and the consistency ratio would be 

0.0537/0.90=0.0596. As consistency ratio is less than 10%, the pairwise comparison table is 

considered to be consistent and the AHP is dependable. 

 

Table 45 Saaty's (1980) Random Index for Analytic Hierarchy Process 

Similarly, the consistency test process is repeated for all HA, UU, and OE study. For HA, the 

computed CI is 0.0257, and CR is 0.0285. For UU, the computed CI is 0.0617, and CR is 



0.0685. Finally, for OE, the computed CI is 0.0298, and CR is 0.0331. All studies give result of 

CR under 10% and the answers given in the focus group are consistent. 

8.6.2 Interpretation of AHP Analysis Results 

AHP analysis results are presented in Table 46, showing priorities of causes and sources of 

RFID security breaches based on mean of all focus group member responses. The result shows 

us that with respect to the RFID security breach HE, training has a priority of 63.08%, while 

software has 10.13%, hardware has 5.759%, and SOP has 21.037%. While only HA is 

considered, training has 5.07%, software has 57.64%, hardware has 25.56% and SOP has 

11.73%. Likewise, for UU, training has 4.98%, software has 24.33%, hardware has 60.23% 

and SOP has 10.46%. Finally, if only OE is considered, training has 4.98%, software has 

24.33%, hardware has 60.23% and SOP has 10.46%. The table also highlight the solution with 

the first priority. 
 HE HA UU OE 
Training 63.080% 5.07% 4.88% 4.98% 
Software 10.134% 57.64% 11.43% 24.33% 
Hardware 5.759% 25.56% 22.12% 60.23% 
SOP 21.037% 11.73% 61.57% 10.46% 
Table 46 Final Result of AHP 

If the RFID security breaches are single domain, as previous authors attempt to solve, then the 

finding is already useful to SC practitioners to solve the problem of RFID SC security breaches. 

However, as adapted from MDSCRV and also agreed by the interviewees in the 

semi-structured interview in chapter 7, the problem in SC has a multi-domains attribute, and 

causes and sources could be multiple from different domains on the SC. Therefore, the 

application of the AHP results requires a further step that synthesizes the final priorities. 

8.6.3 Application of AHP Analysis Results 

The practical application of AHP analysis results for a logistics practitioner is another AHP 

analysis synthesising the logistics practitioner’s own RFID security breach incidents, and can 

be summarized by the following four steps: 

Step 1: Determine the causes and sources of the multi-domain security breach. List down 

priorities in the four categories HE, HA, UU, and OE. 

Step 2: Perform pairwise comparison of the security breach incidents. This could be computed 

by the incident count or financial impact of various causes and sources from multiple domains. 

Step 3: AHP study on the four categories to retrieve a single number as priority percentage. The 

four percentages should add up to 100%. 



Step 4: Perform the synthesizing final priorities to find out the solutions priorities. 

A case was discussed in the focus group meeting as an example illustrated to the focus group 

members of the use of the AHP analysis results, subsequently all focus group members used 

computer software to analyse the results (discussed in next section). Jewellery retail shop ABC 

has found various RFID security breaches. The major incident was their shop manager was 

able to retag expensive jewellery items with inexpensive items RFID tag (an UU vulnerability). 

There were also causes and sources in their multi-domain SC that enables this and other lost. 

Supplier has sent shipping schedule of valuable jewellery via regular email without using 

passwords (a HE vulnerability), which the shop manager is able to read from files in network 

drives not intended for him (a HA vulnerability), the jewellery and tag being shipped by 

logistics service provider, applied, and reapplied did not go through any RFID scanning 

devices, and in some areas should have sounded alarm but missing (an OE vulnerability). 

For this multi-domain SC error, the jewellery shop had difficulties to identify a single 

percentage of causes and sources that impacted to the lost, pairwise comparison with AHP have 

been applied in this case. The company had counted the RFID security breaches incidents and 

rounded to the follow table for pairwise comparison. 

The SC practitioner is asked to compare the four causes and sources of their SC RFID related 

security breaches. Or in short, fill in the table with thoughts only to causes and sources that 

relates to this particular RFID security breach. 
HE 1 HA 3 
HE 1 OE 1 
HE 1 UU 9 
HA 3 OE 1 
HA 1 UU 7 
OE 1 UU 7 
Table 47 Pairwise Comparison of Real World Application of RFID Security Framework 

The contribution of the use of AHP in the RFID security framework is the prioritized results 

can already be shown to the SC practitioner with this minimal amount of pairwise comparison 

work. The background work including semi-structure interviews and previous pairwise 

comparison table done with the focus group practitioners enable the entire calculation to be 

done with simple arithmetic in all future studies. 

AHP is then performed on Table 47, with the results are listed in Table 48. Based on pairwise 

comparison, the AHP inspires the SC practitioner believed that HE constitute 6.82% to the 

RFID security breach, while HA has 17.05% of the cause, OE has 7.39%, and UU being the 

major cause which constitute 68.74% to the breach. 



 
 HE HA OE UU Total AHP 
HE 0.0714 0.0384 0.0833 0.0795 0.2726 6.82% 
HA 0.2143 0.1154 0.2500 0.1023 0.6820 17.05% 
OE 0.0714 0.0385 0.0833 0.1023 0.2955 7.39% 
UU 0.6429 0.8077 0.5834 0.7159 2.7499 68.74% 
Table 48 AHP Values of Real World Application of RFID Security Framework 

The computed CI is 0.0430, and CR is 0.0477, under 10% and consistent. 

The next step is to synthesize the final results, the four AHP percentages Table 48, will be used 

against to the AHP results of the focus group member’s pairwise comparison of solutions in 

Table 46. The process of synthesize of data will be a weighted calculation of the AHP results of 

both tables. 

Criterion Priority vs Goal Alternative   
HE 6.82% Training 59.53% x 6.82% 4.0595% 
  Software 22.24% x 6.82% 1.5166% 
  Hardware 5.03% x 6.82% 0.3430% 
  SOP 13.20% x 6.82% 0.9001% 
   100.00%   

HA 17.05% Training 5.07% x 17.05% 0.8644% 
  Software 57.64% x 17.05% 9.8268% 
  Hardware 25.56% x 17.05% 4.3576% 
  SOP 11.73% x 17.05% 1.9998% 
   100.00%   

OE 7.39% Training 4.98% x 7.39% 0.3679% 
  Software 24.33% x 7.39% 1.7974% 
  Hardware 60.23% x 7.39% 4.4494% 
  SOP 10.46% x 7.39% 0.7727% 
   100.00%   

UU 68.74% Training 4.88% x 68.74% 3.3548% 
  Software 11.43% x 68.74% 7.8575% 
  Hardware 22.12% x 68.74% 15.2064% 
  SOP 61.57% x 68.74% 42.3262% 
   100.00%   

Table 49 Final AHP results with weighting from Table 48 

The final values are added with respect to the four solutions, Training, Software, Hardware, 

and SOP to calculate the final score of the solutions. The results are overall priorities for all the 

solutions, with respect to the input from the pairwise comparison table. 
 HE HA OE UU Total 
Training 4.0595% 0.8644% 0.3679% 3.3548% 8.6465% 
Software 1.5166% 9.8268% 1.7974% 7.8575% 20.9983% 
Hardware 0.3430% 4.3576% 4.4494% 15.2064% 24.3564% 
SOP 0.9001% 1.9998% 0.7727% 42.3262% 45.9988% 
Table 50 Overall priorities for all the solutions 



It is clear that the SOP should be used as the prioritized solution, with a weight of 45.99%. The 

results led to the case of UU4, where SOP was used as the solution to solve the security breach 

of reapplication of tags for unsold jewellery. 

8.6.4 Application of AHP Analysis with Computer Software 

The same calculation has been performed for all the focus group members with the help of 

AHP Priority Calculator38 as shown in Figure 18. At the end of the focus group meeting, all 

members were provided with priority weightings to the four solutions HE, HA, UU, and OE. 

Discussions were made between focus group members to enlighten other members, including 

what practical application of the solution could be. For example, the case UU4 has SOP was 

advised from the framework as the prioritized solution, the UU focus group members 

suggested to added two SOP of weighting and image comparison of jewellery being sold, and 

finally this prioritized solution became the only solution that was used to solve the RFID 

security breach UU4 below. Full solutions of all the focus group member with background of 

this SC practitioner has been documented in the next section. 

 

Figure 18 Free online AHP Priority Calculator with Consistency Check, from BPMSG (2018). 

 

 

                                                 
38  Free online AHP Priority Calculator with consistency check. https://bpmsg.com/academic/ahp_calc.php. 

This tool supports alternatives to pass in from html header, simplified comparisons generation by scripts. For 

example: 

https://bpmsg.com/academic/ahp_calc.php?n=4&t=AHP+priorities&c[0]=Human+Error&c[1]=Hacker+Attack

&c[2]=Unethical+Usage&c[3]=Operating+Environment 



Human Error Focus Group 

The human error focus group focuses on all human error that is incurred in a multi-domain SC 

as a breach to the RFID system. Typical error could include mis-tagging RFIDs, miss scans of 

RFID during busy peak operating hours, retagging RFIDs to wrong products. If the human 

operator who has intention to mis-operate the RFID system this is not considered as human 

error but rather unethical usage, which is another cause and source of RFID security breach. In 

total, there were 7 cases in the focus group (Abbreviated HE1 to HE7, and together with all 

other focus group member details are documented in Appendix I). 

The Unethical Usage Focus Group 

Similar to the human error subgroup, the unethical usage focus group deals with RFID security 

breaches from human operator to the RFID system. However, the incidents were from a very 

different angle because this is when the human operator purposely breaks the RFID system in 

an unethical way. The reason of breaking the system could be to achieve some financial 

benefits such as stealing goods or saving operating times. In most cases, the operator who 

breaks the RFID system has knowledge of the loophole in the system. In total, there were 8 

cases in the focus group (Abbreviated UU1 to UU8). 

Operating Environment Group  

Operating environment group consist of members who have suffered from all RFID security 

breaches due to the operating environment. Examples of which including the use of civilian 

RFID devices without the knowledge of jamming RFID signals, or professional business 

espionage who read RFID data from a distance in an unauthorized manner, which is known as 

eavesdropping. In total, there were 7 cases in the focus group (Abbreviated OE1 to OE7). 

Hacker Attack Focus Group 

Finally, the hacker attack focus group contains hackers who have purposely hack into the RFID 

system to gain benefits. The hacking usually break into RFID systems entirely but not 

jeopardizing individual tags to gain benefits that are larger scale. Hacker attack requires 

advanced information technology knowledge while unethical usage group breaks RFID 

systems in a layman manner and operating environment group breaks RFID systems by just 

using civilian devices. Hacker attack group uses professional hacking software and hardware to 

achieve hacking results. In total, there were 3 cases in the focus group (Abbreviated HA1 to 

HA3). Details of all the cases with original quotes from the SC practitioner were documented 

in Appendix I, and summarized in Table 34. 

8.6.5 Evaluation of the RFID Security Framework 

As illustrated in Table 16 and discussed in section 4.4.2, design science artifact must be 

evaluated. The RFID security framework is being evaluated by the eight criteria half year after 



the solution has been deployed. The eight criteria are completeness, extensibility, usability, 

functionality, reliability, interoperability, scalability, and efficacy. A telephone survey is being 

constructed to the focus group member to rank the eight criteria by Likert scale with example 

as illustrated in Table 51. 
Strongly 
Disagree 

Disagree Slightly 
Disagree 

Slightly 
Agree 

Agree Strongly 
Agree 

1 2 3 4 5 6 
Table 51 Example Likert Scale for use with Answers to Evaluation of the RFID Security Framework 

Completeness 

An attempt to evaluate the following: 

Does the framework cover the entire scope of study, i.e. The proposed RFID Lifecycle? 

 

Survey Question 1: Can the identified prioritized solutions solve RIFD security chain breaches 

introduced from all supply chain domains? 
No 0 
Current domain only 1 
Current domain plus upstream or downstream 2 
Current domain plus upstream and downstream 3 
All domains on supply chain 4 
All domains on supply chain plus opportunity for future domains 5 
Table 52 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Completeness 

The completeness of the question determines whether the framework cover the entire scope of 

study, i.e. the proposed RFID Lifecycle. Some study target explained the high score is being 

given due to the nature of RFID security framework addressed multi-domain RFID security 

breach by synthesizing the AHP values which considers the multi-domain SC completely. It 

was also noted to the study target that the prioritized solution that is synthesized by AHP in this 

study has not considered the distance from the SC being studied, apart from emphasizing in the 

study, that uncontrolled domains (denoted in yellow color in the framework) could have 

difficulties in applying solutions even if identified by the AHP model. The framework could 

have difficulties in tackling a SC cause and source that is introduced from the parties further 

away from the SC. For example, if a jewellery retailer experiences a security breach due to the 

details of RFID tag information on a server being exposed from the manufacturer (in the 

uncontrolled area), and the SC involves several parties in between the manufacturer and such 

retailer, say the exporter, importer, and distributor, the prioritized solution could be less 

effective or even useless in capturing the causes and sources introduced in such a way. The 

mean score of the answer is 4.72. 

Extensibility 

An attempt to evaluate the following: 

Can the framework be extended to cover supply chain that is out of the location being 

studied, i.e. beyond Pearl River Delta, China? 



 

Survey Question 2: The proposed framework can be used for supply chain practitioners outside 

the study area Pearl River Delta, China. Do you agree with this statement? 
Strongly Disagree 0 
Disagree 1 
Slightly Disagree 2 
Slight Agree 3 
Agree 4 
Strongly Agree 5 
Table 53 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Extensibility 

Extensibility concerns about whether the framework can be extended to cover SC that is out of 

the location being studied, i.e. Pearl River Delta, China. As the study provides generic figures 

and robust calculation methods, study targets have no worry of extending the study to other SC 

domains they have. The mean score for this question is 4.32. 

Usability 

An attempt to evaluate the following: 

Can the framework be used to analyze supply chain? 

 

Survey Question 2: How many times do you have difficulties in using the framework apart 

from understanding the issues? 
0 – never had any difficulties 5 
1 4 
2 3 
3 2 
4 1 
>=5 0 
Table 54 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Usability 

Usability covers whether the security framework is usable for multi-domain SC RFID security 

breaches. SC practitioners are required to perform pairwise comparison to the four causes and 

sources of SC security breach that they experienced. If there are difficulties in comparing the 

alternatives then this framework is highly unusable; on the other hand, if the users understand 

how the comparison works then the framework is a very simple tool and identifies the solutions. 

For the focus group members, usability has a mean score of 4.16, meaning the framework is 

highly usable. 

Functionality 

An attempt to evaluate the following: 

Can the framework address security vulnerability? 

 

Survey question: How many RFID security breach experienced cannot be categorized in the 

four causes and sources of the framework? 



0 – all can be categorized 5 
1 4 
2 3 
3 2 
4 1 
>=5 0 
Table 55 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Functionality 

The next question is about functionality, the framework is based on a semi-structured interview 

that categorizes the causes and sources of four major categories. If users of the framework 

experience a single domain, single cause and source RFID security breach, the prioritized 

solution requires no pairwise comparison and it’s easy to lead to the solution. However, what 

happens if the solution is actually not within the four causes and sources? In such case, 

semi-structured interviews need to be redone to capture other causes and sources as there could 

be a new category of cause and source in the future. The research methodology has no issue but 

as business environment updates from time to time it is required for such updates. In fact, 

design science principles suggest an artefact to be rebuilt in a recursive manner to cope with 

ever changing business environments. Indeed, the functionality of the framework received a 

score of 5, all the security breaches of RFID can be categorized in the four causes and sources, 

and this was known in question 3 in the initial survey to select focus group members, there 

were no “others” selected in all answers. The mean score for this evaluation is 4.32. 

Reliability 

An attempt to evaluate the following: 

Can the framework reduce security vulnerability? 

 

Survey Question:  

Have you used the framework more than once? If no, go to question 6. 

The framework provides the same functionality every time you used it. Do you agree with this 

statement? 
Strongly Disagree 0 
Disagree 1 
Slightly Disagree 2 
Slight Agree 3 
Agree 4 
Strongly Agree 5 
Table 56 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Reliability 

A framework that can be used more than one time, robustly providing solutions that are 

required, is a reliable framework. There are two participants (HE5/6/7/OE1 and UU5/6) who 

have used the framework more than once, who were invited to answer this question. Both 

repeatedly mentioned the multi-domain SC fits their SC, the four categories do cover the 



causes and sources of their multi-domain SC RFID security breaches and the pairwise 

comparison can be performed without issues. A mean score of 4 were achieved. 

Interoperability 

An attempt to evaluate the following: 

Does the framework work with other supply chain operation reference 

 

Survey question: Are you using other supply chain models when you were using the RFID 

security framework? If no – go to question 7. 

Identify the number of unintentional conflict decisions for the framework in working with 

other SC models. 
0 5 
1 4 
2 3 
3 2 
4 1 
>= 5 0 
Table 57 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Interoperability 

The question relates to other established SC models the study target was using alongside with 

the framework. As a security framework that provides solutions that can be interoperable with 

other established SC models, conflicting situations reduces the effectiveness of the framework. 

Multi-domains concept has been adopted from Kim et al.’s multi-domain model, and this 

framework attempts to highlight prioritized solutions to be applied in controlled domains even 

if RFID security breaches were introduced from the uncontrolled domains. For example, if the 

user used the framework and found a prioritized solution to enforce a policy as a SOP, with 

SCOR model running in place in the company, does the user has difficulties in identifying the 

SOP in an already devised SCOR number? Or multiple SCOR areas have to have the same SOP 

updated? Or even worse, does the existing SCOR model need to be revamped in order to work 

with the framework? The mean of the score is 6, meaning the framework has no issue working 

with other existing SC models. For study targets currently not running other models, the mean 

calculation of this question has been ignored. A mean score of 3.92 was reported from 14 study 

targets who run the framework with another SC model. 

Scalability 

An attempt to evaluate the following: 

Can the framework apply to the extreme case studies selected? 

 

Survey question: The framework can handle bigger and smaller RFID security breach in supply 

chain. Do you agree with this statement? 



 
Strongly Disagree 0 
Disagree 1 
Slightly Disagree 2 
Slight Agree 3 
Agree 4 
Strongly Agree 5 
Table 58 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Scalability 

A quantitative question is being asked for the evaluation of scalability. In a six-month period 

no study target that has experienced another RFID security breach that has grown or shrink in 

size. A mean score of 4.44 was received. However, it is worthwhile to note that the study group 

members have problems with financial impact from the loss of a single piece of jewellery of 

few thousand Australian Dollars up to financial impact of 10 million dollars of radioactive 

cancer treatment cases; not to mention non-financial impact of this case. The framework 

performed in both cases without issues. 

Efficacy 

An attempt to evaluate the following: 

Does the framework reduce security vulnerability solely based on the prioritized solution 

identified? 

 

Survey question: How many prioritized solutions have to be applied for the identified RFID 

security breach in multi-domain supply chain totally solved? 
1 – just the prioritized solution 5 
2 4 
3 3 
4 2 
Not totally solved even applied all 4 solutions 1 
No impact at all even applied all 4 solutions 0 
Table 59 Answers in Likert Scale for Evaluation of the RFID Security Framework to Framework Efficacy 

Reliability tests whether the framework reduces security vulnerability, and this is a qualitative 

question. RIFD security breaches in multi-domain SC incidents or lost amounts are counted 

before and after the application of the prioritized solution breaches. For a solution to be 

successful, a six-month period of application of solution requires all incidents of the breach 

being identified to be totally resolved in order to achieve a score. For score of 5 requires an 

application of just the prioritized solution, 4 for 2 solutions, 3 for 3, 2 for 4, and 1 for 

improvement of situation after 4 solutions were all applied, reflecting minimal effect on 

prioritizing the solutions but the solutions were somehow effective. A score of 0 meaning all 

solutions applied but the RFID security breaches in multi-domain SC were not reduced at all. A 

mean score of 5 was received. 



 
 HE OE UU HA Mean 
 1 2 3 4 5 6 7 1 2 3 4 5 6 7 1 2 3 4 5 6 7 8 1 2 3  
Completeness 5 5 5 5 5 5 5 3 5 5 5 5 5 4 5 5 4 5 4 5 5 5 3 5 5 4.72 

Extensibility 4 4 4 5 5 5 5 4 4 5 5 4 4 5 4 4 4 5 5 5 3 3 4 3 5 4.32 

Usability 5 3 3 5 5 4 4 4 3 2 4 5 5 4 4 4 4 4 4 5 5 4 5 4 5 4.16 

Functionality 3 5 5 5 4 5 5 4 4 5 5 5 3 4 4 4 5 5 4 4 4 4 5 3 4 4.32 

Reliability     4 4 4 4           4 4      4.00 

Interoperability 5    4 4 4 4 4 2 5    4  4    3 4  4 4 3.93 

Scalability 4 4 5 4 5 5 5 4 3 5 4 5 5 5 3 5 5 5 5 5 3 5 4 5 3 4.44 

Efficacy 3 5 5 3 5 5 5 4 5 3 4 5 5 5 5 5 4 4 5 4 3 3 4 5 4 4.32 

Table 60 Evaluation of Framework by Focus Group Members after Application of Prioritized Solutions 

8.6.6 Evaluation Result of the Framework 

The focus group members generally endorsed the framework, with a score >= 4.0 were 

received from the survey, apart from interoperability which a score of 3.93 was scored. This 

represents the framework being approved by users who have been using it. The scores are 

tabulated as shown in Table 45. 

One might argue that the use of Likert scale or interpreting the Likert scale by mean instead of 

median is not sufficient. Of course, more complex analysis exists such as frequencies39, 

contingency tables40, χ2 tests41, the Spearman's rank correlation coefficient42, or the 

Mann-Whitney U43 could be used. Though, for the simple question whether the framework is 

endorsed, Likert scale with ordinal data should be used. Jamieson (2003) suggests the use of 

parametric tests should be used with Likert scale ordinal data for adequate sample size of 5–10 

observations per group and data are nearly normally distributed, which fits the focus group 

study. 

8.7 Discussion  

The use of AHP Analysis to apply the policy framework is extremely easy to understand, as SC 

practitioners can just follow the multi-domain SC and find out the areas of possible security 

breaches. Manual counting RFID security breach incidents or calculating each security breach 

financial impact can easily determine the four priorities, with simple arithmetic or the use of 

pairwise comparison if necessary, to retrieve the four percentage numbers. The use of AHP 

Analysis can direct the RFID vulnerability to the policy framework and SC practitioners can 

then prioritize RFID security threats solution just by using four numbers. 

                                                 
39  Statistics studies including percentage that represent positive responses 
40  Correlation study between two variables by a table showing the distribution of variables in rows and 

columns 
41  χ2 test, or chi-squared test, a statistical hypothesis of samples in chi-squared distribution  
42  A nonparametric measure of rank correlation named after Charles Spearman. 
43  A nonparametric test of the null hypothesis that compares randomly selected values from different samples. 



The evaluation of the framework by focus group member shows the framework has been 

highly praised by the focus group practitioners. A focus group member was able to further ask 

only four pairwise comparison questions with simple arithmetic to give meaningful analysis to 

his management, in order to support his business initiatives. “Amazingly easy to use, systematic 

approach for management based on facts and data” was the exact wording given after he 

analyzed his business case without the aid of the researcher.  Full report of focus group 

members’ business case applications are documented in Appendix I. 



 

9 Summary and Concluding Remarks 
 

9.1 Introduction 

The research objective of this study is to develop a multi-domain RFID security model for 

global SCs, and a practical framework for adoption. Throughout nine chapters, the objective 

was met with details as follows. 

9.2 Summary 

This study attempted to solve the RFID security vulnerability problem by providing a policy 

framework directing to prioritized solutions to such problem. Various authors attempted to 

tackle this problem, but they are either too generic to all RFID vulnerability or not specific to 

supply chain, focus only in the context of single domain’s supply chains, or too convinced to a 

type of RFID standard being used. It emerges that there is no existing security policy and 

standard in worldwide practices. This study will supplement this missing element in research 

literature in analysing the security breaches, using design science approach (detailed in section 

4.3) as the basis of design methodology, to solve RFID vulnerability in supply chains. 

 

Design science was used in this study, where qualitative methods were adopted to enhance 

understanding of the motivation and reasons behind the study, followed by quantitative 

methods to analyse and validate the results. Visit to past literatures forms the scope of this 

study, with a model that is drawn from mini-case study’s semi-structured interview results, and 

a policy framework to test the model through focus group members’ actions . Artefacts were 

built in every step of the way, as suggested in the design science approach. 

 

Such artefacts included a comprehensive list of RFID security vulnerability retrieved from the 

scholar literature that was generalized in a multi-domain SC, i.e. the “Direct”, “Associated” 

and “Uncontrolled” domains. These domains also formed the basis of the RFID Lifecycle, 

another artefact conceptualized to define the start and end of an RFID in a SC. These two 

artefacts explained why RFID implementation in SC does not give a clear improvement over 

security breaches on the SC (illustrated in Table 25). Scholars identified that application of 

RFID in SC brings operational benefits (discussed in 2.5.2) but will not improve security . 

 

A conceptual model, EMDSCRV, was then built with different RFID Lifecycles in SCs. The 

model directs security breaches to four causes and sources (namely, UU, HA, OE, and HE). 

The model highlights areas of security breaches in different domains of SC by categorizing 

security breaches by their causes and sources. Two forms of models were used to show the 



security breaches in TEI and LEI. Literature provided solutions to these causes and sources that 

can be applied to TEI SCs as they are relatively simple. A single cause or source of 

vulnerability can be directed by mapping the causes and sources to literatures.  

 

However, for more complex LEI SCs, it might be more difficult to apply such solutions to 

associated and uncontrolled domains’ vulnerability, since there are limitations in real life 

business environment, especially inside the uncontrolled domain. The model can present RFID 

vulnerability in multi-domain SC visually to controlled or uncontrolled parties for them to trace 

these vulnerability issues easily. However, this model treats all security breaches with the same 

weighting. Hence when we want to apply EMDSCRV model practically in our real business 

world, multiple solutions identified should be prioritized before applying any of them. 

 

A policy framework was built to prioritize solutions for application in various domains. The 

practical policy framework is easy to apply and test the EMDSCRV model (done by focus 

group, documented in chapter 9). These tests include steps of analysing the practical policy 

framework via a MCDM problem, using AHP. AHP Analysis was addressed by the focus 

group as extremely easy to understand with just manual counting RFID security breach 

incidents and simple arithmetic calculation for suggesting prioritized solutions to certain RFID 

vulnerability. The use of pairwise comparison is intuitive, and concludes such priority by 

giving only four numbers (the ranking). 

 

Design science methodology also suggests evaluation needs to be performed to artefacts, and 

the focus group’s application of the EMDSCRV model by the practical policy framework was 

evaluated by Likert scale on all the evaluation criteria. Final results have shown an average 

score of 4.7 as approval and satisfaction rates, and the practical policy framework was highly 

praised by the focus group members (documented in chapter 9). 

 

9.3 Concluding Remarks 

Multiple solutions can be applied to multi-domain RFID threats. Many scholars (discussed in 

section 2.7) highlighted common solutions where they were only considering the problem itself 

but not the whole picture of the security vulnerability. However, in real world business cases, 

especially applying RFIDs in LEI , where longer lifecycle of RFID spans across multi-domains 

in a SC, vulnerability could arise from domains where SC practitioners have no control over. 

 

In the cases reported from focus group meetings, the causes HE, UU, HA, OE have different 

vulnerabilities that constitute a single security breach, and after pairwise comparison and AHP, 

the prioritized solution found could be different. So the question is, why could the same RFID 



security breaches have different causes and sources, and why can’t a simple and single solution 

solve a similar security breach? 

 

The following discussion was reasoned with the collective ideas from the focus group, where 

most of the group members shared from their experience of current difficulties they were 

facing. Most of the focus group members tend to complain about information systems and 

solutions, while others believe that information system is a separate topic from business in 

general, unlike traditional business studies such as accounting, finance, legal, marketing, and 

others. The following summary and analysis are going to show possible reasons why are there 

multiple solutions to SC RFID security threats, while security threats of other businesses tend 

to have single solution as evidenced from the literature. 

 

9.3.1 Impact of Length of RFID Lifecycle to RFID Vulnerability 

RFID lifecycle in LEI is longer than that of TEI, and the application of RFID can span across 

multiple domains. The jewellery industry, a TEI, was studied and the application of RFID was 

limited only to the retailer domain. On the other hand, the pharmaceutical industry, a LEI, has 

RFID covering various domains on the SC. Longer RFID lifecycle could have more causes of 

RFID vulnerability and such multi-causes high complexity vulnerability needs multiple 

solutions to them, as longer RFID lifecycle SCs have certain characteristics that is different 

from shorter RFID lifecycle SCs. 

 

Supply chains are multi-domain, so are its breaches. 

Therefore, a generic solution that exist for a specific cause or source could not be applied 

because the problem happened in a place that falls in to “uncontrolled” or “associated” 

domains. For example, shall “training” be the solution for RFID re-tagging to ensure tags are 

re-tagged in a right manner. In the case of “uncontrolled” domains, the solution could be an 

“operation policy” so that no re-tagging shall exist at all, simply because training cannot be 

achieved easily and even if so its results are not guaranteed. 

SCs by definition are three or more interdependent companies from the upstream to the 

downstream in managing supplies. The key word here is “interdependent”. SC members are 

independent companies but they are also highly dependent on other members in the SC. For 

example, a brand owner would outsource certain key operations to third party logistics 

providers. However, this is not the case in other industries. For example, an accounting firm 

might not have key operations outsourced to other parties. The SC industry are by definition 

multi-domain as it attaches to trading, which generally involves more parties. 



 

Supply chains tend to suffer from longer distance, so are its breaches. 

As last section suggested SCs are attached to trading and involved with more parties. GIn 

general, factories are highly specialized in one field and hence goods need to be transported to 

far distance. The breaches would also suffer from long distance as well. For example, operating 

environment changes much along the long travel distance of goods , and attacks can come to 

the weaker link in the SC than environments with good control. A shipment with goods from 

original to destination could be in well controlled environments before its port of original and 

after port of destination, but in between transit points there could be operating environments 

that are easy targets for attacks. Attacker could use long range reader in transit points with 

more exposed operating environment to capture RFID information. These lead to multiple 

solutions for a single RFID security threats. 

 

Supply chains tend to be complex, so are its breaches. 

SCs are complex as it involves various operations. Previously scholars tackled problems taking 

place in environments with just one or two operations, but in a normal SC environment, 20 to 

30 operations are considered common. A typical SC in the SCOR model would involve Plan, 

Source, Make, Deliver, Return, and Enable. If the pharmaceutical and jewellery SCs are taken 

as examples, parties involve in the Plan stage could include sourcing, factories, and various 

work in progress vendors, and any parties that balances aggregate demand and supply for 

sourcing, production, and delivery requirements. Source stage could include the above parties 

that procure physically for goods and services to fulfil planned or actual demand, say for 

example the freight forwarders who expedited the goods. Make is the stage that takes the 

product and transform to the finished state to fulfil planned or actual demand, in the case of 

jewellery, it will be the steps of cutting diamonds, meltdown and assembling them into 

jewellery pieces include specific factories and craftsmanship; whereas in pharmaceutical case, 

it would include outsourced packaging companies. For delivery process, the retail shops would 

be involved in the jewellery SC, and while the hospitals, medical clinics, and pharmacist would 

be included in the pharmaceutical SC, as finished goods and services are delivered to fulfil 

planned or actual demand. Return process includes courier companies, as they are associated in 

the stages of returning or receiving returned products. SCOR model also includes an additional 

process, namely Enable, as SCs are getting more complex, outsourced fourth party logistics 

professionals enabling the SC would be involved. SC’s businesses are more complex compared 

to general businesses. 

 

 



Supply chains tend to be globalized, so are its breaches. 

SCs can span across thousands of kilometres and therefore a globalized approach to the 

problem is needed. For example, local legislative laws and requirements such as tax could lead 

to potential problems of RIFD disposal. So a problem exists in one domain in a particular 

country, say retailing, might not exist in the same domain in another country. In the study, 

businesses in Pearl River Delta of China exporting to Perth in Australia has been selected as 

primary targets of semi-structured interview, before the study expanded into the SCs of these 

primary targets. This is just one simple example of SC, involving China and Australia 

governments. Indeed, for all the complex processes that enables SC behind the scene, a lot 

more stakeholders are included. For example, Hong Kong ports which handle most logistics for 

the Pearl River Delta goods from China could have a different legal system to follow instead of 

the Mainland Chinese and Australian ones. Especially for products that are sold in different 

countries globally, the rules and regulations are different which made the solutions to RFID 

security breaches more complex. For example, the use of long range reader to eavesdrop RFID 

information is illegal in some places but not in others, so the solution to eavesdropping in these 

places could involve both policy cultivation and hardware enhancement, where one simple 

solution would not suffice. 

 

Supply chains tend to be multi-aspect, so are its breaches. 

SCs involves areas in marketing, accounting, legal, information systems, transportation, 

distribution, just to name a few. For past studies by various scholars the cause and source 

problem were viewed from a single angle: information systems. For example, hacker attacks in 

finance systems have only one single database to target. However, since SC involves different 

aspects, attackers could attack the system based on the EDI inputs from the transportation 

database, creating an error with EDI imports, and then penetrate into other module of the 

system. For general companies, such as finance system, this would not be possible as not many 

parties are connected to the financial systems with direct EDI imports compared to the SC. 

  

Supply chains tend to be under-rated, so are its breaches. 

SC systems could already be vulnerable before the application of RFIDs, since SC systems are 

comparatively less important compared to other professional systems. For example, financial 

systems could have strong firewall and other network intrusion detection systems, while SC 

systems are relatively weak in protection. When RFIDs are implemented to an already 

vulnerable system, then the security breaches could be rather straightforward. For example, a 

financial system server that records daily financial transactions could be more difficult to hack 



compared to SC transaction systems. Therefore, SC systems that RFID apply to is easier to 

hack compared to other systems, due to already in place security measures. 

  

Supply chains tend to be operated by frontline workers, so are its breaches. 

SC operators are generally more front line junior staff instead of management personnel in 

comparison to other fields such as legal, finance, accounting, and medical. These junior 

operators could have less, if not lacking altogether, common sense in business computing to 

operate these RFID systems, which might create more human errors easily. However, training, 

the top solutions to general human error, could be too difficult for general SC operators. For 

example, sole solution training could be sufficient for bank tellers for RFID bank customer 

card problems, but in SC, training could be difficult for warehouse operators due to the nature 

of bank tellers might have higher general knowledge than warehouse operators. Additional 

standard operating policies, which could be common sense to bank tellers would be required in 

the case of multi-domain SCs. 

 

Supply chains tend to be difficult to plan, so are its breaches. 

In view of the SCOR model, the first process is Plan, which a lot of SC fails because of bad 

planning. Lack of planning is the primary reason for a SC to fail. For example, a typical process 

in the planning stage is to forecast demand, in theory if the forecast demand is 100% equal to 

the actual demand, then there is no inventory and out of stock problem, which costs SCs a lot. 

A failure to plan demand properly will also cause the RFID systems to fail too. For example, 

the stock level fluctuation could create RFID interference, reduce reader’s speed so that it 

could not handle automatic scanning, or increase the number of RFID tags being scanned per 

second beyond the capacity limit. These are RFID breaches that cannot be solved just by 

increasing hardware units but maybe software data limitation as well. 

 

Supply chains tend to evolve in nature, so are its breaches. 

SC are not only difficult to plan, it has an evolving nature as well. Business situation changes 

every day, and companies could be engaging into new markets without proper knowledge. For 

example, a pharmaceutical trading company had to repack drugs that formerly were not packed 

by them in order to reduce the shipping cost. This created issues as RFID that were tagged by 

manufacturer previously were now required to be tagged by distributors, and the company had 

evolved in the SC, from the domain of distributor to manufacturer as an assembler. Solutions to 

such RFID breaches would therefore need to cater to the evolving nature of those RFID 

security breaches themselves, and more than one solutions could be required as a result. 



 

Supply chains solutions tend to launch before substantial preparation, so are its breaches. 

SC solutions are always launched in a short time due to they are being revolutionary in nature, 

less time are allotted and testing are really basic compared to other businesses. Sometimes, 

pilot testers are customers and they are taken as the “guinea pigs” . As a result, most problems 

that can be fixed before launching are skipped until the problems grow bigger, to a stage where 

a single solution is no longer enough to fixed the system. For example, an online shipping 

tracking and tracing system using RFIDs might encounter security breaches of misread from 

peak time sorter in an express company. Instead of changing hardware solution prior to the 

launch, the system can’t be stopped due to the express company’s nature for additional 

hardware systems to be installed. It will then involve a policy solution for a verification of 

RFID scans in operations. This inclusion of policy as a solution is due to a system being 

launched without fully tested, which is unlike all other systems with adequate time for testing. 

 

Supply chains tend to be lack of risk control, so are its breaches. 

Similar to lack of time for testing, risk control also tend to be weak compared to other systems. 

In risk management, the basic idea is not to use more resources to control a risk, as the threat 

might or might not happen. The stage of unknown whether a threat would happen is called “at 

risk”. In a SC, most of the time the loss for such risk is the cargo value, and that can be 

predetermined before such a risk happens for the company to absorb, or to perform risk transfer 

to insurance companies. This is true in all of the cases of jewellery SC, where application of 

RFID, or risk reduction of SC loses, is absent in domains that are uncontrolled. Risks are 

simply transferred to insurance companies. A solution without proper risk management 

procedures could incur multiple sources of security threats and therefore solutions are also tend 

to be multiple aspects basis. 

 

Supply chains tend to be lack of backup and contingency plans, so are its breaches. 

The study of risk management includes also backup and contingency plans in the stages of risk 

control. As SC is relatively weak in risk control which provides backup and contingency plans, 

when loss happens in risk management, they don’t fall immediately to the backup plans. In 

such scenario, a solution needs to be deployed immediately instead of having backup plans in 

place to minimize the loss. For example, if an RFID misses a scan due to peak time sorting, 

there should be a manual fall back control as backup and contingency plan available. However, 

if such plans are not available, then both hardware and policy solutions should be in place to 

confirm a successful scanning. This could require additional solutions to a single problem . 



 

 

Supply chains tend to different tolerance levels, so are its breaches. 

Different SC operations are equipped with extreme tolerance levels to RFID system downtime. 

Some SC operations, such as warehousing and freight management systems, require immediate 

response time. Even a few seconds’ downtime of the system could mean warehouse could not 

receive or export goods and freight management system could not ship goods in the port or at 

the loading docks. It is easy to understand that such situations are not tolerable. However, for 

back office operations such as demand forecasting units matching supply and demand, or 

planning and enabling SC operations, the tolerance level of system down time are much greater, 

due to the non-frontline nature of the operations. Therefore, the solutions to the RFID security 

breaches also come in extremes, a fast response, high cost solution to those front line 

operations, and low cost cum slow response solutions to those back office supporting roles. For 

example, a freight forwarder and warehouse operators require RFID systems that gives zero 

downtime while logistics planner could allow downtime for systems, therefore, both hardware 

and policy solutions could have taken place for the SC. 

 

Supply chains tend to work in sequential steps, so are its breaches. 

SC operations are dependent on previous steps and its results would affect subsequent 

operations, therefore, solutions of preceding steps and post operations must also be applied. 

For example, a freight forwarder would have forwarded pharmaceutical products to a 

pharmacist, carrying a policy solution for mis-tagged RFID tag. Such solution will continue to 

the pharmacist’s domain, although it can have its own solutions for a point of sale (POS) 

system. This will incur additional solutions for RFID security threats as products moves along 

the SC. 

 

Supply chains tend to be lack of understanding, so are its breaches. 

SC solutions are built by computer scientists, who are trained with science and mathematics 

background in general. However, SC are also business studies of how goods move around and 

fulfill customer needs. While a computer scientist could understand perfectly some 

information systems, SC systems are considered to be more difficult to understand. As 

reflected by some focus group members, it was very difficult to hire talents who understand SC, 

as individuals without frontline operational experience have difficulties to recognize business 

needs. For that reason, a single and effective solution could be hard to achieve. 

 



9.3.2 Research Limitations and Implications 

The initial study was based on qualitative approach, and the research limitation hindered a 

more generalized result. The study was limited to the semi-structured interview performed with 

two groups of 25 companies from each of the two industries, and the four focus group meetings 

to evaluate the framework. Although efforts have been made to reduce bias (discussed in 

section 4.2.5), such as focus group meetings members were not selected from the 

semi-structured interviewees, further policy framework application and testing (discussed in 

section 8.6.5) are encouraged to be established and tested. Furthermore, the uncontrolled 

domains of the SCs are the reason for the framework to undergo a quantitative analysis (such as 

AHP and pairwise comparison matrix in section 8.6). Scholars suggested the transparency of 

SC and management should be done in a systematic way. It is expected SCM will continue to 

eliminate the uncontrolled domains by the introduction of ERP, Materials Requirement 

Planning (MRP), Vendor Managed Inventory (VMI), and other SCM insights. As a result, the 

conflict thinking between various parties in the SC might be addressed and weighted, in order 

to achieve mutual benefits among all parties. 

 

9.3.3 Practical Implications  

The EMDSCRV model leads to further research in terms of how different industries will be 

able to address their RFID security breaches, with respect to the ease of use and evaluation for 

analysing financial and other impacts that can be saved by the organization. The framework 

provided a way to find prioritized solutions by the use of AHP and quantitative approach. 

Practical implication of this study includes a relatively easy framework for highlighting areas 

of RFID security breaches, enabling the use of models in SC in relation to RFID security 

breaches. Prioritized closure of RFID security loopholes for solutions to several security 

breaches can be performed, providing systematic approaches that can lead to robust solutions 

to tackle RFID security breaches issues. 

 

A tool that Highlight Areas of RFID Security Breaches 

The results in RFID security causes and sources by investigating major security breaches 

leading to a study that is easy to understand. Areas of RFID security breaches are highlighted 

and further study of causes and sources can be studied. Proven solutions from scholar writing 

to these causes and sources could be solutions to these RFID security breaches. 

 

Relates Security Breaches to Supply Chain Operation Reference  

Extensive research work has been done by the SCOR model (discussed in 1.9.4) and each 

SCOR level activity can be further matched to identify SC activities where security breaches 

might occur. For example, relationships between variables in improving performance in SCOR 



model44 and tools for assessing supports45 can also be related to possible RFID security 

breaches in such SCOR sections. Relating security breaches to SCOR can give a wealth of 

knowledge to researchers including relationships and supports, and other information that can 

link security breaches to previous studies that has been categorized by SCOR. 

 

Prioritize Closure of RFID Security Loopholes for Solutions 

This approach also adds to academic knowledge of prioritizing fixing of security loopholes in 

security management46. As tackling a single cause/source of security breaches can possibly 

eliminate multiple RFID security breaches, actions can be taken in a prioritized manner to fix a 

maximum of RFID security loopholes while minimizing efforts. 

 

Robust Solutions to RFID Security Breaches Issues 

Robust solutions have to be adopted to tackle RFID security breaches, as RFID applications 

tend to be robust in SC operations47. The study has been performed in a systematic manner, 

whereas quantified results can be further used to evaluate performance or make improvements. 

 

Link up with Other Approaches 

Other approaches to manage various causes of RFID vulnerabilities include linking the impact 

of each vulnerability issue on SC performance. One of the commonly used performance 

models in SC is the SCOR model. It would help us understand which vulnerability will have 

more impact on the performance of one preferred SC. That would help various domains decide 

which area would need more effort to implement a particular approach to manage the RFID 

vulnerability. As the SCOR model addresses the SC as a single entity, this model should give a 

good understanding of RFID vulnerability under the SCOR model categorization. 

 

Another research can be performed to apply the results to the balanced scorecard, where further 

studies on the interviewees can be done in seeking for the results of these security breaches. For 

example, reapplying a tag incorrectly could lead to possible loss in return on investment of 

financial growth perspective in a balanced scorecard. While the RFID security breaches are 

identified and solutions applied, a framework on RFID security breaches cause and effect 

relationship model can be constructed, based on the balanced scorecard model. 

 

It is also interesting to study the resource requirements for applying the conceptual model in 

comparison with the likely benefits. Semi-structure interviews and focus groups performed in 
                                                 
44  Ganji et al (2015) identified variables in SCOR model. 
45  Peiris et. al (2015) used tools that support the SCOR model. 
46  Jerhotova et al (2015) studied prioritizing security loopholes in security management. 
47  El-Awamry et al., 2015; Scherhäufl et al., 2015 



LEI and TEI for assessment might not be practical in some industries. A further interesting 

point would be to investigate the comprehensiveness of the conceptual model generated. These 

issues will be the focus of further research in the area. 

 

9.3.4 Social Implications 

The proposed research will provide a crucial contribution to a safer production environment in 

factories. Buyers will be assured that all items produced are tagged with RFID that is secure 

across the entire SC, reducing direct and indirect financial impact on services and products. For 

SC systems designers, the research will provide an effective and efficient guideline to direct 

technology and application development. 

 

9.3.5 Originality and Value 

The prime value and uniqueness of this study lies in the generalized study considering all types 

of RFIDs in a multi-domain SC. Previous researchers either tried to deal with the situation in a 

single-domain SC or were too convinced with a particular format of RFIDs being used. To the 

best of the author’s knowledge, this is the first literature to put forward a generalized 

conceptual policy framework with a quantitative analysis, and specific suggestions are made 

for future researches in this area. 



10 Appendix – Real World Application of RFID SC Security 
Framework  

Note: The application of the prioritized solution in RFID SC Security Framework might not 

totally solve the RFID vulnerability problem in SC.  However, some focus group members 

believed applying only a prioritized solution will give the best return on investment to the 

RFID vulnerability problem in SC.  The cases in this appendix has no intention to lead to any 

believe of the entire RFID vulenrabiltiy problem is solved by applying only the highest priority 

solution. 

 

Focus Group Member HE1:  

“Reapplying RFID tag caused messes and shall not be practiced at all”  

– Focus group member 

The focus group focal company is a single shop small jewellery retailer that uses RFID to aid 

point of sales management. The RFID tags are carried on a piece of small paper price tag, and 

often removed for customer inspection on jewellery, the price tag contains only the price and 

few pieces of information that are coded so only shop keepers know the details about the 

jewellery. 

Security Breach 

Security breach was reported when a customer did not purchase pieces of jewellery with tag 

removed; the removed tag was reapplied back to the piece of jewellery by the shopkeepers. 

Chances are human error to have reapplied the tag to the wrong piece of jewellery, especially in 

the cases where two pieces of jewelleries with tag removed, and the tags were then swapped. 

The solution of this security breach is standard operating procedure (SOP) for to the staffs 

handling the RFID tags. The SOP indicates clearly that no detach of RFID tag until the product 

is fully paid by the customer. There was also software changes where the tag can be temporary 

hold in the computer system to indicate that this piece of jewellery is being held by a customer. 

In addition, the re-application of the RFID tag is now done by a management level of staff that 

is with higher level of training and the problem of re-tagging to wrong jewellery merchandise 

does not exist after such changes. 

Users were also reminded that the RFID paper tags were not supposed to be trashed even 

though the product is being purchased. A manual form was introduced, which will be filled in 



with dates and the RFID paper tag being taped to it, within the allotted period where the 

jewellery is be allowed refunded. Shall the jewellery be refunded; a manager level store staff 

has to re-apply the tag with a RFID handheld reader to verify the tag data. Otherwise, the form 

is stored with a RFID reader to read the tag for verification of product sold in addition to the 

normal process. After the application of these new SOP, no further RFID security breaches 

were reported. 

 

Focus Group Member HE2: 

“RFID reading is the key to data, the key can be accessed remotely by people from a distance 

so data must be stored properly”  

– Focus group member 

The second focus group member is a pharmaceutical company. The company uses USB 

storage devices and were purchased and kept by the Secretary of General Manager but without 

proper housekeeping procedure to follow. It is reported that a file storing barcode numbering 

information had been leaked to third party in the past months. After checking, it is found that 

some information was stored in USB storage devices, where these has not been properly 

deleted before passing to a new user of that USB.  

Security Breach 

Their RFID security breach is related to the mismanagement of the company’s storage device, 

which had resulted in leak of confidential information to third party. There were three storage 

devices for use by different Departments, and every single staff has their way of file 

management. Some simply left it on the USB storage device, some deleted the confidential 

files with undelete possibility. Some wiped out the USB storage device by software tools. 

The above problem not only creates risk of information leakage, but also reveals the loophole 

in managing fixed assets in the company. To address the problem, the General Manager 

defined the responsibilities that were assigned to relevant departments with the following 

operation flow regarding such USB storage devices with RFID information. 

 

Administration and Accounts Departments 

1) Purchase of fixed assets should be approved by authorized staff in advance. 



2) Purchase of fixed assets will be handled by relevant department who has the expert 

knowledge on the items. For instance, purchase of USB storage devices will be handled by 

IT Department. 

3) Accounts Department will maintain and update the list of fixed assets. Information like 

department owner, purchase date, items details, purchase price should be recorded properly. 

4) Each item under the fixed assets list should be labelled properly and checked every year-end. 

5) A procedure of lending USB storage device should be set up and followed properly. 

a) A staff should present his/her company ID card to Administration Department for 

registration before the recording device is handed over to him/her. 

b) The staff lending the USB storage device has the responsibility to empty the files before 

returning it to the Administration Department. 

c) When a staff returns the device, Administration Department will check whether there are 

any leftover files from the device. If company files were found, the staff will be issued an 

email warning. If the same happened again, the staff will receive a written warning letter, 

which will be filed under his/her appraisal records. The warning will be given by HR 

Department, which will be contacted and updated by the Administration Department of the 

incidents. On the other hand, if no files were found, Administration Department will keep 

the device until next lending. The responsibility of Administration Department is to ensure 

each USB storage device contains no files during their custody. 

IT Department 

1) IT Department has the responsibility to select suitable USB storage device with password or 

fingerprint for each Department by exploring their requirements and the features of each 

USB storage device model. 

2) IT Department has to consider the efficiency of the USB storage device in matching with 

company’s IT system. 

3) IT Department has to give training to the staff who needs to use the USB storage device, and 

write policies regarding saving and removing files in USB devices. 

4) For any malfunction or damage of the USB storage device, the staff should contact 

Administration Department who will contact IT Department to fix the problem. 



5) If any device will have to be written off, IT Department has to report to Accounts 

Department. 

With such operation flow in place, the focal company was able to reduce RFID security 

breaches to zero incidents. The focus group meeting attendance further suggested a standard 

operating procedure (SOP) should be written in order to prevent future human error in this area. 

Focus Group Member HE3: 

“RFID is not perfect as I still need to read from the RFID handheld display and verify paper 

based information, adding a 2D barcode scanning for further automation improved accuracy”  

– Focus group member 

The focus group member works in a pharmacy with a small warehouse to keep medicine stock 

in between deliveries. When the storekeeper manually compares medicines against reorder 

level, they will report to the procurement team. Then procurement team verifies item sales 

record and make orders with the supplier, which is a pharmaceutical company. 

When an order arrives to the pharmaceutical company, they will acknowledge the purchase 

order shall stock is present in warehouse. Outsourced logistics department will pick and pack 

the required pharmaceutical products from their warehouse in correct quantity and sent out to 

the required pharmacy store. 

In this particular pharmaceutical supply chain, RFID is used in item level, attached to every 

single drug box. Scanners can check and confirm on quality (say expiry date) and quantity. An 

enterprise resource planning (ERP) system is used for input, while communications of 

purchase orders are done by electronic data interchange (EDI). Product information are 

verified by handheld scanner, cross checking the product physical RFID including brand name, 

batch number, expiry date, pack size, and quantity match with the ERP database. After 

checking the picked and packed box content, a new label with RFID is being printed with a 

unique number and the box content. 

The delivery team of the logistics company only works with this new label, and RFID scanning 

is performed in every checkpoint of the delivery chain. At each step of the way, the pharmacy 

store can check the goods delivery status by smart phone applications or webpage. 

Upon delivery, the pharmacy store checks the items to make sure they match with the invoice 

and purchase orders. 

Security Breach 



Security breaches experienced by the case study focal company includes Human Error, where 

the delivery chain RFID scanning matching are still verified by eyeballing (RFID hand held 

reader display matched against purchase order number and delivery address). Shall the data do 

not exist in the system; the logistics company is allowed to input data to the drug importer’s 

computer system at the time of scanning, which introduces human error. Errors occurred from 

time to time and the current prevention plan is to print a 2D barcode in the purchase order, and 

the handheld scanner to scan the RFID with a verification of a second scanning to the 2D 

barcode printed on the purchase order. Delivery address approximation to proximity of 150 

meters was also verified by this handheld device with mobile location positioning systems. 

Focus Group Member HE4: 

“Information retrieved by RFID scanning must be real time to make system works for 

Make-To-Order Jewellery, and I believe this is a requirement for all businesses”  

– Focus group member 

The focus group member is a Hong Kong jewellery retailer with manufacturing operations in a 

make-to-order mode to produce jewellery, in which they can react to customer requests very 

fast, and customers expect them to promptly confirm orders, make on-time deliveries and carry 

out the high-quality standards. 

For the supply chain execution of this focal company, employees need to work manually with 

documents to track-and-trace order fulfilment status one by one. If there is any order inquiry 

about its status, the employees have to look into many paper-based forms and reports to find 

out the track-and-trace status. 

With such manual work, workload is heavy and human error is unavoidable. Statistics and 

calculations for company management are also calculated by hand. This is not only slowing 

down the progress of the operation, and information is often wrong with delayed information 

being used in making business decisions. 

In order to solve the track-and-trace and delayed business reporting issue, RFID was applied 

for the benefits of faster tracking and tracing and real-time information availability. 

Distribution centre can be improved by automating the handling of thousands of products parts 

daily on conveyor belts, with RFID readers built on the side. When RFID tag with jewellery 

goes through the RFID reader, the transport belt will auto distribute the jewellery to the branch 

of retail shop’s tray. This distribution process can maximize scalability, decrease human error 

and save time. 



In the past, when employee worked without RFID system, same day finished make-to-order 

jewellery were not able to deliver to retails shop within the day, but was made possible with 

this RFID system. Stocktaking was done by one-by-one eyeballing and counting has been 

improved by the use of an RFID to scan the display window, which individual counts of 

categorized products are counted at once. 

Security Breach 

The focal company suffered from security breach of physical stolen of jewellery in the shop. 

While most jewellery shops have implemented counting and alarming system for the count of 

RFID in display cabinet, which should be equal to the computer inventory record. This case 

study focal company has difficulties to implement such system due to the business model of 

this company being a make-to-order one. Replenishment of jewellery count is based on 

real-time figures of jewellery workshop whereas traditional jewellery shops have purchased 

and delivery orders for jewellery counts. 

Normally in this focal case study company, jewellery salesman process jewellery in a 

one-on-one and a one-to-one basis, which means one salesman takes care on one customer, and 

every single customer can only view one single product on hand; to view another piece of 

jewellery product the customer has to first return the last piece of product back to the cabinet, 

unless two salesmen simultaneously serve one customer. However, retail shop environment 

would be crowded at peak hours and theft of jewellery always happens during peak hours. 

The case study focal company experienced thieves pretending as buyer and take advantage of 

peak hour’s chaotic environment to steal and escape, with the aid of RFID signal jammer. 

Indeed the case study focal company has setup security systems, such as closed circuit 

television (CCTV) System, alarm systems that connect to police departments, and in-shop 

product temporary use safe & vault for extremely valued diamonds and gems. However, the 

above-mentioned security equipment is used for theft deterrence, insurance requirements, and 

videos recorded to contribute to police after stealing already happened.  

In order to prevent further RFID security breaches, the company has applied real-time update 

for the computer system to update the count of the jewellery in the display cabinet, right from 

the completed make-to-order from the jewellery workshop. Although in real practice the 

update of this jewellery count is more difficult compared to a traditional jewellery shop where 

all products were standardized, efforts were made to build this real time system in order to 

avoid RFID security breaches. 

For extremely expensive diamonds and gems, the case study focal company sets up user 

authentication, which has an entry limitation for the retails shop. Customers must register their 



individual information to company headquarter directly prior to entrance of the extremely 

valued diamonds and gems areas with the customers’ full name, contact number, identification 

card or passport number’s first 3 alphanumeric characters and email address. Upon arrival to 

the shop, the customers must provide the proof of registered identity to employees for 

verification. 

Crowd control was also implemented to avoid theft. Strict rules of one visitor per salesperson 

were enforced in addition to the one-on-one and one-to-one rule. At any point of time, the 

number of customers cannot be more than the number of salespersons in the retail shop; extra 

visitors have to line up outside the retail shop with product catalogue provided for reading 

while waiting. Interestingly, this customer line up arrangement, along with pre-registration 

requirement for viewing extremely valued diamonds and gems, started as a security measures 

due to RFID security threat of make-to-order jewellery, delayed information has created 

customer’s interests in marketing possession desire as a side benefit. 

Focus Group Member HE5 

“Our drugs are time sensitive, RFID scanners verifying good operation policy in practice 

could reduce human error”  

– Focus group member 

The case study HE5 focal company produces a nuclear product for healthcare and leads the 

development of Turkey’s nuclear medicine market through the production of high-quality 

radiopharmaceuticals mainly for cancer diagnosis and treatment. 

The focal company has a supply chain that highly focuses on speed. Radioactive materials have 

half-life issue and therefore once the production finishes, medicine has to be consumed within 

a short time compared to traditional drugs. For example, one of the company’s medicines with 

110 min half-life radioactive component has to be tested, safely packed, transported and 

consumed within 8 hours after production is completed. Otherwise, it will not only be a waste 

but some could be hazardous for taking. For this reason, fast supply chain actions from 

production plant to hospitals are very important. The focal company uses RFID system mainly 

for this reason with a good financial justification. A small bottle of medicine could have a 

selling rate of US$ 350 or more. If one considers non-financial benefits then the justification of 

using RFID is even sounder, the rarity for treatment made the bottle of medicine simply not 

being easily resent. As a result, that particular patient’s life might be at stake. 

Security Breach 



The case study focal companies have three RFID security breaches. The first one is the 

skipping of tag reading. Due to very short half-life issue for some radioactive materials, this 

kind of medicines has to be transported and consumed as soon as possible. Hospitals have been 

encouraged to read the RFID tag at the destination before distributing to patients to make sure 

the medicine’s shelf life is not over. Sometimes medical nurses may skip to read the tag at the 

destination (hospital/nuclear medicine centres) as they would be in a rush to use the medication, 

due to possible peak time or awareness of the shelf life of the medication itself. In such cases, 

product data are manually updated by the nurse. In hospitals RFID tags are generally being 

read by handheld RFID readers, and so if medical nurses skip the RFID tag-reading process, 

there is no way to ensure the medication consumption time. 

Due to the specialty of this drug, a hospital has a specific room to handle all patients requiring 

the taking the drug. A solution to solve this security breach is to make sure product will enter to 

this room minutes before consumption, which is the current case of the hospital. Then in this 

entrance, an automatic RFID reader is installed at the gate and recording the drug entrance 

time.  

Focus Group Member HE6: 

“From medical practitioner point of view, combining existing medical equipment with RFID 

reading functions can reduce misidentification of everything – patient, drugs, samples, 

whatever…”  

– Focus group member 

This focus group member works in the same company as the member in HE5, but in another 

department. This member works with the same radioactive drug for cancer cure and 

manufactures vital signs clinical measurement devices while reading patients wristband to 

avoid human error. 

Security Breach 

The security breach is about data collection of this drug after used by patients. Every patient 

using this drug has been provided an RFID wristband because clinical measurements of health 

information such as pulse rate, temperature, respiration rate, and blood pressure, that indicate 

the state of a patient's essential body functions, called vital signs in medical terms, needs to be 

reported to the case study focal company, due to the special nature of this drug. The case study 

focal company needs to capture and analyse such data for the company’s further developments 

and improvements of drugs. Apart from patient safety, such data is useful for marketing 

purposes of next medical equipment, and current and next generation of drugs.  



Currently, medical nurses take clinical measurements and re-key in the vital signs into 

handheld machines after scanning patients wristbands, and human errors have resulted from 

this as many times several patients take this medication simultaneously. The solution is to 

make an all in one machine to take this data while scanning the RFID wristband, however, the 

machine for measurement is not common as radioactive levels and effects measurements have 

to be taken by special and separate machines.  

Focus Group Member HE7: 

“Tagging RFID starts the automation process of everything and it cannot go wrong. We use 

two lab technicians to test all raw material arrival at quality control phase with RFID tagging 

at the same time; one technician is simply not enough”  

– Focus group member 

This focus group member is working in the same company as case HE5, in another department; 

he also suffers from the security breaches of human error. The case study focal company uses 

more than 200 chemical materials for the entire product range, all tagged by RFID, not 

counting the packing material. Patient’s specimens are also tagged by RFID, and it is an 

important and risky job to manage raw materials, especially when it comes to deal with 

chemicals, which are highly similar, with human life at risk. 

Security Breach 

Even though the company uses RFID system to start identification from material level, and in 

fact, it is very useful and speedy to reach information easily and quickly, a very small mistake 

on initial tagging, removal or retagging may cause a big danger including radioactive explosion 

or patient deaths. A solution now is to tag RFID with two lab technicians. Every single 

materials reception are going through 100% chemical engineering lab-test, while tagging the 

RFID with the two lab technicians cross-checking with the tag ID. As an obvious risk 

management, production of any radioactive drugs without this tag confirmation is strictly 

prohibited. 

Focus Group Member UU1: 

“Our customer information were stolen together with RFID Handheld Device, luckily the 

software system limited our loss.”  

– Focus group member 

The focus group member UU1 is a Hong Kong-listed jeweller in the main stock exchange 

board, with an extensive retail network comprising over 2,300 stores covering more than 500 



cities, as well as a fast growing eCommerce network. The company has vertically integrated 

business partners for its tight control over the entire operation chain from raw material 

procurement, design, production, to marketing and sales through its extensive distribution 

channels. 

The application of RFID is to improve accuracy, safety and efficiency as well as to support to 

future initiatives. The company built an “Automated Logistics and Distribution Centre” in 

China to streamline the logistics and inventory replenishment. They make use of RFID-enabled 

devices to enhance the traceability of each single jewellery product, ensure accuracy in stock in 

and out with matching computer records. In addition, RFID has been integrated with Internet of 

Things (IoT) technologies into the Inventory Control System, which are comprehensively 

applied on all inventory, logistics and retail chains along the supply chain. RFID technology 

and devices help the company to collect big data for timely understanding of the market 

development, customer preferences and shopping behaviour. The company believes the RFID 

system can improve their service quality and offer customers a brand new jewellery shopping 

experience. 

The company uses smart devices, including RFID tag, logistics tray, a software named 

“mHand” and Smart Tray. The RFID-enabled product-serving tray helps sales assistants 

quickly and accurately provides product information to the customers, such as product 

specifications, special features and prices to exchange rate conversions. mHand is the software 

implemented by the company, integrating with the portable handheld RFID device to carry out 

stock taking quickly, easily and accurately by scanning products inside the glass counters. It 

enhances efficiency and accuracy in stocktaking. 

Logistic Tray integrated with the Inventory Control System developed by the company is being 

setup in all distribution centre and points of sale. The tray is equipped with a built-in RFID 

sensor, and can read tens to more than one hundred of products at one time accurately. The 

logistics tray smoothen the sales process by omitting manual counting and searching for 

information operations. 

With the RFID system, customers are concerned about how their data is being used, whether 

they are subject to more direct marketing, or whether they can physically track by RFID chips. 

Personal identities can link to a unique RFID tag, individuals could profile and track without 

their knowledge or consent. For efforts to protect personal privacy, the company guarantees the 

RFID tag will be removed once the jewellery pieces were sold, therefore prohibiting tracking. 

Security Breach 



An incident of personal privacy breach where personal data of customer information were 

being stolen with the RFID hand held machine with the software mHand installed, with data 

that are downloaded to the RFID hand held device to provide offline software functionality in a 

jewellery show. As the login and password of the mHand software were just merely a common 

password shared by all staffs, essentially all customer information was stolen as well. 

The solution is to employ a strict password system and every single RFID hand held machine 

should be monitored. It is also recommended by the IT team to enable data services on these 

RFID hand held machines for real time database transaction process instead of data being 

downloaded to the RFID hand held, or to setup location tracking to these RFID hand held 

machines, when the machines are physically out of designated areas a data wipe or encryption 

will be take place. 

Focus Group Member UU2: 

“Employee pilferage is biggest threat in our industry and can be stopped by application of 

RFID with appropriate operating procedures”  

– Focus group member 

The focus group member is one of the largest pharmacy chains in the United States providing 

comprehensive services across United States. Different from their competitors, who specialize 

in mail order pharmacies and infusion services, they have more than 10,000 retail locations and 

medical clinics that supply millions of people each day with health care products and services. 

As pharmaceuticals affect millions of people’s health directly, each level of the supply chain 

has to be very strict to ensure the quality and safety of drugs. Making sure that the company’s 

well-being is intact, the pharmacy understands the importance of having an advanced logistics 

infrastructure to integrate their own facilities with third-party providers. 

However, the pharmaceutical industry is facing numerous challenges and high turnover 

companies. Weak SCM structure has long been considered as the main cause of huge waste 

because of poor inventory management, medication errors, counterfeit drugs, laws and 

regulations. 

The nature of the health-care distribution system, in all its complexity, may reduce the overall 

reliability of the entire pharmaceutical supply chain as it involves a wide variety of parties like 

manufacturers and their affiliates, drug wholesale distributors, retail warehouses, stores and 

clinics. Any mishandling throughout the supply chain could lead to big losses and even harm 

the public’s health. Therefore, the pharmacy company has implemented RFID technology in 

their supply chain and inventory management systems to minimize losses and protect against 

any risk. 



The company applied RFID to track object and input information associated on the tag 

automatically. It is a system composed of a tag, reader, antenna and software. Each RFID tag 

contains an EPC, a unique identifier for each item and associated with a wide range of 

information, including product-related information and distribution history of all parties 

involved in each transaction. Further to standard EPC implementation, the companies also use 

sensors to record temperature or humidity, for monitoring location of the product and its 

condition. These sensors work side by side to the RFID to identify the product that is being 

tracked. Therefore, in the particular case, RFID helps to provide a quick way to track 

pharmaceuticals, retrieve information, and ensure the authenticity of medication throughout 

the supply chain. In addition to reducing the operation cost and possible losses by providing 

instant inventory management, RFID can also be adopted to fulfil the health-care regulations in 

USA. 

The USA Centres for Medicare and Medicaid Services faces medication errors every day and 

such errors are an added financial burden in the health-care system, which are reimbursed by 

the Centres for Medicare and Medicaid Services apart from those involving malpractice claims. 

In terms of financial perspective, malpractice claims must be reduced, as this would not be 

reimbursed. The use of RFID can help reduce the dispensing errors, as it can generate a list of 

consumed, expired, soon to expired medications and basic information like manufacturer, drug 

identification number and medication name only in a matter of seconds. Thus, other than 

providing an accurate data, speeding up the process and whittling down the error rate, it also 

helps to decrease malpractice claims by improving the safety and consumer’s satisfaction to 

reduce losses. 

Title II of Drug Quality and Security Act (DQSA) is a law in the United States, which outlines 

critical steps to build an inter-operable electronic system to provide the information of 

distribution history starting from the production till the date of sales, enabling the United States 

Food and Drug Admission (FDA) to have a better control in the pharmaceutical supply chain, 

enhancing their ability to improve detection and removal of dangerous products in the market. 

The function of RFID can fulfil this regulation as to record, track, and trace medication across 

the supply chain. 

Counterfeit drugs are a growing threat in the United States. 40% of drugs and 80% of 

ingredient are imported from overseas where 30% of drugs in Asia, Africa and Latin America 

are confirmed counterfeit as estimated by The World Health Organization. Therefore, there is 

an urgent need for tracking of medications from the manufacturer to the end users in order to 

protect consumers from counterfeit drugs and reduce the possible revenue losses. The unique 

RFID tag, as one of the features of RFID, is unique for each item. Each item can be identified 



on an individual basis and it is significantly harder to copy comparing to Barcode, so it helps a 

lot to reduce a counterfeit drug to travel all the way to its final destination. 

Security Breaches 

There is no question that RFID gives a great benefit to the pharmaceutical supply chain. 

However, it is vulnerable of being attacked like any other information system. The company 

categorizes security breaches using the “CIA48 Principle”, which are attacks on the three 

criteria, namely confidentiality, integrity and availability. For the size of the focal study 

company, this is a standard practice, simple but widely applicable security analysis. Attack of 

confidentiality means data has been disclosed to an unauthorized individual; Attack on 

integrity means the IT system or data has been destroyed or modified by an unauthorized entity; 

Attack on availability means either the system or data is not available when needed by a user. 

Each of the principles can lead to serious consequences. Therefore, an overview of CIA 

Principle allows an organization to determine quickly which threats are of importance to be 

countered and protected. 

The company has an information system safety team to hack their own system, constantly 

evaluating the company’s vulnerability in order to maintain in high-level security. After cases 

of spoofing, long-range reading, and rewriting information on the RFID tag, the information 

system safety team has identified the following as possible security breaches to the RFID 

system. 

 

Viruses are one of the most common types of attacks against information systems. Even though 

most of the RFID passive tags have only a small memory capacity, virus is still a credible threat 

to RFID system, it has been reported that RFID tags can be used to transmit a computer virus as 

a medium. 

For example, if an RFID tag that had been infected with a computer virus arrived in a 

distribution warehouse, the back-end servers in the warehouse could then be attacked by the 

SQL injection from that particular RFID virus which may reveal or destroy the data stored in 

the data base, threaten the security of the communication between the reader, tag and back-end 

database or even bring the entire RFID system down. 

Consequently, it provides hackers plenty of opportunities to access the company’s database 

and steal the data, which could include valuable or confidential information about the business 

                                                 
48 CIA The Central Intelligence Agency of United States of America 



like suppliers’ contacts, costs or even disclosure of the info of patients or customers. If this 

information falls into the competitor’s hand, corporate trade secrets can be exposed. 

Spoofing is an attack on the communication between reader and tag. It occurs when a 

counterfeit tag impersonates as a valid tag and therefore gains its privileges. To masquerade a 

valid tag, attackers use some special emulating devices to spoof the RFID tags by reading and 

receiving the encrypted message or even sending out false information to the tag and reader. 

Tag cloning is a kind of spoofing attacks where the attacker captures the date from a valid tag 

and creates a copy of the captured sample on a black tag. Therefore, it enables the attacker to 

read the tag’s data from a cheap product, uploading the data into another tag that attached to a 

similar but expensive product. Therefore, if an attacker is an internal employee, who is familiar 

with the workflow in either the warehouse or the retail stores, he could purposely steal valuable 

drugs from the company. As a test of security, the information system safety team has stolen 

expensive kinds of medication such as Soliris and Elaprase, which could cost more than US$ 

2000 for only a few millilitres. 

As illustrated above, RFID data security is important. It may lead to a big loss or even a serious 

consequence. Hence, after identifying the threats by CIA principle, the company believes that 

it is critical to take certain protective measures to prevent those threads, and it may start from 

both technical and operational point of views. 

When it comes to technical problem, it is always important to keep up with the latest 

technologies and trends. The more constant the company improve the security system 

technically, the earlier security vulnerabilities are identified, and solutions can be implemented 

earlier too. 

One common way to ensure integrity for the attack from virus is to use anti-virus products. 

Virus attack has been demonstrated as the common attacks against information system, so 

there has already been some well-developed middle-ware to block anomalous bits from the tag, 

or to presents SQL injection detection tools to prevent the virus to infect the system thereby 

protecting the data from being destroyed or modified by an unauthorized entity. 

Organization protects against attack on confidentiality like spoofing attack with encryption and 

access control. For example, users are required first to authenticate and then access is granted 

on their proven identity. A common way is to implement a data encryption and RFID 

authentication protocol that will increase the technology complexity and the cost needed for a 

successful attack. 

After evaluating the solution for the technical issues, it is important to review from the 

operational point of view. The company reported in the focus group study that losses could be 



caused through a variety of methods and by different reasons, it showed that internal staff 

pilferage is the largest contribute to loss for the company. Happened in Jan 2017, the pharmacy 

technician has just been caught stealing for more than US$ 12,000 in the prescription drugs at 

the place where she worked. 

Employee theft could occur from simple merchandise theft by the staff, or collusion with 

external theft. The basic solution is to equip CCTV, motion sensors, or even an embedded 

security for security professionals to monitor retail outlets in 24 hours manner. These CCTVs 

are installed by security professionals to ensure no hiding spots for full coverage of theft events 

are recorded. In addition, a loss prevention program that focuses on operational control, 

including concepts of establishing procedures, policies and business practice to prevent the loss 

of inventory have been in place to help minimizing the risk of employees leaving work place 

with the stolen merchandise. 

At management level, seminars and training sessions of change management have been 

frequently scheduled to share up to date information together with trading partners such as 

vendors, especially for global supply chain of pharmaceutical products where counterfeit 

products exists. The best company often manages change by educating suppliers and their staff 

about the benefits they will achieve, rather than just forcing them to follow instruction. 

Instruction manuals of how RFID is beneficial to the company is being explained, which 

educates supplier on how RFID implementation works in the company which may improve the 

effectiveness of the RFID system right from the start of the supply chain. 

Focus Group Member UU3: 

“For contractors we use, we have no idea of how our RFID tags being distributed are being 

tampered, and we have to use other systems to make sure they are used in the good hands.”  

– Focus group member 

The case is for delivery truck that delivers pharmaceutical products to the warehouse of a 

pharmaceutical company, located inside a research lab. In the past, a security booth is used to 

validate every single truck going into the research lab. To improve this human operation, a 

second lane was opened beside the security booth, which has RFID readers to automatically 

read RFID tags of vehicles that are allowed to enter the research lab facility. The most notable 

benefit of the second lane is the vehicle waiting time to enter the research lab is being reduced, 

as vehicles are permitted to enter or exit the facility without human intervention. Instead of 

swiping an ID card or pushing passwords on keypads, one simply approaches the second lane 

and the automatic barring system would release the vehicle for entrance. RFID cards will be 

installed in vehicles, with a reading range of 5-7 meters. These cards will be fixed on vehicle 



windshield, encoding the identity of these vehicles. In another word, The RFID cards are 

wireless vehicle license plates that will transfer the identity to the long-range reader just before 

the vehicle reaches the automatic barring system. In case an unauthorized vehicle has 

approached the automatic barring system, not only the bar will stay in its place, but also an 

audible alarm plus CCTV recording will lead to further security inspection performed by the 

security guards. 

Security Breaches 

A logistics company was given the RFID tag to enter the research lab facility. However, due to 

more flexible allocation of trucks, the logistics company cloned the RFID tag and therefore 

allowed it to easily enter the research lab for whichever truck it appointed. The cloning of the 

tag was not prohibited and there is no rules prohibiting the logistics company to do so. 

As a result, the company adopted a more difficult to be cloned tag from another RFID hardware 

provider. Tags are changed from time to time and logistics companies or other parties are 

required to bring in the old tags to change for new ones. This method adopted the company’s 

password changing protocol. 

Knowing that it is possible to clone the tags, the company raised an issue that shall intruder 

wanted to access the research lab illegally as a trespasser. The intruder can clone a valid tag and 

access to the research laboratory illegally. As a precaution to this issue, an SMS is now being 

sent to the tag owner notifying that the vehicle has just passed through the security gate. This 

also serves as a vehicle security system of this research lab. 

In addition, security manual were also being given to the tag owners to protect the tag while not 

driving the vehicle. For example, aluminium foil to wrap the tag while placed in the vehicle and 

security guard to keep vigilance and take note on suspicious persons entering the car park or 

vehicles entering the research lab have been documented in the standard operating procedure in 

the tag owners’ manual security guard work handbook. 

Finally, a solution that is proposed and will install in the automatic barring system is an 

imaging recognition system. The imaging recognition system automatically recognizes the 

vehicle that is approaching the security bar, and shall a different vehicle is found with the RFID 

tag, security guards were informed. Finally, in either successful or unsuccessful vehicle 

passing the bar, a photo will be taken and kept in the database. 

Focus Group Member UU4: 

“RFID systems do not provide enough security features. We added weight and CCTV system to 

record scanned item image when weight is different from scanned RFID tags in our POS” 



– Focus group member 

The focus group member UU4 is a jewellery retailer with a hired an unethical salesperson who 

is also the shopkeeper. Similar the other cases mentioned the focal company also uses RFID in 

jewellery tagging. A serial number tag is used and RFID scanners installed in the Point of Sale 

(POS) system would be able to display information regarding the piece of jewellery when it is 

being sold. Every night the shopkeeper has to report the jewellery sold to the company 

headquarters.  

Security Breaches 

The unethical staff was exchanging RFID tags of less expensive jewelleries to expensive items. 

With the knowledge of the operation and reporting by end of day, this exchanging of RFID tags 

would not work because a simple exchange the retail shop would be left with many mistagged 

jewelleries, which in turn would track down the unethical staff. The staff, while unethical, was 

smart to still be able to exchange the tags and purchase more expensive jewellery with a less 

expensive price. The staff first have a price of a rather expensive jewellery in mind, say A, and 

whenever a shopper ask for a similar line of product with a lower price, say B, the staff named 

the price of jewellery A instead. If the shopper believes that the jewellery price of A is too high 

for jewellery B and refuse to buy, the loss of sale would not be responsible by the staff but the 

storeowner. On the other hand, shall the jewellery B was being sold with the price of jewellery 

A, he would “purchase” the jewellery A with the price of jewellery B before the end of day 

where reports are sent, in cash, in order to avoid being traced. In theory, every single successful 

“purchase” will enable the staff to earn the amount of price A minus price B. 

The act was caught, months after the staff left the company, when the printed receipts with the 

jewellery A purchase were brought back for cleaning and service with Jewellery B. The first 

time it was treated as simply an error, but after the third occurrence of similar mismatched 

invoices, investigation were started and found whenever a product mismatch invoice of 

jewellery A were caught, the mismatch invoice jewellery B will appear on the same date and a 

later time. However, the POS selling time difference could be up to 6 hours, and that it would 

be unreasonable to be justify the swap as a human error. 

As a result, the POS was installed with a handheld RFID scanner before the incident, but now a 

stationed RFID scanner is attached. There is a specific tray for the reading zone, and a weight 

sensor is installed with the reading zone tray. All sales of jewellery now requires to be put on 

the tray for RFID scanning, and this is the only way for selling of products except the manager 

override for manual operation. The weight system automatically capture the weight of the 

jewellery being sold, and if there is any mismatch in weight information registered in the 

database, the POS will warn the storekeeper and the CCTV will send a still image to the 



management. Apart for the need to weight every piece of jewellery and add such information to 

the database of the company, this solution is workable and since then there were no swapping 

of RFID tags unethically. 

Focus Group Member UU5: 

“RFID did not bring us any benefits as a medical practitioner. The RFID tag in injected needle 

and drug boxes caused us more problem than benefit it brings.”  

– Focus group member 

Following the footsteps of various developed countries, Hong Kong announced on March 20, 

2017 to run a waste levy system where user needs to pay waste management fees49. The master 

plan targets reduce waste by 40% in the year 2022.  

The focal company is located in Hong Kong and has a waste management system run by the 

building, where different kinds of waste were charged differently for waste handling fees. In 

addition, medical wastes in Hong Kong, such as needle injections, are treated as toxic waste 

and special companies were employed to handle all these wastes with special fees, which is 

required by Hong Kong Law (Cap. 354) Waste Disposal Ordinance and Code of Practice for 

the Management of Clinical Waste50. 

The focal company wishes to avoid such fees and treat carton boxes of medical drugs as 

combustible waste instead of recycle materials, and boxes of needles, while not required by 

government to handle as toxic waste, to also be treated as combustible waste. The company is 

located in Central of Hong Kong, where tenants of lots of buildings were entirely medical 

clinics. The waste management team of the building started to use different colour bags for 

different wastes, with serial numbers on the waste strip wrap to indicate which tenant does the 

particular waste bag belongs to. RFID scanners were attached to a weigh system to calculate 

the weight of waste while the different kinds were processed by colour in sequence to indicate 

their waste properties. 

Security Breaches 

                                                 
49  Hong Kong Government News. 2017. Waste Charging Details Announced. [ONLINE] Available at: 

http://www.news.gov.hk/en/categories/environment/html/2017/03/20170320_152421.shtml. [Accessed 5 April 

2018]. 
50  Environmental Protection Department. 2018. Code of Practice for the Management of Clinical Waste. 

[ONLINE] Available at: http://www.epd.gov.hk/epd/clinicalwaste/file/doc06_en.pdf. [Accessed 4 April 2018]. 

 



The RFID scanner has picked up RFIDs from the medical carton boxes and needle boxes in the 

combustible waste sequence for this particular focal company. Initially was record error or 

RFID jam problem but later discovered the focal company treated recyclable waste as 

combustible waste, and was accused incorrectly for placing injected needles inside needle box 

in combustible waste instead of toxic waste. Although later it was found that the company did 

not violate any laws as the injected needle was not inside the needle box with needle 

manufacturer RFID, and there is no law in Hong Kong to prohibit treating recyclable waste as 

combustible waste. However, this is certainly a case of security breach in eavesdropping or 

even product information spying from waste in the uncontrollable area. 

The solution was to place the right pieces of waste into the correct waste handling method. 

Needles to be put in needle box is also suggested as it fits the injected needle and although not 

required but it’s a better way to protect the injected needle as virus might spread if contacted by 

human or animal. The company also set up a policy to cut the antenna part of the used RFID 

boxes before putting into waste system but this way to deactivate the tag is not proper. Other 

more proper way to deactivate the tag needs investment and was not economical friendly; 

nevertheless, a policy to destroy the tag is being implemented to protect privacy. 

Focus Group Member UU6: 

“By using RFID, exchanging RFID tagged Jewellery leads to exchanging prices and 

properties to them. The automation is good only if nobody intends to temper your RFID tags.”  

– Focus group member 

The case focal company is same as the last case, and it is about unethical usage. An unethical 

staff member has relevant RFID knowledge, tried to change the tag information of RFID in 

order to lower value the jewellery price. 

Security Breaches 

The company used a re-writable RFID tag, and staffs are required to participate in writing 

information to the tag while attaching tags to jewellery products. The unethical staff member 

has a changed the RFID tag information in the evening after the store closes in CCTV blind 

spot of the shop. The accomplice purposely comes to the shop next day morning while the staff 

member is not in the shop, but instead a rather junior staff were taking care of the sales, tries to 

buy the piece of jewellery with a piece of RFID tag that is tagged with the wrong tag 

information. The selling was caught only after the sales have been completed, and it was found 

out as several similar incidents happened and the staff member were selling the jewellery in a 

second hand market. 



As a result, cryptography measures are currently being used in the RFID tag to prohibit reading 

of the tag. Read Only tags were used in order to prohibit tag information to be modified to be 

swapped to tag jewellery. Every piece of jewellery now has a unique ID and once tagged 

jewellery is being sold the database would alert if the same number is scanned again. Finally 

this still possess a problem shall RFID hand held is being used in offline mode during shows 

and exhibitions, however, as the previous case suggests real time database update in transaction 

processing system should be required for full protection of theft. 

 

Focus Group Member UU7: 

“Cloning an RFID is easier than cloning our drug bottle, so tagging an RFID did not stop our 

drugs being counterfeited, and we still have to use an online server to record usage in order to 

protect our drugs being counterfeited.”  

– Focus group member 

The case study focal company is a drug company that uses a special bottle to hold their liquid 

drug. Since the drug is an expensive drug, counterfeit products have always been a problem the 

drug company faced. In the past the company has tried to use laser label, then finally replaced 

by RFID since RFID are more difficult to counterfeit compared to laser labels. The company 

has put an RFID under the bottle cap in order to discourage counterfeit products. 

Security Breaches 

Security breaches happened when the sequence number of RFID are read by uncontrolled 

domains, For example, importers, packing supplier, distributor, hospital, and clinic, by RFID 

hand held scanner, drug counterfeit companies can also read this information off from the 

bottles and clone the RFID. The company then tried to use a technology that keeps the RFID 

inside the bottle layer, which is more difficult for the counterfeit company to manufacturer the 

bottle. This method worked for a while but finally the counterfeit company start to use genuine 

bottles to put counterfeit drugs. Indeed, the liquid is easy to counterfeit compared to a physical 

drug, the special bottle is difficult to counterfeit, and therefore, drug counterfeiting companies 

use used bottles to hold other edible liquid to counterfeit a drug. 

 

The solution the company has used is an online server. Once an RFID label is being used, and 

read by the RFID handheld reader, the drug company requires the pharmaceutical practitioner, 

be it a hospital or medical clinic, to register the use of this RFID number. The solution works 



since the end users will not use this particular drug. However, in cases of uncontrolled users 

also use this drug then this could create potential issues. At present, this problem is not tackled 

as even if the user has got a bottle it would be small in quantity making these used bottles 

difficult to be reused in a large scale unlike clinics and hospitals. 

Focus Group Member UU8: 

“RFID helped us in emergency anesthesia and narcotis medication control, if used with the 

right operation procedures.”  

– Focus group member 

The focus group member is a hospital pharmacy with anesthesia and emergency medicine 

package such as narcotis. The company used a smart tray for drug supplement and distribution 

with advanced RFID technology to automate pharmaceutical kits and tray replenishments. The 

system can store and sort more than 150 items in a matter of seconds to provide detailed 

information about missing content, what has expired, and upcoming drug kits, pallets, 

solutions and packaging bags. 

Furthermore, the system can perform automatic monitoring of the refrigerator and temperature 

control cabinet. An RFID-enabled controlled temperature cabinet with the ability to auto count 

whenever the cabinet door is closed and report number of RFID in the cabinet to a computer 

database. The pharmacy manager can quickly identify expired or recalled drugs by reading 

inventory updates remotely from cabinet and being notified of product shortage in order to 

avoid out of stock. 

Safe operating room that stores and use of anesthesia drugs and narcotics is the heart of the 

system. The hospital used patented and proprietary RFID technology to automatically collect 

operational drug inventory data at the point of care without manual counting, paper recording, 

or item-level scanning. Providing secure access, uninterrupted real-time visibility and reliable 

usage metrics are critical to charge trapping verification. The use of narcotis drug is prohibited 

and is for persons who use drugs, the lower dosage assigned by medical physicist is for 

eventually rehabilitation of drug users back to normal. As narcotis itself is a drug, in the past, 

some drug users pretended to be narcotis patients to retrieve narcotis for their own use. In a 

hospital environment it was difficult for every medical practitioner to know every single 

patient, or check ID at every single stage. Indeed to some extent, it is difficult for a medical 

practitioner to confirm the person presented the ID is the person himself. The use of RFID 

prohibited the misidentification, once a patient has been assigned for narcotis an RFID 

wristband will be attached to the patient, and then in the operating room the patient’s wristband 



and the narcotis on the automated tray will both be scanned simultaneously, ensuring the 

patient’s identity. 

Security Breaches 

RFID security breach reported was the wristband was detached and reapplied to another person 

who wanted the narcotis. Both persons – the donor of narcotis and the receiver – visit the 

hospital at the same time, and the after the donor received medical checkups and being 

assigned narcotis, the donor passes the RFID wristband to the receiver. The receiver then 

queues up for narcotis usage in the operating room. With the RFID checks the wristband and 

the matching automated tray, the narcotis are released to the receiver. 

 

The solution for this is a policy being released that the RFID wristband must be attached by a 

hospital worker and then this wristband will be cut open by the hospital work on disposal, after 

the nacrotis have been consumed. In the middle of the process, say the donor would like to 

transfer the wristband to the receiver, the wristband was made by elastic plastic such that after 

removed it cannot be attached again, and the operating room are not allowed to release nacrotis 

to any person bringing in detached wristbands. Finally, the problem of RFID has been solved, 

further breaches but not to the RFID system was further reported. Donors have tried to take 

nacrotis out of the operating room, with either inside the donor’s mouth or with other ways, 

however the number of incidents are minimal and also another policy of the narcotis for 

patients had to be consumed immediately have further solved this problem. 

Focus Group Member OE1: 

“We minimize information that are written to RFID in order to prevent information theft for 

counterfeiting drugs”  

– Focus group member 

The case study focal company OE1 is the same as case HE5, with another security breach in 

another focus group. 

Security Breaches 

A second security breach is the counterfeiting problem of this valuable drug. Counterfeiting 

was not a problem for the case study focal company before the company supplied the drug 

worldwide, and overseas drug manufacturers wants to penetrate in the Turkish market. Locally 

in Turkey at the time of the focus group discussion, the case study focal company was the only 

supplier of this kind of cancer treatment medicines in the Turkish market. After overseas drug 



manufacturers entered the Turkish market, counterfeited drugs were reported to go through 

RFID scanner verification without problem. The drugs were equipped with RFIDs information 

gained from eavesdropping RFIDs on genuine drugs in overseas genuine operating 

environment. Since these drugs were not supposed to be sold in Turkey, there will be no 

duplication of RFIDs being scanned. 

Current solution to this problem is to use encrypted RFID tag with minimal information. Not 

all details are written to the tag and indeed for the drug intake timing purpose, using an ID tag 

with check digits is all it requires. 

Focus Group Member OE2: 

“We were forced to use unorganized number to avoid long range reading our product 

information from competitors in public” 

– Focus group member 

The focus group member OE2 is a jewellery manufacturing and retailing company and uses 

RFID to transfer information such as tracking and tracing to inventory control software. 

The company felt the need for robust tracking in the supply chain at any time and visibility 

solutions is the backbone of their business success. The case study target one of the biggest 

jewellery companies in Hong Kong and the RFID project also involves other companies in 

their jewellery supply chain. The case company is using the RFID Technology in their 1470 

shops around the world, including exhibitions, private shows and warehouses in Hong Kong, 

mainland China, USA and Australia. 

The use of the RFID technology helps the company to locate high value goods more quickly 

and improve inventory control, increase security levels in order to prevent counterfeiting 

during sale, loss and thievery. It also promises to enable new efficiencies in the supply chain by 

tracking goods end to end, monitoring the demand of specific items online anytime and 

anywhere, which may lead to a possible increase of revenue and support customers’ sales 

process.  

 

In the jewellery industry where each shop often include a big amount of high value items, 

inventory management can be a challenge, therefore, RFID application is commonly being 

used for the purpose of efficient inventory control through jewellery management system. 

Jewellery management system help to manage the tracking, distribution, sales and flow of the 



jewellery items with an RFID tag from production across distribution to retail till the point of 

sale. 

Every item in the Jewellery store is tagged with an RFID loop tag that provide the data to be 

read from hundreds or thousands of items in few estimated seconds. The RFID tag being used 

include a unique electronic chip that represent a unique identity number to capture the full 

details of the specific item by RFID Scanner that transfer the data back to the jewellery 

management system. The system enables sales to inventory the stocks of jewellery items in few 

estimated seconds by reducing the time of counting the items one by one. 

Apart from the reduction of inventory time consumption, the RFID tags and the jewellery 

management system cuts inventory costs for the retailer and guards against theft by a special 

RFID tag with a limit of radio waves transaction, which activate the alarm once the item is 

away from the RFID reader. 

The case study company applies the RFID Technology by using a computer management 

system installed in a computer, with RFID desktop and handheld readers. Every single pieces 

of jewellery are tagged with RFID tags with a unique number. The system is flexible to install 

in any display box even in exhibitions for temporary use, which reduces chance of theft and 

fraud while enhancing security. 

Security Breaches 

Security Breaches are critical issue that must be taken and considered seriously in order to 

ensure the security of valuable information especially when the focal company is a listed 

company. Security breaches identified are physical removal of tag by potential buyer when 

inspecting the jewellery item and the prevention of it is to use security sensors on the RFID tag, 

which turn on an Alarm that notifies about the removal immediately when the tag is out of a 

high proximity area. More simple solution is to use a strong bond or glue that would prevent the 

removal of the tag and to guide the staff to be aware of the issue and check the RFID tag on the 

item once the item is back to staff hands. 

 

The case study company is also one of the top three companies in Mainland China selling 

jewelleries. Most shopping malls have all three branded shops exist and business competitors 

have been using long-range RFID reader with high gain antenna to read the tags and collect the 

supply chain information for business purposes. This commercial spying is addressed as the 

most common security concern among the use of RFID in this jewellery company. Information 

of in stock and out of stock items with sales history hacking helped the competitors understand 

the profit model of the case study company, and areas of competition.  



The current solution is to keep the tag with a simple run number and all number should have no 

organization or any linkage to jewellery property. Previously the number on tag has 

representative digits on the diamond grading property on colour, cart, clarity, and gold purity 

information but then it was omitted. 

Focus Group Member OE3: 

“We use Shared Key Authentication to protect our RFID systems”  

– Focus group member 

 

Focus Group Member OE3 is a system integrator and has developed a new and comprehensive 

security system for use of RFID in the supply chain including pharmaceutical companies. 

RFID system security is highly regarded as a main security feature of the software, as the RFID 

tags can be eavesdropped at any point of the supply chain. 

Security Breaches 

Security breaches were documented by including RFID devices that can record the existence of 

RFID readers. The company calls these devices anti-RFID eavesdropper, and they were placed 

in the pharmaceutical goods to record eavesdropping cases, which most incidents are reported 

to happen in the associated domain during logistics transportation. 

 

As a result, solution applied based on Shared key which included authentication, data 

encryption, and middle-ware based security policy were in place. The major problem this 

solution was to shield against unauthorized reading, eavesdropping, replay, and deceive of 

RFID signals.  

The operation steps of Multi-authentication protocol based on the Shared key is followed: 

Step1: Read and write device generate a random number R, and R will be stored in read/write 

device. Then send the label certification request (Query) and R to tag. 

Step2: After tag receives the R, it generates a pseudo-random number NT and stores it. By 

operating, generates a cipher text S and sent it back to read/write device 

 



Step3: After read/write device receives NT, S and R, it calculates G and sent them all to 

middle-ware. 

Step4: Middle-ware sent the data to database 

Step5: Database calculates IDT by using Hash operation and check the ID with IDT. If they are 

the same, it can pass the protocol. 

After the tag and middle-ware check with each other, they can transmits data. 

In order to ensure the safety of data during transiting, encryption of data in the RFID system is 

needed. When the tag sends data, it first sends shared key K to its own key generator, and 

generate a stream cipher sequence, then use stream cipher sequence information encrypted it 

and sends it to read and write device. After read and write device receives the data, it will also 

first send shared key K to its own key generator, generate sequences to decrypt stream cipher, 

and get the original information. Therefore, even if the communication channel between tags 

and to read/write is intercepted, the interceptor does not have the key sequence. In addition, 

whenever any read/write device transmits data to/from the labels, encryption and decryption 

shall be taken place in order to retrieve the original information. 

Focus Group Member OE4: 

“Eavesdropping are everywhere if you work with celebrities, luckily hardware solutions 

helped us to shield from such breaches.”  

– Focus group member 

The focal company is a dermatology clinic in Hong Kong with its own brand dermatology 

product. Majority of clients being celebrities and an injection of Switzerland made needle 

could cost up to US$ 10,000.00. This company considers security, privacy, and authenticate 

drugs are top priority in the supply chain. All clients of this company are coded by customer 

number and even under inquiry they response only to codes. Sales of the company’s drug are 

kept in top secret, and their need to secure and authenticate pharmaceutical products has been 

increasing along with the emerging counterfeit product market. The motivation to introduce 

counterfeit pharmaceutical products in the supply chain could be to gain rapid economic 

benefits or affecting the reputation of this dermatology clinic. 

RFID is mainly used in this supply chain to deter counterfeiting attempts, and it is used in other 

domains. For example, efficient expiry date management, pharmaceutical tamper detection, 

and fraud detection and prevention. As RFID has the capability of capturing and relaying data, 



which is what the industry is looking towards to improve quality, reduce costs, and most 

importantly improve patient safety. 

The RFID lifecycle includes three main parts of chain operations in this supply chain 

1. Manufacturing’s plant 

2. Manufacturing’s distribution centre 

3. The dermatology clinic 

At a manufacturing plant, the tag is embedded with product description, lot number, batch 

number, and the expiration date. At the exit gate, the reader scans the tags to captures the 

product information, and records when and where the data capture took place. It sends the 

recorded date to a middleware and then to an application via PDA, laptop, or a desktop 

computer. Next, the plant ships the product to a manufacturer’s distribution centre. When the 

product arrives, a reader records the date time and receiving location, at the manufacturer or 

distribution centre’s entrance gate. When a notification of a purchase order from a wholesale 

distributor is received, the product is prepared for outbound shipment. A reader at the exit gate 

captures the date time and shipping location. 

During the above supply chain process, all the product information is collected automatically 

and directly saved in the tags through RFID system. Even products are in motion, mobile 

devices can read condition and location-based information, feeding the cloud in real-time 

through the logistics process. This enables visibility, as well as making midcourse corrections 

to save products at risk, protecting the patient and the brand. In addition, it helps to achieve the 

goal of anti-counterfeit, quality improvement and cost saving, and makes the whole process 

more efficient. 

In the final stage, when the dermatology clinic uses a drug or needle injection to the client, the 

clinic nurse uses handheld RFID scanner to make sure the correct drug is used with the correct 

client, with the correct dosage, and in the correct order. 

Security Breaches 

A security breach in RFID applications would leak valuable information about physical objects 

to unauthorized parties. Specially in this dermatology clinic where the clients are celebrities, a 

security breach is reported that newspaper reporters attacks the dermatology clinic RFID 

system by eavesdropping, and hacking into RFID computer handheld and server systems. 

Hacker is always the main problem of uncontrolled parties leading to security breaches. 

Hackers can easily eavesdrop on the conversation between the tag and the electronic RFID 



readers because of its principle of broadcasting information, and then manage to gain access to 

or tamper with information. In this dermatology clinic, this would mean information could lead 

to a report of a certain celebrities are using certain dermatology products which is an invasion 

of privacy with good profits. 

The solution of the case would be to use sleeping and zombie tags. The sleeping mechanism is 

another type of physical solutions. This approach is performed by sending a “sleep” command 

including a password to the tag by the reader to make it temporarily inactive. This is almost 

same as the killing tag method which only difference is the sleeping tag can wake up and be 

activated as soon as it receives the command from the reader. Meanwhile, the tag can never be 

re-activated in the killing tag method. The sleeping tag approach offers an advantage to the user 

to switch the state of the tag between active and inactive. The problem of using this method is 

the existence of the possibility that the password used for controlling the tags might be 

overheard by an eavesdropping attack. Zombie tags, on the other tags are additional tags that 

are attached to a product for scanning purpose. For example, product serial numbers represent 

various dermatology drugs when scanned by RFID scanners since the scanner software query 

database for the dermatology drug information, by putting additional tags on the product, 

without relative information in the database, would return no data. Since more RFIDs can be 

scanned within a second, the zombie tags have no meaning and will be able to divert the 

hacker’s attention from the real RFID tag that represent the particular drug. These zombie tags 

are attached to the drugs in manufacturing stage, and this is possible only because this 

dermatology clinic has their own brand, manufacturing, and logistics facilities. 

Focus Group Member OE5: 

“We use shielded drawers to safeguard our jewellery from competitors’ eavesdropping.”  

– Focus group member 

The case study focal company is a small jewellery retail kiosk that sells jewellery with different 

karatage of gold. Karat is the term used to measure the gold content or purity of the gold, the 

highest karatage is 24k gold, or called the pure gold, and there exists other lower karatages. The 

lower the number, the less pure the gold is. A piece of gold can be divided into 24 parts, shall a 

gold with no traces of any other metals, it is known as 999 gold for 99.9% or 9999 gold for 

99.99%. 22K gold, on the other hand, had two parts of other metals put into the gold; it could be 

silver, zinc, nickel and other alloys. One can say that there are only 91.67 per cent is pure gold. 

A dull colour gold that has only 75% of gold with 25% of other metals like copper and silver is 

called 18K gold. 



Such karatage is written inside the RFID tagged with jewellery on a label. The RFID 

information is used only when goods are received and in the stock taking process. Shall the 

piece of jewellery is being sold; this RFID label is immediately removed from the jewellery 

and kept in the jewellery retail kiosk drawer. This RFID is being read daily to crosscheck the 

sales of the day. The different karatage of gold being sold is the main determining factor of the 

jewellery sold in this kiosk, and the goods were consignment goods, which means the payment 

to vendor only take place after the jewellery is being sold, as confirmed by returning the RFID 

tag. Shall there is no sales, the jewellery kiosk can return the jewellery without paying the 

vendor. 

Security Breaches 

Security breach occurs for this information being leaked to unauthorized parties, say 

competitors for corporate espionage. In the same shopping mall there are few jewellery shops 

and this information is useful for them to market their products in relation to what is being sold 

in this small jewellery kiosk. This RFID information was read by long-range RFID readers 

eavesdropping. 

Currently the solution for blocking such eavesdropping by installing metal drawers to protect 

the RFID tags. For products that are inside the kiosk for selling, they are protected by locked 

glass display cabinets, which are covered by cloths with aluminium foils when the kiosk closes. 

For daytime, it takes the storekeeper a vigilant eye to investigate suspicious persons with 

portable RFID readers. The owner of the shop recommended the jewellery vendor to include 

RSA blocker tag, which can be used to protect communication between tags and readers since 

RSA blocker tags responds positively to all unauthorized request from eavesdropping scanners 

thus blocks readers to read RFID tags nearby. However, this request was not granted from the 

jewellery vendor. 

Focus Group Member OE6: 

“As a sustainable express company, reusable RFID tags are mailed back to us from consignee 

with our pre-paid postage service, however, god knows what the RFID has gone through.”  

– Focus group member 

The focus group member OE6 is one of the largest courier companies in the world. The 

company has an RFID application for enhancing pharmaceutical SCM. Pharmaceutical 

industry requires supply chain to deliver their life saving product to the correct place at the 

requested time in the right condition. Patient safety is the main goal in the supply chain of 

pharmaceutical products, and temperature monitoring plays a key role to guarantee product 

integrity. Avoiding temperature excursions during storage and transportation is essential to 



guarantee product integrity, and visibility and transparency of supply chain are needed to meet 

the increasing demand from pharmaceutical regulators. Therefore temperature monitoring is 

one of the important parts of the pharmaceutical supply chain.  

The focal company is a world leading courier company with service cover in more than 220 

countries and territories worldwide. The RFID application the company uses for 

pharmaceutical supply chain, namely The Smart Sensor, can be used in air, sea, and land 

transport modes without restrictions. It is a semi-passive device based on UHF RFID 

technology, consisting of an EPC Gen 2 semi-passive UHF RFID inlay integrated with a 

battery-powered temperature logger, manufactured by the company CAEN RFID. The sensor 

continually captures temperature data at a predetermined time frequency, defaulted 15 minutes, 

and stores it until the tag is interrogated. As RFID has the ability to communicate without line 

of sight, temperature information can be read out any time, with handheld or stationed RFID 

reader without the opening the product package. For customers opt for the this service, the 

company applies the Smart Sensor to carton box level of the shipment, it could be mounted on 

the exterior of the box inside a courier pouch, or the shipper can request that the carton box to 

be opened and the sensor be placed inside for extra security. The Smart Sensor has a size of 

approximately twice the height and width of a credit card, and with a thickness similar to a 

standard credit card. 

The Smart Sensor is linked to the company’s online platform, as well as to shipping details, 

including that product's destination address, waybill (a transportation bill) number, 

temperature requirements, and the product name. The Smart Sensor tag is read at least at four 

points: upon arrival at the first origin station, when the item leaves that station to be tendered to 

an airline, when it is received at the destination station located nearest the intended recipient, 

and when it is shipped from that site to the delivery address. 

At each of these Smart Sensor reading stations, a tag's ID number and temperature recordings 

are captured and then forwarded via a wireless connection to the online platform database, 

where the data is analysed and stored. There is a software system that reads data off the online 

platform database and if it determines that the temperature readings have deviated from 

acceptable levels, it issues an alert to a Global Proactive Monitoring & Intervention Centre, 

which can work with the appropriate local Certified Life Sciences Station to forward a message 

to the shipping customer, as well as dispatch a staff member to address the problem. 

If there are no deviations the data is simply stored in the 24/7 online platform in the cloud based 

computer system, securely stored up to 10 years in a data warehouse located in Prague, Czech 

Republic. At any time inspecting agencies and authorized drug users or medical practitioners 

can check the condition of the products at any time. Options to download reports of 



temperature captured during transportation are also available, in various formats such as 

portable document format (.pdf) and excel spreadsheets (.xls/.xlsx). 

At the last step of the operation, the consignee of the medical goods can use a mailing company, 

which is a sister company to the focal company, to send a postage pre-paid mail that includes 

the sensors to the company. The consignee can simply drop the envelope with the sensor inside 

at the nearest local post office drop box from the end-user location at destination back to the 

focal office in Germany. The focal company will erase the data inside the sensor and reuse the 

sensor, at present, the sensor is re-assigned to the same shipper who shipped the medical goods.  

Security Breaches 

The focal company reported security breaches happened when the Smart Sensor is sent back by 

consignee with the postage pre-paid envelopes. The reverse logistics process aimed to 

maximize the usage of the sensor to reduce cost and being environmental friendly. However, 

since the reverse logistics is not handled by the focal company but just by the local postal 

service, cases of loss of tag and eavesdropping were reported. As data inside the tag contains 

sensitive information, such as waybill number, which from the focal company web tracking 

system delivery time can be displayed, essentially some sensitive information were disclosed 

to intruders. 

The solution is a re-design of postage pre-paid envelopes with RFID signal blocking materials 

has been implemented. With thin sheets of metal the envelope is shielded for protection from 

eavesdropping. However, this does not protect theft, which the issue of theft has reflected the 

case to the local mailing to handle. 

Another security beaches was missing scan the sensor during the operation. A typical reason of 

missed scan is because of peak time sorting and staffs do not scan as required in their standard 

operating procedures. The solution of this is to apply long-range RFID readers instead of the 

use of handheld at certain checkpoint locations. This solution works well in most cases and 

apart from being a costly solution this has been installed in some courier checkpoints.  

The combination of the state-of-the art RFID technology with temperature logger, with and the 

reverse logistics process resulted in a temperature monitoring solution that is on a cost scale up 

to 85% lower than other market leader solutions. Currently this temperature monitoring service, 

including the RFID loggers & reverse logistics process, is offered based on an innovative 

pricing model and calculated per shipment monitored but not price per device, allowing an 

extremely competitive price per shipment monitored. Key benefits of the solution includes 

patients safety by monitoring the temperature of the products across the pharmaceutical supply 

chain, manufacturers guarantee the product integrity and patient’s safety. Increase of customer 



service is also achieved as pro-active notification if any incidence and activate agreed 

contingency plans to recover the shipment. It was also reported cost savings of 85% as 

compared to temperature monitoring offered by alternative solutions from the procurement 

management, data management and archiving savings, and environmentally friendly in the 

re-use of RFID loggers. 

Intangible benefits also include the compliance of host of country-specific trade regulations, 

peace of mind of pharmaceutical manufacturers to have outsourced temperature management 

with a trusted logistics party while protecting product data integrity is required by legislative 

departments of some countries.  

Focus Group Member OE7: 

“Proprietary software key required to read any data from our RFID tags.”  

– Focus group member 

The focus group member OE7 manufactures pharmaceutical sample cases and these cases 

carry toxic or medical samples where information must be correct and cannot be eavesdropped.  

Security Breaches 

A sample of virus or biochemical weapons can be utilized by terrorist for attacks and the 

financial and non-financial impact of this threat cannot be underestimated, and therefore, a 

state-of-the-art system avoiding eavesdropping must be used. The company refuses to report 

past security breaches count but admitted there were incidents of security breaches of 

eavesdropping happened in the associated domain during logistics transportation of “a highly 

infectious virus” 

The solution is to use a tag that responses to the interrogating request only when the reader 

sends a right key. The information of the tag is also encrypted and can be read by authorized 

readers with the correct key. 

 

Quick response is a big concern in this particular supply chain and the code system should not 

reduce the speed of supply chain. As the supply chain is operated by different parties, all the 

participants should have the right key and able to capture the information of the tag with 

authorization. Keys can be cracked by brute-force attack, even this method is considered has 

low effectiveness. From the development of supercomputers and other techniques, the keys are 

strong enough which contains 128 to 256 bits or 16 to 32 letters of Arabic numerals. The 

capacity of the RFID tags should be big enough to store the key and the product information.  



 

A 512-bit UHF anti-metal tag was used, cost more than US1 dollar for each. The cost was 

reduced by having implemented the RFID tag recyclable in both pallet and container level 

instead of unit level. Customers do not receive such RFID tag with the product and therefore 

there is no consumable cost in this case. 

Symmetric Key Algorithm (SKA) uses the cryptographic keys for both encryption and 

decryption of ciphered text. In this case, the reader and the tag both contain the same pre-set 

keys. When the tag receives a piece of data carried by the electromagnetic wave, the tags will 

decryption the data with the key. If the message is correct, the tag will send back the encrypted 

information to the reader. At last, the reader decrypts the information and read it. Since the key 

is strong enough, even the hacker captures the ciphered text; they are not able to understand 

what the exact message is. 

Public Key Infrastructure (PKI) contains two different keys, which are the public key and 

private key. In the RFID system, the reader holds the public key and each tag holds a unique 

private key. After the message encrypted with the public key, the reader will broadcast the 

ciphered text. When the tag receives the ciphered text, the text will be decrypted by the private 

key. If the text can be read, the reader will be considered as an authorized reader, and the tag 

will sends back the product information.  

Focus Group Member HA1: 

 “Software is the key of technology and our RFID products have security policy based on the 

RFID middleware programming.”  

– Focus group member 

The focal company is a logistics company in United States where department of transport has 

laid down laws of drivers to drive a maximum of 10 hours after 8 consecutive hours off duty. In 

a normal day operation of distances of delivery is more than 10 hours of drive, the truck drivers 

were instructed to drive the entire truck to racks of trains and take rest in the logistics hub called 

relay terminals. The truck would then move by the train without the truck driver inside the 

truck, in order to save truck driving labour cost and to comply with department of transport 

law.  

Security Breaches 

The security breach exist when a hacker helped to change the serial number of the RFID reader 

ID of one trucker to another in order to have the trucker to work for the other trucker. While the 



purpose of such breach is not in the scope of this study, the solution of such breach has to be 

kept confidential with only the principles reported. 

Each reader unit has its unique reading and writing ID number. These privileges of these ID 

numbers, including usage, scope of accessing are all stored in a database, like a user 

management system. So when reader device needs to access middleware and in need of being 

identified legitimacy, it can be compared with access privilege data stored in the database. 

In addition, the operator should also have identity authentication. It is necessary to register the 

ID of operator in logistics information system and the accessible reader ID for this particular 

operator. For example, every warehouse number and readers they can operate should be 

recorded in database. 

For upper layers software of RFID applications, some middleware processing tag has secret 

information and privacy, so if someone wants to read these data, they must pass through certain 

authorization mechanism. So this upper layer software functionality is limited by the same set 

of user access rights to the data, which are achieved by this middleware. 

This middleware does not only benefit security but also costs issue as it enables only basic data 

of items to be stored inside the RFID tag. Considering practical applications in the modern 

logistics systems, the label and the capacity of the read/write device, can be minimal in order to 

save costs. 

Focus Group Member HA2: 

 “Our software has high standards of security, robustness, and high level of customer 

satisfaction due to our strict programming policies following the System Development Life 

Cycle Approach.”  

– Focus group member 

An RFID system has been programmed by a software company. The software company 

provides software for the freight forwarders, a type of third party logistics companies that 

focuses in freight transportation. This software includes data from the purchase order from the 

buyer in a general trade, and from the data series of freight documents such as bills of lading 

are generated. 

The purchase order information generally consists of the buying price of products and the 

quantity purchased. These are sensitive information as the seller’s competitors can use this 

information to give more attractive quotations to the buyers. 

 



Security Breaches 

Professional hackers were reported performing back-end attacks for stealing such purchase 

order information. Stealing information from a freight forwarder has a higher return as multiple 

buyers’ purchase orders are compromised while individually attacking buyer’s system could 

steal only one single buyer’s purchase order. 

As a solution, the software company had carefully followed System Development Life Cycle 

(SDLC) in their software programming efforts, and the following RFID enabled security 

features have been in consideration since the beginning of the SDLC. 

In the five stages of the SDLC, namely System Requirements, System Design, Data Encryption, 

Testing and Maintenance, extra effort were made compared to general software programming 

in order to provide additional security features for tackling RFID security threats. 

In the system requirements stage, the software company has been aware of the following 

possible hacker attacks:  

(1) Eavesdropping: Hacker intercepts data with any complaint reader for the correct tag 

family and frequency while a tag is being read by an unauthorized RFID reader. 

(2) Man-in-the-middle (MIM) attack: Hacker interrupts the communication path and 

manipulates the information back and forth between RFID components. 

(3) Denial of Service (DoS): Hacker use devices that actively broadcasts radio signals to 

block and disrupt the operation of any nearby RFID readers or make back-end machine or 

network resource unavailable to its intended users. 

(4) Spoofing: Hacker captures the data from a valid tag, clone the data, and then creates a 

copy of the captured sample with a blank tag. 

(5) Replay: Hacker intercepts the communication between a reader and a tag to capture a 

valid RFID signal. Later, this recorded signal is re-entered into the system when the hacker 

receives a query from the reader. 

Therefore, in the system design stage, extra steps were placed in the design documents to deal 

with the hacker attacks listed above. These extra steps include RFID tag authentication, design 

transfer protocol, and data encryption. 

The first step is tag authentication. Passive tags are weak in tamper resistance due to its limited 

hardware resources. However, passive RFID tags are the most widely adopted in supply chain 

industries due to its low cost. In order to strengthen the RFID system’s resistance to hacking, it 



is inevitable to improve the tag in hardware level. In this solution, the software company has 

adopted both Physically Unclonable Functions (PUF) circuit and Linear Feedback Shift 

Registers (LFSR) circuit. The solution includes implantation of the two circuits into each 

passive tag to ensure only the authenticated tags and readers can successfully communicate 

with each other. 

Kulseng51 described that PUF is a delay circuit and each circuit has its unique delay properties. 

Therefore, each tag’s PUF will produce different output even they receive the same input. This 

uniqueness helps to verify the identity of tags. LFSR consists of shift registers and three XOR 

gates. The shift registers produce a long sequence of pseudo-random values, which will be 

masked by truly random values generated from XOR fates. The random values outputted by the 

LFSR are used to obscure the transmission between the tag and the reader. This physical design 

prevents spoofing attack, as hacker cannot imitate exactly the same output from PUF. 

The second step is design transfer protocols. Mutual authentication protocol developed by 

Kulseng is adopted in the software solution. In brief, the tag sends its IDs, which will be 

updated in each read cycles rather than its identifier (ID) to a reader before authenticating the 

reader. Then, the reader will receive a unique greeting number (Gn) outputted from the PUF in 

the tag to authenticate the tag. 

 

The mutual authentication protocols effectively resist to eavesdropping attack. In addition, the 

DoS attack by message blocking cannot affect the communication between readers and tags. 

Kulseng’s protocol emphasized, “nothing adverse will happen if message 1, 2 or 3 is blocked or 

dropped”. When message 4 is blocked, reader and tag can use the updated IDs sent from tag 

and the old Gn sent from reader to mutually authenticate messages from each other. 

Thorough study has been done by Kulseng’s study. However, the protocol is still vulnerable, as 

it does not provide resistance to MIM attack as required in the requirement stage. Under 

Kulseng’s model, the protocol can still be tempered if the Reader sends the message 3 (ID+Gn) 

to hacker’s device. This can happen if the hacker recorded the IDs being sent from a tag to 

reader and replay the IDs before the IDs changes. A third solution has been used by this 

software house, which is the data encryption. 

The software house used data encryption to encrypt all the IDs in message 3. By doing so, the 

system’s ability to defence replay attack is also tackled, as the intruder has no information 

about the IDs. In addition, an RFID reader which can store a number of hash keys for 
                                                 
51  Kulseng, L., Yu, Z., Wei, Y., & Guan, Y. (2010, March). Lightweight mutual authentication and ownership 

transfer for RFID systems. In INFOCOM, 2010 Proceedings IEEE (pp. 1-5). IEEE. 



encrypting tag ID and has the ability to rewrite the tag ID on the items that are decided to be 

installed in the supply chain facilities like warehouses, distribution centres and trucks. This 

action progressively improves data security by dynamically changing the data encryption but 

keeping the tag ID static. 

The third stage of the SDLC, system implementation, is the stage concerns the development 

and integration of system. A twelve-step operation flow has been highlighted by the system 

architect of the software company:  

1. Collect source data: Collecting data being stored into RFID Tag and relevant data, for 

example, the product information, EPC or ID assigned to items. 

2. Database preparation: Design database schema based on the requirement of designated 

protocols. This has to fit the program and algorithm that will be designed in step 6. 

3. Software evaluation and selection: Evaluate and select suitable software (middle-ware, 

programming tools, encryption software) based on the design of system. 

4. Software purchase: Purchase the selected software. 

5. Software installation: Installing the purchased software. 

6. Program & algorithm development: Develop program and algorithm to generate data (e.g. 

IDs) required for protocol. 

7. Software/ Program for generate data: Generate data required for protocol by program & 

algorithm developed in step 6. 

8. Data encryption: Encrypting tag ID and tag information, which will be inputted to tags. 

9. Hardware evaluation and selection: Evaluate and select suitable hardware (PUF, LFSR, 

readers and tags) based on the design of system. 

10. Hardware purchase: Purchase the selected hardware. 

11. Hardware installation Tag: PUF and LFSR implantation, set up of readers. 

12. Loading data: Load the required data into tags and readers. 

In the testing stage, system test and User Acceptance Tests (UAT) are conducted. The system 

test are conducted after the integrating all system components into a system. It aims to verify 

the proper functioning of the system. UAT is a black box penetration test is done, in the case of 

the software company, with no knowledge about the protocol used and RFID systems. This 



software company hired a security expert who has hacking experience as the black box tester to 

simulate hacking into the system, with little or no information about both the RFID and 

software system is provided to the tester. It aims to test the system vulnerability without insider 

knowledge.  

The final stage in the SDLC is maintenance, where in the case of software house regularly 

system check and updating are planned. Regular maintenance includes hardware, software and 

network safety check. In hardware check, middleware, readers and circuits insides the tags are 

repaired or replaced if physical damage is found. For disposing tags, a tag killer machine will 

be used prior to disposal to avoid leakage of information. In software check, system test and 

periodic penetration test are proposed to be conducted. In network safety check, virus scanning, 

firewall checking and improvement are proposed to be conducted. 

 

All software produced by this company has followed this improved RFID security SDLC. 

There was no hacker attacks spotted after the SDLC is in place.  

Focus Group Member HA3 

“Instead of developing our own security system, we use standard Public Key Infrastructure 

systems to ensure RFID system security.”  

– Focus group member 

 

The focal company is a software provider of a jewellery company with only one single shop 

where RFID lifecycle is relatively short as the retail shop is the only domain uses RFID. 

Whenever jewellery is received from the manufacturer it will be tagged with RFID paper label. 

Such paper label is removed whenever the jewellery is sold. 

Security Breaches 

Similar to other jewellery retailing RFID breaches discussed, this software company’s 

software also experienced eavesdropping with unauthorized readers. While the purpose of 

these reading cannot be judged, the software company wanted to protect the RFID tags by 

limiting the readers used, and the company believes it is a sensible solution as the RFID tags 

and readers exist only in one single shop. 

Public Key Infrastructure (PKI) can be used to tackle the hacker attack threat. According to the 

company’s working principles of RFID technology, the company wanted to use a visiting 



control system to insulate the readers without authentication, which is an RFID authentication 

based on PKI enabled anti-hacking system. According to the design principles and analysis of 

security demand of anti-counterfeiting system, an RFID anti-hacking system based on PKI 

authorization is built. PKI is a key management platform following encryption protocol 

standards, which mainly include certification authority, certification library, key creation, 

backup copy, and rerun, renew management system, certification revocation system and 

application interface system.  

Anti-hacking system based on password technology is the core of this designed approach. 

There are two major components in this authentication system, the key management centre and 

the authentication key. The key management centre is responsible for key creation, 

interchanging, destroying, including the issuance of public key and protection of private key. 

There is a random number generator in key management centre and the keys are created 

randomly. 

The authentication key is recorded in anti-hacking system. The anti-hacking system is 

responsible to authenticating for readers, which can be taken charge of by the logistics 

department in supply chain. After testing the validity of readers by anti-hacking system, the 

data information can be read. 

In addition to the PKI, anonymous ID systems are used as well. A smart-tag method was used 

with rewritable memory as an improvement to traditional PKI methods. When the tags are 

installed with rewritable memory, the information in the tag will be rewritten by the reader 

after read to avoid the hacker attack. This method will cost the company more as because 

rewritable memory is needed to be installed in a tag. In addition, a method named 

“anonymous-ID scheme” is in place, which store an encrypted ID in the tag. After read, the tag 

will send the ID which is encrypted to the reader as response, and the server receives the 

encrypted ID from the reader, which passes to the server for decryption. Upon successful 

decryption, the server obtains the ID information of the tag and sends the information to the 

reader. The method prevents the consumer data to be attacked by hacker via encrypting the ID. 

Being able to track a consumer’s location is another problem; the encrypted ID has to be 

rewritten by reader more frequently the better. Also, the reader will create a new password to 

text ID with new encrypted ID, after that the reader will replace the old encrypted ID by using 

the new one. The disadvantage is that the reader needs to rewrite the encrypted ID after 

agreements from consumers; it means the reader cannot rewrite the tags ID without 

cooperation from consumers. The frequency of ID rewrote also represent the level of privacy 

protection that is affected by the consumer. For example, if an ID is rewritten once during a 

long period of time, the tag can be attacked by a hacker during the period. 



As time could be a factor for hacker attack, this solution is not perfect. However, as the RFID 

lifecycle of this particular supply chain is shorter than the safe period of time, there is no threat 

for this security system being used in this particular supply chain and there were no RFID 

security breach incidents spotted after the system is in place. 
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