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Abstract

The increase in demand for record linkage of administrative data across multiple sectors
presents a considerable challenge for linkage units and their existing systems. These systems
struggle to scale with the increased size and frequency of data. Privacy risks compound these
challenges, as many datasets are unable to participate in traditional linkage processes. New
linkage methods that can accurately link records without the need for personally identifying
information are emerging as a potential solution to this privacy problem.

The primary objective of this research was to develop an operational cloud model for privacy-
preserving record linkage (PPRL) utilising scalable computing infrastructure. Techniques for
maximising the accuracy, privacy and performance of PPRL were developed and evaluated
separately using both synthetic and real administrative data. A cloud model for record link-
age is presented and evaluated, incorporating these PPRL techniques for improving accuracy,
privacy and performance.

Research undertaken as part of this PhD study found that techniques that help maximise link-
age accuracy of PPRL include probabilistic parameter estimation (using the expectation max-
imisation (EM) algorithm), partial field agreements and grouping methods that can leverage
the quality of existing data. Combining these techniques was found to produce the best quality
linkage. Other techniques for improving privacy and performance (such as multibit trees, ho-
momorphic encryption and dynamic match keys) were evaluated, and while they all showed
promise for use in some situations, there were trade-offs on either privacy, accuracy or perfor-
mance.

Several cloud models were developed and presented as part of this thesis, all relying on the
accuracy provided by PPRL. Evaluation of a hybrid cloud model that distributes linkage pro-
cessing using managed containers and existing linkage software showed operational feasibility
for scalable linkage compute at a reasonable cost. The additional analytical service capability of
the cloud provides greater opportunity for advanced analysis, rich analytics, machine learning
and automation.
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Glossary

ad hoc linkage The linkage of two or more datasets for a specific purpose
(typically a one-off project). Ad hoc data linkage does not
involve the maintenance of a master linkage file or master
linkage keys.

administrative data Information collected for the purpose of, or in the process of,
service delivery; such as providing health care, responding
to the legal requirements of registering particular events (e.g.
births and deaths registration data) or providing a particular
service.

agreement weight A weight applied to a field comparison if both field values
are the same (or in some instances similar).

approximate comparison A comparison between values that uses a function to de-
termine how similar they are. Common approximate com-
parisons include Jaro-Winkler, Sorensen-Dice, Jaccard and
Hamming.

bigram An adjacent sequence of two characters from a string of to-
kens. Bigrams may be extracted from field values in record
linkage to compare the similarity of values.

blocking A technique to reduce the number of comparisons required
for matching by only comparing record pairs with one or
more fields in common. Records from each dataset are
placed into blocks based on specific fields and only records
within each block are compared.

Bloom filter A probabilistic data structure that was originally created for
efficient storage and checking of set membership. It can also
be used to approximate the equality of two sets.

cartesian product The cartesian product of two sets A and B, denoted by A x
B, is the set of all ordered pairs (a, b) where a is in A and b is
in B.

cleartext Field values stored in cleartext (or plaintext) have not be en-
crypted or encoded in any way. In the context of record link-
age, cleartext is used to denote values that have not been
privacy-preserved.



xx

clerical review A manual review of record pairs whose link status cannot be
automatically determined from linkage. Clerical review can
also be used to obtain a quality assessment of a linkage.

cloud computing A network of remote servers hosted on the Internet to store,
manage and process data. Addition services and levels of
abstraction are often provided to remove the management
overhead of infrastructure.

comparison space The comparison space, when linking two datasets A and B,
are the set of pairs (a, b) that are compared during the match-
ing process. It is impractical to compare every pair in the
cartesian product of the two datasets, so indexing techniques
are used to reduce the comparison space for record linkage.

conditional independence In record linkage, conditional independence refers to the
probabilities of field matches for a record being independent.
In other words, the probability of a match on one field value
has no bearing on the probability of a match on a different
field value.

container A container is a lightweight, standalone package of software
containing all dependencies and requirements for execution.

cryptanalysis The study of analysing information for the purposes of
identifying weaknesses in cryptographic systems and algo-
rithms.

cryptographic hash function A one-way hash function suitable for use in cryptography,
mapping data of any size into a fixed-sized value.

cryptography The study of securing data against unauthorised access, in-
cluding the techniques, methods and protocols used.

data cleaning The process of editing data to remove errors such as illogi-
cal and out-of-scope values, and data entry errors, such as
typographical errors and transposed values.

data custodian The authority, body or person responsible for the safe cus-
tody, transport and storage of data, and implementation of
business rules regarding use of the data. Data custodians
may either have collected the data themselves or they may
have legal and administrative custody of it on behalf of the
owner or collector of the data.

data linkage unit An organisation responsible for the linkage of data. A data
linkage unit (DLU) often has close associations with data
custodians and typically operate as a trusted third party, pro-
viding linkage services to researchers.
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data standardisation The process of making different datasets comparable and
compatible, conforming to the same quality rules in terms
of structure of dataset, scope, completeness, coding, struc-
ture and spelling of variable names, and range and format
of data values.

deduplication A technique for finding and removing duplicate copies of
data. In record linkage, this is often used to describe the
process for finding records belonging to the same individual
within a single dataset.

de-identified information Data that does not contain personal information, or from
which the identity of the individual to whom it pertains can-
not be reasonably ascertained.

deterministic linkage Deterministic linkage ranges from the simple joining of two
or more datasets by a reliable and stable key to a series of
sophisticated rules for determining matches.

disagreement weight A weight applied to a field comparison if the field values are
not the same.

entity groups Collections of records from across one or more datasets that
represent the same entity or person.

expectation maximisation An iterative method used to find the maximum likelihood
estimates in statistical models. The expectation maximisa-
tion (EM) algorithm can be used to estimate likelihood esti-
mates for fields in record linkage.

false matches The record pairs found during a linkage that are incorrectly
classified as matches.

false negative A pair of records belonging to the same individual or entity
that is incorrectly assigned as non-matches or as not belong-
ing to the same individual or entity.

false positive A pair of records belonging to two different individuals or
entities that are incorrectly assigned as links.

false positive rate The proportion of all record pairs belonging to two different
individuals or entities that are incorrectly assigned as links.

F-measure The harmonic mean between precision and recall.

grouping The process of bringing record pairs, found during linkage,
together into groups representing individuals or separate
entities.

Hamming distance An approximate comparison that identifies the number of
positions within a field value that are different.

homomorphic encryption A form of encryption that allows operations (addition
and/or multiplication) on encrypted values (ciphertexts).
The result of the operation must be decrypted to obtain the
answer.



xxii

indexing A technique used in record linkage to reduce the comparison
space for matching. Indexing techniques aim to reduce the
number of comparisons while maintaining maximum pairs-
completeness (coverage of all true matches).

Jaccard index An approximate comparison that returns the similarity of
two sets by dividing the intersection of the sets by their
union.

Jaro-Winkler comparison An approximate comparison that returns the edit distance
between two string values.

Levenshtein distance An approximate comparison that returns the similarity of
two strings by determining the number of edits (insertions,
deletions or substitutions) required to change one value to
the other.

linkage key A code created and stored by a data linkage unit that is used
to identify a group of records that refer to the same person
or entity.

linkage map A collection of linkage keys for one or more datasets.

linkage quality A measure of the accuracy of the linkage in terms of true
matches, false matches and missed matches. Precision, recall
and f-measure are metrics for determining quality.

linkage strategy The methods and parameters used for linking two or more
datasets. This includes the fields that are used, the likeli-
hood estimates for fields if probabilisitic, and the indexing
technique used.

load balancing A method for distributing computational load over two or
more nodes.

MapReduce A programming model specifically designed for processing
large datasets in parallel on a compute cluster.

matching The process of comparing record pairs and classifying them
as matches or non-matches.

missed matches The pairs of records that are represent the same individual
but are missed during linkage.

m-probability For a specific field, this is the likelihood that two records that
represent the same person have the same field value.

multibit tree A data structure used to store binary arrays that allows for
efficient searching using a similarity function.

pairs-completeness Used to measure the portion of true matches that are in-
cluded by a particular linkage indexing technique.

partial weight A value somewhere between the disagreement weight and
the agreement weight that represents the similarity between
two fields.
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personal identifiers The field values often used in record linkage that can be used
in whole (or in part) to identify a person.

population spine Refers to one or more linked datasets that have a high cov-
erage of a population. It is often used in record linkage as
a reliable, high quality dataset to link other datasets of un-
known quality.

precision The proportion of all found matches that are true matches,
as opposed to false matches.

privacy-preserving A method to protect the privacy of data by encoding it into
a format that is unreadable by a person, yet usable by a ma-
chine.

probabilistic linkage A method of record linkage that uses the probabilities of
agreement and disagreement between a range of linkage
variables.

recall The proportion of true matches found out of all possible true
matches.

record linkage The process of bringing together two or more sets of infor-
mation belonging to the same person, event or place, into a
single record of information.

record pair Any pair of records being compared to determine whether
or not they belong to the same person or entity.

re-identifiable data Data that does not contain personal information, however, it
is possible to re-identify the individual by linking the data to
other datasets or by inferring information from the available
data.

statistical linkage key A code used in data linkage that replaces a person’s iden-
tifiable data to protect the person’s identity. It is generated
from elements of an individual’s personal demographic data
and attached to de-identified data relating to the services re-
ceived by that individual.

Sorensen-Dice coefficient An approximate comparison that returns the similarity of
two sets, by dividing the number of items in common by
the sum of the number of items in each.

synthetic data Data that has been generated, often to statistically represent
real data, to be used for testing of systems and algorithms
where real data is unavailable.

threshold value A numerical value that determines whether some item is to
be included or excluded. In probabilistic linkage, this often
refers to a value that determines whether record pair com-
parisons are classified as matches or non-matches.

true matches The record pairs found during a linkage that are correctly
classified as matches.



xxiv

true positive Two records that truly do correspond to the same person or
entity.

trusted third party In record linkage, a trusted third party (TTP) is an entity that
facilitates linkage on behalf of two or more parties (data cus-
todians).

truth set A set of data with known values or answers. In linkage, this
often refers to records with linkage keys known to be true.

u-probability For a specific field, this is the likelihood that two records that
do not represent the same person have the same field value.
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Explanatory Overview

Background

Record linkage is the process of finding data that refers to the same entity within one or more
datasets. Widely used in the health sector, record linkage of administrative collections has
become a strategic research priority internationally. While record linkage has traditionally fo-
cused on health, the integration of administrative data across all government sectors has been
recognised as an essential requirement for investigations of health and social outcomes, the
effectiveness of service delivery, and policy development.

As the demand for record linkage increases, an important challenge is to ensure systems are
scalable. Record linkage is computationally expensive, with a potential comparison space
equivalent to the Cartesian product of the record sets being linked, making linkage of large
datasets a considerable challenge. Optimising systems, removing manual operations and in-
creasing the level of automation in such processes is essential for the process to be sustainable
and scalable.

Current best practices in record linkage carry some privacy risk. These risks derive from the
need to release personally identifying information to trusted third parties (specialised record
linkage units). Legal and administrative constraints can also prevent trusted third parties from
being able to link particular datasets, often due to the sensitivity of the data. New record
linkage techniques, collectively referred to as privacy-preserving record linkage (PPRL), sig-
nificantly reduce privacy risks associated with record linkage as they operate on de-identified
information and do not require the release of personal identifiers.

Record linkage units typically manage security and privacy risks by hosting local linkage so-
lutions on dedicated hardware. This approach leaves the record linkage units with expensive,
dedicated equipment and computing resources that require managing, maintaining, upgrading
and replacing regularly. Alternative solutions that can scale with the data and reduce privacy
risk are required to meet the demands of record linkage moving forward.

Cloud computing infrastructure offers a solution for addressing the increased size of data for
linkage. This infrastructure can be utilised with PPRL techniques to protect the privacy of in-
dividuals in the data, keeping personal identifiers local while ’pushing’ the linkage of privacy-
preserved datasets to cloud infrastructure. High levels of privacy on these privacy-preserved
datasets are essential for consideration by operational linkage units. While cloud infrastruc-
ture may provide the elastic scalability required to support the increase in data, maintaining
sufficient levels of privacy and linkage accuracy remain a challenge.

Study Aims

The purpose of this research is to develop a working cloud model of PPRL that utilises scalable
computing infrastructure and demonstrates high-quality linkage without the need for named
identifiers.
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The research will evaluate emerging privacy-preserving linkage techniques and associated
methods for maximising linkage quality. Many techniques used with probabilistic linkage
methods remain untested with privacy-preserved data. These techniques will be evaluated
and extended to support the differences and limitations of privacy-preserved datasets. Alter-
native and additional techniques for improving privacy and performance while maintaining
linkage accuracy will also be assessed and presented.

The quality and privacy techniques developed will be incorporated into scalable matching al-
gorithms that will form part of a larger cloud model for PPRL. Alternative cloud models will
be explored to support the requirements of different data linkage scenarios.

The research will develop working solutions that utilise these new privacy-preserving tech-
niques. It will evaluate these using real-world data (i.e. tested at linkage units in Australia,
Canada and the UK), and demonstrate the effectiveness of these techniques on real-world
projects.

Results

This thesis presents several cloud models for record linkage that leverage cloud computing
infrastructure and utilise privacy-preserving techniques that maintain the privacy of the in-
dividuals in the data. These cloud models rely on the linkage accuracy provided by PPRL,
so techniques that can reliably produce high-quality linkage have been evaluated, adapted
and enhanced. Evaluation of distributed linkage using managed containers and existing link-
age software showed this to be a viable first step for scaling linkage on cloud infrastructure.
However, further optimisation of algorithms for distributing and scaling load on demand are
required to use the cloud infrastructure to its full potential.

Techniques that help maximise the linkage accuracy of PPRL include probabilistic parame-
ter estimation (using the expectation maximisation (EM) algorithm), partial field agreements
and flexible grouping methods that can leverage the quality of existing linked data. The EM
algorithm can be used to estimate probabilities on large PPRL datasets using a 10 percent sam-
ple and produces linkage results comparable to actual probabilities. An extension to the EM
algorithm, presented in this thesis, provides an estimate of single threshold cut-off value to
determine matches from non-matches. Mapping partial Bloom field comparisons to agreement
weights using weight curves are generally consistent across datasets with different error rates
but can vary slightly per field. Linkage quality produced using these weight curves on Bloom
filters produced linkage results comparable to Jaro-Winkler string comparisons on clear-text
data. The Weighted Best Link grouping method presented in this thesis can further improve
linkage accuracy in situations where datasets are linked to an existing population spine of
known good quality. Combining these techniques produced exceptional quality linkage.

A PPRL technique using CLKs (Cryptographic Long-term Keys) and multibit trees is presented
to provide a method for private indexing and matching using a single composite Bloom filter.
CLKs produced the highest accuracy when fields without missing values and those that often
change (such as address) are excluded. At its best, CLKs provided improved privacy over
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single-field Bloom filters, but this was at the expense of accuracy. The use of homomorphic
encryption on Bloom filters produced the highest levels of privacy with accuracy equal to that
of regular Bloom filter linkage; however, this was at the expense of performance. An alternative
method to standard probabilistic linkage was also presented, called match keys, that traded
additional privacy for reduced accuracy. Each method examined exposed a trade-off between
privacy, quality and performance.

Case studies that utilise the quality techniques described in this thesis have shown F-measure
quality metrics between 0.88 and 0.99. Data known to be of high-quality produced results at
the high end of this, while the lower values appear to be a result of either poor-quality data or
from a poor choice of matching parameters. Real-world projects that have used these quality
techniques showed great success in a number of evaluation projects. The privacy of PPRL
has enabled the linkage of data that would not have otherwise been possible. The quality
techniques have ensured linkage accuracy of this data.

Conclusion

PPRL techniques and cloud computing infrastructure provide a solution to address the in-
creasing size and complexity of data requiring linkage. High-level linkage accuracy must be
obtained and maintained for this solution to be viable. This thesis demonstrates that there are
sufficient techniques available to provide this. Estimation of parameters for probabilistic link-
age, combined with partial agreement weights and targeted grouping methods ensures the best
possible accuracy is achieved from the linkage.

Methods to further improve the privacy of PPRL are available, such as homomorphic encryp-
tion. While homomorphic Bloom filters significantly increased the privacy of fields and pro-
duced the same level of linkage accuracy as standard Bloom filters, there was a significant neg-
ative impact on performance. Improvements to performance appear to be possible. However,
it seems the compute benefits of cloud infrastructure are currently nullified by the performance
costs of operating on homomorphically encrypted data.

Real-world use of PPRL techniques described in this thesis has shown much success in achiev-
ing high linkage accuracy in Australia and internationally. In particular, these privacy and
quality techniques have enabled large projects in several Australian states to link primary
health care data to secondary care data. This level of vertical integration of health care data
in Australia has not been possible until now.

The results of this work will lay the foundation for a new model of record linkage that does not
require the use of named identifiers and can cope with the rapidly increasing size and diversity
of administrative and clinical datasets.
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Aims and Objectives

Privacy-preserving record linkage is an emerging technique which is being used to link datasets
that have traditionally been difficult to obtain. However, balancing the privacy, quality and
scalability aspects of PPRL remains a challenge. This research focuses on improving the qual-
ity and scalability aspects of PPRL while maintaining good privacy, examining the challenges
associated with linkage quality and managing the ever-increasing size of linked data over time.
The primary goal of the research is to establish a model for record linkage that uses PPRL tech-
niques and cloud computing capabilities to enable population-level research into areas that
have, up to now, been difficult to study owing to the challenge of accessing and linking ’hard
to get’ datasets.

The specific aims and objectives of this thesis are listed below.

Aim 1 - Understand the challenges associated with linking datasets in an industry where
privacy is paramount, and datasets are growing in size and number.

Objective 1: Review and compare developments in record linkage that address privacy
and scalability to understand how these might be applied within an operational context.

Objective 2: Review current linkage applications and frameworks that attempt to ad-
dress privacy and scalability issues, identifying the linkage challenges they address and
any gaps that may be present.

Aim 2 – Identify methods for maximising the quality of privacy-preserving record linkage
that do not rely on manual clerical review.

Objective 3: Review the factors affecting linkage quality during the different phases of
the record linkage lifecycle to understand where improvements can be made.

Objective 4: Refine and evaluate methods for improving linkage quality within a
privacy-preserving context.

Aim 3 – Identify methods for improving privacy and performance and privacy-preserving
record linkage.

Objective 5: Evaluate privacy-preserving indexing techniques for improved privacy and
performance.

Objective 6: Prototype and evaluate the use of matching algorithms on encryption-
based privacy-preserving techniques.

Aim 4 – Develop a model for record linkage that retains the privacy of data and utilises the
scalability of cloud computing

Objective 7: Review possible cloud models for record linkage, identifying advantages
and disadvantages of each.
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Objective 8: Establish algorithms for distributed privacy-preserving record linkage that
can be utilised within a cloud computing environment.

Objective 9: Propose, prototype and evaluate a cloud-enabled model for record linkage
suitable for operational use.

Aim 5 – Validate privacy-preserving techniques in real-world projects

Objective 10: Demonstrate the value of privacy-preserving record linkage through real-
world case application of the technology.
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Thesis Overview

This thesis is presented as a cohesive body of research, comprising peer-reviewed publications
grouped into chapters to address the specified aims and objectives.

All algorithms were tested on synthetic data and real-world datasets. In the case of real-world
data, evaluations were conducted within a secure research environment (ensuring compliance
with the requirements of data custodians) to confirm that the methods were feasible for appli-
cation in real-world settings. Access to real data required ethics and data custodian approvals,
which were obtained as part of the project.

Chapter 1 – Introduction and literature review

Chapter 1 introduces the concepts of record linkage, covering standard linkage methods used
and providing an overview of privacy-preserving record linkage techniques. Adapting and
extending privacy-preserving techniques for scale and quality is a fundamental part of the
research. Addressing the first aim of the thesis, the Chapter considers challenges faced by data
linkage units in managing datasets that are continually increasing in size. Obtaining access to
sensitive datasets and maintaining high-quality linkage at scale are two major challenges which
are addressed through the research. A summary of existing privacy-preserving solutions is also
presented and used as a foundation for the research to build upon.

The research in this chapter is supported by the following peer-reviewed scientific publica-
tion(s):

1. Brown AP, Ferrante, AM, Randall, SM, Boyd, JH, Semmens, JB (2017). Ensuring Pri-
vacy When Integrating Patient-Based Datasets: New Methods and Developments in Record Link-
age. Frontiers in Public Health, 5 (March), 1–6. https://doi.org/10.3389/fpubh.
2017.00034

7. Randall SM, Ferrante AM, Boyd JH, Brown AP, Semmens JB (2016). Limited privacy pro-
tection and poor sensitivity: Is it time to move on from the statistical linkage key-581? Health In-
formation Management Journal. https://doi.org/10.1177/1833358316647587

Chapter 2 – Maximising quality

Traditional record linkage processes include a clerical review step following the matching of
datasets. This process identifies entity groups for review based on a series of rules that may
indicate a grouping error. These candidate groups (and the records within them) are examined
manually to determine if and how the records in these groups should be regrouped. However,
this type of post-linkage quality process is not available for privacy-preserved datasets as the
data are in an encrypted state. Moreover, these processes are becoming less practical for all
linkages as data size increases and manual processes do not scale well.

Addressing the second aim, Chapter 2 looks at quality techniques that could be applied during
other parts of the record linkage pipeline to reduce the need for post-linkage quality processes

https://doi.org/10.3389/fpubh.2017.00034
https://doi.org/10.3389/fpubh.2017.00034
https://doi.org/10.1177/1833358316647587
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significantly. Parameter estimation for probabilistic linkage occurs before matching, and ap-
proximate comparison methods are used during matching. Both techniques are aimed at im-
proving the accuracy of the resulting record-pair matches, reducing the need for clerical review.
This research project adapts these concepts for PPRL and evaluates them on real-world data.
Techniques for combining these record-pairs into entity groups are also examined, as alterna-
tive methods to the traditional approach of transitive closure, to merge connected record-pairs,
may be more appropriate.

The research in this chapter is supported by the following peer-reviewed scientific publica-
tion(s):

2. Brown AP, Randall SM, Ferrante AM, Semmens JB, Boyd JH (2017). Estimating parameters
for probabilistic linkage of privacy-preserved datasets BMC Medical Research Methodology,
17(1), 95. https://doi.org/10.1186/s12874-017-0370-0

3. Brown AP, Randall, SM, Boyd, JH, Ferrante, AM (2019). Evaluation of approximate com-
parison methods on Bloom filters for probabilistic linkage. International Journal of Population
Data Science, 4(1).

8. Randall SM, Ferrante AM, Boyd JH, Brown AP, Semmens JB (2015). Grouping methods
for ongoing record linkage (2015) Proceedings of the ACM-SIGKDD Population Informatics
2015 Conference.

10. Boyd JH, Ferrante AM, Irvine K, Smith M, Moore E, Brown AP, Randall SM (2016). Un-
derstanding the Origins of record linkage error and how they affect research outcomes (2016)
Australia and New Zealand Journal of Public Health. https://doi.org/10.1111/

1753-6405.12597.

Chapter 3 – Privacy and performance

Privacy-preserving techniques are typically slower than traditional methods as they require
considerably more computation. Chapter 3 addresses the third aim by developing and assess-
ing new methods that improve both security and performance of PPRL.

Efficient indexing techniques that reduce the comparison space while maintaining high pairs-
completeness are critical for record linkage of large datasets. The research presented in this
Chapter evaluates the performance of indexing a single composite Bloom filter (cryptographic
long-term key) using multibit trees.

This chapter also evaluates some new techniques for privacy-preserving record linkage that im-
prove the security of privacy-preserved data while attempting to maintain high linkage quality.
Homomorphic encryption is applied to Bloom filters, and a new technique (multiple dynamic
match keys) is presented and evaluated.

The research in this chapter is supported by the following peer-reviewed scientific publica-
tion(s):

https://doi.org/10.1186/s12874-017-0370-0
https://doi.org/10.1111/1753-6405.12597.
https://doi.org/10.1111/1753-6405.12597.
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4. Brown AP, Borgs C, Randall SM, Schnell R (2017). Evaluating privacy-preserving record
linkage using cryptographic long-term keys and multibit trees on large medical datasets. BMC
Medical Informatics and Decision Making, 17(1), 83. https://doi.org/10.1186/

s12911-017-04785

9. Randall SM, Brown AP, Boyd JH, Ferrante AM, Semmens JB (2015). Privacy preserving
record linkage using homomorphic encryption (2015) Proceedings of the ACM-SIGKDD Pop-
ulation Informatics 2015 Conference.

6. Randall SM, Brown AP, Ferrante AM, Boyd JH (2019). Privacy preserving linkage using
multiple match-keys (2019) International Journal of Population Data Science, 4(1). https:
//doi.org/10.23889/ijpds.v4i1.1094

Chapter 4 – Cloud models

Use of cloud services for record linkage has been rejected historically, with data custodians con-
sidering the risk of storing personal identifiers on cloud infrastructure as unacceptable. As a
result, record linkage solutions have developed into on-premise systems that rely on increasing
resources (CPUs and memory) to cater for large datasets. However, recent moves by govern-
ments across Australia to embrace cloud infrastructure has shown that there is no longer such
a high level of perceived risk with these environments. Chapter 4 addresses the fourth aim by
examining how cloud services can be used to address the ’big data’ issue within record linkage
without the additional risks associated with release of raw identifiers to cloud infrastructure.
Different cloud models for record linkage are put forward, each ensuring that personal identi-
fiers are kept local (on-premises) while utilising the advances of scalable cloud infrastructure
for linkage and computation.

Research in this chapter is supported by the following peer-reviewed scientific publica-
tion(s):

5. Brown AP, Randall, SM (2020). Secure Record Linkage of Large Health Data Sets: Evaluation
of a Hybrid Cloud Model. JMIR Medical Informatics, 8(9), e18920. https://doi.org/

10.2196/18920

Chapter 5 – Implementation/translation

Chapter 5 addresses the fifth aim, describing the adoption and application of privacy-
preserving linkage in real-world settings. One translation linkage was used for a research
study to evaluate the influence of patterns of primary care contact on emergency department
(ED) visits and potentially preventable hospitalisations (PPHs). This project linked state-level
ED and hospital data with Commonwealth Medicare Benefits Schedule (MBS) data. Without
PPRL by a trusted third-party the study would not have been possible.

A large repository of de-identified information on individuals who have come into contact with
key government agencies has been created in Western Australia to improve access to linked
data for both researchers and policy analysts. Due to legal and privacy concerns, a number

https://doi.org/10.1186/s12911-017-04785
https://doi.org/10.1186/s12911-017-04785
https://doi.org/10.23889/ijpds.v4i1.1094
https://doi.org/10.23889/ijpds.v4i1.1094
https://doi.org/10.2196/18920
https://doi.org/10.2196/18920
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of datasets were not available for linkage using raw personal identifiers. Incorporating PPRL
into this project has enabled the linked data repository to include all of the key government
agencies necessary to achieve the project’s aims.

Access to primary health care data for linkage to secondary care data by state linkage units
has been almost impossible to achieve in Australia. However, a privacy-preserving linkage
of primary and secondary care data can help to derive valuable insights and enable better
patient outcomes. The organisations involved in two large projects have embraced PPRL (and
the techniques developed in this thesis) to help track patient journeys through the primary
and secondary health care systems. NPS MedicineWise is building capability to provide a
linked data warehouse with de-identified data from as many as 730 general practices. The
Lumos project being run by NSW Ministry of Health aims to link data from as many as 500 GP
practices to secondary care data. Both of these projects are well under way, and demonstrate
the growing need for vertical integration of health data. Cloud models for PPRL that provide
sufficient privacy will necessarily scale with the increased demands of this integration moving
forward.
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Chapter 1

Privacy-preserving record linkage

Included Manuscript(s):

1. Brown AP, Ferrante, AM, Randall, SM, Boyd, JH, Semmens, JB (2017). Ensuring Pri-
vacy When Integrating Patient-Based Datasets: New Methods and Developments in Record Link-
age. Frontiers in Public Health, 5 (March), 1–6. https://doi.org/10.3389/fpubh.
2017.00034

7. Randall SM, Ferrante AM, Boyd JH, Brown AP, Semmens JB (2016). Limited privacy pro-
tection and poor sensitivity: Is it time to move on from the statistical linkage key-581? Health In-
formation Management Journal. https://doi.org/10.1177/1833358316647587

https://doi.org/10.3389/fpubh.2017.00034
https://doi.org/10.3389/fpubh.2017.00034
https://doi.org/10.1177/1833358316647587
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Record linkage is a process which enables the collection and integration of person-based
records for the same individual [205]. In places where a unique personal identifier exists (such
as in Denmark, where a national person identifier is an accepted part of modern life [284])
the process of integration is trivial, with records simply joined through this unique identifier.
Where unique personal identifiers are not available, personally identifying information such
as name, date of birth and address are often used to determine if records belong to the same
person. However, the ability to join records is limited by error, omission or change within these
fields [96].

Record linkage includes a number of techniques for creating links between “pieces of informa-
tion that are thought to relate to the same person, family, place or event” [62]. These techniques
include basic sort and match algorithms, deterministic rule-based methods, and probabilistic
approaches [27, 59, 84, 141, 295, 292]. Linking records across administrative data collections
enables researchers to construct individual chronological histories from birth to death and un-
dertake studies that deliver significant public benefit [42, 49]. Record linkage of these adminis-
trative collections has become a strategic research priority within Australia and internationally
[38], and is widely used in the health research sector to gain event-based longitudinal informa-
tion for entire populations [41].

With the advent of ‘big data’ analytics, record linkage is becoming an essential and well-used
research tool for epidemiologists [193]. By linking together different administrative data collec-
tions (for instance, hospital admissions, emergency presentations, disease registries, and birth
and death records), a detailed picture emerges of an individual’s lifelong health. As adminis-
trative collections typically capture an entire population, this data allows researchers to answer
numerous important health questions at low cost [144].

1.1 Stages within the record linkage process

Irrespective of which linkage technique is employed, the fundamental stages of record link-
age are the same [62] and are shown in Figure 1.1. Typically, datasets require a level of pre-
processing as a first step, cleaning and standardising the data to ensure consistency with the
formatting of fields. The second step reduces the number of record-level comparisons required
(often referred to as the comparison space), by indexing data in a way that removes compar-
isons that are unlikely to be true matches. This typically involves grouping the data into over-
lapping blocks or clusters based on sets of field values and can provide up to 99% reduction
in the comparison space. Record pair comparisons occur next; the comparisons are carried out
within the blocks or clusters determined during the indexing step. Classification of record pairs
into matches, non-matches and potential matches result in groups of entities (or individuals)
based on match results. Non-matches are discarded, matches are used to group records into
entities, and potential matches will often be assessed manually or through special tooling to
determine whether they should be classified as matches or non-matches. A common approach
to grouping matches is to merge all records that link together into a single group; however,
different approaches can be used to reduce linkage error [160]. Analysis of the entity groups
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is the last step, where candidate groups are clerically reviewed to determine if and how the
records should be regrouped.

Pre-Processing

Indexing
Record Pair 
Comparison

Classification Clerical Review

Grouping

Analysis

Dataset 
A

Pre-Processing
Dataset 

B

Non-
matches

Matches
Potential 
Matches

FIGURE 1.1: Record linkage process

Within established record linkage operations, there are two main linkage scenarios - project-
based and on-going linkage [41]. A project-based linkage occurs when one or more datasets are
linked together for a single research project. On-going linkage refers to a model where data are
added over time, and a master ‘linkage map’ is continually updated. This may result in updates
to some records (including deletion) and requires the data linkage process to cater for changes
to existing groups based on new information. The quality of the linkage map often improves
through on-going linkage as clerical review and analysis processes are established and refined
over time. The resultant linkage map can then be used for multiple research projects [129,
179].

1.2 Deterministic record linkage

A traditional deterministic approach to record linkage involves the matching of records based
on agreement between a collection of identifiers from each record [115]. Some advanced meth-
ods have sophisticated step-wise logic that allows for variation in the fields being compared
[182] and even learning rules based on existing links [138].

Deterministic or rule-based matching are commonly used linkage methods [33, 214]. This is
despite studies showing that probabilistic techniques result in better linkage quality [69, 111,
213], particularly as the quality of the data decreases. Linkage results from deterministic or
rule-based matching often have a high rate of true matches as the data being compared is
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exactly the same. Typographical errors, spelling mistakes and other variations in field values
inevitably result in a high rate of missed matches. This outcome can be addressed through
the use of multiple deterministic schemes with different collections of identifiers. However, in
some scenarios, the high rate of missed matches may be acceptable [126].

1.3 Probabilistic record linkage

Probabilistic linkage is a widely used and robust technique for record linkage that uses con-
ditional probabilities to determine the likelihood that particular records belong to the same
individual. These methods were first developed and used by Newcombe [203], and mathemat-
ically formalised by Fellegi & Sunter [96].

Within probabilistic record linkage, individual records are compared on a pairwise basis. Com-
paring all records in one dataset with all records in another dataset would result in an excessive
number of comparisons for all but small datasets. Therefore, records are only compared if they
have certain pieces of information in common. That is, they have the same value in a particular
field or set of fields. This type of indexing is known as blocking. Blocked records are compared
and assessed through comparison of the values in all the individual fields (e.g. first name, sur-
name, address, etc.). Each field comparison results in a field score, the value of which depends
on whether these fields agree or disagree. These agreement and disagreement scores (weights)
are computed separately for each field. All field scores are summed to determine a final score
representing how likely two records being compared belong to the same person. Classifica-
tion of these record pair scores is typically done through two predefined threshold values. If
the field score is less than the lower threshold value, the record pair is designated as a non-
match and discarded. If the score is higher than the higher threshold value, the record pair is
designated as a match. All record pairs within the two threshold values are then considered
potential matches and require some kind of clerical review to determine whether they should
be classified as matches or non-matches.

Figure 1.2 presents a simplified example of a single record-pair comparison; both first name and
date of birth match exactly, resulting in field-level agreement scores of 5 and 12. The surname,
address and suburb all disagree, leading to disagreement weights of -4, -3 and -3. These scores
are summed, resulting in a total score of 7. As this score is higher than a set threshold of 6, this
record-pair is classified as a match.

FIGURE 1.2: Probabilistic linkage
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The agreement and disagreement scores used in field comparisons are based on the calculation
of two specific probabilities, called the m-probability and u-probability [205].

The m-probability is the likelihood of two fields matching if the records belong to the same
individual. For instance, fields such as gender are likely to be the same on two records from the
same person, assuming a small recording error this probability could be as high as 0.999. Fields
such as address are more likely to vary, and as a result, the m-probability will be lower.

The u-probability is the likelihood of two fields matching if the records do not belong to the
same individual. For example, the probability of the gender field matching on two records
belonging to different individuals is 0.5 (assuming our dataset contains equal numbers of males
and females). On the other hand, the probability of the address field matching on two records
belonging to different individuals is extremely low.

These two probabilities are converted into the agreement and disagreement weights found in
Figure 1.2 as follows:

AgreementWeight = log(
m

u
) (1.1)

DisagreementWeight = log(
1−m

1− u
) (1.2)

Missing values are typically treated in one of three ways: a comparison involving a missing
value is either assigned the disagreement, a zero weight, or a separate weight accounted for
explicitly [244]. The last option extends the conditional independence assumption to include
probabilities for missingness, changing the calculations for weights. Other solutions to the
missing data problem involve imputing values from other records [110], removing the field
from the matching or even removing the entire record [62].

1.3.1 Parameter estimation

Probabilistic linkage, while providing very high-quality linkage results, requires some input
parameters. These include accurate weight estimates (derived from m-probability and u-
probability for all fields) and accurate threshold values.

The calculation of appropriate weights requires the estimation of appropriate conditional prob-
abilities, which are at least somewhat intuitive and understandable. Several methods have been
developed to estimate m and u probabilities [140, 291]. A simple and highly accurate method
for approximating u probabilities was proposed by Jaro [140]. The number of true record-pairs
is typically dwarfed by the number of incorrect record-pairs, (in the administrative data used
later in this paper, around 0.001% of possible record-pairs belong to the same individual). As
such, the conditional probability for calculating the u-probability (where we are interested in
only the incorrect pairs) can be ignored, and we can instead calculate the probability of any
two fields having the same value, which is straightforward.
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There are no equivalent techniques for estimating m-probabilities; in practice, most methods
are based on investigations around data quality and previous experience, such as the iterative
refinement procedure [205]. Automated methods for deriving m-probabilities, such as through
EM estimation have been devised [19, 291], and while their results appear strong, their evalua-
tion and use so far is limited.

There are some observed challenges with the EM algorithm that may affect its use in practice.
Winkler [291] notes that if the Conditional Independence Assumption is not valid, linkage
based on the m and u probabilities may not be optimal. Also, if the proportion of matches
falls below 0.05, the EM algorithm will also likely fail to identify accurate m and u probabilities
[299]. This could be because the EM algorithm is run over a large file without blocking, or the
blocks selected are too wide [140, 244].

Despite these challenges, the EM algorithm has the potential to provide accurate estimates for
m probabilities, in some cases outperforming the probabilities obtained via the iterative refine-
ment procedure [296]. Even if the EM algorithm produces accurate m probabilities, blocking
techniques will impact the accuracy of u probabilities. The use of blocking is important to
help estimate accurate m probabilities, but greatly reduces the number of non-matches ob-
served, contributing to biased u-probability estimates [140]. As such it is recommended that
Jaro’s method for calculating u probabilities on unblocked data, described above, is always
used.

Other estimation methods do exist [96, 133] but are more sensitive to initial parameters and
require adjustment functions to keep values within bounds [140].

Determination of the appropriate threshold setting above which to accept record-pairs as valid
matches typically occurs through manual, clerical review of record-pairs at a range of thresh-
old scores. The focus is usually on the area of high overlap between the weight distributions
of true matches and true non-matches [62]. Note, however, that threshold scores provide a
relative and not an absolute measure of the likelihood of the record-pair belonging to the same
individual.

Apart from a manual examination, or choosing a score based on prior experience, few meth-
ods currently exist for determining appropriate threshold settings. There are some software
packages that estimate m and u probabilities using the EM method; however, these packages
provide no method for determining threshold settings.

1.3.2 Approximate comparisons

In a simplified model for record linkage, every field level comparison is a binary compari-
son. That is, the fields match precisely, or they don’t at all. In reality, numerous comparisons
can be made depending on the type of field that is being compared. Many of these compar-
isons will calculate the similarity between two values, allowing for typographical errors and
misspellings. The Jaro-Winkler, Levenshtein, Jaccard and Hamming distance measures are all
examples of comparisons used in record linkage for the comparison of string values like name
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and address [62]. Other, more specialised comparisons may be used on fields like date of birth,
allowing for transposition of day and month values or even allowing a small tolerance amount
for the year of birth [63].

Extensions to the Fellegi-Sunter model have been developed for approximate comparisons,
allowing the assignment of a partial weight somewhere between agreement and disagreement
[89]. While there are many types of approximate comparisons for various types of data, most
deal with the distance between two strings [62]. The distance is converted into a partial weight
to fit the approximate comparisons into a probabilistic model [296].

1.4 Mixed linkage techniques

Many data linkage units utilise both deterministic and probabilistic record linkage techniques,
leveraging the advantages of both [3, 4, 134, 143, 157, 247, 259]. Fast, deterministic passes
are first used to match the bulk of the data, with rules that are able to capture duplicate and
near-duplicate records. Probabilistic linkage techniques are then used on the remaining data to
maximise match rates between datasets.

1.5 Privacy-preserving techniques

The primary issue with record linkage in any environment is privacy and confidentiality of
data. The National Statement on Ethical Conduct in Human Research (2007) defines data in
three categories:

• individually identifiable data (the identity of a particular individual can reasonably be
ascertained),

• re-identifiable data (identifiers have been removed and replaced by a code, but an indi-
vidual can be re-identified using the code or linking to other datasets), and

• non-identifiable data (personal identifiers have been permanently removed).

Data custodians, researchers and data linkage units have worked together to develop data
access and usage models that comply with information privacy laws and provide necessary
guards to privacy (e.g. Australian Government High Level Principles for Data Integration [9]).
Data linkage units typically work with individually identifiable data and have implemented an
array of best practice data governance policies to minimise the risk to privacy posed by their
operations [38, 99, 121, 179, 239, 272].

The paper, Ensuring Privacy When integrating Patient-Based Datasets: New Methods and Develop-
ments in record Linkage, included as part of this thesis, discusses some of the challenges of record
linkage with respect to privacy, risk and data sharing, and how problems with current record
linkage practices impact the ability to provide linkage of particular datasets. Legal, administra-
tive and technical issues can prevent linkage from occurring, the risks being deemed too high
to release these datasets to linkage units. In recent years, privacy-preserving record linkage
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(PPRL) methods have emerged that reduce the risk of identity disclosure by operating on infor-
mation that has been cryptographically hashed, encrypted or transformed in some way. These
methods do not require the release of personally identifying information by data custodians;
rather, data custodians use specialised encoding processes to transform personally identify-
ing information into a permanently non-identifiable state (an irreversible “privacy-preserved”
state). Under a trusted third party linkage model, this operation occurs before the release of
any data to data linkage units. Thus, personally identifying information is not disclosed by the
data custodian. These PPRL methods can be used within existing record linkage frameworks,
and are subject to some of the same challenges.

A growing number of novel PPRL techniques have emerged in the literature, with a recent
review summarising nearly thirty variations [281]. These protocols differ in their method of
preserving privacy, scalability, error tolerance and security. However, very few of these have
been practically evaluated for use in operational record linkage settings [238]. For PPRL tech-
niques to be considered a viable option in an operational context, they must be not only secure
but also highly accurate and efficient. In practice, many PPRL techniques are vulnerable to
frequency attacks [206, 252, 281], whereby the frequency of occurrences of encrypted values
reveals information. Where stronger security guarantees are required, improved or hardened
PPRL algorithms are needed. The most prominent techniques currently in use are the SLK-581,
hashing, Bloom filters and secure multi-party computation (SMC).

1.5.1 SLK-581

In Australia, statistical linkage key (SLK) protocols have proved to be a popular method of
providing privacy protection in linkage operations. An SLK is a derived variable generated
from components of an individual’s personal demographic data [12]. The most well-used SLKs
is the SLK-581 – a key originally developed by the Australian Institute of Health and Welfare
(AIHW) and used to enable linkage of records from the Home and Community Care (HACC)
data collection [242]. The SLK-581 was developed to enable linkage of a person’s records within
and between datasets without explicitly identifying individuals. A number of variations were
assessed during the development of the key; however, the SLK-581 proved to be the most
effective for the linkage of HACC data, given the particular properties of that dataset [242].
The SLK-581 consists of the second and third letters of the individual’s first name, the second,
third and fifth letters of the surname, the individual’s full date of birth and their sex. These are
amalgamated to form a single field.

Matching rules involving SLKs typically only identify matches where a large proportion of at-
tributes are identical. As a result, low rates of false-positive links have been observed [242].
However, a number of studies have found high rates of missed links [18, 62, 153], that can
increase substantially over time [267]. While the SLK has been used for linkage in numerous
research projects, the ability of the key achieving high linkage quality has been an issue of
continuing concern. In practice, intricate linkage techniques [154], along with additional iden-
tifying information that does not form part of the SLK-581, such as postcode, language spoken
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at home and country of birth [153], have been used to improve the linkage quality above levels
achievable with the standard SLK-581.

While a number of studies have investigated the linkage quality of the SLK-581, much less has
been written about the privacy risks associated with use of the key. Although the SLK-581 was
developed to reduce the risk of identification of individuals, it consists entirely of unencrypted
identifying information specifically selected to be unique for each individual. Although the
SLK-581 can be encrypted (or cryptographically hashed) to improve privacy protection, con-
cerns over the resulting linkage quality have meant that this method was not recommended
for use by its original developers [12]. At the time of its development, the SLK-581 offered a
reasonable option regarding safeguarding privacy, while still allowing linkage to occur.

The paper, Limited privacy protection and poor sensitivity: Is it time to move on from the statistical
linkage key-581?, evaluates the SLK-581 and the encrypted SLK-581 for both privacy and for
linkage quality, comparing them to a newer approach using Bloom filters. The results showed
that the standard SLK-581 has no mechanisms that can prevent a specific individual from being
located within a dataset, and both the normal and encrypted version of the SLK-581 are unable
to cope particularly well with differences in data. Changes to names, even small typographical
errors, can prevent matches from being found. Emerging methods for PPRL provide better
privacy and return higher linkage accuracy results.

1.5.2 Hashing

In the context of record linkage, the term ‘hashing’ is associated with a privacy-preserving
record linkage technique that uses a one-way encoding function to transform identifiers into
a privacy-preserving state [62]. The resultant hashes can then be used in place of identifiers
during the record linkage process. However, as even small variations in strings will result in
completely different hashes, only exact comparisons can occur between fields.

Early approaches to hash-encoding for privacy used SHA and MD5 hash functions
[88]. For example, an MD5 hash of the string “Jonathan” always returns the value
“c1f80eddea77f14650a2062dda3eb15c”. The idea behind the hash-encoding was that names
and addresses could not be identified through human inspection but could be matched through
linkage. However, this approach is susceptible to dictionary attacks [227]; a simple brute-force
approach can quickly identify most names. Mitigation of these attacks requires additional
mechanisms such as the addition of keys to the strings before hash encoding [62, 228]. The
development of hashed message authentication codes (HMACs) has helped in this regard. An
HMAC extends an existing hash function (such as SHA256) to provide a keyed hash [169]. A
secret key is used to derive two new keys, which are used in separate passes during the HMAC
computation. This provides better protection against traditional dictionary attacks as well as
extension attacks [20].

Hash-encoded identifiers work well in deterministic record linkage, where only exact compar-
isons are made. In this scenario, it is also advantageous to combine the collections of identifiers
used for deterministic linkage into single hash values, thereby improving on the privacy of the
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method as well as the speed of the matching process itself [22]. Probabilistic methods also work
well with hash-encoded identifiers. However, each field requires a separate hash-encoding to
satisfy the independence assumption of the model.

1.5.3 Bloom filters

A Bloom filter is a probabilistic data structure that was developed to check set membership but
can also be used to approximate the equality of two sets. The protocol for privacy-preserving
record linkage protocol using Bloom filters on q-grams of identifiers was proposed by Schnell
et al. [252].

Construction of a Bloom filter begins with an array of a set length, with all elements set to zero.
Each field (e.g. first name) is broken down into overlapping sets of letters (q-grams). Padding
is often used to distinguish the first and last letters. Each of these q-grams is passed through a
series of cryptographic hash functions. A hash function is an algorithm which produces a fixed-
length output with several important properties. Firstly, given the same input, it will always
produce the same output (i.e. the same q-gram will produce the same hash value). Secondly,
the hash function is one-way, meaning it is not possible to determine the encoded q-gram from
any given hash value (i.e. it is irreversible). HMACs are typically used in the construction of
Bloom filters for linkage (similarly to standard hashing) so that the output is derived from a
secret key.

The modulus of these hashes is then computed on the length of the Bloom filter. This process
allows each q-gram to be mapped to one or more positions in the Bloom filter. These positions
are then set to 1 (see Figure 1.3).

A Bloom filter can be constructed from any number of identifiers. The Cryptographic Long-
term Key (CLK), for example, is a single Bloom filter in which multiple identifiers are stored
to produce an anonymous linkage code [251]. Each identifier uses different hash functions, the
number of hashes and passwords [253]. The Composite Bloom filter, as proposed by Durham
[86], is a record-level Bloom filter (RBF) made up of all fields within a row. Each field has
apportioned a slice of the Bloom filter based on the discriminatory power of that field. A
mechanism for mitigating cryptographic frequency attacks prevents infrequently set bits in
each field from being used in the final RBF.

While Bloom filters comprised of multiple fields suggest improved privacy [86, 206], single
field Bloom filters are simpler to incorporate into existing probabilistic linkage frameworks.
Field-level probabilities for matches and non-matches remain the same, and it is more likely
that data linkage units can make this small step into incorporating privacy-preserving linkages
into their existing linkage models.

Comparitors for Bloom filters include the Sørensen–Dice coefficient [252], Jaccard (or Tanimoto)
index [16] and Hamming distance [163]. The Sørensen–Dice coefficient and Jaccard index mea-
sure similarity between values. Scores range from 0 to 1, where higher values represent greater
similarity, and a score of 1 represents identical values. Hamming measures the number of bits
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FIGURE 1.3: Creating a Bloom filter

that are different between values. Scores can range from 0 to the length of the Bloom filter.
Lower values represent greater similarity with identical values having a score of 0.

Given two Bloom filters, A and B, similarities are calculated as follows:

Dice(A,B) =
2|A ∩B|
|A|+ |B| (1.3)

Jaccard(A,B) =
|A ∩B|
|A ∪B| (1.4)

Hamming(A,B) = |A⊕B| (1.5)

These similarity comparisons should fit into existing linkage models in much the same way
as standard string similarities. However, there is little mention in the literature of Bloom fil-
ters being used in the context of probabilistic record linkage, where a similarity value requires
conversion to a field weight. The RBF and CLK composite Bloom filters both use a mecha-
nism for relative field weighting based on hash counts and a simple threshold cut-off value on
comparison to determine matches [86, 251].

While some privacy-preserving algorithms have been proposed [281], few have been evaluated
regarding their privacy, efficiency and accuracy [238]. The ability to provide similarity compar-
isons on the data is highly desirable for accurate linkage, and evaluations of Bloom filters in
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large-scale probabilistic record linkage have shown high linkage accuracy with relatively good
efficiency [238].

However, the similarity-preserving nature of Bloom filters presents some security considera-
tions, as this property can be exploited to launch an attack against the encryption and poten-
tially reveal personal identifiers. In recent years, several attacks have been published. The first,
proposed by Kuzu [173], revealed personal identifiers by performing a frequency analysis of
individual fields. A discussion on the scope and limitations of the attack by Schnell and Borgs
[254] revealed that this type of attack relies on aligning frequency distributions of the entire
Bloom filter with unencoded identifiers; reducing, or eliminating, frequencies with the use of
salted encodings will render this attack inneffective. A second attack, devised by Niedermeyer
et al. [206] and extended by Kroll and Steinmetzer [172], focuses on the frequency distributions
of the bit patterns of Bloom filters, including CLKs. The attack was successful in decoding
CLKs using the double-hashing scheme as proposed in the original publication [252]. How-
ever, replacing the double-hashing scheme with full random hashing prevents such attacks
[254]. Several other hardening techniques have been proposed to make Bloom filters more re-
silient against bit-pattern based attacks [249, 255]. Reducing the frequency of bit patterns by
salting with record-specific values has also been suggested [67].

An extension called Counting Bloom filters uses three or more bits for every single bit in a
standard Bloom filter to store the number of elements inserted [26, 94]. The counting of element
insertions reduces the probability of false positives and also allows for elements to be deleted.
The use of Counting Bloom filters has been evaluated in some studies to improve privacy for
multi-party linkage and to reduce the computation and communication costs involved [146,
283].

An ideal PPRL technique would provide no possible mechanism for any individual to learn
information about the personal identifiers used in the linkage process. Recent research has been
published with some improvements to standard Bloom filters for the purposes of additional
security [206, 260]; however, the impact on linkage quality has yet to be examined.

1.5.4 Secure multi-party computation (SMC)

Separation of data for linkage and data for research has been an important principle adopted by
linkage organisations to help protect the privacy of the individuals in the data [158]. Privacy-
preserving techniques such as cryptographic hashing and Bloom filters have helped in this
regard. However, these techniques typically rely on a trusted third party to link the data. Link-
ing datasets between two or more parties, without the need for a trusted third party, presents
additional challenges [28].

Methods for sharing computation between two or more parties have been developed to ensure
privacy between each party. These secure multi-party computation (SMC) methods make use
of encryptions schemes to ensure privacy, removing the need for a trusted third party. Some
encryption schemes used include commutative [183], functional [112] and homomorphic [76]
encryption.
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The foundations for SMC were laid by Yao [300] who developed a method for secure compu-
tation for two parties. This was extended to a generalised multi-party approach by Goldreich
[109]. However, it is only recently that practical SMC solutions have been devised, as most
work has focused on achieving security with zero disclosure [82]. Schemes like SPDZ [76] and
the advances of homomorphic encryption have made SMC a viable solution for some scenar-
ios.

Some SMC techniques have been developed and evaluated for use in privacy-preserving record
linkage [150, 175, 281, 297]. However, their use appears limited [281], in part due to the compu-
tational overhead in applying these on datasets, which becomes impractical for record linkage
with large data.

1.6 Quality assurance

Quality metrics provide a measure of the ability of a linkage technique to classify record-pairs
correctly into matches and non-matches [62, 97]. In real-world scenarios, high linkage quality
is critical, as research outcomes and policy decisions are dependent upon them. However,
high accuracy can be difficult to achieve due to recoding errors, missing values, and outdated
information in the data records [240]. The pre-processing phase of the data linkage process
typically involves extensive data cleaning and standardisation to address these issues. This
includes reformatting, correcting and removing data from fields based on their values [237].
The cleaning step has been shown to improve the quality of linkage [117, 126, 140]. However,
it can take as much as seventy five percent of the effort of the data linkage process [104], and
overdoing the data cleaning can result in decreased linkage quality [237].

The clerical review phase of the data linkage process is another time-consuming task that for
some linkages can comprise months of work for dozens of clerks [126]. Clerical review in-
volves manual examination of potential matches (record pairs) and a decision that determines
whether these potential matches should be reclassified as matches or non-matches [140]. As
the number of potential matches can be overwhelmingly large for human assessment, sam-
pling methods for probabilistic linkages have been developed to reduce the number of manual
checks required [43, 104, 118]. Quality metrics are determined on samples at different thresh-
olds, and the observations on these samples are then used to determine cut-off values for the
whole linkage.

The use of PPRL methods, where only encrypted identifiers are used for linkage, preclude the
use of manual inspection, so must rely on the use of computerised methods to determine cut-
off values. The only reference to threshold estimation in the literature is by Jaro [140], where he
describes the estimation of a lower and upper threshold value, based on desired probabilities
for a mismatch. Weights between these thresholds are undecided and are flagged for clerical
review. As such, this method is not directly transferrable to PPRL.
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A major challenge in the adoption of privacy-preserving methods is to achieve and maintain
high accuracy of results. Little research has been undertaken on quality assessment and im-
provement of PPRL results. Most studies have focussed on improving the quality of the link-
age through various automated processes such as indexing (blocking) methods [16, 27, 60,
282]. Some research has explored the use of graph theory for identifying errors that do not rely
on identifiable data itself [124, 238]. The ability to correctly estimate linkage parameters is of
paramount importance for these PPRL techniques to be practical [238].

1.7 Scaling for demand

As the demand for data linkage increases, the main challenge will be to ensure systems are
scalable. An important focus for data linkage capability during the next decade is to develop
the infrastructure capacity for the integration of cross-jurisdictional data across agencies, as
the evaluation of many health issues involves the sophisticated analysis of data from many
government sectors [224]. The increased demand for linkages to be conducted at a national
or cross-jurisdictional level further impacts the size of datasets being compared. However, as
the size of datasets increases linearly, the record linkage comparison space increases exponen-
tially.

Record linkage is computationally expensive, with a potential comparison space equivalent to
the Cartesian product of the record sets being linked, making linkage of large datasets (in the
tens of millions of records or more) a considerable challenge. Optimising systems, removing
manual operations and increasing the level of autonomy for such processes is essential.

Many industries have moved towards cloud computing as a solution for high computational
workloads, data storage and analytics [243]. There are a number of business benefits to cloud
computing which include usage-based costing, minimal upfront infrastructure investment, su-
perior collaboration (both internally and externally), better management of data and increased
business agility [70, 277]. Despite these advantages, the uptake of cloud infrastructure by the
record linkage community has been slow. One reason for this is that the storage of identifi-
able information on cloud infrastructure is seen or assessed as high risk by data custodians.
Even though security in cloud computing systems has been shown to be more robust than
some in-house systems [119], the media reporting of data breaches has created an impression
of insecurity and vulnerability [142, 161, 264]. This impression, coupled with a culture of risk
aversion by data custodians [224], has left some record linkage units with expensive, dedicated
equipment and computing resources that require managing, maintaining and upgrading or
replacing regularly.

The rapid uptake of cloud computing by government has enabled some linkage units to mod-
ernise their infrastructure with a move to the cloud. The Victorian government’s Department
of Health and Human Services (DHHS) rebuilt much of its IT infrastructure in Microsoft Azure
in 2017 [218], and is currently rebuilding its entire linkage capability to better suit the cloud
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services that are available. This is an all-in approach by the department for its IT infrastruc-
ture, where other state governments are opting for digital strategies that have a preference for
cloud-based solutions for all new projects [202, 78, 229].

To leverage the advantages of cloud computing, the record linkage community needs to explore
operational cloud computing models for record linkage that address the specific concerns of
all stakeholders. In addition, linkage infrastructure requires the development and implemen-
tation of robust security and information governance frameworks as part of a holistic cloud
solution.

1.7.1 ’Big data’ in research

Unabating growth in the creation of data, coupled with advances in information technology
and Internet connectivity, provides tremendous potential for data-driven breakthroughs in the
understanding, treatment, and prevention of disease. These health research innovations are be-
ing complemented by data from non-traditional sources (i.e., from sources other than adminis-
trative health and survey records). Opportunities include the use of mobile phone records [90]
and Google search histories [1, 106] for disease surveillance, patient data collected from wear-
able devices [216, 230], and manual journaling through mobile phone applications [165, 176].
Data from the private health sector and government administrative datasets that lie outside the
health sector [266] are also of interest, as is spatial information that has direct application for
understanding exposures and inequalities [288].

Genetic information unavailable a generation ago is already used in clinical decision making
[5], and its importance is only likely to increase. The key to unlocking these data is in relating
details at an individual patient level to provide an understanding of risk factors and appropri-
ate interventions [162].

The Public Health Research Network (PHRN) in Australia and the Farr Institute in the UK are
two examples of collaborations that have begun to invest in large-scale data linkage infras-
tructure to achieve national linkage objectives [95, 221]. The establishment of research centres
specialising in the analysis of “big data” (e.g. the Centre for Big Data in Health at the University
of New South Wales [201] also recognise the issue of increasing data size and complexity.

Through record linkage, it has been possible to construct and analyse population-wide datasets
comprising “linked” administrative records pertaining to each individual. Health-based record
linkage frameworks have been established, which routinely integrate data from hospital admis-
sions, emergency departments, primary care facilities, birth, death, and disease registries, cre-
ating a rich analytic resource to support evidence-based decision making [49, 129, 185].

1.7.2 Commercial cloud

Businesses worldwide are rapidly adopting advances and innovation in scalable/elastic dis-
tributed systems provided by cloud computing. The Australian Government is also actively
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promoting cloud computing for government, non-profits and research groups, requiring gov-
ernment agencies to consider cloud services for new ICT procurements [8].

The Australian Signals Directorate (ASD) established a Certified Cloud Services List (CCSL)
in 2014 under a cloud services certification program (CSCP) and certified a number of cloud
providers for data classified up to protected level. This included two of the largest commercial
cloud providers in Amazon Web Services (AWS) and Microsoft Azure, conditional on agencies
configuring the environment in line with the guidance in the ACSC Certification Report and
Consumer Guide. The CSCP has since ceased operation, releasing guidance for cloud security
in conjunction with industry [7], as well as separate requirements for providers that handle
government data [11]. There is some debate as to what classification should be applied to
raw personal identifiers, or privacy-preserved versions of personal identifiers. It is clear that
governments and industry are working together to provide guidance for establishing scalable
environments for secure workloads.

The last decade has seen the rise of cloud computing as a consequence of increased Internet
bandwidth, an explosive growth of data and the convergence of two major trends in informa-
tion technology: IT efficiency and business agility [188, 285]. The emergence and uptake of an
Infrastructure as a Service (IaaS) service model (as defined by the US National Institute of Stan-
dards and Technology) by government agencies provide an immediate opportunity for data
linkage units to provision the processing, storage and other computing resources as needed
[195]. However, to fully utilise the capability of these cloud environments, development of
native cloud solutions for data linkage is required, with linkage systems harnessing the rapid
elasticity of cloud services for on-demand resource usage.

1.7.3 Distributed linkage algorithms

The record pair comparison and classification tasks are the most compute-intensive tasks in the
data linkage process, though they are heavily affected by the indexing method used [217]. The
single process limitation of most linkage applications makes it difficult to cater for increasingly
large datasets, regardless of indexing. Increasing memory and CPU resources for these single-
process applications provides some ability to increase capacity, but this may not be sustainable
in the longer term.

Research on algorithms that address the computational burden of the comparison and classifi-
cation tasks has been undertaken. Most work in this area has been on distributed and parallel
algorithms for record linkage that are specific to the MapReduce paradigm [58, 92]. MapReduce
was seen as a natural fit for parallel entity resolution, the map phase used for blocking and the
reduce phase used for matching [168]. One of the issues with this approach is the generation
of different block sizes causing an uneven distribution of workload across processing nodes
[298]. Some nodes can be overloaded with processing while others sit relatively idle. This data
skew problem is the focus of much of the work in this area, using different blocking methods,
data partitioning and load balancing [58]. One method uses multiple MapReduce jobs; the first
job identifies record pairs that should be compared, and the second job distributes these pairs



30 Chapter 1. Privacy-preserving record linkage

for comparison [151]. Another method that employs two MapReduce jobs uses the first job
to analyse and estimate the processing cost of each block, while the second distributes these
blocks evenly using this cost estimate [194].

Few sources detail the comparison and classification tasks themselves, and apart from a focus
on load balancing algorithms to address data skew, most focus on different blocking methods
to improve indexing efficiency. Blocking methods include standard blocking [68, 102, 167],
density-based blocking [80], sorted neighbourhood [168] and LSH (locality sensitive hashing)
[148, 147]. These blocking methods have had varying success in optimising workload distri-
bution. However, little effort has been devoted to the accuracy of these methods within the
MapReduce paradigm.

More recently, Apache Spark has gained traction over MapReduce as the processing engine of
choice for big data analysis [262]. As a result, attention for distributing processing for entity
resolution has slowly shifted to Spark. Pita et al. [220] have demonstrated good performance
and linkage accuracy using a Spark-based workflow for probabilistic linkage. In this case,
Spark was chosen for its in-memory processing, ease of programming and the new resilient
distributed dataset (RDD) model. Like MapReduce, Spark continues to be used to address
the issues with data skew on larger datasets. Full entity resolution solutions using Spark are
being developed, with different indexing techniques used to address workload distribution
[58]. The SparkER tool [100] uses LSH, meta-blocking and a block purging process to remove
high-frequency blocking keys. Mestre et al. [196] present a sorted neighbourhood implementa-
tion with an adaptive window size, utilising three Spark transformation steps to minimise data
skew during data distribution.

There have been some efforts to address linkage of larger datasets through parallel processing
techniques outside of the Hadoop ecosystem. One example uses the specialised processing
power of GPUs to parallelise record matching [260]. This modified version of PPJoin, called
P4Join, claims an execution time improvement of up to twenty times. However, despite its
potential for significant improvements on runtime performance, there has not been any further
work published on P4Join using larger datasets or on clusters of GPU nodes. More recently,
Boratto et al. evaluated a hybrid algorithm using both GPUs and CPUs with much larger
datasets [31]. Though restricted to single (highly specified) machines, these evaluations show
promise provided the approach can be applied within a compute cluster. No further results
have been published.

1.8 Current PPRL systems/solutions

While privacy-preserving record linkage techniques are still relatively new, there are some soft-
ware systems that claim to provide a range of privacy-preserving capability. Implementations
may vary, although the majority of these systems appear to adopt the Bloom filter approach. A
summary of current PPRL systems is provided.
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1.8.1 Grhanite

Grhanite is software developed by the Health and Biomedical Informatics Centre at the Univer-
sity of Melbourne [44]. The software’s primary application is to extract data from GP practices
to store in a central repository maintained by the Health and Biomedical Informatics Centre.
Individuals are identified between GP practices through the use of a hash-based PPRL proto-
col.

The protocol used by Grhanite involves concatenating elements from different identifiers to-
gether before they are hashed; however, the exact elements used are not known. To tolerate
error and difference in identifiers, some level of pre-processing occurs, which includes the use
of techniques such as phonetic encoding and nickname lookups. Grhanite states that it uses ‘a
variety of proprietary techniques to improve the sensitivity and specificity of record linkage far
beyond that traditionally found in hashed deterministic linkage’. However, these techniques
have not been independently evaluated.

The linkage algorithm is a fixed feature of the Grhanite system; it cannot take advantage of
additional identifiers should they be available in certain datasets. It cannot be modified to take
into account the nature of the data, for instance, if a dataset is particularly dirty, or missing
certain identifiers, or has large numbers of missing values. As such, it is likely the linkage al-
gorithm will perform poorly in these scenarios. The lack of string similarity measures, and the
fact that field weights cannot be adjusted also suggest that linkage quality may be lower.

The protocol used by Grhanite is proprietary, and although high-level information is available
in peer-reviewed publications, the details of the protocol are not available. No independent,
published evaluations of the protocol can be found in the literature.

1.8.2 LinXmart

LinXmart is software developed by the Centre for Data Linkage at Curtin University [39] and
has been purpose built for operational data linkage. The software is an ‘end to end’ system for
record linkage and linkage key management. It performs PPRL as well as unencrypted linkage.
The privacy-preserving linkage component utilises field-level and composite Bloom filters (the
fields chosen are configurable). LinXmart also provides an application to transform raw data
into a privacy-preserved state, which is typically run by the data custodians.

The default LinXmart Bloom implementation involves separately encoding each field into
Bloom filters. Field-based weights are then computed and used for standard probabilistic
linkages. It is also possible to combine groups of fields (or indeed the entire row) into com-
posite Bloom filters that are then matched using deterministic passes. However, the separate
field-based approach means that the protocol can operate on data containing large amounts of
missing values.

The field-based approach implemented in LinXmart has been evaluated on large real-world
Australian datasets. The first evaluation included a deduplication linkage of approximately
20 million records from the Admitted Patient Data Collection [238]. The evaluation found
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no significant difference in linkage quality between a probabilistic record linkage carried out
using personal identifiers, and a privacy-preserving record linkage approach using the same
methodology.

1.8.3 SOEMPI

The Secure Open Enterprise Master Patient Index (SOEMPI) is a Java framework for PPRL
developed and maintained by the Health Information Privacy Laboratory at Vanderbilt Uni-
versity [270]. It utilises a Bloom filter approach to PPRL, where all fields are combined into a
single record-level Bloom filter. The software is open-source and available online [276].

In the record-level Bloom filter approach used by SOEMPI, each field is converted into a Bloom
filter; these Bloom filters are then concatenated together to form a single Bloom filter for an
individual [86]. The record-level Bloom filter approach allows individual fields to receive more
or less of the ‘space’ in the Bloom filter, allowing individual fields to be weighted as more or
less important.

The use of a record level Bloom filter approach means that identifiers that don’t exist in all
datasets being linked, could not be used in linkage. However the users do have the flexibility
to utilise any identifiers that are available on all datasets being linked (unlike software which
uses a pre-determined set of fields). Missing data in record level Bloom filters can result in
lower linkage quality as compared to traditional unencrypted linkage or field level Bloom fil-
ters.

Data custodians must install the entire SOEMPI module in order to encrypt the data before
sending it. This is a non-trivial installation, as it either requires using a downloaded virtual
machine or installation of Java and a database package along with the actual application. Once
installed, custodians must add all necessary parameters for encrypting the Bloom filters them-
selves (in practice these would be supplied by the linkage unit).

Encrypted data can be sent through the SOEMPI module to the linkage unit. In this software,
the match configuration is determined and input by the data custodians rather than the linkage
unit. Again, in practice, this information would need to be supplied to the custodian by the
linkage unit.

Walkthrough tutorials for encrypting, linking and sending data are available online. The soft-
ware does not appear to be currently maintained, with the last release occurring in 2014.

1.8.4 LSHDB

The LSHDB is an open-source software package developed by researchers at the Hellenic Open
University, Greece for conducting record linkage, including privacy-preserving record linkage
[147]. It utilises the locality sensitive hashing (LSH) technique for record comparison.
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To use LSHDB for PPRL, data are first encoded utilising a Bloom filter approach; either field or
record level Bloom filters. LSHDB has the advantages and disadvantages of whichever of these
methods is chosen.

Comparison of records takes place using the locality sensitive hashing (LSH) algorithm. This
algorithm essentially clusters the encoded records into groups of records thought to belong to
the same person. Currently there is limited empirical information on how effective the LSH
algorithm is in ensuring high linkage quality.

The LSH algorithm is designed to reduce the number of record-pair comparisons which need to
be performed. As such, it is likely to be relatively efficient; however, few empirical evaluations
of this method have been undertaken.

Data must first be encrypted prior by custodians prior to sending it to the linkage unit. How-
ever, the LSHDB contains no functionality for encoding of records into Bloom filters, either as
a separate program provided to data custodians or within the main program itself. As such, a
separate piece of software would need to be developed to carry out this encryption.

1.8.5 MERLIN

MERLIN is a multi-party privacy-preserving record linkage demonstration system, developed
by the Australian National University in Canberra [232]. It currently exists as an online demon-
stration system only.

MERLIN implements a variety of methods for ‘multi-party’ privacy-preserving record linkage,
whereby any number of data custodians can link together data without the need of an inde-
pendent third party such as a linkage unit.

MERLIN uses a record-level Bloom filter approach to encode each record, similar to the ap-
proach used by SOEMPI. This method, therefore, has the same strengths and weaknesses as
SOEMPI. Overall linkage quality achievable using this method is likely to be reasonably high,
although not as high as is likely to be achieved with field-level Bloom filters. Missing values
will increase the number of missed matches, so the quality and completeness of the data has a
significant impact on the accuracy of the linkage.

The MERLIN system does not make use of an independent third party. As such, the entire
linkage process would be carried out by data custodians, who are responsible for running the
system and ensuring high linkage quality.

1.8.6 LinkIT

LinkIT (Linkage and Integration via data Transformations) is an open-source toolkit for
privacy-preserving record linkage that is designed to work with FRIL (Fine-grained Record
Integration and Linkage) to present a complete record linkage solution [30]. Last released in
2011, the LinkIT toolkit is not currently available online.
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The LinkIT module is run on source datasets by the data custodians. It uses a novel embedding
scheme, based on frequent variable-length n-grams, to securely encode specific fields into a
privacy-preserved state. A third party utilises FRIL to perform probabilistic matching on the
encoded data.

1.8.7 PPRL (R Package)

An R package published to the Comprehensive R Archive Network (CRAN) as ‘PPRL’, pro-
vides a set of functions for privacy-preserving fields and matching them using either a de-
terministic or probabilistic approach [258]. Privacy-preserving functions include encrypted
SLK-581, several variations of single and composite Bloom filters, and other encryption meth-
ods.

Use of the package requires some knowledge of R, so is somewhat limited to users who are
familiar with the R language and environment. While popular with statisticians, the R lan-
guage includes some inherent limitations around memory management and multi-threading
capabilities. Datasets must be loaded fully into memory before they can be analysed and only a
single thread of computation can be run at a time. There are also some limitations to the linkage
functions that might prevent optimal results. For example, the probabilistic linkage function
does not allow field weights to be specified, relying on an internal estimation of weights prior
to matching. However, for users who are already using R for the analysis of data, this package
provides some extremely useful functionality for matching records prior to analysis.
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In an era where the volume of structured and unstructured digital data has exploded, 
there has been an enormous growth in the creation of data about individuals that can 
be used for understanding and treating disease. Joining these records together at an 
individual level provides a complete picture of a patient’s interaction with health services 
and allows better assessment of patient outcomes and effectiveness of treatment and 
services. Record linkage techniques provide an efficient and cost-effective method to 
bring individual records together as patient profiles. These linkage procedures bring 
their own challenges, especially relating to the protection of privacy. The development 
and implementation of record linkage systems that do not require the release of per-
sonal information can reduce the risks associated with record linkage and overcome 
legal barriers to data sharing. Current conceptual and experimental privacy-preserving 
record linkage (PPRL) models show promise in addressing data integration challenges. 
Enhancing and operationalizing PPRL protocols can help address the dilemma faced 
by some custodians between using data to improve quality of life and dealing with the 
ethical, legal, and administrative issues associated with protecting an individual’s privacy. 
These methods can reduce the risk to privacy, as they do not require personally identify-
ing information to be shared. PPRL methods can improve the delivery of record linkage 
services to the health and broader research community.

Keywords: record linkage, data integration, privacy, encryption, data quality, linkage quality

iNtrODUctiON

Unabating growth in the creation of data, coupled with advances in information technology 
and Internet connectivity, provides tremendous potential for data-driven breakthroughs in the 
understanding, treatment, and prevention of disease. These health research innovations are being 
complemented by data from non-traditional sources (i.e., from sources other than administrative 
health and survey records). Opportunities include the use of mobile phone records (1) and Google 
search histories (2) for disease surveillance, patient collected data from wearable devices (3), and 
manual journaling through mobile phone applications (4). Data from the private health sector and 
government administrative datasets that lie outside the health sector (5) are also of interest, as is 
spatial information that has direct application for understanding exposures and inequalities (6). 
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Genetic information unavailable a generation ago is already used 
in clinical decision making (7), and its importance is only likely 
to increase. The key to unlocking these data is in relating details 
at an individual patient level to provide an understanding of risk 
factors and appropriate interventions (8).

A key methodology that has supported health research is 
record linkage, a process of accurately bringing together records 
from multiple datasets that belong to the same person. Through 
record linkage, it has been possible to construct and analyze 
population-wide datasets comprising “linked” administrative 
records pertaining to each individual. Health-based record link-
age frameworks have been established, which routinely integrate 
data from hospital admissions, emergency departments, primary 
care facilities, birth, death, and disease registries (1, 2), creating a 
rich analytic resource to support evidence-based decision making 
(9–11).

Present models of record linkage use trusted third parties 
(TTPs) or data linkage units (DLUs) to accurately match records 
using personal identifiers (12). Incorporating information from 
new and diverse data sources into these linkage frameworks are 
likely to have significant benefits to research; however, the opera-
tional and administrative overheads are substantial. Technical 
issues (i.e., scalability, efficiency) and effects on linkage quality 
(accuracy) will also be impacted and need to be assessed.

Sharing of public and private datasets also presents privacy 
and confidentiality challenges. Protecting the privacy of individu-
als is paramount in the record linkage process and essential to 
maintain community support and trust. There are serious ethical 
implications in combining information on individuals (generally 
without direct consent) from government and other sources; 
essentially a form of surveillance of an entire population. For 
some privacy advocates, this is a bridge too far, conjuring up 
images of an Orwellian dystopia or the excesses of totalitarian 
regimes (13, 14). Health researchers argue that privacy risks can 
be minimized and that the public benefit of utilizing these rich 
datasets outweighs the risk to privacy; that is, there is an ethical 
imperative to conduct record linkage for research (15). The public’s 
view on this issue is not always clear; numerous surveys have been 
conducted in Australia, which sometimes return contradictory 
results regarding Australian views on the use of personal health 
information [see Ref. (16). for a review]. Similar contradictions 
have been observed in results from Canadian surveys (14).

While a number of existing processes and techniques are 
used to maintain patient privacy during record linkage (17), the 
development of new and improved linkage methods may provide 
an opportunity for alternative approaches that further reduce 
privacy risks without compromising on linkage quality.

This article discusses the emergence and potential benefit 
of record linkage techniques that limit the release of personal 
identifiers for linkage. These methods, collectively referred to 
as privacy-preserving record linkage (PPRL), operate in such a 
way that they do not require the release of personally identify-
ing information by data custodians. PPRL methods work on 
information that has been permanently encoded, encrypted, or 
transformed before releasing the data for linkage. Through PPRL 
methods, the benefits of linkage can be realized without the risks 
associated with disclosure of personal information.

eXistiNG recOrD LiNKAGe 
FrAMeWOrKs

There is a long history in Australia of record linkage support-
ing both jurisdictional level and national research and health 
decision making (10, 12, 18). Record linkage capabilities in all 
jurisdictions (19–21) have recently been strengthened, and in 
many cases expanded, through strategic national investment: 
through the National Collaborative Research Infrastructure 
Strategy in Australia; the Canadian Institutes of Health Research 
in Canada; and through the Farr Institute initiative in the United 
Kingdom (22).

The record linkage framework adopted by most of these 
jurisdictions is a TTP model, whereby dedicated linkage units 
undertake record linkage to service and support research. 
Administrative data collections (such as hospital discharges, 
emergency presentations, mortality, and cancer registers) have 
typically formed the backbone of enduring record linkage sys-
tems (18, 23). Such collections are highly confidential, containing 
sensitive personal information that is protected by law.

recOrD LiNKAGe AND PrivAcY

Linkage of person-level records through the use of personally 
identifying information, and generally without consent, has 
significant ethical and legal implications that have been at the 
forefront of issues confronted and addressed by DLUs (12, 24).

The extent to which data can be used in record linkage depends 
on the applicable legislation in each jurisdiction. Some adminis-
trative collections are bound by specific laws which either pro-
hibit or severely curtail the release of personal information from 
these systems.1 It has been claimed that more than 500 secrecy 
and privacy provisions exist in Australian Commonwealth laws, 
imposing considerable limits on the availability and use of iden-
tifiable data (25). At Commonwealth level, privacy laws permit 
some level of disclosure of personal information by authorities 
for human research (Commonwealth Privacy Act 1988 s 95). The 
release of personal data for linkage can be authorized if public 
benefit outweighs the privacy of individuals (26).

Working within these legal frameworks, data custodians, 
DLUs, and the research community in Australia have developed 
secure data access and usage models that provide important 
safeguards to privacy. DLUs have also implemented best practice 
data governance policies and practices to minimize further the 
privacy risks posed by their operations (12, 18, 19, 27–29).

This includes utilizing the “separation principle” (30), a 
simple method for restricting the type of data received by each 
organization in the linkage process. Under this principle, the DLU 
receives only the personally identifying information required for 
linkage, but not the content data. The researcher, on the other 

1 In Western Australia, for example, both the WA Children’s Court Act 1988 and 
the Young Offenders Act 1994 curtail the release of information for research in 
relation to juvenile offenders. In South Australia, state-based regulations restrict 
the release of information from the SA Perinatal Statistics Collection (SA Health 
Care Variation Regulations 2010, Reg 4). Similar legal barriers exist in other 
jurisdictions, both locally and internationally. 
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hand, receives only the content but not personal identifying 
information. Only the data custodian has access to both personal 
identifying information and clinical content data.

The use of the separation principle greatly enhances privacy. 
However, in many instances, the risk to privacy can be still large. 
For instance, knowledge that a particular individual has a record 
within a data collection is itself revealing, especially for specific 
data collections such as mental health inpatient datasets or cancer 
registries. This information will be still provided to the linkage 
unit under the separation principle.

The release of personally identifying information always 
carries some additional risk, as more individuals have access to 
this information. While rare, attempting to determine whether 
a person of interest is contained within a dataset does occur; 
for instance, US intelligence agents have used their surveillance 
capabilities to spy on romantic interests (31), as have Australian 
telecommunications workers (32).

Some custodians remain averse to the release of personal 
information for reasons that extend beyond privacy risks, such 
as discrimination, reputational damage and/or embarrassment, 
criminal misuse of the data, and commercial harm (25).

Legislative barriers and risk aversion by data custodians are 
currently being challenged by open data policies and a growing 
need by and for government to work with private industry to 
more effectively service community needs. A recent Productivity 
Commission Inquiry into the benefits and costs of increasing the 
availability and use of public and private sector data recognizes 
the barriers and risks associated with working with named data 
(25). The Inquiry outlines a framework for data sharing under-
pinned by legislative change, governance structures (to remove 
blocks and increase data access), and the development of “systems 
and processes […] to identify, assess, manage and mitigate risks 
related not just to data release and sharing, but also data collec-
tion and storage” [(25), p.9].

The issues being encountered in Australia are shared inter-
nationally. DLUs in the United States, Canada, and Europe face 
similar legal and risk-related hurdles (e.g., the United States: 
Health Insurance Portability and Accountability Act 1996, Canada: 
Personal Health Information Protection Act 2004, and Europe: 
Data Protection Directive 95/46/EC). German laws in relation to 
the disclosure of personal information are particularly restric-
tive (Bundesdatenschutzgesetz—Federal Data Protection Act of 
Germany) and, in some cases, only a single data item can be used 
for anonymous linkage (33).

PrivAcY-PreserviNG sOLUtiONs

Privacy-preserving record linkage protocols utilize algorithms 
and techniques to conduct linkage on encrypted or masked infor-
mation; these methods do not require data custodians to release 
personal identifiers to third parties. This reduces the risks associ-
ated with the release of personal data. Three important attributes 
characterize all PPRL protocols: accuracy, efficiency, and privacy.

Different classes of privacy-preserving linkage methods pro-
vide differing levels of privacy protection. These range from tech-
niques such as the statistical linkage key that simply amalgamates 
parts of a person’s identifiers into a single variable (34) to methods 

that encrypt or encode the data so that those with access cannot 
learn any information directly from the encrypted values. The 
exact level of privacy required will always depend on context, but 
all things being equal, a protocol with higher privacy is preferred.

An important difference in PPRL protocols is the method of 
matching which impacts on linkage quality (accuracy). Protocols 
may perform matching on a particular set of identifiers, using 
either exact or similarity comparisons. Similarity matching 
enables records with slight differences to come together, which 
is vital for obtaining high-quality linkage results (accuracy). For 
this reason, PPRL protocols that utilize approximate matching 
are favored.

Efficiency can be often a concern for record linkage and will 
continue to present challenges to DLUs as the volume of data con-
tinues to grow. Although there are no established performance 
standards, record linkage is computationally slow, and for any 
PPRL protocol to be practical, it must complete within a reason-
able time frame.

The extent to which these protocols are used in practice varies. 
To date, most PPRL implementations use exact matching on par-
ticular attributes of a dataset (35), which are typically irreversibly 
encoded to ensure privacy (36). Though efficient, these methods 
have reduced linkage quality and, therefore, are operationally 
unsuitable in DLUs.

Of all PPRL methods, the Bloom filter method appears to be 
the most promising for operational use (37). An advantage of 
the Bloom method over other PPRL methods is that it utilizes 
approximate matching while providing similar or superior pri-
vacy protection. The method has been evaluated on large-scale, 
real world health datasets, with results returning equal linkage 
quality and similar efficiency to traditional linkage methods 
(which use personal identifiers in the matching process) (38). 
No record linkage method, privacy preserving or not, achieves 
perfect accuracy—to be able to achieve equal accuracy to the 
standard non-privacy-preserving approach is a considerable 
accomplishment. The security of the protocol has been rigorously 
investigated (39–41). Cryptographic attacks on the algorithm 
found ways to reveal some identifiers (40). However, modifica-
tions to the protocol have rendered these attacks fruitless (42); 
there are currently no known security vulnerabilities with the 
protocol.

The introduction of the Bloom filter method brings new chal-
lenges (17). As well as operational requirements around designing 
optimal linkage strategies, new ways of validating record linkage 
results need to be developed. In traditional record linkage, link-
age results are validated through clerical inspection (or “manual 
review”) of personal identifiers; however, in a privacy-preserved 
context where all data are encoded, there is no way to manually 
review the data or correct possible data or linkage errors. New 
methods for validating linkage results under privacy-preserved 
linkage model are emerging, however (43).

PPrL: AN eXAMPLe

Consider the (hypothetical) scenario: to attempt to reduce the 
rate of youth suicide, the government of the day has invested in 
a comprehensive mental health care package for those who have 
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attempted suicide. The government wishes to see whether their 
program has worked in reducing the rate of suicide and attempted 
suicide.

To answer this question, two datasets will be required: a 
hospital admissions dataset and a mortality register. From the 
hospital admissions dataset, records will be required to be sent 
to the linkage unit for all those persons who have attempted 
suicide before and after the start of the health intervention; all 
records from the mortality register will be required by the linkage 
unit. The linkage unit will receive only the personal identifying 
information required for linkage (i.e., name, date of birth, gender, 
address). The linkage unit identifies which records from the 
supplied hospital dataset have associated mortality records. The 
linkage unit passes this information back to the data custodians, 
who then provide the content data (i.e., not personally identifying 
information) to the researcher for the hospital records, and any 
linked mortality records, along with a key that identifies which 
records belong to which individual. The researcher can then use 
this information to determine whether the intervention reduced 
suicide and attempted suicide rates.

The privacy risk in the aforementioned scenario is the delivery 
to the linkage unit of personal identifying information from hos-
pital records of those who have attempted suicide. This extremely 
sensitive information has been made available to a third party. 
The use of privacy-preserving linkage methods would remove this 
risk; instead, the linkage unit would receive encrypted personal 
identifiers; they would have no means of identifying any of these 
individuals, but would still have the ability to determine which 
records belong to the same individual between datasets.

GrOWiNG iNterNAtiONAL  
iNterest iN PPrL

With a growing demand for linked data from government and 
the university sector, interest in PPRL, particularly the Bloom 
filter method, is flourishing. Interest stems from two principal 
sources: at a technical level, by computer scientists and cryptog-
raphers with interests in information and data security, and at an 
operational level, by groups with interest in and responsibility for 
delivering record linkage services.

Several groups are actively developing and refining PPRL 
methods at the scientific level including the German Record 
Linkage Center (University of Duisburg-Essen) (44, 45), the 
Research School of Computer Science (Australian National 
University) (46–48), and the Health Information Privacy 
Laboratory (Vanderbilt University) (39, 49). Researchers from 
these groups and others recently participated in a 2016 Data 
Linkage and Anonymisation programme at the Isaac Newton 
Institute for Mathematical Sciences (Cambridge University, 
supported by EPSRC grant no EP/K032208/1)2; this 6-month 
international programme included seminars and workshops on 
linkage and privacy protection to share and advance knowledge 
in the mathematical sciences and related disciplines. A key goal of 
the forum was to “enhance opportunities for the analysis of data, 

2 https://www.newton.ac.uk/event/dla.

especially obtained through linkage, whilst protecting privacy 
and taking account of related practical constraints.”

At an operational level, PPRL featured prominently in the 
2016 International Population Data Linkage Network Conference 
(Swansea University), with several presentations on the topic 
including a keynote session that described a collaboration 
between international research institutions in Canada, Australia, 
and Wales (44, 46, 50–53).

OPPOrtUNitY AND cHANGe 
MANAGeMeNt

In addition to reducing the privacy risks associated with record 
linkage, the advent of PPRL protocols potentially heralds a new 
era of population-focused research using linked data, bridg-
ing gaps, and opening up opportunities for new and different 
forms of linkage-based research. PPRL methods may provide 
an avenue to access previously “hard to get” datasets (i.e., those 
with significant legal or regulatory constraints). PPRL methods 
may also provide a mechanism for accessing and integrating 
data from new and emerging sources. As well as data from new 
technologies (e.g., wearable devices, smartphone apps), these 
new sources may include the private health sector that has, to 
date, had limited exposure to, and engagement with, data linkage 
frameworks (54, 55).

New methods may require new or adjusted models of opera-
tion. Some custodians have expressed a desire to have flexibility 
in record linkage models to accommodate the features of different 
data collections (50). However, different or altered data linkage 
operating models can have significant implications for end-user 
timeframes, operational efficiency, and linkage quality (50), and 
these need to be carefully managed and monitored. It is impor-
tant that the strengths and limitations of the PPRL methods are 
understood. This will require conversations with stakeholders 
(i.e., data custodians, linkage units, researchers, and the com-
munity) around the risk–benefit of these new models and the 
expected realization of public benefit.

cONcLUsiON

The implementation of PPRL methods that do not require the 
release of personal information but protect privacy through 
other mechanisms (e.g., encryption methods) represents a 
breakthrough in record linkage, substantially reducing privacy 
risks without negatively impacting on linkage quality. By 
utilizing methods that do not require the release of personally 
identifying information, concerns regarding personal surveil-
lance and government overreach can be allayed. Supplementing 
traditional linkage methods with PPRL methods will increase 
the number and type of datasets that can be included in record 
linkage studies.

The advent of PPRL methods to protect patient privacy 
expands the toolkit of techniques that are available to DLUs. Used 
in conjunction with traditional linkage methods, PPRL widens 
the net of record linkage without compromising privacy or link-
age quality. These methods will hopefully allow more diverse, 
patient-centered data sources to be utilized for health research, 
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bringing enormous opportunities to increase our understand-
ing of disease and to tailor interventions and treatment to each 
individual.

AUtHOr cONtriBUtiONs

AB and AF accept immediate responsibility for the manuscript. 
AF, AB, SR, JB, and JS each contributed to the conception and 
design of the paper. AF and AB drafted the first version of the 

article, with SR, JB, and JS providing important additional input 
and intellectual content. All authors were involved in revising the 
manuscript and approving its final form.

FUNDiNG

This work was discussed at the Isaac Newton Institute for 
Mathematical Sciences, Cambridge, supported by EPSRC grant 
no EP/K032208/1.

reFereNces

1. Ebola and big data – call for help. The Economist. London: The Economist 
Group (2014). 

2. Ginsberg J, Mohebbi MH, Patel RS, Brammer L, Smolinski MS, Brilliant L. 
Detecting influenza epidemics using search engine query data. Nature (2009) 
457(7232):1012–4. doi:10.1038/nature07634 

3. Pantelopoulos A, Bourbakis NG. A survey on wearable sensor-based systems 
for health monitoring and prognosis. IEEE Trans Syst Man Cybern C Appl Rev 
(2010) 40(1):1–12. doi:10.1109/TSMCC.2009.2032660 

4. Klasnja P, Pratt W. Healthcare in the pocket: mapping the space of 
mobile-phone health interventions. J Biomed Inform (2012) 45(1):184–98. 
doi:10.1016/j.jbi.2011.08.017 

5. Stanley PF. Developmental Pathways in WA Children Project. Perth, WA: 
Chief Investigator and Director, Telethon Institute for Child Health Research 
(2006–2007).

6. Waller LA, Gotway CA. Applied Spatial Statistics for Public Health Data. 
Hoboken, NJ:  John Wiley and Sons (2004).

7. Aronson SJ, Rehm HL. Building the foundation for genomics in precision 
medicine. Nature (2015) 526(7573):336–42. doi:10.1038/nature15816 

8. Khoury MJ, Iademarco MF, Riley WT. Precision public health for the era 
of precision medicine. Am J Prev Med (2015) 50(3):398–401. doi:10.1016/j.
amepre.2015.08.031 

9. Brook EL, Rosman DL, Holman CDAJ. Public good through data linkage: 
measuring research outputs from the Western Australian Data Linkage 
System. Aust N Z J Public Health (2008) 32(1):19–23. doi:10.1111/j.1753-6405. 
2008.00160.x 

10. Holman CDAJ, Bass AJ, Rosman DL, Smith MB, Semmens JB, Glasson EJ, 
et al. A decade of data linkage in Western Australia: strategic design, appli-
cations and benefits of the WA data linkage system. Aust Health Rev (2008) 
32(4):766–77. doi:10.1071/AH080766 

11. Lyons RA, Ford DV, Moore L, Rodgers SE. Use of data linkage to measure 
the population health effect of non-health-care interventions. Lancet (2014) 
383(9927):1517–9. doi:10.1016/S0140-6736(13)61750-X 

12. Boyd JH, Ferrante AM, O’Keefe CM, Bass AJ, Randall SM, Semmens JB. Data link-
age infrastructure for cross-jurisdictional health-related research in Australia. 
BMC Health Serv Res (2012) 12(1):480. doi:10.1186/1472-6963-12-480 

13. Green E, Ritchie F, Mytton J, Webber DJ, Deave T, Montgomery A, et  al. 
Enabling Data Linkage to Maximise the Value of Public Health Research Data. 
London: Wellcome Trust (2015).

14. Upshur RE, Morin B, Goel V. The privacy paradox: laying Orwell’s ghost to 
rest. Can Med Assoc J (2001) 165(3):307–9. 

15. Hetzel D. Data linkage research – can we reap benefits for society without 
compromising public confidence? Aust Health Consum (2005) 2:27–8. 

16. Holman CDAJ. Anonymity and Research: Health Data and Biospecimen Law in 
Australia. Perth: Uniprint, UWA (2012).

17. Boyd JH, Randall SM, Ferrante AM. Application of Privacy-Preserving 
Techniques in Operational Record Linkage Centres. Medical Data Privacy 
Handbook. Berlin: Springer (2015). p. 267–87.

18. Lawrence G, Dinh I, Taylor L. The centre for health record linkage: a new 
resource for health services research and evaluation. Health Inf Manag (2008) 
37(2):60–2. doi:10.1177/183335830803700208 

19. Ford DV, Jones KH, Verplancke J-P, Lyons RA, John G, Brown G, et  al. 
The SAIL databank: building a national architecture for e-health research 
and evaluation. BMC Health Serv Res (2009) 9(1):157. doi:10.1186/1472- 
6963-9-157 

20. Martens PJ. Using the repository housed at the Manitoba centre for health pol-
icy: learning from the past, planning for the future. In: Conference Proceedings 
of the Statistics Canada Conference: Longitudinal Social and Health Surveys in 
an International Perspective. Montreal, Quebec (2006).

21. Gill LE. OX-LINK: The Oxford Medical Record Linkage System. Record Linkage 
Techniques. Oxford: University of Oxford (1997). 19 p.

22. Farr Institute. (2016). Available from: http://www.farrinstitute.org/
23. Rosman D,  Garfield C,  Fuller S,  Stoney A,  Owen T,  Gawthorne G. Measuring 

data and link quality in a dynamic multi-set linkage system. In: Symposium 
on Health Data Linkage. Sydney (2002). Available from: http://www. 
phidu.torrens.edu.au/pdf/1999-2004/symposium-proceedings-2003/ 
rosman_a.pdf

24. Hobbs M, McCall M. Health statistics and record linkage in Australia. 
J Chronic Dis (1970) 23(5):375–81. doi:10.1016/0021-9681(70)90020-2 

25. Productivity Commission. Data Availability and Use, Draft Report. Canberra: 
Australian Government (2016).

26. Allen J, Holman CDJ, Meslin E, Stanley F. Privacy protectionism and health 
information: is there any redress for harms to health? J Law Med (2013) 
21(2):473–85. 

27.  Harris J. Next generation linkage management system. In: Sixth Australiasian 
Workshop on Health Informations and Knowledge Management. Adelaide: 
Australian Computer Society (2013).

28. Trutwein B, Holman D, Rosman D. Health data linkage conserves privacy in a 
research-rich environment. Ann Epidemiol (2006) 16(4):279–80. doi:10.1016/j.
annepidem.2005.05.003 

29. Roos LL, Brownell M, Lix L, Roos NP, Walld R, MacWilliam L. From health 
research to social research: privacy, methods, approaches. Soc Sci Med (2008) 
66(1):117–29. doi:10.1016/j.socscimed.2007.08.017 

30. Kelman CW, Bass AJ, Holman CDJ. Research use of linked health data – a best 
practice protocol. Aust N Z J Public Health (2002) 26(3):251–5. doi:10.1111/
j.1467-842X.2002.tb00682.x 

31. NSA officers spy on love interests. Wall Street J (2013). Available from: http:// 
blogs.wsj.com/washwire/2013/08/23/nsa-officers-sometimes-spy-on-love-interests/

32. Vodafone sacks staff over alleged security breach. IT News (2011). Available 
from: http://www.itnews.com.au/News/244672,vodafone-sacks-staff-over-
alleged-security-breach.aspx

33. Bundestag D. Gesetz ueber Krebsregister (Krebsregistergesetz KRG). 
Bundesgesetzblatt (1994) 79:994. 

34. Karmel R. Data Linkage Protocols Using a Statistical Linkage Key. Canberra: 
Australian Institute of Health and Welfare (2005).

35. Karmel R, Anderson P, Gibson D, Peut A, Duckett S, Wells Y. Empirical aspects 
of record linkage across multiple data sets using statistical linkage keys: the 
experience of the PIAC cohort study. BMC Health Serv Res (2010) 10(41):1–13.

36. Quantin C, Bouzelat H, Allaert F, Benhamiche A-M, Faivre J, Dusserre L. 
How to ensure data security of an epidemiological follow-up: quality assess-
ment of an anonymous record linkage procedure. Int J Med Inform (1998) 
49(1):117–22. doi:10.1016/S1386-5056(98)00019-7 

37. Schnell R, Bachteler T, Reiher J. Privacy-preserving record link-
age using Bloom filters. BMC Med Inform Decis Mak (2009) 9:41. 
doi:10.1186/1472-6947-9-41 

38. Randall SM, Ferrante AM, Boyd JH, Semmens JB. Privacy-preserving record 
linkage on large real world datasets. J Biomed Inform (2014) 50:205–12. 
doi:10.1016/j.jbi.2013.12.003 

39. A constraint satisfaction cryptanalysis of Bloom filters in private record 
linkage. In:  Kuzu M,  Kantarcioglu M,  Durham E,  Malin B, editors. Privacy 
Enhancing Technologies. Springer (2011).

1.9. Published manuscript(s) 41



6

Brown et al. Privacy-Preserving Record Linkage Methods

Frontiers in Public Health | www.frontiersin.org March 2017 | Volume 5 | Article 34

40. Niedermeyer F, Steinmetzer S, Kroll M, Schnell R. Cryptanalysis of basic 
Bloom filters used for privacy preserving record linkage. J Pri Confidentiality 
(2014) 6(2):59–79. 

41. Kroll M, Steinmetzer S. Automated cryptanalysis of bloom filter encryptions 
of health records. (2014). arXiv preprint arXiv:14106739. 

42. Schnell R, Bachteler T, Reiher J. A Novel Error-Tolerant Anonymous Linking 
Code. Working Paper Series No. WP-GRLC-2011-02. Nürnberg, Germany: 
German Record Linkage Center (2011).

43. Randall SM, Boyd JH, Ferrante AM, Bauer JK, Semmens JB. Use of  
graph theory measures to identify errors in record linkage. Comput 
Methods Programs Biomed (2014) 115(2):55–63. doi:10.1016/j.cmpb.2014. 
03.008 

44. Schnell R, Borgs C. Secure privacy preserving record linkage of large data-
bases by modified Bloom filter encodings. 2016 International Population  
Data Linkage Conference. Swansea, Wales: Swansea University (2016).

45. Schnell R, Borgs C. Randomized response and balanced Bloom filters 
for privacy preserving record linkage. In: Data Mining Workshops 
(ICDMW), 2016 IEEE 16th International Conference on. IEEE (2016).  
p. 218–24. doi:10.1109/ICDMW.2016.0038

46. Christen P. Advanced computational and privacy methods for data linkage. 
2016 International Population Data Linkage Conference. Swansea, Wales: 
Swansea University (2016).

47. Vatsalan D, Christen P, O’Keefe C, Verykios V. An evaluation framework for 
privacy-preserving record linkage. J Pri Confidentiality (2014) 6(1):35–75.

48. Vatsalan D, Christen P, Verykios VS. A taxonomy of privacy-preserving 
record linkage techniques. Inf Syst (2013) 38(6):946–69. doi:10.1016/j.is.2012. 
11.005 

49. Durham EA, Kantarcioglu M, Xue Y, Toth C, Kuzu M, Malin B. Composite 
bloom filters for secure record linkage. IEEE Trans Knowl Data Eng (2014) 
26:2956–68. doi:10.1109/TKDE.2013.91 

50. Irvine K, Hollis S. Multiple operating models for data linkage: a privacy posi-
tive. 2016 International Population Data Linkage Conference. Swansea, Wales: 
Swansea University (2016).

51. Pow C, Iron K, Boyd J, Brown A, Thompson S, Chong N, et  al. Privacy-
preserving record linkage: an international collaboration between Canada, 
Australia and Wales. 2016 International Population Data Linkage Conference. 
Swansea, Wales: Swansea University (2016).

52. Adrian Brown CB, Randall S, Schnell R. High quality linkage using multibit 
trees for privacy-preserving blocking. 2016 International Population Data 
Linkage Conference. Swansea, Wales: Swansea University (2016).

53. Boyd J, Ferrante A, Brown A, Randall S, Semmens J. Implementing privacy-pre-
serving record linkage: welcome to the real world. 2016 International Population 
Data Linkage Conference. Swansea, Wales: Swansea University (2016).

54. Holman D, Bass A, Rouse I, Hobbs M. Population-based linkage of health 
records in Western Australia: development of a health services research linked 
database. Aust N Z J Public Health (1999) 23(5):453–59. doi:10.1111/j.1467-
842X.1999.tb01297.x 

55. Magnusson RS. Data linkage, health research and privacy: regulating data 
flows in Australia’s health information system. Syd Law Rev (2002) 24(1):5–55. 

Conflict of Interest Statement: The authors declare that the research was con-
ducted in the absence of any commercial or financial relationships that could be 
construed as a potential conflict of interest.

Copyright © 2017 Brown, Ferrante, Randall, Boyd and Semmens. This is an open-ac-
cess article distributed under the terms of the Creative Commons Attribution License 
(CC BY). The use, distribution or reproduction in other forums is permitted, provided 
the original author(s) or licensor are credited and that the original publication in this 
journal is cited, in accordance with accepted academic practice. No use, distribution 
or reproduction is permitted which does not comply with these terms.

42 Chapter 1. Privacy-preserving record linkage



1.9. Published manuscript(s) 43

1.9.2 Limited privacy protection and poor sensitivity: Is it time to move on from
the statistical linkage key-581?

Randall SM, Ferrante AM, Boyd JH, Brown AP, Semmens JB (2016). Lim-
ited privacy protection and poor sensitivity: Is it time to move on from the sta-
tistical linkage key-581? Health Information Management Journal.





Article

Limited privacy protection and poor
sensitivity: Is it time to move on
from the statistical linkage key-581?

Sean M Randall, BSc,

Anna M Ferrante, PhD,

James H Boyd, BSc,

Adrian P Brown, BSc,

James B Semmens, PhD

Abstract
Background: The statistical linkage key (SLK-581) is a common tool for record linkage in Australia, due to its ability to
provide some privacy protection. However, newer privacy-preserving approaches may provide greater privacy protec-
tion, while allowing high-quality linkage. Objective: To evaluate the standard SLK-581, encrypted SLK-581 and a newer
privacy-preserving approach using Bloom filters, in terms of both privacy and linkage quality. Method: Linkage quality was
compared by conducting linkages on Australian health datasets using these three techniques and examining results. Privacy
was compared qualitatively in relation to a series of scenarios where privacy breaches may occur. Results: The Bloom
filter technique offered greater privacy protection and linkage quality compared to the SLK-based method commonly used
in Australia. Conclusion: The adoption of new privacy-preserving methods would allow both greater confidence in
research results, while significantly improving privacy protection.

Keywords (MeSH)
medical record linkage; privacy; algorithms; evaluation studies; data linkage

Introduction

The last decade has seen a significant increase in

population-based research that uses large linked datasets

to monitor diseases and assess the effects of treatment. For

most of these purposes, complete and accurate data are

important; missing or wrongly linked data can bias results

and lead to wrong conclusions.

Despite the significant research benefits, the creation of

linked datasets carries some risk to individual privacy, as

best practice protocols typically require the release of per-

sonally identifying information to third-party linkage units

(Boyd et al., 2012; Kelman et al., 2002). There is no ‘one-

size-fits-all’ approach to undertaking data linkage for

research purposes, and alternative methods have emerged

which attempt to reduce privacy risks. The challenge in

adopting these methods in operational environments is in

achieving high levels of privacy protection without nega-

tively impacting on linkage quality.

In Australia, statistical linkage key (SLK) protocols have

proved to be a popular method of providing privacy protec-

tion in linkage operations. An SLK is a derived variable

generated from components of an individual’s personal

demographic data (Community Services Ministers Advi-

sory Council, 2004). One of the most well-used SLKs is the

SLK-581 – a key originally developed by the Australian

Institute of Health and Welfare (AIHW) and used to enable

linkage of records from the Home and Community Care

(HACC) data collection (Ryan et al., 1999). The SLK-581

was developed to enable linkage of a person’s records

within and between datasets without explicitly identifying

individuals. A number of variations were assessed during

the development of the key; however, the SLK-581 proved

to be the most effective for the linkage of HACC data, given

the particular properties of that data set (Ryan et al., 1999).

The SLK-581 consists of the second and third letters of

the individual’s first name, the second, third and fifth letters
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of the surname, the individual’s full date of birth and their

sex (Ryan et al., 1999). These are amalgamated to form a

single field (an example is shown in Figure 1).

Since its introduction, the SLK-581 has been used both

to link between the HACC datasets and to link HACC data

to other datasets for which personally identifying informa-

tion is typically available (i.e. hospital admissions datasets;

Karmel and Rosman, 2008). The SLK-581 has been imple-

mented across a range of additional datasets, including

national datasets on alcohol and drug treatment services

(AIHW, 2009), disability services (AIHW, 2013), early

childhood education (Australian Bureau of Statistics,

2013) and homelessness (AIHW, 2014).

While the SLK has been used for linkage in numerous

research projects, the ability of the key to achieve high

linkage quality has been an issue of continuing concern.

The limited amount of information contained in the SLK-

581 restricts its ability to find all possible matches in a data

set, often resulting in a high rate of ‘missed links’ (i.e. poor

sensitivity or recall; Christen, 2012). Early investigations

confirmed that achieving high recall was problematic, with

multiple SLKs for a single individual occurring in 2–6% of

the study population, depending on the length of the study

period (Bass and Garfield, 2002). Linkage to death data

also showed a lower recall (88.4%) when compared with

that achieved through linkage with full named information,

with poorer recall affecting research results (Karmel,

2005). The SLK-581 has also been shown to produce sub-

stantial rates of missed links that increase over time, result-

ing in underestimates of hospitalisation rates which vary by

health condition (Taylor et al., 2014). Matching rules

involving SLKs typically only identify matches where a

large proportion of attributes are identical; as a result, low

rates of false positive links have been observed (Ryan et al.,

1999). In practice, intricate linkage techniques (Karmel

et al., 2010), along with additional identifying information

that does not form part of the SLK-581, such as postcode,

language spoken at home and country of birth (Karmel,

2005), have been used to improve the linkage quality above

levels achievable with the standard SLK-581.

While a number of studies have investigated the linkage

quality of the SLK-581, much less has been written about

the privacy risks associated with use of the key. Although

the SLK-581 was developed to reduce the risk of identifi-

cation of individuals, it consists entirely of unencrypted

identifying information specifically selected to be unique

for each individual. As such, the risks associated with rei-

dentification remain. The limited privacy safeguards pro-

vided by the SLK-581 were noted during its development:

‘ . . . it is a very common misconception that an SLK by

itself does not allow an individual to be identified . . . (the

SLK) technically could be re-constructed to allow an indi-

vidual to be re-identified with some degree of accuracy

. . . ’ (Community Services Ministers Advisory Council,

2004: 12). Although the SLK-581 can be encrypted

(hashed) to improve privacy protection, concerns over the

resulting linkage quality have meant that this method was

not recommended for use by its original developers (Com-

munity Services Ministers Advisory Council, 2004). At the

time of its development, the SLK-581 offered a reasonable

option regarding safeguarding privacy, while still allowing

linkage (of HACC data) to occur.

In recent years, there has been an increased focus on the

protection of individual privacy, resulting in the develop-

ment of new privacy-preserving record linkage methodol-

ogies. These methods, which enable record linkage using

encrypted or encoded data, have become a popular area of

research. One of the most promising privacy-preserving

techniques to emerge is the use of Bloom filters (Schnell

et al., 2009). This method has the advantage that identifiers

are encrypted, yet allow a range of standard probabilistic

record linkage techniques to be applied to the encrypted

data. For instance, comparison of similarity between

(encrypted) names can be undertaken. A recent evaluation

of Bloom filter methods on Australian datasets has shown

the linkage quality to be equal to that achieved through

probabilistic record linkage on full personal identifiers

(Randall et al., 2014).

Bloom filter method

The Bloom filter method works by encoding each individ-

ual data field into a structure called a Bloom filter (essen-

tially a list of ones and zeros), which are then compared.

The encoding process uses a series of hash functions to map

elements of the data field to positions within the Bloom

filter. A hash function is an algorithm that produces a fixed

length output with several important properties. Firstly,

given the same input, it will always produce the same out-

put (i.e. the same bigram will always produce the same

hash value). The hash functions are also one way, meaning

it is not possible to determine the original bigram from the

given hash value.

An initialised Bloom filter has a set length (number of

positions) with each position set to 0. The data field to be

placed into the Bloom filter is split into bigrams – over-

lapping sets of letters (e.g. the name GLEN could become

‘GL’ ‘LE’ ‘EN’). Each of these sets of letters is processed

by the hash functions, using a secret key. The modulus of

these hash functions is then computed on the length of the

Bloom filter. This results in each bigram having a number

that corresponds to a position in the Bloom filter. These

positions are then set to 1 (with all other positions origi-

nally being set to 0; see Figure 2). When all required

bigrams are added in this way, the Bloom filter is completed

and ready for comparison. Each bigram can be hashed

multiple times, resulting in multiple positions in the Bloom

filter being set to 1 for each bigram. This can be useful to

A N A E A 1 1 0 8 1 9 8 6

MS E A NR A N D A L L 1 1 0 8 1 9 8 6

1

Figure 1. An example of an SLK formed from personal identi-
fiers. SLK: statistical linkage key.
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reduce the effects of false positives (which occur when

two bigrams map to the same position in the Bloom

filter).

Pairs of Bloom filters are compared using the Dice coef-

ficient. The number of positions that are set to ‘1’ in both

Bloom filters is totalled, multiplied by 2 and then divided by

the total number of positions set to 1 across the two Bloom

filters. The Dice coefficient results in a score between 0 and

1, where a higher score reflects greater similarity. In Figure

2, a score of 0.857 (6/7) is returned for the comparison of the

Bloom filters for ‘Glen’ and ‘Glenn’.

Record linkage using Bloom filters involves the same

techniques used in traditional probabilistic record linkage.

Weights are given to each field based on the likelihood of

these agreeing, scores are summed across field compari-

sons, and where this sum is greater than a set threshold, a

record-pair comparison is designated a match.

For Bloom filters to be used in practice, it is necessary

for records to be encrypted into Bloom filters prior to

being released for data linkage (i.e. by data custodians).

However, unlike the creation of the SLK-581 which can

be undertaken relatively easily, the encryption of data into

Bloom filters is more complex; in practice, computer pro-

grammes are required to be run by data custodians, poten-

tially making the process more involved. The data

custodians involved in the project would agree on the

secret key used to hash the data, which would not be

shared with the linkage unit. The custodians must also

agree on a number of parameters (including the length

of the Bloom filter, the number of hashes, the particular

hash function and whether to use padding), which all cus-

todians must use.

Further detailed technical information on how to

implement Bloom filters can be found in the original paper

by Schnell et al. (2009).

Privacy risks in record linkage

While the aim of many privacy-preserving methods is to

reduce the privacy risks associated with record linkage, the

precise nature of these risks is not always conveyed. Algo-

rithms are often presented without reference to privacy

requirements or to any privacy protection standards that

may be in operation. This makes it difficult to measure and

compare the privacy protections offered by alternative link-

age protocols. In the case of the SLK-581, for example, no

statement of privacy standards and/or legal obligations as

per Australian law has ever been laid down.

The Privacy Act (1998) and, more recently, the Privacy

Amendment (Enhancing Privacy Protection) Act (2012) are

Australian Commonwealth laws that articulate a number of

privacy principles (APPs) regarding the collection, use,

storage and disclosure of personal information. APP6, on

data disclosure, is most relevant to data linkage, as current

practices involve the release of identifiable information to a

trusted third party (a data linkage unit). Most Australian

states have similar laws with roughly equivalent principles

that apply at a local level (Lovett et al., 2008).

What constitutes personal information is of primary

importance in discussions about privacy. According to the

Commonwealth Acts, personal information is defined as

information about an identified individual or about an indi-

vidual who is ‘reasonably identifiable’. If personal infor-

mation can be transformed in such a way that it is no longer

reasonably identifiable, then it may be possible for organi-

sations to release information to third parties to enable

linkage to occur. The critical test in these situations is to

determine whether the transformed information is reason-

ably identifiable. Different interpretations of this term exist

(O’Keefe and Connolly, 2011), and the cost, difficulty and

practicality of identification often factor into the decision-

making process (Australian Government, 2012).

With this concept of personal information as reasonably

identifiable, we present three scenarios which we use to both

understand and assess the privacy risks associated with the

process of record linkage. These scenarios have been previ-

ously used in evaluating reidentification risk (El Emam

et al., 2009). In describing these scenarios, we assume that

record linkage is conducted by a third party using the separa-

tion principle (Kelman et al., 2002), whereby clinical or

content data are not made available to the linkage unit. We

note that while the separation principle can remove some

privacy risk, the determination of an individual’s existence

within certain datasets (for instance a mental health data set)

can still be considered highly sensitive.

Scenario 1: Risk of accidental recognition

Those with access to the data set may, in the course of their

normal duty, unwittingly stumble upon a record of an indi-

vidual whom they know. Such accidental disclosure is most

likely to occur where data processing is heavily manual,

and where manual review of individual records forms a key

part of business processes (Lawrence et al., 2008; Rosman

et al., 2002).

0 1 0 0 0 0 1 0 0 0 0 0 1 0 0

‘GL’, ‘LE’, ‘EN’

0 1 0 0 0 0 1 0 0 0 1 0 1 0 0

‘GL’, ‘LE’, ‘EN’, ‘NN’

‘GLEN’

Create bigrams

Calculate hash for 
each bigram

‘5dce41,  ‘07cdb4’, ‘8ce929’

Compute modulus of 
15 for each hash

2,       13,       7

Figure 2. An example of the creation of a Bloom filter of length
15 for the first name Glen and its comparison to another Bloom
filter for the name Glenn.
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Scenario 2: Risk of determining whether
an individual is contained within a database

Those with access to the data set may attempt to determine

whether someone they know is contained within the data set.

Such acts though rare have been known to occur; staff in the

US intelligence services have used their surveillance cap-

abilities to spy on their romantic interests (The Wall Street

Journal, 2013), while Australian Vodafone staff reportedly

examined call logs of spouses (IT News, 2011). The extent

to which these actions occur in a data linkage context is

difficult to gauge, given that such breaches are usually dis-

covered through detailed audits or self-reporting.

Scenario 3: Risk of reidentifying individuals
contained in the data set

In this scenario, those with access to the data attempt to

determine the identity of individuals contained within the

data set using both the available records in the data set and

any available public information, such as that which could

be found on the Internet or in public documents. The Infor-

mation Commissioner’s Office in the United Kingdom sug-

gests designing safeguards based on this motivated intruder

scenario (Graham, 2012).

Objective

In this article, we compare the privacy protection and link-

age quality offered by three linkage methods – privacy-

preserving record linkage using Bloom filters, the standard

SLK-581 and the encrypted SLK-581. To assess privacy

risks, we evaluate the ability of each method to reduce or

mitigate privacy risks, in relation to the three privacy sce-

narios presented above. To assess linkage quality, we

undertake a quantitative study of the linkage accuracy of

both methods when applied to a range of real-world Aus-

tralian health datasets.

Method

Assessment of privacy risk

To measure privacy, we undertake a qualitative approach

rather than a quantitative approach. Although quantitative

metrics for measuring privacy have been proposed in the

literature, these do not appear appropriate for our work. For

instance, measures of entropy can be used to estimate pri-

vacy, with higher entropy indicative of higher privacy.

However, this metric is more suitable for measuring pri-

vacy in techniques that seek to add noise to the original data

(Bertino et al., 2008); entropy cannot distinguish between

plainly readable private data and garbled data with the

same predictability.

A second method (Vatsalan et al., 2014) proposes to

measure privacy by examining, for each encoded element

of a record, the proportion of other records with the same

value of this element – the larger the number, the greater the

privacy. This metric again appears inappropriate – Bloom

filtered data would receive the same score as plain readable

data, despite the obvious privacy improvements.

Instead, to assess the linkage protocols against the three

scenarios described above, we appraise each along two

dimensions: the impact of reidentification (i.e. the risk of

harm if an individual is identified) and the level of privacy

risk remaining. While alternate quantitative measures of

information disclosure exist in the literature (Vatsalan

et al., 2014), these measures focus on the amount of infor-

mation disclosure technically possible, without distinguish-

ing the practicality or significance of any disclosure.

Numerous factors determine the overall impact of a pri-

vacy breach. More sensitive data pose a greater risk of harm

(Office of the Australian Information Commissioner,

2014), with health data widely accepted as being among

the most sensitive (Office of the Australian Information

Commissioner, 2011). The amount of disclosed informa-

tion (both in terms of the number of total individuals

affected and in terms of the breadth of information dis-

closed on a particular individual) will also directly affect

the overall impact of a breach. The motivation of any pri-

vacy breach (whether accidental or malicious) to some

extent also determines the overall impact (Office of the

Australian Information Commissioner, 2014).

The level of privacy risk remaining after a privacy-

preserving technique has been used (i.e. residual privacy

risk) is determined by the difficulty of reidentification, and

the extent of reidentification possible. This can range from

an individual being able to reidentify all data without any

difficulty (such as with un-obfuscated data) to a technique

that would make it impossible to reidentify at all.

We utilise decision matrices (Figure 3), measuring the

level of residual privacy risk remaining, and the overall

impact of any reidentification, to evaluate the privacy

impact of each linkage method. These risks are measured

with respect to the three scenarios outlined above.

Linkage quality evaluation

To evaluate linkage quality, deduplications of four datasets

(described below) were conducted using both the SLK-581

method and the Bloom filter method. A standard linkage

strategy was employed (also described below).

Datasets

Five large-scale Australian hospital datasets were used in

this evaluation. These were hospital admissions records for

New South Wales (NSW) from both public and private

hospitals, emergency presentations for New South Wales

and hospital admissions and emergency presentations for

South Australia (SA). Only public hospital data were avail-

able from SA. Each data set contained all records for the

years 2008–2010. The data (personal identifiers and not

clinical information) were made available for data linkage

as part of a Population Health Research Network Proof of

Concept project (Mitchell et al., 2015). Ethical approvals

for the Proof of Concept research project were obtained

from health and human ethics committees in SA Health
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and the Cancer Institute NSW. Additional approval to con-

duct the linkages and to undertake research into record

linkage methods was obtained from Curtin University

(WA). Formal Data Agreements between the relevant data

custodians in each jurisdiction and Curtin University

enabled the release of personal identifiers. The quality of

these datasets differed, with NSW private hospital admis-

sions records missing all name information and a quarter of

address data.

Linkage strategy

The SLK-581 was computed for each record based on

described methods. Records that had the same SLK-581

were marked as belonging to the same person.

The Bloom filter was computed based on methods pre-

viously reported (Randall et al., 2014). Individual fields

were transformed into Bloom filters, weights were esti-

mated using Jaro’s method (Jaro, 1989) and an appropriate

threshold was estimated. All available variables (name,

address and date of birth) were used in the comparisons.

Measuring linkage quality

The results from the linkages were compared using three

standard linkage metrics: precision, recall and F-measure

(Christen and Goiser, 2007). Each of these metrics returns a

score between 0 and 1, where a higher number indicates

higher quality. Precision (otherwise known as positive pre-

dictive value) indicates the percentage of found record

pairs that were correct (i.e. measuring the rate of false

positives). Recall (otherwise known as Sensitivity) mea-

sures the percentage of correct record pairs that were iden-

tified (i.e. a measure of false negatives). The F-measure is

the harmonic mean of these previous measures and gives a

single score with which to compare results.

To estimate the values of these metrics, random

samples of record pairs, which were identified by one

linkage method but not by the other, were selected and

manually reviewed. Decisions made by this manual

review process constituted our ‘gold standard’. No evalua-

tion was carried out of the pairs deemed to be correct

by both methods or incorrect by both methods. We

assumed in our calculations that all pairs matched by both

methods were correct and that all pairs deemed incorrect

by both methods were thus so. It should be noted, there-

fore, that by adopting this approach, our results are only

suitable for comparing methods, and they do not tell us

anything about the overall quality of these methods for

record linkage. In other words, our results are thus a

measure of relative, and not absolute, linkage quality. The

relative precision, recall and F-measure of each privacy-

preserving linkage method were further subtracted to

determine the percentage difference found between the

two methods.

Results

Privacy

Results from the assessment of privacy protection are

shown in Table 1. Due to the highly sensitive nature of
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Figure 3. Risk and reidentification assessment framework.
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health datasets, the impact of deliberate reidentification

arising from scenarios 2 and 3 was deemed high, while the

accidental reidentification of a small amount of informa-

tion in scenario 1 was considered to be of medium-level

impact.

Both the encrypted SLK-581 and the Bloom filter

method provide reasonable protection against accidental rec-

ognition. As the standard SLK-581 contains unencrypted

identifiable data, there is still a possibility of accidental rec-

ognition; however, the removal of specific characters from

name information makes immediate identification less

likely. For the Bloom filter method and the encrypted

SLK-581, all data are completely garbled; as such, there is

no possibility of identifying individuals this way.

The standard SLK provides no security against deter-

mining whether a particular individual is contained within a

data set. An SLK or partial SLK can be created from a

person’s known identifiers and the data set searched to

determine whether this SLK exists. An encrypted SLK

requires one further step (for the created SLK to be

encrypted) before the data set is then searched. The Bloom

filter method provides a higher level of security against this

privacy breach, as knowledge of a secret key is required to

convert identifiers into the correct format for potential

comparison.

Both the SLK-581 and the Bloom filter method provide

some level of privacy against determining the identity of an

individual from a single record. As the standard SLK

reveals personal information such as date of birth, gender

and components of the individual’s name, it provides less

privacy than the encrypted SLK and the Bloom filter

method, which do not easily reveal any of this information.

Several sophisticated frequency-based attacks against the

Bloom filter protocol have been reported. Niedermeyer

et al. (2014) presented an attack that utilises a weakness

in the original hashing implementation to reveal personally

identifying information – by adopting a more appropriate

hashing method, this attack is nullified. Kuzu (Kuzu et al.,

2011) presented a constraint satisfaction frequency attack

which using the default parameters was able to reidentify

11% of first names. However, by modifying the parameters

used in creating the Bloom filters, the encoding was made

more resistant, with the computation time required in par-

ticular increasing exponentially. Assuming the parameters

are set appropriately, given the difficulty of successfully

carrying out such attacks, the risk of reidentification is

classified as low (see Figure 3).

Linkage quality

The results found from the deduplications using SLK and

Bloom filter methods are shown in Table 2. As both the

standard SLK and the encrypted SLK return the same

results, only one is shown here. The vast majority of iden-

tified record pairs were found using both linkage methods.

Both methods identified record pairs as correct links that

were not found by the other method, with the Bloom filter

method identifying a larger number. Manual review of

random samples of record pairs showed that the majority

of record pairs only identified by the SLK were incorrect

(between 60% and 100%, depending on the data set),

while the majority of record pairs only identified by the

Bloom filter method were correct (between 80% and

97.5%).

The NSW private hospital admissions data set was an

outlier due to the absence of name information; the SLK

linkage method was not appropriate for this data set. The

Bloom filter method, which could utilise available address

information, provided more realistic results.

Analysis of the reviewed record pairs provided reasons

for the difference in linkage quality. The correct links

missed by the SLK method typically involved women who

had changed surname within the 3-year period, name mis-

spellings and slight differences in date of birth. Incorrect

links found by the SLK often involved completely differ-

ent name information that had the specific letters of the

SLK in common (an invented example; WARREN BEA-

TIE and MARCO DEALIANO). The incorrect links found

by the Bloom filter method often involved records of

twins.

The Bloom filter method provided superior linkage

quality for all datasets (Table 2). For datasets excluding

the NSW private hospital data, it found an additional 1–

2% correct links. To find these additional links, the Bloom

filter method introduced a small number of errors, reducing

precision by on average 0.1% (excluding NSW private

hospital data). Again, the NSW private hospital data were

a large outlier due to its lack of names.

While the difference in overall percentages between

methods was small, this was due to the very large number

of record pairs found by both the SLK and Bloom filter

methods, which somewhat obscured the often large number

of additional correct pairs found by the Bloom filter method

(approximately 1.8 million additional record pairs for the

NSW public hospital data set).

An additional linkage was performed using individual

components of the SLK-581 to improve linkage quality

(as described by Karmel et al. 2010). This linkage strategy

is only possible using the unencrypted SLK method.

However, utilising this linkage strategy resulted in linkage

quality worse than that achieved by the SLK on its own.

Table 1. Privacy assessment of SLK-581 and Bloom filter
methods.

Standard
SLK-581

Encrypted
SLK-581

Bloom
filter

method

Scenario 1
Level of residual privacy risk Medium Low Low
Impact of reidentification Medium Medium Medium

Scenario 2
Level of residual privacy risk High Medium Low
Impact of reidentification High High High

Scenario 3
Level of residual privacy risk Medium Low Low
Impact of reidentification High High High

SLK: statistical linkage key.
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Discussion

As demand for record linkage services grows, it is impera-

tive for linkage units to implement methods that protect

privacy and safeguard security, while maximising the ben-

efits that can be derived from administrative data.

Privacy protection

Assessment of privacy protection showed the Bloom

method to be superior to the standard SLK-581 and similar

to the encrypted SLK method. It was clear that the standard

SLK-581 has constraints regarding privacy. Most notably,

the SLK provides no mechanism to stop individuals from

determining whether a specific individual is located within

a data set, and individual data fields are easily identifiable

from the provided data. Given this, and by Australian

legislation, it is likely that these data could be classed as

reasonably identifiable.

The Bloom filter method does not suffer from these

deficiencies. While complex attacks on Bloom filters have

shown that in certain circumstances some information (for

instance, that a record has a common surname, such as

‘SMITH’) can be leaked (Kuzu et al., 2011), these attacks

are both difficult to implement and provide limited infor-

mation typically already available to an individual with

access to an SLK (an SLK with MIH as the second, third

and fifth letters of surname will be very likely to have the

surname ‘SMITH’). The difficulty of attacking these pro-

tocols means that the Bloom filter method, along with the

encrypted SLK, would probably not be classified as reason-

ably identifiable by current Australian law.

Linkage quality

From the perspective of linkage quality, our results showed

that the Bloom filter method provided superior quality,

finding additional links missed by SLK matching. Manual

assessment suggests that a large proportion of these missed

links were caused by surname changes among females (pre-

sumably due to marriage). The datasets used for this study

only spanned 3 years; when linking datasets over longer

periods, it is likely that the SLK will miss an even greater

proportion of links, due to the increased proportion of indi-

viduals changing their name. The SLK method was also

more restrictive, requiring datasets to contain specific

fields; where these were not recorded or available for link-

age (such as in the NSW private hospital data set), this

method is no longer practical. By utilising probabilistic

linkage techniques rather than exact matching, the Bloom

filter method can cope with poorer data quality and utilise

additional data elements as available, allowing it to be

useful in a much greater range of scenarios.

The SLK uses fewer data elements (no address informa-

tion) than the Bloom filter approach demonstrated in this

article, and this is undoubtedly part of the reason for the

lower linkage quality. The SLK was purposely designed to

use only a few data elements, as it cannot handle any dif-

ference in attributes; only records with identical matches on

all selected attributes are accepted. For this reason, attri-

butes such as address that can regularly change cannot be

used within an SLK. The SLK’s lack of flexibility with

regard to available personal identifiers can be considered

part of its weakness.

Although differences in data quality will vary between

linkages and datasets, it is clear that any improvement will

have practical significance. For record linkage units in Aus-

tralia, a large amount of time and money is invested into

achieving the maximum possible linkage quality; essen-

tially any improvement in linkage quality is considered

worthwhile. The use of extensive clerical review to

improve quality is common, despite the large overheads

of this approach. A quality improvement of the size found

between SLKs and Bloom filters would require many thou-

sands of man-hours of clerical review.

Table 2. A comparison of linkage quality between the Bloom filter method and SLK-581.

NSW hospital
public

NSW hospital
private NSW emergency SA hospital

SA
emergency

Number of record pairs which were identified by:
Both linkage methods (a) 142,320,572 17,422,896 10,158,434 33,798,287 2,359,573
SLK-581 method only (b) 53,558 52,016,277 11,794 1,282 2,968
Estimated % of these which were correct (c) 10 0 23 25 40
Bloom filter method only (d) 1,911,435 1,053 229,171 393,481 62,341
Estimated % of these which were correct (e) 97.5 81 89 89 90
Estimated total correct pairsa (f) 144,189,577 17,423,749 10,365,109 34,148,806 2,416,867

Bloom filter method as compared with SLK-581 method
Estimated difference in Precisionb (g) 0.0 þ74.9 �0.2 �0.1 �0.2
Estimated difference in Recallc (h) þ1.3 0.0 þ1.9 þ1.0 þ2.3
Estimated difference in F-Measured þ0.6 þ59.9 þ0.9 þ0.5 þ1.1

SLK: statistical linkage key.
aThe number of pairs found in both methods plus the estimated number of correct pairs found from either method. Calculated as f¼ aþ (b� c)þ (d� e).
bPrecision is first calculated for both SLK and Bloom filter method. PrecSLK ¼ a þ ðb � cÞ

ða þ bÞ , PrecBF ¼ a þ ðd � eÞ
a þ d . Result calculated as ðPrecBF � PrecSLKÞ � 100.

cRecall is first calculated for both SLK and Bloom filter method. RecallSLK ¼ a þ ðb � cÞ
f , RecallBF ¼ a þ ðd � eÞ

f . Result calculated as ðRecallBF � RecallSLKÞ � 100.
dResult calculated as ðFMeasureBF � FMeasureSLKÞ � 100. Standard formulae used for calculated F-measure from precision and recall.
FMeasure ¼ 2 � Precision � Recall

Precision þ Recall .
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Our linkage quality results provided only relative and

not absolute measures of linkage quality. Absolute mea-

sures of linkage quality require comparisons with an

answer sheet; for instance, answers derived from full prob-

abilistic linkage with clerical review. Several previous

studies have provided absolute measures of linkage quality

for both SLKs and Bloom filter–based record linkage; the

SLK method, in particular, has received numerous evalua-

tions due to its wide implementation. Privacy-preserving

linkage using Bloom filters has been shown to achieve

equal results to those found with linkage on un-encoded

data (Randall et al., 2013), while poorer linkage quality has

been found when SLKs have been tested against full prob-

abilistic linkage (Bass and Garfield, 2002; Karmel, 2005;

Taylor et al., 2014).

Despite deficiencies in linkage quality, the SLK method

has several advantages. The Bloom filter method is more

complex, both to implement and to understand, than the

SLK method. In practice, tools need to be provided to data

custodians to allow them to encrypt data in the required

way. The SLK’s simplicity has meant that it can be calcu-

lated directly at the point of collection, on paper if neces-

sary. It has been noted that SLKs calculated at the point of

collection typically have higher error rates, which can seri-

ously affect the quality of any analysis performed (Com-

munity Services Ministers Advisory Council, 2004).

However, for particularly sensitive datasets (such as the

SAAP homelessness data set; Community Services Minis-

ters Advisory Council, 2004), data custodians themselves

may not want to hold further identifying information. The

Bloom filter method is not equipped to be computed by

hand, and in scenarios where collection on paper is

required, the SLK method is advantageous. For all datasets

in which personally identifying information is held by data

custodians, or in which all recording is computerised, data

released for linkage should be encrypted to decrease the

likelihood of identification of individuals. Where ensuring

high linkage quality is also important, the use of Bloom

filters instead of SLKs should be recommended.

There are few current privacy-preserving alternatives to

the SLK and Bloom filter methods. While numerous alter-

native methods have been presented in the literature (Vat-

salan et al., 2013), these are in an earlier stage of

development and require further testing on large real-

world datasets to evaluate their potential before they can

be considered practical alternatives. One alternative is

Grhanite (Boyle and Rafael, 2011). Grhanite’s privacy-

preserving method is proprietary and is understood to be

based on a similar principle to the encrypted SLK.

Conclusion

Administrative health data are highly sensitive, containing

personal information about individuals that should not be

disclosed. At the same time, it has been argued there are

economic and moral imperatives to utilise this rich source

of information through linked health research (Hetzel,

2006). The emergence of new methods that are both

privacy-preserving and highly accurate can satisfy both

of these demands. While there is no ‘one-size-fits-all’

method for privacy-preserving record linkage, there appear

very few scenarios in which the regular SLK-581 method

would be preferable to use over privacy-preserving linkage

using Bloom filters. While the adoption of a new protocol

would undoubtedly have short-term costs, it would ensure

strong privacy protection and highly accurate research in

the longer term.
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Aim 2 of this thesis is to identify methods for maximising the quality of privacy-preserving record
linkage that do not rely on manual clerical review. This chapter looks at quality techniques that
can be applied during different parts of the record linkage pipeline to reduce the need for post-
linkage quality processes. As datasets become larger, the effectiveness of traditional manual
quality processes following linkage is reduced as they are unable to scale. Techniques that can
scale and can maximise quality early in the pipeline will have the biggest impact in supporting
automation of massive data linkages on commercial cloud infrastructure.

2.1 The effect of linkage error on research outcomes

Data linkage units strive to maximise the quality of their linkages as the results are used directly
in research and for policymaking. From cleaning of the data through to manual inspection of
records at the completion of linkage, the minimisation of linkage error is critical. Linkage errors
have been found to affect research results [72], although the direct effects of different types of
errors on particular analysis methods are unclear.

The paper, Understanding the origins of record linkage errors and how they affect research, included as
a supporting manuscript for this thesis, describes the impact of linkage quality on research out-
comes and makes some recommendations for both researchers and linkage units. Researchers
should take time to understand the data used in their studies as well as how the data was
brought together through data linkage. Data linkage units should provide greater transparency
and improve the reporting of linkage processes and results. Together, these will improve study
design, help researchers understand the impact of analytical techniques and strengthen the in-
terpretation of results. However, ensuring the quality and integrity of research based on linked
data ultimately requires data linkage processes and methods that can achieve high-quality link-
age.

2.2 Factors affecting linkage quality

All of the methods and techniques used in the data linkage process can influence the resulting
quality of the linkage. Refining the linkage methods and techniques used throughout the data
linkage process will all impact on the resulting linkage quality. This does not mean, for exam-
ple, that more cleaning and standardisation of data during the very beginning of the linkage
process will result in better quality. In fact, it has been shown that too much cleaning can re-
duce the overall quality of the linkage [237]. However, it is essential that the methods used are
optimised to achieve the best possible linkage quality. While this may be relatively straight-
forward with traditional unencrypted linkage, the use of privacy-preserving techniques adds
another set of challenges in achieving high quality. Most research on privacy-preserving tech-
niques has focussed primarily on security and privacy. The resultant accuracy or ‘quality’ of
these techniques has often been overlooked.
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Of all PPRL methods, the Bloom filter method appears to be the most promising for operational
use. As such, the research in this thesis focuses on the Bloom filter method as a basis for new
work.

2.2.1 Data pre-processing

Datasets can vary significantly in quality. Good quality datasets may result from a total survey
error (TSE) approach to minimising error during the original collection and processing of data
[23]. However, it is unlikely that a TSE approach is used for all datasets, particularly those
administrative datasets sourced from operational environments. Missing values, placeholders,
default values, spelling mistakes and poor management all lead to a degradation in the quality
of data. These poor quality characteristics create challenges for data linkers. Placeholders and
default values can be found during data cleaning, with the use of lookup tables helping to
eliminate the majority of these. For privacy-preserved data, these manual quality methods are
not available, and every effort must be made to identify data quality issues before the data are
encoded. Standard and reproducible pre-processing routines are required during the encoding
process to ensure data cleanliness and consistency between datasets.

Missing values in some fields may be imputed. For example, a missing sex field could be
imputed through the use of a lookup table based on the given name. For most fields, how-
ever, a missing value remains so and requires consideration during the matching process. For
field-level Bloom filters, the missing value can still be represented as a missing value. Com-
posite Bloom filters do not account for the number of identifiers for which valid information is
present, and the calculation of similarities between composite Bloom filters will be particularly
affected by asymmetrically missing identifiers.

As one of the very first steps in the data linkage process, efficient and effective data pre-
processing is a significant factor affecting linkage quality. Poor or insufficient pre-processing
techniques at this stage can exacerbate quality issues for future steps in the process. More-
over, for privacy-preserving record linkage, there is no opportunity to correct this at a later
time.

2.2.2 Optimising matching strategies in linkage

The matching strategy employed in linkage is typically designed to take into account the qual-
ity and attributes of the data being linked. If the quality of the data are excellent, a simple de-
terministic strategy may be sufficient. This assumes that there are no missing values, spelling
errors or typographical errors. However, perfectly formed data is rarely the case, so a more
sophisticated approach is often required.

One alternative privacy-preserving approach to deterministic linkage is the use of composite
Bloom filters. The collection of identifiers usually used for deterministic matching can be en-
coded into a single Bloom filter. Approximate comparisons between these composite Bloom
filters can then be used with a suitable threshold value to determine matches and non-matches.
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This approach provides better privacy and allows for small variations in field values. Com-
posite Bloom filters may be useful for private indexing or in situations where a single linkage
field is desirable, but handling missing values and identifiers that change over time (such as
address) remain issues.

Many data linkage units prefer probabilistic record linkage due to its proven track record of
producing high linkage quality from unencrypted identifiers [2, 42, 114]. Single field Bloom
filters used within a probabilistic framework have shown to produce high linkage quality with
reasonable efficiency [238]. However, one of the challenges in a practical probabilistic PPRL
approach is how to accurately estimate parameter settings. Typical methods for estimating
parameters rely on manually examining small samples of data. In the privacy-preserving case,
the data are not available for examination, so alternate estimation methods are required.

The paper, Estimating parameters for probabilistic linkage of privacy-preserved datasets, included
as part of this thesis, presents a method for estimating the probabilities and threshold values
required when using privacy-preserved record linkage using Bloom filters in a probabilistic
record linkage framework. This probability estimation method produced linkage results com-
parable to that of the calculated probabilities, even with datasets with as much as 20% intro-
duced error. The threshold estimation technique produced values higher than the optimum
for calculated probabilities, but values lower than the optimum for estimated probabilities.
The linkage quality at the estimated threshold levels was still relatively high; however, ad-
ditional simulation studies may help produce threshold values that are closer to the optimal
value.

An extension to the Fellegi-Sunter model of record linkage allows for approximate matches
between fields. An approximate match is typically assigned a ‘similarity score’. These scores
are then converted into partial weights; somewhere between the full disagreement weight and
the full agreement weight, depending on the similarity. The use of partial agreement has been
shown to improve the linkage quality greatly when compared to the use of exact comparisons
[89, 222, 296].

The paper, Evaluation of approximate comparison methods on Bloom filters for probabilistic linkage,
included as part of this thesis, evaluates the effectiveness of three approximate comparison
methods for Bloom filters within the context of the Fellegi-Sunter model of recording linkage:
Sørensen–Dice coefficient, Jaccard similarity and Hamming distance. The results of these eval-
uations showed the use of these approximate comparison methods over exact comparisons
within a probabilistic framework provides a consistent improvement in recall while maintain-
ing a high level of precision. However, there is still a trade-off between missed matches and
incorrect matches, and care must be taken in selecting appropriate threshold values during
linkage.
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2.2.3 Leveraging good quality data

An essential aspect of the data linkage process is the grouping of matches and potential
matches. This process determines how to combine record-pairs into groups representing in-
dividuals. A common approach is to use transitive closure to merge all record-pairs, with all
connected records being assigned to the same individual. However, if some of these datasets
have already been linked (as part of an enduring linkage, for example), it is likely that the
merging of existing groups will be undesirable. An alternative to merge grouping has been
suggested previously [159]. The best-link method groups records in the order in which they
are matched, finding the best existing group in the repository to join using the highest pair
weight for the record. This ensures existing groups are never brought together, relying on the
quality of the groupings.

The paper, Grouping methods for ongoing record linkage, included as a supporting manuscript
for this thesis, presents a new grouping strategy (referred to as weighted best-link) and eval-
uates this algorithm against the standard merge based method and an alternative best-link
algorithm. Using real-world datasets, the evaluation showed that the best-link methods were
superior to the merge method when the existing data repository had an error rate of 2.5% or
less; beyond this error rate results were mixed. Adopting best-link grouping methods can help
leverage the high quality of existing linked datasets to produce better linkage results with new
datasets.

There are other opportunities to leverage the quality of data during the matching process.
As previously stated, the matching of high-quality data tends to produce high-quality link-
age. Also, best-link grouping methods produce superior quality when linking to high-quality
datasets. Therefore, splitting datasets into good quality and poor quality data to process sepa-
rately should produce better results (if good quality data is linked first).

Identifying what constitutes good quality data can be challenging. It is far easier to identify
poor quality data and classify everything else as ‘good’. Missing values, high-frequency values
and placeholders are three data attributes that can be used to identify poor quality records.
While this may be relatively easy for unencrypted data and for field-level Bloom filters, some
encoding techniques may require these records to be identified at the source, during the encod-
ing process.

Exclusion of missing values and high-frequency values from the good quality data ensures a re-
liable estimation of parameters for probabilistic linkages. While the poor quality data typically
represents a small portion of the entire dataset, a modified matching strategy may be required
to account for missing field data before the best-link grouping algorithm can be run.

2.3 Conclusion

Linkage accuracy is paramount in data linkage and is particularly important for operational
use of PPRL as current post-linkage practices to improve accuracy can not be used. There
are linkage quality techniques applicable to PPRL that will help maximise the accuracy of the
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linkage, minimising the need for manual clerical review and providing a foundation for reliable
operational use.
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Abstract

Background: Probabilistic record linkage is a process used to bring together person-based records from within the
same dataset (de-duplication) or from disparate datasets using pairwise comparisons and matching probabilities.
The linkage strategy and associated match probabilities are often estimated through investigations into data quality
and manual inspection. However, as privacy-preserved datasets comprise encrypted data, such methods are not
possible. In this paper, we present a method for estimating the probabilities and threshold values for probabilistic
privacy-preserved record linkage using Bloom filters.

Methods: Our method was tested through a simulation study using synthetic data, followed by an application using
real-world administrative data. Synthetic datasets were generated with error rates from zero to 20% error. Our method
was used to estimate parameters (probabilities and thresholds) for de-duplication linkages. Linkage quality was
determined by F-measure. Each dataset was privacy-preserved using separate Bloom filters for each field. Match
probabilities were estimated using the expectation-maximisation (EM) algorithm on the privacy-preserved data. Threshold
cut-off values were determined by an extension to the EM algorithm allowing linkage quality to be estimated for each
possible threshold. De-duplication linkages of each privacy-preserved dataset were performed using both estimated and
calculated probabilities. Linkage quality using the F-measure at the estimated threshold values was also compared to the
highest F-measure. Three large administrative datasets were used to demonstrate the applicability of the probability and
threshold estimation technique on real-world data.

Results: Linkage of the synthetic datasets using the estimated probabilities produced an F-measure that was comparable
to the F-measure using calculated probabilities, even with up to 20% error. Linkage of the administrative datasets using
estimated probabilities produced an F-measure that was higher than the F-measure using calculated probabilities. Further,
the threshold estimation yielded results for F-measure that were only slightly below the highest possible for those
probabilities.

Conclusions: The method appears highly accurate across a spectrum of datasets with varying degrees of error. As there
are few alternatives for parameter estimation, the approach is a major step towards providing a complete operational
approach for probabilistic linkage of privacy-preserved datasets.

Keywords: Record linkage, Probabilistic, Privacy, Data quality, Linkage quality

Background
Record linkage is a process that allows us to gather
together person-based records that belong to the
same individual. In situations where unique identi-
fiers are not available, personally identifying informa-
tion such as name, date of birth and address are
used to link records from one or more data

collections. As administrative collections typically
capture information for large portions of the popula-
tion, the linked data allows researchers to answer
numerous health questions for the whole population
at relatively low cost.

Privacy-preserving record linkage
Legal, administrative and technical issues can prevent
the release of name-identified data for record linkage.
New methods have emerged that do not require the
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release of personally identifying information by data
custodians; rather, data custodians use specific encod-
ing processes to transform personally identifying in-
formation into a permanently non-identifiable state
(an irreversible ‘privacy-preserved’ state). These
methods are collectively referred to as privacy-
preserving record linkage (PPRL). Under a trusted
third party linkage model [1], this operation occurs
before the release of any data to record linkage units.
Thus, personally identifying information is not
disclosed by the data custodian. These PPRL methods
can be used within existing record linkage frame-
works, and are subject to some of the same
challenges [2].
One of the most promising PPRL techniques to

emerge is a method which uses Bloom filters in
record linkage [3]. A Bloom filter is a probabilistic
data structure originally developed to check set
membership that can also be used to approximate the
similarity of two sets. The ability to provide similarity
comparisons on two sets of data is highly desirable
for accurate record linkage.
An evaluation of Bloom filters in large-scale prob-

abilistic record linkage has shown high linkage quality
(equal to that achieved with unencrypted linkage)
with relatively good efficiency [4]. This evaluation
utilised single field Bloom filters as opposed to
record-level Bloom filters, where all identifiers are
added into a single Bloom filter [5]. One of the
outstanding challenges for a practical probabilistic
PPRL approach is to accurately estimate parameter
settings [4]. Typical methods to estimate parameters
involve manually examining small samples of data. In
the privacy-preserving case, this data is not available
to examine so alternate parameter estimation methods
are required.

Probabilistic record linkage
In probabilistic record linkage, individual records are
compared on a pairwise basis. This process makes the
number of possible comparisons extremely large for
all but small data files. To reduce computation over-
head, records are usually only compared if they have
information in common i.e. they have the same value
in a particular field or set of fields. Known as block-
ing, this method reduces the computational compari-
son space. Pairs of records in each block are
compared and assessed through comparison of the
values in each matching field (e.g. first name, sur-
name, address, etc.). As shown in Fig. 1, each field
comparison is assigned a field score, the value of
which depends on whether the field value agrees or
disagrees. These agreement and disagreement scores
(weights) are computed separately for each field. All

field scores are then summed to produce a final
score. If this score is greater than a set threshold
value, the record pair is designated a match. The set
of fields used in the linkage are chosen based on
characteristics such as completeness, consistency and
discriminating power within each dataset. The dis-
criminating power is a measure of entropy, indicating
how useful an identifier might be in the record link-
age process [6, 7].
In the Fellegi-Sunter model of record linkage [8],

the agreement and disagreement scores used in field
comparisons are based on the calculation of two spe-
cific probabilities, called the m-probability and
u-probability [8]. The m-probability is the likelihood
of two fields matching if the records belong to the
same individual. The u-probability is the likelihood of
two fields matching if the records do not belong to
the same individual. These two probabilities are con-
verted into agreement and disagreement weights for
each field as follows:

Agreement Weight ¼ log
m
u

� �
;

Disagreement Weight ¼ log
1−m
1−u

� �

The Fellegi-Sunter model incorporates a simplifying
assumption where the chances of agreement or
disagreement for one field is independent of the chances
of agreement or disagreement for another field [8]. This
independence assumption allows us to calculate agree-
ment and disagreement weights for each field separately.
Extensions to the Fellegi-Sunter model have been devel-
oped for approximate comparisons, allowing the assign-
ment of a partial weight for partial agreement that lies
somewhere between agreement and disagreement [9].
While there are many types of approximate comparisons
for various types of data, most deal with the distance
between two strings [10–12]. To fit these approximate
comparisons into a probabilistic model, the distance is
converted into a partial weight [13].
Missing values can be problematic in probabilistic

record linkage. Comparisons are typically treated in
one of three ways: a missing value is assigned the dis-
agreement weight, a zero weight, or a separate weight
accounted for explicitly. The last option extends the
independence assumption to include probabilities for
missing values, altering the calculations for weights.
Other approaches involve removing the field from
matching or even removing the entire record [10, 14].

Parameter estimation
Several methods have been developed to estimate m-
and u-probabilities [15, 16]; in practice, most methods

Brown et al. BMC Medical Research Methodology  (2017) 17:95 Page 2 of 10

66 Chapter 2. Maximising linkage quality



are based on investigations around data quality and
prior knowledge, such as the iterative refinement pro-
cedure [17].
Automated methods for deriving m-probabilities,

such as through EM (expectation-maximisation) esti-
mation have been devised [16, 18, 19]. The EM
algorithm has the potential to provide accurate esti-
mates for m-probabilities, in some cases outperform-
ing the probabilities obtained via the iterative
refinement procedure [13]. Other estimation methods
do exist, such as an algebraic solution by Fellegi and
Sunter [8] and the IMSL routine ZXSSQ (an implementa-
tion of the Levenberg-Marquardt algorithm) [20]; how-
ever, these are more sensitive to initial parameters and
require adjustment functions to keep estimates within
bounds [21]. An extensive analysis of parameter
estimation techniques for the Fellegi-Sunter model of
linkage has been detailed by Herzog et al. [15].
Determination of the appropriate threshold setting

above which to accept record-pairs as valid matches
typically occur through manual inspection of record-
pairs within a range of weight scores [22]. The use of
PPRL methods within a probabilistic linkage frame-
work, where only encrypted identifiers are used for
linkage, preclude the use of any manual, clerical re-
view and so must rely on the use of alternative, com-
puterised methods to determine the best cut-off
values. This ability to correctly estimate parameters is
of paramount importance if PPRL techniques are to
be practical [4].
In this paper, we present a method for accurately

estimating probabilities and an optimal threshold cut-
off value that can be applied when using Bloom filters
within the Fellegi-Sunter model for record linkage.
The work builds on a previous privacy-preserving
study, which utilised a probabilistic record linkage
framework [4]. In this paper, we evaluate our param-
eter estimation method in two ways: firstly, in a
simulation study using synthetic datasets with varying
degrees of error; and secondly, on three large-scale
administrative datasets, comparing the resultant link-
age quality against the quality achieved using calcu-
lated m- and u-probabilities.

Methods
Simulation study using synthetic datasets
A series of synthetic datasets were created for our
simulation study. Firstly a single ‘master’ dataset was
created, containing 1 million records, with multiple
records belonging to the same individual. This dataset
did not contain any missing values, or errors typical
of what would be seen in administrative data. Then, a
series of new datasets were created by first taking the
error-free master dataset, and removing or degrading
the quality of particular fields.
The synthetic data was generated using an amended

version of the FEBRL data generator [23]. The distri-
bution of duplicate records (how many records per-
tain to each individual) was based on the distribution
found in the Western Australian hospital morbidity
data collection. The values found in the master data-
set were based on frequency distributions found in
the Western Australian population. Each record in the
dataset contained first name, middle name, surname, sex,
date of birth, address, suburb, and postcode information.
Address information was randomly selected from the
National Address File, a public dataset containing all valid
Western Australian addresses.1

Additional ‘corrupted’ datasets were created by
modifying the master dataset with a set level of error.
In the 1% error file, 1% of field values to be used for
linkage were randomly selected to have their values
set to missing; a further 1% were randomly selected
to have their values corrupted, through the use of
typographical errors, misspellings, truncation and
replacement of values. In this way, each record could
potentially have multiple fields set to missing or cor-
rupted. The same procedure was used to generate a
5% error file, 10% error file and 20% error file. A
privacy-preserved version of each dataset was created,
using single field Bloom filters.

Testing using administrative datasets
Three datasets comprising real administrative data
(hospital admissions records from New South Wales
(NSW), Western Australia (WA) and South Australia
(SA)) were used to demonstrate the applicability of

Fig. 1 Record comparison example
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the method to real-world data. These datasets have
previously been de-duplicated to a very high standard
using full identifiers. The results of those de-
duplication linkages are used in this study and act as
our ‘truth set’. The information in this ‘truth set’ was
not used during the linkage process or the estimation
of parameters, but was used only as a standard by
which to evaluate our results. This data was made
available as part of the Population Health Research
Network Proof of Concept 1 project [24].
Privacy-preserved versions of each administrative data-

set were created, using single field Bloom filters, in the
same way as the synthetic datasets. Due to the size of
these administrative datasets, five samples (a random
10%) of each privacy-preserved dataset were created;
probabilities are estimated for each sample. A de-
duplication linkage was performed on each sample and
also against the full dataset. The resulting quality was
calculated using the ‘truth set’.

Application of Bloom filters
The privacy-preserved versions of the synthetic and ad-
ministrative datasets were created using Bloom filters.
Bloom filters were constructed in line with previous
work [3]. An empty (or missing) field in the original
datasets was left as empty in the privacy-preserved
versions.
Matching strategies used for the datasets were based

on the strategies used in a published evaluation of link-
age software [25]. Two blocking strategies were used;
last name Soundex with first name initial, and date of
birth with sex. The matching identifiers included Bloom
filters for names, address and suburb, using the
Sørensen-Dice coefficient comparison for similarity [3].
Sørensen-Dice coefficient values are converted to partial
agreement values using a piecewise linear curve, created
using Winkler’s [13] method. All other fields, including
blocking variables, which are created at the same time as
the Bloom filters, used exact matches on cryptographic-
ally hashed values. Missing value comparisons were
assigned a zero weight.

Measuring linkage quality
In line with earlier work [3, 26], we used precision, recall
and F-measure as our linkage quality metrics. Precision
(also known as positive predictive value) measures the
proportion of true positive pairs (correct matches) found
from all classified matches. Recall (also known as sensi-
tivity) measures the proportion of true positive pairs
found from all true matches. Both precision and recall
return a score between 0 and 1, with higher scores indi-
cating less false positives and false negatives (missed
matches) respectively. The F-measure is the harmonic
mean between precision and recall, providing a single

figure with which we can compare results. Typically, a
middle-ground is sought between precision and recall,
as there is a trade-off between these values. As the prob-
abilistic linkage threshold is increased, the number of
false positives decreases (and so precision increases);
however, the number of correct matches missed will also
increase, leading to a decrease in recall.
The calculations for these metrics are provided below.

Precision ¼ True Positives
True Positivesþ False Positives

Recall ¼ True Positives
True Positivesþ False Negatives

Fmeasure ¼ 2� Precision� Recall
Precisionþ Recall

Estimating m and u probabilities
The EM algorithm has been used to calculate the m-
probabilities (m), u-probabilities (u) and the proportion
(p) of record pairs that match in probabilistic linkage
[21]. It is an iterative algorithm that uses the output
values of one iteration as the input to the next. We
added two additional variables to the EM algorithm as
described by Jaro [21], the missing m-probability and
missing u-probability values (denoted by mm and um re-
spectively), to more accurately estimate a single thresh-
old cut-off value (discussed later).
Jaro [21] suggests the algorithm is not particularly sen-

sitive to the starting values (m, u, mm, um,p). However,
the starting values for m should be higher than those for
u. We thus set an initial value of 0.1 for mm and um, 0.8
for m and 0.1 for u.
Given two files, A and B, we began by iterating

through all possible combinations of field comparisons
between A and B. The count of each field state combin-
ation was tabulated (an example is shown in Table 1).
There are, at most, 3n possible field state combinations
for n fields, assuming each field either agrees, disagrees
or is missing. The ‘missing’ state occurs when a pairwise
comparison involves a missing or empty value.
The first part of the EM algorithm is the expect-

ation step. For each field state combination, we calcu-
late recall and false positive rate (fpr). For recall, each
agreement in the table is replaced with m, each

Table 1 Field state combinations

First Name Last Name Sex Year of Birth Count

Agree Agree Agree Agree 1502

Agree Agree Missing Disagree 2142

Agree Disagree Disagree Missing 28,644

… … … … …
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disagreement with (1 – mm – m), and each missing
with mm. The product of these is the recall for that
field state combination. Similarly, for the fpr, each
agreement in the table is replaced with u, each dis-
agreement with (1 – um – u) and each missing with
um. The product of these provides the fpr.
The recall and fpr allow us to calculate the proportion

of true matches for each field state combination j:

pj ¼
p∙recallj

p∙recallj
� �

þ 1−pð Þ∙fprj
� �

The maximisation step involves the calculation of m, u,
mm, um and p. The m value for each field is calculated
as the ratio of true matches that ‘agree’ for that field to
the total true matches. Likewise, the u value for each
field is calculated as the ratio of false matches that
‘agree’ for that field to the total false matches. The mm

and um values use the ratio of matches that are
‘missing’.
The output values of (m, u, mm, um,p) are then used as

the input into the next iteration. Iterations are run until
values converge. Convergence will occur when the output
values differ only minimally from the input values.

Determining a threshold/cut-off setting
In addition to estimating probabilities for a probabil-
istic linkage, it is important to specify a threshold
value that provides optimal resultant linkage quality.
Using the information generated during the EM

step, we can estimate the quality of linkage for every
combination of weights between a range of possible
threshold values (i.e. using precision, recall and
F-measure). However, the table of field state combina-
tions used for the EM step only contains field state
combinations that were present in the datasets A and
B. The full set of possible combinations is required to
calculate a suitable threshold setting. Field state com-
binations that are not present in the field state com-
bination table were added with a count of zero, and
recall and fpr were calculated.
Using the full field state combination set, we calcu-

lated the weight for each field state combination.
Each agreement entry in the table was replaced with
the corresponding agreement weight for that field
using m and u calculated by the EM algorithm. Like-
wise, each disagreement entry was replaced with the
disagreement weight for that field using the same m
and u. Each ‘missing’ entry was replaced with a
weight of zero.
To estimate precision, recall and F-measure, we cal-

culated the True Positives and False Positives for every
field state combination. For these estimations, we re-
quired the total True Matches (true positives and

false negatives) and False Matches (true negatives and
false positives). The total True Matches was estimated
as part of the EM algorithm, and thus we used the
value calculated in the final iteration of the maximisa-
tion step. The total False Matches was re-estimated
as the total comparison space less the True Matches.
For a single file de-duplication, the total comparison

space is:

total comparisons ¼ RecordCount � ðRecordCount−1Þ
2

� �

To calculate the True Positives and False Positives, we
multiplied the recall and false positive rate for each field
state combination by the total True Matches and False
Matches respectively.

True Positivesj ¼ True Matches∙recallj

False Positivesj ¼ False Matches∙fprj

We calculated the True Positives and False Positives
for each field state combination so that precision could
be estimated. To calculate the precision for a particular
threshold, each field state combination with a weight
above that threshold value had their True Positives and
False Positives summed before precision was estimated.
We did not calculate False Negatives, as this can be

derived from the total True Matches (True Positives plus
False Negatives) value calculated earlier to estimate
recall. To calculate recall for a particular threshold, the
True Positives were summed from values for each field
state combination that have a weight above that
threshold.
As the computation requirements for calculating

precision, recall and F-measure are relatively low; we
calculated these for all possible weight combinations.
With a list of threshold values and corresponding
precision, recall and F-measure values, we were able
to determine an optimal threshold value for each
linkage (i.e. the single threshold score with the high-
est estimated F-measure).

Evaluation of parameter and threshold estimation
For each version of the synthetic datasets, and addition-
ally, for the administrative datasets, probabilities for m
and u were estimated together with a threshold cut-off
value. The EM algorithm was used to estimate m only
for each de-duplication linkage. The frequencies used
for our EM algorithm were calculated on blocks, and as
such, the number of non-matches observed was greatly
reduced, thereby introducing an undesirable bias into
the EM algorithm’s u estimates [21]. Consequently, we
elected to use Jaro’s u-probability estimate (on
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unblocked data) u, together with the EM algorithm’s
estimated m value.
As part of our simulation study, a de-duplication

linkage was run on each synthetic dataset using this
combination of values, and a linkage was also run
using calculated m- and u- probabilities. Optimal
threshold values were estimated for both sets of prob-
abilities. The highest F-measure and estimated thresh-
old F-measure were recorded and compared for all
synthetic dataset de-duplication linkages. Similarly, in
our test using real data, de-duplication linkages were
run on the administrative data; calculated m- and u-
probabilities were obtained using the administrative
data ‘truth sets’. The accuracy of the probability
estimates on the administrative dataset samples was
measured using the root-mean-square error (RMSE),
comparing the F-measure obtained from the EM algo-
rithm probabilities with that obtained from calculated
probabilities. RMSE was also used to compare the F-
measure obtained at the estimated threshold with that
which would be obtained at the correctly chosen
threshold. The formula used was as follows:

RMSE ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
n

XDataset n

Dataset 1

Fmeasureestimated−Fmeasureactualð Þ2
vuut

Results
Synthetic data
The characteristics of the synthetic datasets are shown
in Table 2. As the dataset error rates increase, the num-
ber of unique values for each field increases significantly
because of the corruption introduced during dataset
creation. The discriminating power for each field also
increases with the simulated data corruption.

The results from de-duplication linkages of the syn-
thetic datasets using calculated probabilities and EM
probabilities are shown in Table 3. These results show
that the use of EM for probability estimation,
combined with our threshold estimation technique,
provided linkage quality comparable to the best
achievable using calculated probabilities, on data with
up to 20% error.
As one would expect, de-duplication of the master

dataset (without error) produced a perfect result with
F-measure of 1.0 at a threshold of 49 (the sum of all
agreement weights for each field). The use of EM
estimated m-probabilities produced the same result.
However, estimation of a threshold value for the
master dataset was significantly lower, with a value of
8 for both calculated and estimated probabilities.
Note, however, that although this threshold estimate is
much lower, it results in just 60 false positives from the en-
tire comparison space, giving an F-measure of 0.9999995.
While it is possible for the threshold to be esti-

mated to one or two decimal places, the use of a
whole number here was made for simplicity. It is pos-
sible that a better estimate could be made with a
finer precision but the differences between thresholds
shown here using whole numbers are already
negligible.
As Table 3 shows, using our estimation technique,

there is a slight decrease in linkage quality as error
rates in the data increase (i.e. for 1% error, an
F-measure of 0.9979 vs. 0.9979, compared to 20%
error with an F-measure of 0.5217 vs. 0.4917).
However, even at 10% error, the difference is very
small with an F-measure of 0.8443 vs. 0.8436.

Administrative data
The characteristics of the fields in each administrative
dataset, such as the number of unique values, missing

Table 2 Synthetic dataset characteristics

Field 0% Error 1% Error 5% Error 10% Error 20% Error

Unique
Values

Discriminating
Power

Unique
Values

Discriminating
Power

Unique
Values

Discriminating
Power

Unique Values Discriminating
Power

Unique
Values

Discriminating
Power

First Name 31,183 8.91 34,595 8.92 45,914 8.99 58,046 9.08 78,256 9.29

Middle Name 25,002 7.33 28,224 7.35 38,285 7.45 48,973 7.59 67,160 7.95

Last Name 56,507 10.87 61,198 10.88 77,088 10.96 94,925 11.07 125,483 11.35

Dob Year 112 6.49 114 6.49 116 6.50 117 6.51 119 6.53

Dob Month 12 3.58 12 3.58 12 3.58 12 3.58 12 3.58

Dob Day 31 4.94 31 4.94 31 4.94 31 4.94 31 4.93

Sex 2 1.00 2 1.00 2 1.00 2 1.00 2 1.00

Address 171,088 12.89 178,583 12.92 207,909 13.04 241,966 13.21 304,353 13.66

Suburb 1962 8.33 7390 8.36 19,664 8.48 31,054 8.65 49,929 9.10

Postcode 379 6.77 1755 6.80 2579 6.91 2981 7.06 3395 7.45
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percentage, and discriminating power were recorded,
shown in Table 4. The random samples generated for
each administrative dataset were highly representative of
the full dataset.

Linkage quality from EM estimates
The estimated m- and u-probabilities of the samples
reflect the characteristics described above, with negli-
gible differences observed between the samples for
each dataset. The estimated probabilities for each
dataset are shown in Table 5.
Comparisons of linkages using the calculated prob-

abilities and the EM m-probabilities with estimated
u-probabilities are shown in Table 6. The highest F-
measure obtained using the estimated probabilities
was slightly higher than that achieved using calcu-
lated probabilities in all cases.

Accuracy of threshold estimation
The quality of linkage using the F-measure at the esti-
mated threshold is compared to the highest F-measure
for each sample, as shown in Table 7. The RMSE values
for each dataset were 0.0019 for NSW, 0.0001 for SA
and 0.0046 for WA. The estimated threshold value was
slightly below the best threshold for each dataset.

Discussion
In our simulation study, the use of the EM algorithm to
estimate probabilities for a de-duplication linkage pro-
duced results comparable to those produced by calcu-
lated probabilities, even with synthetic datasets that
contained 20% introduced error. Similarly, in our tests
using administrative datasets, the probability and thresh-
old estimation technique produced very high-quality
linkage results. In comparison to the quality of linkage
using calculated probabilities, the probabilities used from
the EM algorithm produced linkage quality of the simu-
lation datasets that was comparable to the best possible.
However, we found better quality results using estimated
probabilities on the real administrative datasets, at least
in regards to F-measure. This is a somewhat surprising
result, and why this occurred for all three administrative
datasets is not entirely clear. A recent analysis of the
popular F-measure metric suggests that it may not
provide a fair comparison between linkage methods if
the selected thresholds produce a different number of
predicted matches [27]. This behaviour is one possible
explanation for our results, and future work will
consider additional metrics for measuring linkage qual-
ity. It should be noted that the differences between the
linkage quality results were relatively small, and we

Table 3 Synthetic dataset linkage quality - estimated vs. calculated

Data
Error
Rate

Calculated Probabilities EM m-probs and Estimated u-probs

Highest Estimated Highest Estimated

Threshold FMeasure Threshold FMeasure Threshold FMeasure Threshold FMeasure

0% 49 1.0000 8 0.9999 49 1.0000 8 0.9999

1% 9 0.9979 16 0.9978 13 0.9979 11 0.9979

5% 8 0.9549 16 0.9541 12 0.9549 11 0.9549

10% 8 0.8443 16 0.8399 12 0.8439 11 0.8436

20% 8 0.5217 16 0.4938 12 0.4999 11 0.4917

Table 4 Administrative dataset characteristics

NSW(13,534,177 records) SA(2,509,914 records) WA(6,772,949 records)

Field Unique
Values

Missing
%

Discriminating
Power

Unique
Values

Missing
%

Discriminating
Power

Unique
Values

Missing
%

Discriminating
Power

First Name 168,766 2.9% 8.61 124,849 5.5% 9.18 78,992 0.3% 8.54

Middle Name 114,686 54.2% 6.96 22,180 75.4% 7.19 61,241 40.8% 7.13

Last Name 291,595 0% 10.92 81,431 5.3% 10.81 123,481 0% 10.73

Dob Year 123 0% 6.47 115 0% 6.45 118 0% 6.39

Dob Month 12 0% 3.58 12 0% 3.58 12 0% 3.58

Dob Day 31 0% 4.94 31 0% 4.94 31 0% 4.94

Sex 2 0% 1.00 2 0% 1.00 2 0% 0.99

Address 3,084,889 1.5% 16.96 690,615 8.1% 14.92 1,350,796 0.2% 16.05

Suburb 49,843 0.5% 9.30 10,729 6.9% 7.85 5542 0.1% 7.73

Postcode 3947 0.8% 8.17 2238 8.5% 6.90 2319 0.2% 6.58
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would not expect this to be the case for datasets of all
sizes and quality.
The original unencrypted versions of these datasets

had previously been linked by Boyd et al. using probabil-
ities estimated with knowledge of previous linkages and
refinement through pilot linkages [24]. The probabilities
derived from the EM algorithm produced a higher F-
measure for both the NSW (0.996 vs. 0.995) and WA
(0.992 vs. 0.990) Bloom filter datasets; data for the unen-
crypted SA dataset was unavailable. On face value, at
least, these results indicate that use of the EM algorithm
for probability estimation is a viable option, especially
where sampling techniques for estimation are not avail-
able due to the privacy-preserved nature of the data.
Our study found that the m-probabilities estimated via

the EM algorithm did not necessarily match the calcu-
lated m-probabilities for each field; however, there was a
general consistency of the m-probabilities across all
fields. Both our synthetic datasets and the administrative
datasets contained many matches and were thus good
candidates for probabilities estimated through the EM
algorithm. The EM algorithm is known to perform
poorly with datasets that have too few matches [15].
Being able to identify and address this issue for privacy-
preserved data will require further research.
Our threshold estimation technique also returned very

good linkage quality, with a resulting F-measure that
consistently approached the best F-measure achievable

given the probabilities used. To our knowledge, no alter-
native method of estimating thresholds exists for use
with privacy-preserved data. Without the ability to
provide any manual review post-linkage, it is important
to be able to estimate a single accurate threshold cut-off
value. As such, this technique should be considered for
use with Bloom filters for probabilistic linkage.
The threshold values estimated in our study were con-

sistently higher than the optimum threshold when using
the calculated probabilities, with fewer false positives
and more false negatives returned in each of the linkages
(with the exception of the ‘perfect’ synthetic dataset).
Interestingly, we found the opposite to be true when
using the estimated probabilities, with a consistently
lower threshold. Additional simulation studies may help
to understand this effect and improve the estimation
accuracy. This effect may be a result of the blocking
technique used to gather field state combinations and
the similarities in the estimation methods for both prob-
abilities and threshold. Although it may be possible to
adjust for this underestimation, an advantage of using a
lower threshold is that alternative approaches can be
implemented which specifically target false positive
matches. It may be possible to run automated clerical
review procedures on the results, such as graph theory
techniques, to find and correct false positive errors [28].
The effectiveness of these techniques on privacy-
preserved data is unknown, however.

Table 5 Estimated probabilities

NSW SA WA

Field EM m-prob Est. u-prob EM m-prob Est. u-prob EM m-prob Est. u-prob

First Name 0.9817 0.0024 0.8707 0.0015 0.9732 0.0027

Middle Name 0.4686 0.0017 0.1846 0.0004 0.4385 0.0025

Last Name 0.9916 0.0005 0.8931 0.0005 0.9823 0.0006

Dob Year 0.9973 0.0113 0.9997 0.0114 0.9935 0.0119

Dob Month 0.9987 0.0834 0.9988 0.0834 0.9949 0.0835

Dob Day 0.9965 0.0325 0.9988 0.0325 0.9963 0.0326

Sex 0.9999 0.5008 1.0000 0.5010 0.9998 0.5018

Address 0.8325 7.99E-06 0.6486 2.8E-05 0.7338 1.7E-05

Suburb 0.9303 0.0016 0.7462 0.0038 0.8402 0.0047

Postcode 0.9540 0.0034 0.7574 0.0070 0.8640 0.0104

Table 6 Linkage quality (max F-measure) – EM vs. calculated

Dataset Probabilities Sample 1 Sample 2 Sample 3 Sample 4 Sample 5 RMSE

NSW Calculated 0.9941 0.9943 0.9942 0.9941 0.9940

EM 0.9961 0.9965 0.9963 0.9963 0.9961 0.0021

SA Calculated 0.9532 0.9521 0.9529 0.9553 0.9532

EM 0.9590 0.9567 0.9563 0.9582 0.9589 0.0046

WA Calculated 0.9907 0.9904 0.9910 0.9905 0.9906

EM 0.9920 0.9916 0.9921 0.9917 0.9918 0.0012
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Future research will examine the use of the EM al-
gorithm on composite Bloom filters. While single
field Bloom filters provide excellent quality with prob-
abilistic linkage, they may not provide a sufficient
level of privacy for some stakeholders. As such, the
use of composite Bloom filters may be necessary.
Row-level Bloom filters would not be viable; at least
two fields are required for probabilistic record link-
age. However, multiple Bloom filters comprising two
or three fields may function sufficiently. The use of
the EM algorithm and the threshold estimation
technique on Bloom filters comprising two or more
fields is untested, and more research into the per-
formance of the EM algorithm on data containing
composite fields is warranted.
Finally, it is worth noting that the EM algorithm

and threshold estimation technique described in this
paper have wider application and could be used for
any probabilistic linkage (encrypted and unencrypted),
not just Bloom filters for PPRL. Provided the datasets
being linked have sufficient matches, the estimation
technique will produce optimal m-probabilities and a
suitable threshold cut-off for the linkage. The u-
probabilities can be estimated using Jaro’s estimation
method. Unencrypted linkages would benefit from this
technique as well, providing a strong empirical foun-
dation from which to build a robust linkage strategy.

Conclusions
Previous evaluations have shown that privacy-preserving
record linkage can be as accurate as traditional un-
encoded linkage. An important element in developing a
practical probabilistic privacy-preserving approach is to
determine how to appropriately set parameters without
recourse to manual inspection or prior knowledge of
data. As we have shown, use of the EM algorithm and
our threshold estimation technique provides a robust
method of estimating parameters for probabilistic link-
age of Bloom filter datasets. This method appears highly
accurate on datasets with varying error levels. Further
testing is required on real-world datasets with poorer
quality data and on datasets with fewer potential
matches. The ability for these techniques to produce
consistently accurate results on a variety of data will

determine whether they are viable in an operational
setting.

Endnotes
1Available from https://data.gov.au/dataset/geocoded-

national-address-file-g-naf
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Abstract

Introduction
The need for increased privacy protection in data linkage has driven the development of privacy-
preserving record linkage (PPRL) techniques. A popular technique using Bloom filters with cryp-
tographic analyses, modifications, and hashing variations to optimise privacy has been the focus of
much research in this area. With few applications of Bloom filters within a probabilistic framework,
there is limited information on whether approximate matches between Bloom filtered fields can im-
prove linkage quality.

Objectives
In this study, we evaluate the effectiveness of three approximate comparison methods for Bloom fil-
ters within the context of the Fellegi-Sunter model of recording linkage: Sørensen–Dice coefficient,
Jaccard similarity and Hamming distance.

Methods
Using synthetic datasets with introduced errors to simulate datasets with a range of data quality
and a large real-world administrative health dataset, the research estimated partial weight curves for
converting similarity scores (for each approximate comparison method) to partial weights at both
field and dataset level. Deduplication linkages were run on each dataset using these partial weight
curves. This was to compare the resulting quality of the approximate comparison techniques with
linkages using simple cut-off similarity values and only exact matching.

Results
Linkages using approximate comparisons produced significantly better quality results than those us-
ing exact comparisons only. Field level partial weight curves for a specific dataset produced the best
quality results. The Sørensen-Dice coefficient and Jaccard similarity produced the most consistent
results across a spectrum of synthetic and real-world datasets.

Conclusion
The use of Bloom filter similarity comparisons for probabilistic record linkage can produce linkage
quality results which are comparable to Jaro-Winkler string similarities with unencrypted linkages.
Probabilistic linkages using Bloom filters benefit significantly from the use of similarity comparisons,
with partial weight curves producing the best results, even when not optimised for that particular
dataset.

Introduction

In recent years, record linkage centres have adopted many dif-
ferent models and linkage methods to ensure the protection of
individual privacy as part of their operational processes. With
growing demand for linked data, it has been critical for record
linkage centres to implement methods which protect privacy,
yet maximise the benefits that can be derived from data assets.
As a result, research around privacy-preserving record linkage
(PPRL) methods has become a pressing area of inquiry, with
much focus on the use of Bloom filters [1-7]. Much research

has focussed on the security aspect of the Bloom filters, such
as cryptographic analyses of encoding methods, modifications,
and hashing variations [3, 7-12]. The resultant accuracy or
‘quality’ of these techniques has often been overlooked. To
consider for operational use within large-scale linkage systems,
accuracy must be sufficiently high [13].

A Bloom filter is a probabilistic data structure that is used
to approximate the equality of two sets; these similarity com-
parisons are extremely useful in record linkage allowing for
typographic errors and variations in spelling. Bloom filters are
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implemented using an array of bits. Text values are first split
into elements (typically bigrams); each element is added to
the Bloom filter by applying one or more hash functions to it.
The results of these hash functions determine which positions
in the bit array are set to one.

Typically, PPRL techniques that use Bloom filters are ap-
plied at either the field or record level. Field level Bloom filters
encode each identifier into a separate Bloom filter [14]. Record
linkage techniques (deterministic and probabilistic) can then
be used to link records in much the same way as with unen-
crypted identifiers [15-17]. Record level (or composite) Bloom
filters encode two or more identifiers into a single Bloom filter
[5, 18]. Composite Bloom filters may be useful in certain situa-
tions where a single linkage field is desirable or even mandated
[19], but handling missing values and identifiers that change
over time (such as address) remain issues [20].

Probabilistic record linkage is preferred by many data link-
age centres due to its proven track record of producing high
quality linkage results from unencrypted identifiers [21-23]. It
has been shown to produce equally good results when applied
to Bloom filters [1, 15, 16]. An extension to the basic proba-
bilistic model of record linkage allows for approximate matches
between fields. An approximate match is typically assigned a
‘similarity score’. These scores are then converted into partial
weights of agreement or partial disagreement weights (as dis-
tinct from full agreement or full disagreement [24, 25]). The
use of partial agreement linkage models has been shown to
greatly improve the linkage quality when compared to the use
of exact comparisons [25-28].

There is little mention in the literature of Bloom filters
being used in the context of probabilistic record linkage where
the field similarity score is converted into a partial agreement
weight during the calculation of a pair-wise score [1, 15, 28].
Several issues remain unclear: What is the effect of approx-
imate matching on the linkage quality using Bloom filters?
How does this quality vary as the level of error in datasets
increases? How do different approximate comparison methods
perform in this context? The commonly used approximate
comparisons for Bloom filters include the Sørensen–Dice co-
efficient, Jaccard similarity and Hamming distance [4, 14]. In
this paper, we evaluate the effectiveness of each of these com-
parisons within the approximate comparison extensions to the
Fellegi-Sunter model of record linkage [24, 29].

Methods

Data Sources

Synthetic data was created using an amended version of the
FEBRL data generator [30]. Datasets included some core iden-
tifiers for linkage: first name, middle name, last name, sex,
date of birth, address, suburb, and postcode information. The
population profile of the individual fields in the master dataset
was based on the frequency distributions in the Western Aus-
tralian population. Western Australian addresses were ran-
domly allocated from records in the National Address File (a
public dataset containing validated Australian addresses). An
additional four ‘corrupted’ datasets were created by modifying
the master dataset with varying levels of error (1%, 5%, 10%
and 20% of fields containing errors, respectively). The num-

ber of records allocated to each individual was based on the
admission/re-admission patterns found in the Western Aus-
tralian hospital morbidity data collection.

Within the ‘corrupted’ datasets, the fields containing errors
were restricted to those that typically use a similarity compar-
ison during record linkage (the ‘similarity fields’): first name,
middle name, surname, address and suburb. The remaining
fields were untouched. In the 1% error file, 1% of the desig-
nated fields were randomly selected to have their values cor-
rupted, through the use of typographical errors, misspellings,
truncation and replacement of values. The same procedure
was used to generate a 5% error file, 10% error file and 20%
error file.

Real data was also used in our evaluation. An extract
from the New South Wales (NSW) Emergency Department
Data Collection was used to demonstrate the effectiveness of
the partial agreement methods on real-world data [31]. This
dataset had previously been deduplicated to a very high stan-
dard, using full identifiers, by the Centre for Health Record
Linkage (CHeReL) in NSW [32]. The results of these dedu-
plications were used as our benchmark in determining linkage
quality.

Application of Bloom filters

Privacy-preserved versions of each dataset were created using
field level Bloom filters for the ‘similarity fields’. These Bloom
filters were constructed using the method first described by
Schnell [14]. Fields were truncated to a maximum of twelve
characters and split into bigrams that were hashed 40 times
into Bloom filters 512 bits in length.

Linkage strategy

As per the Fellegi-Sunter approach, a single block, using the
date of birth field value, was applied to reduce the comparison
space. This field remained untouched during the corruption
process and ensured full pairs completeness for our synthetic
dataset linkages. The m- and u- probabilities for each linkage
field within the datasets were estimated using known matches
within the block. Known matches were identified using our
generated key for the synthetic datasets, and the keys provided
to us for the NSW administrative dataset (our ‘truth sets’).
These probabilities were used for all linkages of all datasets.

For the linkage of each dataset, the corresponding m- and
u- probabilities were converted into agreement and disagree-
ment weights as follows:

Agreement Weight = log (
m

u
)

Disagreement Weight = log (
1−m
1− u )

Fields using exact comparisons used either the full agree-
ment weight or the full disagreement weight. Fields using ap-
proximate comparisons used a value somewhere between these
two weights. A missing field value on either side of the com-
parison resulted in a weight of zero. The weight values were
summed across all fields to determine the total ‘score’ for each
pairwise comparison.

All pairs above a score of zero were recorded. Using the
‘truth set’ for each dataset, the number of missed matches

2

78 Chapter 2. Maximising linkage quality



Brown, AP et. al. / International Journal of Population Data Science (2018) 4:1:16

(false negatives) and incorrect matches (false positives) were
calculated for each possible cut-off value above zero. False
negatives and false positives were treated equally, the aim to
minimise the sum of these misclassifications. Thus, the cut-
off value with the smallest number of misclassifications was
used as the best outcome (highest quality) for that linkage.
Records were grouped using transitive closure (’merge’ based)
grouping, with all indirect links being honoured.

Similarity Comparators

For linkages of the privacy-preserved datasets, the
Sørensen–Dice coefficient, Jaccard similarity, and Hamming
distance comparators were used to compare the similarity be-
tween Bloom filtered fields. Sørensen–Dice coefficient and
Jaccard similarity scores range from 0 to 1, where higher val-
ues represent greater similarity and a score of 1 represents
identical values. Similarity is based on the set of bit positions
set to one in each Bloom filter. Given two of these sets, A
and B, similarities are calculated as follows:

S(A,B) =
2|A ∩B|
|A|+ |B|

J(A,B) =
|A ∩B|
|A ∪B|

Hamming distance measures the difference between values.
For Bloom filters, this is the number of bits that are different
between each Bloom filter and resulting scores range from 0
to the length of the Bloom filter:

H(A,B) = |A⊕B|
The raw Hamming score is normalised by dividing all raw

scores by the maximum raw score giving us a value between 0
and 1; lower scores represent greater similarity, and a score of
0 represents identical values.

Modelling partial agreement

The method for modelling partial agreement required the dis-
tribution of matches and non-matches at defined similarity
scores for each field in each dataset. This was achieved by per-
forming a deduplication linkage on each dataset and recording
matches and non-matches for each observed comparison. The
study used the steps outlined by Winkler for estimating partial
weights at specified similarity values [24]:

1. The similarity score range for all approximate com-
parison used is 0..1. This range was partitioned into
i = 1, . . . , N sub-intervals. We used N = 20 resulting
in sub-intervals at 0.05 increments.

2. For each field j and each sub-interval (ki, ki+1], the
number of matches and non-matches were recorded.

3. For each sub-interval (ki, ki+1], the match to non-match
ratio τi was calculated as the probability of a match at
interval i divided by the probability of a non-match at
that interval:

τi =
P (δ(γj(a, b)) ∈ {(ki, ki+1]|M})
P (δ(γj(a, b)) ∈ {(ki, ki+1]|U})

τi =
matchesi/totalmatches

nonmatchesi/totalnonmatches

τi =
mi

ui

Here δ is the comparator function, γj is a comparison
of the jth field, (a, b) is an arbitrary pair, M is the set
of matches, and U the set of non-matches.

4. The ratio vector τ is then used to create the par-
tial weight curve for the complete set of sub-intervals
i = 1, . . . , N , applying the normalised ratio vector to
the field weight with the disagreement weight at 0 and
the agreement weight at 1.

In addition to partial weight curves, we used a simple cut-
off value for the field similarity score to determine where the
full agreement or full disagreement is applied. Cut-off values
between 0.6 and 0.95 (in 0.05 increments) were used for all
similarity fields. The cut-off value with a linkage result hav-
ing the lowest number of misclassified pairs (the sum of false
positives and false negatives) was selected.

Measuring linkage quality

We used the number of misclassified pairs as a measure of
linkage quality. Baselines were created for each dataset by per-
forming deduplication linkages using exact comparisons only.
Deduplication linkages using Bloom filters with each of the
approximate comparisons (Sørensen–Dice, Jaccard and Ham-
ming) were then compared to the baseline to measure the dif-
ference in linkage quality. Also, deduplication linkages using
the Jaro-Winkler string comparison on unencrypted identifiers
were undertaken to measure differences in linkage quality aris-
ing from the use of Bloom filters (the Jaro-Winkler comparator
cannot be used directly on Bloom filtered data).

Results

Synthetic Data

The ‘master’ dataset of 1 million records contained multiple
records belonging to the same individual. From this master
dataset, a series of new datasets were created by removing or
degrading the quality of particular fields. The partial weight
curves were created for each field in each synthetic dataset
(shown in Figure 1). Dataset level weight curves were also
created as an average of the weight curves of each field; the
mean of the weight proportion at each interval is used. Dedu-
plication linkages were then performed on each of the synthetic
datasets using the field level weight curves and the dataset
level weight curve.

The results of the deduplication linkages for each synthetic
dataset are shown in Table 1, including the linkage using ‘ex-
act’ comparisons with field level weight curves, dataset level
weight curves and the simple cut-off value that produced the
fewest errors.

The performance of the similarity comparisons, when com-
pared to the ‘exact’ comparisons, shows only a small reduction
in linkage errors with the dataset containing 1% error. The
benefit derived from partial agreements in data linkage appears
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Figure 1: Estimated field and dataset weight curves
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minimal when the quality of the data is this high. However,
a significant reduction in linkage error can be seen for the
datasets containing at least 5% error across almost all sim-
ilarity comparisons. The reduction in misclassified pairs for
the dataset with 20% error, while high, is less than both the
datasets with 5% and 10% error.

While the results in Table 1 represent the lowest error
achievable for each comparison, the trade-off between pre-
cision and recall for each comparison is shown in Figure 2.
When compared to exact comparisons, the field level weight
curves and the dataset level weight curves for all approximate
comparison methods provide a consistent improvement in re-
call while maintaining a high level of precision. Some instances
of the comparison methods with cut-off values also provide an
improvement. However, there does not appear to be the same
level of consistency across all synthetic datasets.

Evaluation on real data

The extract from the NSW Emergency Department Data Col-
lection contained 4,304,458 records. Empty fields (missing
values) were left as empty fields in the privacy-preserving ver-
sion of the dataset.

Dataset level weight curves were created for the NSW
Emergency dataset using the same method used with the syn-
thetic datasets. As with the synthetic datasets, deduplication
linkages were undertaken using field level, dataset level and
simple cut-off values. Also, a deduplication linkage was per-
formed using the dataset level weight curves derived from the
synthetic datasets.

The results of all deduplication linkages on the NSW Emer-
gency dataset are shown in Table 2, including the linkage using
‘exact’ comparisons. The trade-off between precision and re-
call is shown in Figure 3.

The field level weight curves produced the best results,
followed by both dataset level weight curves and the use of
simple cut-off values. Similarly to the synthetic datasets, the
field level and dataset level weight curves demonstrate a con-
sistent improvement to recall while maintaining a high level of
precision.

Discussion

Our results show that the use of Bloom filter similarity com-
parisons for probabilistic record linkage can produce linkage
quality results comparable to the use of the Jaro-Winkler string
similarity on unencrypted identifiers. With synthetic datasets,
we found that the highest linkage quality was achieved using
Hamming distance, producing fewer linkage errors (on the 10%
error and 20% error datasets) than the Jaro-Winkler similarity
on unencrypted identifiers. Regardless of the comparator used,
all approximate comparisons improved the quality of the link-
age, particularly as the level of error in the dataset increased.
While the dataset with 20% error did not show the same pro-
portional reduction (%) in misclassified pairs (as compared to
datasets with only 5% and 10% error), the total number of
misclassified pairs was vastly reduced. This ‘dip’ in reduction
may be an artefact of the artificial error generation within the
synthetic datasets, or it may be due to a limit on how much
error can be accounted for using partial agreements.

As expected, optimised partial weight curves for each field
produced the best quality results. The dataset level weight
curves, estimated as a single ‘best-fit’ curve for all fields,
showed a well defined slope for each of the comparators, with
only a small increase in the number of linkage errors for both
the synthetic datasets and the NSW Emergency data. The
synthetic datasets and the NSW Emergency datasets produced
similar weight curves, so it was unsurprising the dataset level
weight curves created from the synthetic data produced high
quality results on the NSW Emergency data. The fact that
these results were close suggests that it may be possible to
estimate a generic curve (for each comparator) for use in the
linkage of various types of data; however, further testing using
a variety of real datasets is warranted.

The Sørensen-Dice and Jaccard similarity comparators pro-
duced very similar linkage quality results across the range of
datasets. The Hamming distance comparison appeared to
produce the fewest errors for the synthetic datasets overall;
however, its performance against the other comparators on
the NSW Emergency data was inconsistent. This may be ex-
plained by Hamming’s observed improved performance under
higher degrees of error with the synthetic datasets. If the
NSW Emergency data has a similar error rate to the 1% error
dataset, Hamming distance’s relative performance may also be
similar.

Field level and dataset level weight curves for all approxi-
mate comparators demonstrated improvement to recall while
maintaining a high level of precision, a highly desirable out-
come in many linkage settings. There is still a trade-off be-
tween missed matches and incorrect matches, however, and
care must be taken in selecting an appropriate cut-off during
linkage.

A single cut-off value was shown to perform well in the
context of determining agreement or disagreement in proba-
bilistic linkage. The linkage quality using a cut-off value is
lower than the linkage quality from an approximate weight
curve (at least, for the Bloom filter comparisons), and the
precision/recall trade-off is less desirable. However, the re-
duced level of error from an exact linkage is significant, and
there appears to be some level of stability in the cut-off values
themselves across our datasets. These results suggest that in
the absence of being able to estimate a weight curve for a
new dataset, whether it is due to size or complexity or time
constraints, the use of a standard cut-off value is a viable al-
ternative.

There were several potential limitations to this study. This
work uses previously linked real data as a benchmark. While
this linked data is of very high quality, it may not be com-
pletely accurate. Bloom filtered comparisons on this partic-
ular linked data provided comparable results to Jaro-Winkler
comparisons. However, this does not imply that these linkage
methods are therefore equivalent in all aspects; specifically,
ensuring high linkage quality with privacy preserving meth-
ods will always be far more difficult, given the limited ability
to provide quality assurance or clerical review. Additionally,
the synthetic datasets with introduced (manufactured) errors
may not always capture the complexity of real datasets. Test-
ing the performance of the Bloom filter comparisons against
other kinds of datasets or ‘gold standard’ datasets would be a
valuable exercise. However, such datasets are not always easy
to find [33].
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Table 1: Linkage errors for each comparison (synthetic datasets)

1% Error 5% Error 10% Error 20% Error

FP FN Total FP FN Total FP FN Total FP FN Total
Exact 395 1,674 2,069 2,442 18,099 20,541 131,199 16,399 147,598 110,763 372,572 483,335

Field Level
Jaro-Winkler 92 1,781 1,873 881 2,904 3,785 4,641 13,612 18,253 44,503 81,321 125,824
Sørensen–Dice 125 1,713 1,838 1,054 2,517 3,571 2,978 16,736 19,714 40,436 105,024 145,460
Jaccard 99 1,719 1,818 827 2,703 3,530 1,276 20,439 21,715 34,869 109,274 144,143
Hamming 132 1,732 1,864 830 2,691 3,521 5,033 10,526 15,559 39,301 76,619 115,920

Dataset Level
Jaro-Winkler 74 1,752 1,862 1,034 2,799 3,840 3,427 15,199 17,343 47,449 84,134 135,452
Sørensen–Dice 109 1,742 1,848 1,401 3,652 4,612 3,540 25,521 27,343 53,702 120,408 166,761
Jaccard 83 1,744 1,819 1,205 3,708 4,563 10,691 19,047 28,179 66,948 109,909 169,002
Hamming 72 1,753 1,871 962 2,774 3,848 3,349 13,537 16,762 29,584 101,440 129,008

Cut-off value
Jaro-Winkler 191 1,798 1,989 2,366 3,447 5,813 5,639 16,815 22,454 120,523 64,166 184,689

(0.85) (0.90) (0.85) (0.85)
Sørensen–Dice 263 1,739 2,002 2,123 4,218 6,341 17,563 25,301 42,864 90,544 109,127 199,671

(0.90) (0.85) (0.80) (0.80)
Jaccard 233 1,756 1,989 1,500 6,035 13,363 7,286 38,324 45,610 142,297 48,699 190,996

(0.80) (0.75) (0.70) (0.70)
Hamming 155 1,806 1,961 1,710 3,677 5,387 6,799 15,687 22,486 25,428 158,455 183,883

(0.15) (0.15) (0.20) (0.20)

FP = false positives, FN = false negatives, Cut-off values are shown in parentheses, Cut-off values are shown in parentheses

Table 2: Linkage errors for each comparison (NSW Emergency dataset)

False Positives False Negatives Total

Exact 29,040 233,405 262,445
Field Level

Jaro-Winkler 33,729 170,188 203,917
Sørensen–Dice 34,876 170,801 205,677
Jaccard 44,576 162,931 207,507
Hamming 46,905 166,138 213,043

Dataset Level
Jaro-Winkler 34,513 170,298 204,811
Sørensen–Dice 41,929 176,513 218,442
Jaccard 35,172 181,066 216,238
Hamming 38,082 170,185 208,267

Cut-off value
Jaro-Winkler (0.85) 44,038 169,633 213,671
Sørensen–Dice (0.75) 39,848 192,193 232,041
Jaccard (0.65) 42,598 193,117 235,715
Hamming (0.20) 39,750 191,080 230,830

Synthetic Dataset Level
Jaro-Winkler 31,900 172,363 204,263
Sørensen–Dice 52,073 165,345 217,418
Jaccard 50,586 163,769 214,355
Hamming 40,112 170,642 210,754

Actual cut-off values are shown in parentheses
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Figure 2: Precision-recall for each comparison (synthetic datasets)
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Figure 3: Precision-recall for each comparison (NSW Emergency dataset)
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Conclusion

Matching quality in probabilistic linkage benefits significantly
from the use of similarity comparisons, with partial weight
curves producing the best results. We have shown that this
remains true even when the weight curve has not been op-
timised for the particular dataset being linked. This finding
also applies to the comparison of Bloom filters within a prob-
abilistic framework. Although determining the partial weight
curves for producing optimal linkage quality typically requires
the use of a truth set, our results show that adequate quality
can be achieved through the use of weight curves derived from
simulated datasets.

All similarity comparisons produce significantly better re-
sults than ‘exact’ comparisons. Despite some of the challenges
of working with Bloom filters and the range of comparators
available, there is not a great difference between these com-
parators when used within a probabilistic framework. On the
basis of these findings, our recommendation to linkage units
is to choose the comparator that you are most comfortable
with but to use a weight curve estimated for that particular
comparator.

Conversion of similarity scores to partial agreement weights
is a quality optimisation available for all approximate compar-
isons (including Bloom filters) and is an essential element to
maximising the pair-wise quality with the Fellegi-Sunter model
of record linkage. Further work is required to determine how
generalisable this option is, by analysing the weight curves with
a broader variety of real-world datasets.
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ABSTRACT
The grouping of record-pairs to determine which records be-
long to the same individual is an important part of the record
linkage process. While a merge grouping approach is com-
monly used, other methods may be more appropriate when
linking to a repository of previously linked data.

In this paper, we applied a number of grouping strategies
to three large scale hospital datasets (comprising around
27 million records), each with a known truth set. These
datasets were linked against a created ‘repository’ whose
quality was varied.

Experimental results show that alternate grouping meth-
ods can yield very large benefits in linkage quality, espe-
cially when the quality of the underlying repository is high.
Best link methods can remove between 25-90% of matching
errors, depending on the characteristics of the underlying
datasets.

Categories and Subject Descriptors
H.3.3 [Information Storage and Retrieval]: Information
Search and Retrieval

General Terms
Algorithms, Experimentation

Keywords
Record linkage, grouping
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1. INTRODUCTION
Widely utilised in health research, record linkage involves
identifying records which belong to the same individual
within and across administrative datasets. By linking to-
gether records from hospital and emergency collections, pri-
mary care facilities, and birth, death and disease registries,
researchers can construct a chronological sequence of events
for a particular individual. The linkage process provides
researchers with an enriched, cost effective, longitudinal re-
search dataset for the study of entire populations.

In the absence of a unique identifier, linkage involves match-
ing records using personal identifiers (e.g. name, address,
and date of birth). As this information changes, and/or can
be in error, statistical techniques are used to ensure links of
the highest quality [4]. Ensuring high quality is critical in
record linkage, as research outcomes can be affected. Cur-
rent methods used to maintain linkage quality [15, 3] are
heavily manual which is both costly and time-consuming.
Identifying methods to improve quality that do not rely on
manual review is of high interest [12].

Specialised linkage units often provide the infrastructure and
expertise required to carry out record linkage. These units
carry out linkage on an on-going basis, creating a list of
all records and the person identifier to whom they belong.
Incoming datasets are linked to the repository which is up-
dated with this new information.

During the linkage process, incoming data is first cleaned
to ensure consistency and reliability. The files are then
matched using a defined linkage strategy, resulting in pairs
of records designated as belonging to the same person.
A grouping or clustering process then amalgamates these
record-pairs into groups to identify the full set of records
belonging to the same individual.

The traditional grouping process uses transitive closure to
merge all identified record-pairs, with all connected records
being assigned to the same individual. Transitive or indi-
rect links are formed where records which did not form a
pair relationship nonetheless are assigned to the same indi-
vidual, for instance because they form record-pairs with a
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third record.

The merge based grouping process treats the repository as
simply another set of records. However there is reason to
believe that existing groups of records within the repository
should rarely be merged together by incoming records - these
groups have already been validated and are unlikely to be
in error.

2. OBJECTIVES
We hypothesise that the use of grouping methods which re-
duce or remove the opportunity for groups within a repos-
itory to be joined together should result in higher linkage
quality than the traditional merge based method. One
such method has been suggested previously [9]; however
this method (best link grouping) has never been evaluated
against the traditional merge approach used in many oper-
ational linkage units across the world.

In this paper, we present an alternate best-link algorithm
for grouping, and evaluate this algorithm against both the
merge based and best link algorithms using real world
datasets. We hypothesise that the appropriateness of these
grouping techniques for on-going linkage will depend on the
overall quality of the repository used. To test this, repos-
itories of differing quality were used in the evaluation to
allow us to determine the circumstances in which particular
methods are appropriate.

3. METHODS
3.1 Grouping Methods
3.1.1 Merge Based Grouping

Merge grouping amalgamates all record pairs above the
accepted threshold, with all connected records belonging
to the same individual. Indirect or transitive links are
formed where records which did not form a pair relationship
nonetheless are marked as belonging to the same individual,
for instance because they are both linked to a third record.
If multiple groups in the repository are linked together in
this way, these are merged. There is no limit to the length
of indirect links accepted, although this can be used as a
potential indicator of groups containing errors [12].

3.1.2 Best Link
In the approach presented by Kendrick [9], grouping is car-
ried out in the order in which the records are matched. Each
record from the incoming file is matched in turn against
records in the repository. If the record from the incoming
file matches to multiple records in the repository file, only
the highest weighted match is accepted, and the record from
the incoming file is added to this group. If the record does
not link to any records in the repository, a new group is cre-
ated, of which it is the sole member. The incoming record is
then added to the repository, and subsequent records in the
incoming file are able to match against this added record.

3.1.3 Weighted Best Link
Our modified grouping strategy which we will refer to as
weighted best link, involves a linkage of records from the in-
coming file to the repository (along with a de-duplication of
the incoming file) where all record pairs are created and eval-
uated. Once the linkage is completed, accepted record pairs

Algorithm 1 Best link

Input: Incoming file, Repository
1: for each record in Incoming File do
2: link record to Repository
3: if there is one pair found then
4: add record to that group
5: else if there are multiple pairs found then
6: choose the highest pair
7: add record to that group
8: else if there are no pairs found then
9: mark record as belonging to a new group

10: add record to Repository

Algorithm 2 Weighted best link

Input: Incoming file, Repository
1: Link Incoming file to Repository
2: Deduplicate Incoming file
3: Concatenate pairs from (1) and (2)
4: Sort output of (3) in weight descending order
5: for each pair in sorted pairs do
6: if accepting will merge two repository groups then
7: ignore pair
8: else
9: accept pair

are amalgamated in weight order. The pairs are examined
in order from highest to lowest; a record-pair is accepted as
valid provided it does not result in multiple groups from the
repository merging together.

Both best link methods assume that record-pairs have some
ordinal attribute which identifies how likely they are to be-
long to the same individual. In probabilistic linkage, this is
the weight attached to each record-pair [11]. For determin-
istic linkage (another common method of record linkage),
these grouping strategies can be used by ordering rules by
strictness.

Both best-link algorithms are similar, and in many situa-
tions return the same results. An example of their difference
is shown in Figure 1. Using the best link approach, the first
record A is matched to record Z and joins this group. The
second record B matches to both A and Y. Of these, A is the
highest weighted, so record B will join the same group as A
and Z. In the weighted best link method, the first accepted
pair is that joining the incoming records A and B. The next
pair joins B and Y; A, B and Y are now linked together.
The final pair linking A to Z is ignored, as this would bring
together two groups from the repository.

The advantage of the modified weighted best link methods
is that it will consistently produce the same results irre-
spective of the order of records being processed. The best
link method described by Kendrick [9] will produce differ-
ent grouping results if the linkage of the incoming records is
executed in a different order.

3.2 Evaluation Datasets
Three large hospital admissions datasets were used in this
evaluation, for which we had pre-existing and accurate in-
formation about which records belonged to the same person.
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Figure 1: An example of the difference between best
link algorithms. The number between records rep-
resents the weight of the record-pair comparison.

This information acted as the ‘truth set’ for each dataset and
was used to compute differences in the performance of the
three grouping algorithms. Ten years of Western Australian
(WA) Hospital Admissions data, along with ten years of New
South Wales (NSW) Admitted Patient Data and eight years
of South Australian (SA) Hospital Admissions data were
used in the evaluation. These datasets contained the typical
data quality errors found in administrative data, including
misspellings, name variations, missing data, changes in per-
sonal identifiers and incorrect values. Each dataset had been
previously de-duplicated (by the WA Data Linkage Branch
[8], the Centre for Health Record Linkage [10], and SA-NT
DataLink respectively) utilising a variety of methods includ-
ing exact matching, probabilistic linkage and intensive cler-
ical review. All the linkage units employ rigorous manual
reviews of created links, and a quality assurance program
to analyse and review likely errors [3, 15] These links are
further validated through use in a large number of research
projects and published research articles [2]. Both WA and
NSW have been operational for many years while in compar-
ison SA data has only recently been linked, and has there-
fore been subject to less review by both clerical assessors
and researchers. The data was made available as part of
the Population Health Research Network Proof of Concept
project [1]. A summary of the datasets is provided in Table
1.

3.3 Matching Strategy
A single matching strategy was used for all linkages in the
study. This strategy utilised a probabilistic approach and
was based on a previously published ‘default’ linkage strat-
egy [7]. Two sets of blocks were used: Soundex of surname
with first initial, and full date of birth. All variables were
used in comparisons; string similarity measures were used
for alphabetic variables (name, address and suburb) with
exact matches used for all other variables. Agreement and
disagreement weights were estimated.

3.4 Measuring Linkage Quality
Linkage quality was evaluated using saturated pairwise pre-
cision, recall and f-measure. Precision refers to the propor-
tion of found links that were correct, and thus provides a

measure of false positives. Recall is the proportion of all
correct links found, and thus measures false negatives. The
F-measure is the harmonic mean between precision and re-
call, giving a single figure from which we can compare re-
sults. These measures have been recommended for use in
record linkage [5].

3.5 Repository Creation
To simulate linkage of an incoming file to a central reposi-
tory, it was necessary to create repositories (datasets with
coverage of close to the whole population). A repository
for each of the original data sources was created by first
randomly selecting one record per person from the hospital
admissions file. This repository was ‘complete’ in the sense
that it had coverage of the whole population being linked,
and did not contain records for the same individual in more
than one group.

Additional repositories of degraded quality were created by
both removing records from the ‘complete’ repository, and
by adding additional records belonging to a person already
in the repository, as a separate person. Additional ‘dupli-
cate’ records were specifically chosen so that differences ex-
isted in the personal identifiers between the records in the
repository belonging to the same person.

Four repositories in total were created from each original
dataset, differing in the number of errors they contained.
These included a ‘complete’ repository, a repository with
1% of records missing and 1% of groups duplicated, a repos-
itory with 2.5% records missing and 2.5% groups duplicated,
and a repository with 5% records missing and 5% of groups
duplicated.

3.6 Evaluation Strategy
The linkage of the three datasets to their corresponding
repositories was conducted separately; there was no linkage
between hospital datasets.

‘Incoming files’ for linkage were constructed by breaking the
hospital admissions records into batches containing admis-
sion records for a three month period. The batches were
then linked to the repository in temporal order, to simulate
on-going linkage. Records that were used to create reposi-
tories did not form part of the incoming files.

Each linkage of a batch of incoming records to the corre-
sponding repository was grouped using three different meth-
ods - the traditional merge based method, best link and the
new weighted best link approach.

Linkages were conducted using four different repositories,
with three different grouping strategies, on the three state-
based datasets, for a total of 36 linkage runs. The quality of
each run was measured using the metrics described above.

4. RESULTS
The optimal F-measures of the overall linkage (after all
batches were added) for each linkage run are shown in Fig-
ure 2. The figure displays the maximum F-measure achieved
across a range of possible threshold settings.
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Table 1: Dataset characteristics
Missing Values NSW Morbidity WA Morbidity SA Morbidity

Surname 31.9% <0.1% 5.3%
Given Names 33.9% <1.0% 5.5%

Sex <0.1% <0.1% <0.1%
DOB <0.1% <0.1% 0

Suburb <1.0% <1.0% 6.9%
Address 7.5% <0.1% 8.1%
Postcode <1.0% <1.0% 8.5%

N 19,874,083 records 6,772,949 records 2,509,914 records
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Figure 2: Results of grouping by repository quality

As can be seen, the effectiveness of merge-based grouping as
compared with best link methods depended heavily on both
the dataset used and the quality of the repository. For all
datasets, the best link methods were superior when using a
repository with an error rate of 2.5% or less. For an error
rate of 5%, the most effective grouping strategy varied with
the dataset.

Merge based grouping was not affected by repository qual-
ity, whereas the linkage quality of the best link methods de-
creased as the quality of the repository was degraded. This
is unsurprising, as merge based grouping accepts all record-
pairs above a certain threshold, without regard for the con-
stitution of the repository, whereas best link methods will
specifically reject certain record-pairs above the threshold
based on records found in the repository.

Little difference was observed in the maximum F-measure
between the two best link methods. This was a consistent
finding across all datasets and all levels of repository quality.

Figure 3 shows the overall F-measure for each threshold
value, for all grouping methods and for all repositories;
displayed threshold are those found through probabilistic
record linkage using the method of Fellegi-Sunter [6]. For
higher valued thresholds, there was no difference between
the merge based strategy and either of the best link strate-
gies; however, for lower chosen thresholds the F-measures

diverged, with merge based grouping scores rapidly decreas-
ing, while best link scores improved.

As the threshold decreases, the number of false-positive pairs
increase. The merge grouping method includes these false-
positive pairs, resulting in lower linkage quality. Best link
methods only accept these false-positives pairs if the incom-
ing record has not already linked to a record in the repos-
itory. As this is nearly always the case, the vast majority
of these false-positives are ignored, and so linkage quality
remains relatively unchanged. For higher thresholds where
there are fewer false-positives, there are smaller differences
between these approaches.

A final notable difference is the much greater threshold range
over which the F-measure for best link grouping is at a max-
imum.

5. DISCUSSION
The results of this study show that when optimising for link-
age quality, the most appropriate grouping strategy depends
on the underlying quality of the repository. If the reposi-
tory is not representative of the study population or of poor
quality with little confidence in the established groups, the
merge based method can be considered as a possible group-
ing strategy. However, for better quality repositories, best
link methods result in much higher linkage quality. It would
be expected that most data repositories, or well-maintained
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Figure 3: Results of grouping by threshold score

datasets with high population coverage, would contain only
a small level of error, making best link the most appropriate
grouping strategy to adopt. As the results indicate, best
link methods have the added advantage of being insensitive
to threshold changes. This increased tolerance reduces the
likelihood of threshold estimation errors and suggests that
these grouping methods could be useful in situations where
determining thresholds is difficult, such as in privacy pre-
serving linkage [13].

Our results were also highly dataset dependent, with best
link methods proving superior on NSW data for all repos-
itories. This is likely to be a reflection of the lower data
quality (the NSW data has much higher rates of missing
values; see Table 1).

Results showed little difference between the two best link
methods. Factors other than linkage quality may be more
appropriate in determining which of these methods should
be used in ongoing linkage. The weighted best link method
has the advantage that results are repeatable and not de-
pendent on the order of incoming records. This means that
it is possible to retrace and understand the sequence of links
that were created over time without knowing the order in
which records arrived. The weighted method also has the
advantage that grouping decisions are made independently
of matching decisions. This de-coupling of processes may be
important in the design and development of linkage systems.

Given the dataset-specific nature of the results from this
study, additional testing against other datasets may be re-
quired to gain a full understanding of the relationship be-
tween linkage quality, grouping strategy and population
repository quality.

Our results show that the choice of grouping strategy can
make a large difference to linkage quality. Within this eval-
uation, best link methods were able to remove between 25%
(SA) to 90% (NSW) of matching errors using a high quality
repository. This is an extremely large improvement in link-
age accuracy, yielding far larger gains than other techniques
in the literature [14, 12].

6. CONCLUSION
The effect of grouping methods on linkage quality is an un-
derstudied area of research. By adopting an appropriate
grouping strategy, vast improvements in linkage quality can
be achieved. The weighted best link strategy presented here
shows large improvements against the merge strategy cur-
rently in operation, while providing practical benefits over
the previous best link method.

Current methods of improving quality present as process-
ing bottlenecks. Methods which improve the overall quality
of linked data without impacting on performance will ulti-
mately lead to more accurate and reliable research outcomes
and increased utilisation of this resource by researchers.
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Major investment in record linkage 
infrastructure in Australia and internationally 
reflects the strategic value of high-quality 
linked datasets. Dedicated record linkage 
units with secure environments and 
specialised linkage personnel have been 
established to support academic research, 
policy development and service design by 
government.1 The challenge for units creating 
linked data is to maximise linkage quality 
using a variety of matching and management 
techniques. However, it is also important 
that researchers understand processes 
around both data collection and linkage to 
ensure that they are aware of strengths and 
limitations of the data and methods used to 
bring together records. In this way, research 
study design can be optimised and potential 
for misinterpretation is reduced.2

Knowing that linkage error can affect 
interpretation of research findings and 
introduce bias highlights a need for routinely 
measuring and reporting linkage quality.3 
Unfortunately, although there are a variety 
of standard matching and management 
techniques available, the assessment of 
linkage results varies. 

The impact of linkage quality on 
research outcomes 

While several papers have observed that 
reduced linkage quality can affect research 
results,4 little is known about how errors 
(and different types of errors) directly affect 
particular methods of analysis. 

In one-to-one linkage (involving only two 
datasets, where each has one record per 
person), the effect of linkage error is often 
simpler to assess. For instance, measures of 
prevalence (as identified by a link between 
the two datasets) will remain reliable where 
there is an equal number of false positives to 
false negatives. However, research suggests 
that in analysis of an association between 

exposure and disease, where exposure and 
disease are located in separate datasets, 
optimising for higher linkage specificity 
would achieve the most accurate rate ratio.4

More commonly, linkage involves many-
to-many scenarios where the relationship 
between linkage quality and errors is often 
difficult to evaluate. Gaining a greater 
understanding of the impact of false positives 
and negatives on particular methods of 
analysis, including whether either of these 
error types plays a bigger role in biasing 
outcomes, would help interpretation and 
validity of research findings.

Evidence also suggests that record linkage 
errors are not distributed evenly throughout 
the population. Instead, these vary among 
particular subgroups. Sub-populations with 
greater levels of linkage error include women,5 
the elderly,5 ethnic minorities,5,6 indigenous 
people,7 defined geographic areas (from 
recording differences in particular localities) 
and those from lower socioeconomic 
groups.8 Analysis of both linked and unlinked 
records is an important step that allows 
assessment of potential variations within 
population subgroups, e.g. geographical, 
cultural, remoteness, etc. A growing body of 
Australasian research demonstrates lower 
linkage rates for indigenous people, and 
methods in both unlinked and linked analyses 
that correct for this.7,9

Mitigating the impact of  
linkage error

Given researchers’ limited ability to detect 
incorrect links, and the infancy of statistical 
methods to control for linkage error, it is 
vital that linkage units work with researchers 
to develop sound statistical models and to 
provide accurate and detailed information 
about the quality of links provided. 
Information on linkage quality allows 
researchers to assess/address any bias in 
the study design (e.g. if data is coming from 
different systems, are the data and linkage 
results consistent)1 or to allow adjustment 
to statistical confidence levels in the 
interpretation of results. 

Greater transparency and improved reporting 
of linkage results will help researchers to 
improve study design, understand the impact 
of analytical techniques and strengthen the 
interpretation of results. Currently, there 
are no standard methods for assessing and 
reporting on the quality of linkage outputs.

Final remarks

Achieving high linkage quality is essential 
for ensuring and maintaining the quality and 
integrity of research based on linked data. 
It is important that researchers make time 
to understand both the data being used 
within a study (e.g. how it was collected, 
coding structures, completeness, etc.) and 
the linkage process use to create participant 
profiles for a research study. This may require 
additional information from data linkage 
units such as reports on the software, linkage 
strategy and on matching quality to ensure 
the appropriate analyses can be performed.3,10

The Population Health Research Network 
is a collaborative network of linkage units 
across Australia supporting research using 
linked data. The network understands the 
need to measure, monitor and improve 
linkage quality and is working to improve 
the measurement and reporting of linkage 
quality.
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Aim 3 of this thesis is to identify methods for improving privacy and performance of privacy-preserving
record linkage. Privacy-preserving techniques are typically slower than traditional methods as
they require considerable additional computation. This chapter addresses this aim by examin-
ing new ways to improve both the privacy and performance aspects of PPRL.

3.1 The trade-off between privacy, performance and quality

There are three main characteristics of privacy-preserving record linkage techniques that can
be used to determine how well they perform: privacy, quality and efficiency. Often, there is a
trade-off required between these three attributes; many techniques that increase privacy will
impact negatively on quality and/or speed in some way. For example, there are several mod-
ifications to Bloom filters (composite Bloom filters [86, 251], XOR folding [255], Randomized
Response [254] and salting [206]) that increase privacy, yet negatively impact upon quality.
Statistical disclosure limitation (SDL) can also be used to deliberately introduce error into the
data, improving the privacy and confidentiality aspect of the data at the expense of quality
[156].

PPRL using Bloom filters exploits the ability for similarity comparisons between Bloom filters.
This characteristic results in patterns within Bloom filters that are based on the characteristics
of the original data. These patterns can also be exploited through cryptanalysis attacks. Mod-
ifications to Bloom filters for improving privacy aim to reduce these patterns sufficiently so
that the cryptanalysis attacks are no longer successful. However, reducing these patterns also
negatively impacts the effectiveness of the similarity comparisons, thereby reducing linkage
quality.

An essential part of the data linkage process for determining the efficiency of the linkage is the
indexing step. Indexing removes as many comparisons as possible that are likely to be false
matches, leaving a significantly reduced set of record-pairs to match. Indexing solutions on
unencrypted data typically seek high quality (pairs completeness) while striving for the best
possible efficiency. Privacy-preserving techniques add privacy as an additional complexity to
this, impacting both quality and efficiency.

There is currently no magic bullet for PPRL that singularly solves the privacy, quality and
efficiency trade-off problem. However, PPRL methodologies are still relatively undeveloped,
and there are opportunities to explore alternative and additional techniques in this space.

3.2 Encoding for privacy

Simple hash encoding of field values using MD5 and SHA were the first approaches to protect-
ing the identity of individuals in data for linkage [88]. Today, this approach has been super-
seded; for example, the use of HMACs with strong hash functions (such as SHA256), providing
a keyed hash. A secret key is used in addition to a field value during the HMAC computation.
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Assuming the secret key is of a sufficient length, HMACs can provide a very high level of pri-
vacy protection. However, without providing some kind of record derived salt (an additional
value that is used as input into a hash function) in the key, field-level hashing is susceptible to
frequency attacks. The nature of hashing also prevents the use of any kind of similarity com-
parison, affecting the quality of the linkage, particularly with datasets of poor quality. This is
an important limitation for data linkage.

The use of a single match key (often referred to as an anonymous linkage code) is a pre-
processed subset of identifiers that represent an individual [42]. Too many identifiers and vari-
ations in data (for example, due to typographical errors) can result in records being identified
as a different individual. Too few identifiers and separate individuals may be identified as the
same person. The SLK-581 [242], used in Australia, and the Swiss Anonymous Linkage Code
[32] are two examples used in practice. Match keys can provide excellent privacy protection
through the use of HMAC and a strong hash function; their weakness, however, is reduced
linkage quality [42].

The paper, Privacy preserving linkage using multiple dynamic match keys, included as a supporting
manuscript for this thesis, presents a new protocol for privacy-preserving linkage that creates
multiple match keys for each record, with the composition of each match key dependent on
attributes of the underlying datasets. The multiple match key method aims to combine the
privacy protection offered by the use of anonymous linkage codes with the linkage quality
offered by the probabilistic approach. This new protocol is evaluated on synthetic and real-
world datasets, and compared against unencrypted linkage and other privacy-preserving link-
age techniques. On most datasets, the multiple match key method produces linkage quality
only slightly below that produced by field-level Bloom filters on most datasets. This protocol
uses the parameters of a probabilistic model to calculate agreement scores for each record’s
set of match keys to determine which match keys should be used. Therefore, the estimation
of appropriate m and u probabilities and a threshold score is essential to achieving high qual-
ity. This is no different to standard probabilistic linkage; however, instead of comparing fields
independently and summing the results, this approach simply looks for the same match key
value between two records.

Field-level Bloom filters are establishing themselves as the benchmark for linkage quality
amongst PPRL methods. Unfortunately, they are susceptible to the same frequency attacks
as hash encoding, as well as a number of attacks that target the frequency of the q-grams used
to construct the Bloom filter. Hardening methods, such as salting, can significantly reduce the
chances of a successful frequency attack. However, deriving the right record-level salt is a chal-
lenge, and there have not been any published studies on this or its direct impact on linkage
quality.

The paper, Privacy preserving record linkage using homomorphic encryption, included as a support-
ing manuscript for this thesis, extends the Bloom filter protocol to include a homomorphic
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encryption step, which aims to completely remove the vulnerability to frequency attacks alto-
gether; every field after encryption has entirely different ciphertext values. A homomorphic en-
cryption scheme allows computations to be carried out on encrypted data producing encrypted
results; when this encrypted data are finally decrypted, the decrypted results match those per-
formed on an unencrypted version of the data. An evaluation of this extension showed that
it achieved a degree of privacy of 0.0 (absolute privacy) using the privacy metrics of Vatsalan
[278] while providing the same linkage quality as standard Bloom filters. While privacy is
exceptionally high, the performance of homomorphic encryption is currently a critical limita-
tion. Additional performance improvements could be made by using distributed computing
techniques. Given the high security level of the encryption method, it may also be feasible to
utilise public cloud computing resources to perform the inner product calculations, leveraging
the elasticity of on-demand computation.

3.3 Indexing techniques

One of the simplest methods for indexing, known as blocking, involves partitioning datasets
into mutually exclusive blocks, using values derived from one or more fields [126]. For exam-
ple, the date of birth and sex values can be combined to produce a single blocking value; only
records that have the same date of birth and sex values will be compared. One of the issues with
this approach is that it does not account for any variation in the data. Even slight variations in
data will prevent records from being compared. Thus, multiple blocks using different combi-
nations of fields are often used to ensure that the highest possible coverage of true matches in
the data is achieved. This technique is the most straightforward approach to indexing and has
been effective in unencrypted linkage.

Blocking can be used in the context of PPRL with a strong HMAC hash of the block values. This
technique will guarantee equivalent pairs completeness to unencrypted values. The selection
of fields to use within the block is important from a privacy point of view as they may be
susceptible to the same frequency attacks as individual fields. However, blocking in PPRL
gives the opportunity for an ideal salt value to use for the records within each block. Other
approaches to indexing encrypted identifiers, such as the Sorted Neighbourhood Method [125]
and Canopy Clustering [191], have been developed, yet neither show optimal performance in
all settings [60].

The use of composite Bloom filters, such as RBFs and CLKs, where a single Bloom filter rep-
resents each row, can prevent the ability for standard blocking to be used without creating
separate external blocking values at encoding time. This negates some of the privacy charac-
teristics that composite Bloom filters are trying to achieve through the use of a single value.
There may also be constraints in some jurisdictions that prevent the use of more than one field
[54].

The paper, Evaluating privacy-preserving record linkage using cryptographic long-term keys and
multibit trees on large medical datasets, included as part of this thesis, evaluates the linkage of
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CLKs using multibit trees as an indexing technique on large datasets. The performance was
measured against a gold-standard derived from clear-text probabilistic record linkage. Results
showed that CLKs linked using multibit trees produced linkage quality less than that of field-
level Bloom filters. This quality is highly dependent on the fields used to create the CLK, with
missing values creating a large number of false positives. However, the use of multibit trees
for indexing shows excellent potential, with one of the parameter sets achieving a higher recall
than standard unencrypted linkage.

3.4 Conclusion

Maintaining high linkage accuracy while aiming to improve privacy and performance is a dif-
ficult task. Many techniques for improving privacy appear to have a direct trade-off on linkage
quality or performance. Achieving the right balance between these properties may depend on
the specific circumstances around a particular linkage of data. However, there is a lot of fur-
ther work to be done, improving on homomorphic Bloom filters and the use of multibit trees
for private indexing, which could alleviate the need for a trade-off of privacy or performance.
The findings of this chapter will be discussed in the context of cloud computing in the final
chapter.
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Abstract

Background: Integrating medical data using databases from different sources by record linkage is a powerful
technique increasingly used in medical research. Under many jurisdictions, unique personal identifiers needed for
linking the records are unavailable. Since sensitive attributes, such as names, have to be used instead, privacy
regulations usually demand encrypting these identifiers. The corresponding set of techniques for privacy-preserving
record linkage (PPRL) has received widespread attention. One recent method is based on Bloom filters. Due to
superior resilience against cryptographic attacks, composite Bloom filters (cryptographic long-term keys, CLKs) are
considered best practice for privacy in PPRL. Real-world performance of these techniques using large-scale data is
unknown up to now.

Methods: Using a large subset of Australian hospital admission data, we tested the performance of an innovative
PPRL technique (CLKs using multibit trees) against a gold-standard derived from clear-text probabilistic record linkage.
Linkage time and linkage quality (recall, precision and F-measure) were evaluated.

Results: Clear text probabilistic linkage resulted in marginally higher precision and recall than CLKs. PPRL required
more computing time but 5 million records could still be de-duplicated within one day. However, the PPRL approach
required fine tuning of parameters.

Conclusions: We argue that increased privacy of PPRL comes with the price of small losses in precision and recall
and a large increase in computational burden and setup time. These costs seem to be acceptable in most applied
settings, but they have to be considered in the decision to apply PPRL. Further research on the optimal automatic
choice of parameters is needed.

Keywords: Medical record linkage, Blocking, Indexing, Private record linkage

Background
In medical research, information on patients is often scat-
tered across different databases of several data holders.
The task of finding records referring to the same per-
son across one or more datasets is, in medical contexts,
denoted as record linkage. Linking databases is a valuable
and cost-effective technique, increasingly used in pub-
lic health [1, 2], official statistics [3, 4], medical service
research [1, 5], pharmacovigilance [6] and demographic
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research [7]. Applications of record linkage in medi-
cal informatics enabled new research on topics such as
increased mortality risk after imprisonment [8], increased
risk of road traffic accidents after treatments for drug
overdoses [9] or mortality for hepatitis C and HIV vs.
non-HIV patients [10].
For many research endeavors, linking the information

needed would be trivial if a unique personal identifier
(PID) is available. However, in many settings, legal and
administrative issues prevent the use of PIDs, restricting
data linkage to personal identifiers such as names. Since
this requires the release of personally identifying informa-
tion to trusted third parties [11], privacy regulations, such
as the HIPAA Privacy Rules [12] or current EU regulations
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[13], often mandate using encrypted personal informa-
tion. Standard probabilistic record linkagemethods [3] are
sometimes unsuitable for methods based on encrypted
identifiers.
A number of new record linkage methods have been

developed to overcome this problem at a technical level.
These methods, known collectively as privacy-preserving
record linkage, allow linkages using encrypted identifiers.
Although no personal identifying information is released
by data custodians, record linkage is still possible.
A summary of privacy-preserving record linkage tech-

niques notes that each method differs in its accuracy,
maturity, practicality and suitability for large-scale link-
ages [14]. Few of the available privacy-preserving linkage
techniques are suitable for operational linkage units [15].
One notable method for privacy-preserving record link-

age utilises Bloom filters to enable linkage [16]. The Bloom
filters main advantage over many other approaches is that
it incorporates uncertainty into matching, allowing the
similarity between two fields to bemeasured (for instance,
between two surnames) – a method regularly used in tra-
ditional unencrypted record linkage that typically yields
high quality. The original Bloom filter approach encodes
each field into a separate Bloom filter (a binary vector)
which is then compared for similarity using a measure
such as the Sørensen-Dice coefficient or Jaccard index.
The Dice coefficient of Bloom filter-encrypted identi-
fiers seems to be comparable to the similarity of a Jaro-
Winkler comparison on unencrypted identifiers [17]. As
encryption occurs on individual fields, standard record
linkage procedures can still be used such as blocking (to
reduce the comparison space and allow timely linkage to
occur) and the assignment of weights to particular fields.
Real-world evaluations show similar linkage quality when
comparing Bloom filter-based methods with clear-text
probabilistic record linkage [15].
Alternate methods of privacy-preserving record linkage

using Bloom filters have been developed, with a single
Bloom filter composed from many identifiers. Reasons
for using only a single Bloom filter for linkage include
legal constraints in some jurisdictions [18] and attempts at
improving the privacy of the data [19, 20]. A record-level
Bloom filter (RBF) combines all fields into a single Bloom
filter using the discriminatory power of each field [20].
Fields with a higher discriminatory power are allocated a
larger proportion of bits within the RBF, with some bits
excluded completely to maximise privacy. Another com-
posite Bloom filter approach uses a basic set of identifiers
to produce a cryptographic long-term key or CLK [19].
This was developed as an irreversibly encrypted, anony-
mous linkage code, that allowed for small typographical
errors in the identifiers.
Both of these composite Bloom filtermethods have been

shown to increase privacy by reducing the chance of a

successful, malicious attack [21, 22]. However, the ability
of composite Bloom filters to perform highly accurately
and efficiently on large real-world data is unknown. As
there are no individual fields, indexing (or blocking) meth-
ods such as standard Blocking [3] cannot be used without
blocking externally on a separate, encrypted identifier.
Other approaches to indexing encrypted identifiers, such
as the Sorted Neighbourhood Method [23] and Canopy
Clustering [24], have been developed, yet neither show
optimal performance in all settings [25]. Another recently
introduced method using multibit trees has been shown
to be very suitable for CLKs, with potential for good qual-
ity linkage, and with performance at least as good as other
methods on synthetic data [26].
In this paper, we test the accuracy and efficiency of

the multibit tree technique on CLKs generated from large
real-world medical data, for which the true links (which
records belong to the same person) are already known.
Testing multibit trees on real-world data is an important
step in verifying its viability for linking record-level Bloom
filters in public health settings.

Methods
Datasets
Ten years of Western Australian (WA) Hospital Admis-
sions data, along with ten years of New South Wales
(NSW) Admitted Patient Data were used in this evalua-
tion. For each of these datasets, we had pre-existing and
accurate information about which records belonged to
which person.
The datasets had been de-duplicated previously (by the

WA Data Linkage Branch (WADLB) [27] and the Centre
for Health Record Linkage (CHeReL) [28] respectively).
De-duplication was undertaken using a variety of meth-
ods including exact matching, probabilistic linkage, and
intensive clerical review. WADLB and CHeReL employed
rigorous manual reviews of created links and a quality
assurance program to analyse and review likely errors.
These links have been further validated through use in a
large number of research projects and published research
articles [29], and are used as a ‘truth set’ for linkage quality
estimations.
A summary of these datasets can be found in Table 1.

The NSW Morbidity data has been separated into pub-
lic and private hospital data. The private hospital data
contains no name information.

Linkage quality metrics
Linkage quality was evaluated using pairwise precision,
recall, and F-measure. Precision refers to the proportion
of incorrect links found from all the found links and thus
provides a measure of false positives. Recall is the pro-
portion of all correct links found, and thus measures false
negatives. The F-measure is the harmonic mean between
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Table 1 Missing value percentages

Identifier NSWmorbidity
(public hospital)

NSW morbidity
(private hospital)

WA morbidity

First Name 3% 100% < 1%

Middle Name 54% 100% 41%

Last Name < 1% 100% < 1%

Date of Birth 0% 0% < 1%

Sex < 1% < 1% < 1%

Suburb < 1% 3% < 1%

Address 2% 22% < 1%

Postcode < 1% 3% < 1%

# Records 13810088 6498579 6772949

precision and recall, giving a single figure from which we
can compare results. These measures are widely used in
the record linkage literature [16, 30].

CLKmethod
The CLK encryption method is based on the idea of hash-
ing all available personal identifiers into a single structure
called a Bloom filter (a binary vector). Each Bloom filters
is used as an encrypted linkage key and can then be com-
pared with other keys, resulting in a score which describes
how similar the Bloom filters (and thus the personally
identifying information) are.
Four different parameter sets were tested, which cor-

responded to different choices of personal identifiers to
combine into each CLK, and are outlined in Table 2.
These parameter sets replicate typical blocking and link-
age options in traditional record linkage.
Consistent with the CLK construction method sug-

gested by Schnell et al. [19], each dataset was transformed
into four CLK files, one for each parameter set. All CLKs
were 1000 bits in length. Each identifier in the parameter
set used to make up the CLK (i.e. first name, date of birth,
etc.) was converted into unigrams (individual characters)
or bigrams (sets of two overlapping characters) with each

Table 2 Identifiers used for each parameter set

Identifier
Parameter sets Average

Set 1 Set 2 Set 3 Set 4 length

First Name ✓ ✓ ✓ ✓ 5

Middle Name ✗ ✓ ✗ ✓ 5

Last Name ✓ ✓ ✓ ✓ 6

Date of birth ✓ ✓ ✓ ✓ 8

Sex ✓ ✓ ✓ ✓ 1

Suburb ✗ ✓ ✓ ✗ 8

Address ✗ ✓ ✗ ✗ 17

Postcode ✗ ✓ ✓ ✗ 4

unigram or bigram hashed 10 times. The modulus of each
hash with respect to the Bloom filter was taken, and this
position in the Bloom filter set to 1.
Pairs of Bloom filters are compared using the Jaccard, or

Tanimoto, similarity. The intersection of the bit positions
set to one in both Bloom filters is divided by the union
of the bit positions set to one in the two Bloom filters.
This results in a similarity score between 0 and 1, where a
higher score reflects a greater similarity measure:

J(A,B) = |A ∩ B|
|A ∪ B|

Security of CLKs and Bloom filters
The desirable property of all Bloom filter-based encryp-
tions is that they are similarity-preserving. This presents
security considerations, as this property can be exploited
to attack the encryption and potentially reveal personal
identifiers. In recent years, several attacks have been pub-
lished. The first attack, proposed by Kuzu et al. [21],
revealed personal identifiers by performing a frequency
analysis of individual fields. A discussion on the scope and
limitations of the attack is given by Schnell and Borgs [31].
A second attack was devised by Niedermeyer et al. [32]

and extended by Kroll and Steinmetzer [33], which focuses
on the frequency distributions of the bit patterns of Bloom
filters, as well as CLKs. The attack was very successful in
decoding CLKs using the double-hashing scheme as pro-
posed in the original publication [16]. However, replacing
the double-hashing scheme with full random hashing pre-
vents the attack [31]. Several other hardening techniques
have been proposed to make CLKs more resilient against
bit-pattern based attacks [31, 34]. For example, using a sta-
ble identifier as an additional part of the secret (password)
used for encryption is suggested by [32] as a hardening
method (salting). Currently, there are no published attacks
on such variants of the CLK construction.

Multibit trees
Searching for similar pairs is computationally expensive.
To reduce the search space and thus improve linkage
speeds, tree-based structures can be used for blocking.
One prominent method is the use of multibit trees, as sug-
gested by Kristensen et al. [35] and suggested for PPRL
by Bachteler et al. [36]. Multibit trees show better perfor-
mance in terms of quality and linkage speed than most
current methods, like Canopy Clustering [26], LSH-based
blocking [37] or PPJoin [38]. A tree structure is con-
structed for one record file by finding multiple match bit
positions in all Bloom filters where approximately half
the records have their bit position set to one, while the
other half exhibits a value of zero. Each of these halves
are called leaves. This split-half technique is repeated until
a user-defined minimum number of records in each leaf
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is reached (usually one to eight records). For our experi-
ments, a leaf limit of one was used.
To find similar pairs in terms of Tanimoto-similarity,

every record in the second dataset is queried sequen-
tially. For each record, an upper bound of the Tanimoto-
similarity can be estimated before the actual similarity
calculation, by comparing the values at the bit positions
of each leaf in the tree. Leaves with a similarity under a
user-defined Tanimoto threshold are disregarded in the
calculation of the similarities. This way, the search space
can be reduced drastically.
For our de-duplication linkages, the same dataset was

used for the multibit tree and for the sequential queries.
We applied a construction method for multibit trees sim-
ilar to Bachteler et al. [36], testing multiple Tanimoto
thresholds for each parameter set.

Evaluation strategy
All NSW and WA datasets were encrypted into CLKs
for each parameter set as described above. For testing of
linkage quality and blocking ability on data with few miss-
ing values, the WA CLK dataset was then de-duplicated,
using multibit trees as the blocking method, at a range
of Tanimoto thresholds. For testing of linkage quality on
data with many missing values, a random sample of 5
million records was taken from the combined NSW CLK
datasets using parameter set 1 (first name, last name, date
of birth and sex). This represents a reasonable sample
size for a real-world operation, the name identifiers result-
ing in approximately 30% missing values. The pair-wise
precision, recall and F-measure scores were calculated by
comparing results to the ‘truth set.’
For testing of performance, the NSW (Public Hospi-

tal) and WA CLK datasets were combined for a dataset
with a total of approximately 20 million records. From
this combined dataset, random samples were taken to
create datasets of 5, 10 and 15 million records. All of

these datasets were then de-duplicated, using multibit
trees with a single Tanimoto threshold of 0.85, as this has
previously been shown to be a reasonable value for most
applications [26]. The execution time of the multibit tree
search was recorded.
All de-duplication linkages used multibit trees with a

leaf limit value of one. The multibit tree outputs all candi-
date pairs, where the criterion for a pair is that it exceeds
the given Tanimoto threshold value.
The evaluation was run on a Windows Server 2012

R2 Virtual Machine, running under ESXi on a Cisco
UCSC-C240-M3S Server with Intel Xeon CPU E5-
2609@2.40GHz. The VM was assigned 48GB RAM and 6
vCPUs. The evaluation code was assigned 4 vCPUs.

Results
Linkage quality
Results for the de-duplication of the WA CLK dataset
can be found in Fig. 1. The highest recall value across
all threshold levels was achieved using parameter set 1
(first name, last name, date of birth, sex), with the best
value of 0.986 at a threshold of 0.8. The next highest recall
was achieved using parameter set 4 (first name, middle
name, last name, date of birth, sex). The two lowest recall
values came from the use of parameter sets 2 and 3. Val-
ues for parameter set 3 at Tanimoto thresholds 0.8 and
0.85 are not provided as these runs failed to complete
successfully.
MaximumF-measure varied considerably across the dif-

ferent parameter sets. Highest F-measure was 0.978 from
parameter set 1 while lowest F-measure was 0.781 for
parameter set 3. The inclusion of address information
(parameter sets 2 and 3) tended to reduce overall scores.
This can be explained by the varying recall: including
addresses introduces unstable identifiers, which either dif-
fer in the datasets (e.g. because individuals have moved
to a different address) or are missing. This will lead to a

Fig. 1 Linkage quality results for WA CLK de-duplication
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reduction in the amount of true pairs found, which is why
sets 1 and 4 show superior linkage quality with respect to
recall.
All parameter sets but set 1 show high precision

scores. Since adding middle names allows for bet-
ter discrimination between records that would other-
wise exhibit the same values across all identifiers, the
amount of false positive classifications will decrease, lead-
ing to increased precision values for these parameter
sets.
The de-duplication linkage of the 5 million sample CLK

dataset of the combined NSW Public and Private Hospi-
tal datasets (30% of all rows had missing name identifiers)
was abandoned after 2 weeks of elapsed execution time.
Analysis of the pairs created to that point showed that the
number of missing identifiers in the CLKs was leading to
the creation of an inordinately large number of false pos-
itives; a large portion of rows with only values for date of
birth and sex appeared to be linking to each other. The
anticipated poor linkage results and excessive processing
time led to the decision to abandon all linkage quality tests
with this particular dataset.

Performance
The time taken to complete the de-duplication of the sam-
ples of our combined dataset was a monotone function
of the sample size (see Fig. 2). The smallest sample of 5
million records took just under a day to complete. For the
large dataset sizes, the run time slowed considerably, tak-
ing one month to complete the 20 million de-duplication
linkage.
The results in Fig. 2 include the time taken to run

the de-duplication of the WA CLK dataset (6.8 million
records) was 2,445 minutes. When the same dataset was
split into ten roughly equal parts with blocking on year
of birth, the total time taken to de-duplicate was 1,828
minutes.

Fig. 2 Performance results for combined CLK dataset de-duplication

Discussion
Overall, the use of CLK with multibit trees for a full link-
age was not as high quality as could be achieved using
either unencrypted linkage or with field level Bloom fil-
ters [16]. Using the same dataset (WA Hospital), both
unencrypted and field level Bloom filters had achieved
an F-measure of 0.99 [15], while this measure achieved
a maximum F-measure of 0.978 in our current evalua-
tion. Overall, this difference is small, and this may be
acceptable, particularly in cases where the use of a sin-
gle data item for anonymous linkage is prescribed by
law [18].
Our results show that the use of multibit trees for

indexing/blocking of CLK data has great potential. The
best recall was achieved using parameter set 1, with a
value of 0.9858 at a threshold of 0.8. The unencrypted
linkage on the same dataset, mentioned previously, had
a recall of just 0.981, using standard blocking. The worst
results for recall were for parameter sets 2 and 3, with
values at all thresholds below 0.75. This is unacceptably
low for any linkage, but the inclusion of all identifiers,
especially with volatile address information, precludes
the ability to match individuals that have changed their
address. This shows, that while including more identi-
fiers in the CLKs will usually increase the discriminative
power, leading to higher precision, stable identifiers with-
out missing data fields are needed in order to avoid
sacrificing recall. While using multibit trees for indexing
of CLK data has the ability for a very high coverage of
possible links, its quality is ultimately determined by the
identifiers used to create the CLK and the quality of the
data.
In terms of performance, the linkages were reason-

ably slow. While operational linkages are commonly per-
formed on an ad-hoc basis, and there are tight processing
deadlines to meet, linkages which take more than a few
days processing time are probably not feasible. As such,
the multibit tree method, as it is currently implemented,
could not be recommended for large-scale linkages. As
a comparison, an unencrypted linkage of the same 20
million records can be completed within a day.
An alternate approach to using the multibit tree method

may be to create a set of hashed blocking variables along-
side the CLK, referred to as external blocking [26]. Our
simple external blocking of the WA CLK dataset into just
ten blocks based on year of birth was enough to reduce the
execution time by 25%. In practice, the external blocking
required to maintain linkage quality is likely to be more
complex, requiring additional information alongside the
CLK and may provide an additional attack vector for a
malicious individual. However, external blocking provides
a considerably faster method for linkage with CLKs, and
at this time is a practical way for large-scale private record
linkage.
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Conclusion
Further testing is required to improve the CLK linkage
results. One factor which is likely to improve results is the
use of methods of weighting different personal identifiers
based on how likely they are to identify an individual. The
impact that a field has within a Bloom filter is directly
proportional to how many bits that field encodes. How-
ever, in this paper, we used the baseline approach, where
the number of bits was solely based on the number of
bigrams in the identifier. For example, addresses usually
contain many bigrams but are far less useful in identifying
an individual over time when compared to date of birth
or name. Testing Bloom filters which weight individual
fields (by hashing bigrams more or less often) according
to their usefulness in identifying individuals (discrimi-
nating power) may be an important avenue of further
research.
The results reported here are heavily dependent on

parameter settings. For these methods to be useful in
practice, where ‘truth sets’ are usually not available, tried
and tested parameter settings that are robust across dif-
ferent kinds of datasets are required. Missing values were
also shown to be a major factor affecting the quality of
the indexing and linkage. Since CLKs do not account for
the number of identifiers for which valid information is
present, calculation of similarities based on CLKs will
be attenuated by asymetrically missing identifiers. How-
ever, handling missing identifiers in PPRL is a largely
unexplored field of research.
Demand for privacy-preserving record linkage is

increasing [39]. Security of PPRL solutions against
cryptographic attacks is therefore of utmost importance
in medical settings.
However, very few techniques for PPRL suitable for

large data sets are available. One of these few techniques
are Bloom filter-based methods for PPRL. These meth-
ods are increasingly used for a wide variety of medical
research projects, such as linkingmammography data [40]
or building a national perinatal database [41]. State of
the art variants of Bloom filter-based methods have been
shown to be more resilient than competing approaches
[31]. Successful attacks on these variants seem to be
harder than the effort which can be expected willingly to
be provided by a rational attacker [42]. Further hardening
Bloom filters is subject of ongoing research by our group.
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Abstract

Introduction
Available and practical methods for privacy preserving linkage have shortcomings: methods utilising
anonymous linkage codes provide limited accuracy while methods based on Bloom filters have proven
vulnerable to frequency-based attacks.

Objectives
In this paper, we present and evaluate a novel protocol that aims to meld both the accuracy of the
Bloom filter method with the privacy achievable through the anonymous linkage code methodology.

Methods
The protocol involves creating multiple match-keys for each record, with the composition of each
match-key depending on attributes of the underlying datasets being compared. The protocol was
evaluated through de-duplication of four administrative datasets and two synthetic datasets; the
‘answers’ outlining which records belonged to the same individual were known for each dataset. The
results were compared against results achieved with un-encoded linkage and other privacy preserving
techniques on the same datasets.

Results
The multiple match-key protocol presented here achieved high quality across all datasets, performing
better than record-level Bloom filters and the SLK, but worse than field-level Bloom filters.

Conclusion
The presented method provides high linkage quality while avoiding the frequency based attacks that
have been demonstrated against the Bloom filter approach. The method appears promising for real
world use.

Introduction

Privacy preserving record linkage (PPRL) protocols involve
determining which records from data collections describe the
same individual where these records are encrypted or encoded
so as to protect privacy. The challenge for these protocols is
to allow for variations in data arising from missing, changed or
incorrect identifiers (vital for ensuring a high level of matching
accuracy) while at the same time ensuring that no information
about the individuals within the dataset is revealed.

PPRL techniques typically adopt a semi-honest (also
known as an honest-but-curious) model of security [1]. It
is assumed that individual parties in the protocol will encode
data as instructed and will not collude to leak information.
However, parties can record and infer any available informa-

tion, perform statistical frequency attacks on the data, use
brute force attack techniques (such as dictionary attacks) to
guess possible encoded values, or utilise other publicly avail-
able data to discover information about the encoded datasets
[2].

A range of techniques for PPRL have been proposed, uti-
lizing different methodologies, and providing different levels
of privacy [1]. An important distinction lies between those
protocols which utilise a party independent of the data own-
ers (three party protocols) to conduct the linkage and those
which rely solely on communications between data owners for
linkage to occur (two party protocols) [1]. In protocols which
utilise an independent third party, data is first encoded by the
data custodians before being passed to the linkage unit, who
determine which records belong to the same individual (see
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Figure 1). This differs from two-party protocols, where data
is transferred repeatedly between the two parties (the situa-
tion is more complex when involving more than two parties).
Two-party protocols are significantly more complex and require
greater expertise from data custodians.

Of the proposed protocols which utilise an independent
third party, two approaches are prominent in the literature,
each having several variants. The first involves combining par-
ticular subsets of identifiers into a hashed key which is then
used in matching (referred to as a match-key [3], linkage key
[4], an anonymous linkage code [5] or the minimum linkage in-
formation approach [6]). A second approach uses a structure
known as a Bloom filter to store encoded information, which
allows string similarity techniques to be used across encoded
data.

Anonymous linkage codes

The anonymous linkage code approach involves conducting an
exact match on a pre-processed subset of personal identifiers.
These identifiers are concatenated and encoded into a ‘key’
by which to identify an individual. Importantly, these meth-
ods use only a subset of identifiers. By creating a key using
all available identifiers, any variation in records belonging to
the same person (such as typographical errors) would result in
those records being identified as belonging to different individ-
uals. However, using too few identifiers can have the opposite
effect, namely that separate individuals would be identified as
the same person. This approach tries to use the optimum level
of identifying information, allowing some error tolerance while
correctly distinguishing between individuals [6].

Cryptographic hash functions are used to convert the con-
catenated identifiers into a fixed length encoded form. These
hash functions have several important properties that make
them suitable for this purpose. They are deterministic, mean-
ing the same input will produce the same encoded output.
They have the property that a small change in the data input
will change the hash value extensively so that the new hash
value does not appear correlated with the old hash value. They
are also one-way functions, meaning that it is not feasible to
determine the original input data when given only the hash
value, other than by hashing guesses of the possible input and
checking these against the original hash value [6]. To ensure
adequate security, it is important that the hash function is
used in combination with a secret cryptographic key which is
sufficiently hard to guess [2]. The construction recommended
for this purpose is known as a keyed-hash message authentica-
tion code, or HMAC (in this paper we generally use the term
hash as shorthand for HMAC). This construction provides a
secure way to combine a hash function with a secret crypto-
graphic key [7]. This key should be shared amongst all data
custodians and kept hidden from the linkage unit (see Figure
1). The use of a secret key prevents brute force attack tech-
niques where an individual can guess values of concatenated
identifiers, hash them, and check to see if they exist within
the dataset.

There are several variants of the anonymous linkage code
approach. In Australia, the Statistical Linkage Key-581 (SLK)
[8] involves concatenating the second and third letters of an
individual’s first name, the second third and fifth letters of
their surname, and their full date of birth and sex, into a

single field. This method is regularly used to link a num-
ber of national datasets. However, in practice the SLK is
typically not hashed, greatly reducing its privacy protection.
The Swiss Anonymous Linkage Code involves creating a hash
from phonetically encoded first and last names, along with full
date of birth and sex [9]. Another variant proposed by We-
ber [10] concatenates and then hashes the first two letters of
first and last names with date of birth and sex. A method
proposed by the Office for National Statistics UK (ONS) [3]
extends the anonymous linkage code through the use of mul-
tiple match-keys, each made up of different combinations of
personal identifiers; a match on any match-key identifies two
records as belonging to the same individual.

Hashed anonymous linkage keys combined with a secret
key can provide strong privacy protection. Their weakness lies
in ensuring a high level of linkage quality [6]. Single linkage
keys cannot tolerate differences in the identifiers selected for
matching, nor can they handle missing identifiers or utilise ad-
ditional available information. A number of studies have doc-
umented the lower linkage quality found through this method
[11, 12], in particular the reduced sensitivity of these meth-
ods. Procedures to improve sensitivity when using the SLK
have been used in practical applications; these include the use
of additional variables such as address information and the
splitting of the SLK back into its component fields to carry
out more fine-grained matching [13]. Such procedures reduce
or remove the privacy protections provided by the method.

Privacy preserving linkage using Bloom filters

This approach involves adding encoded personal identifiers
into structures known as Bloom filters (a binary array); these
Bloom filters are then compared. The encoding process uses
a series of hash functions (again using the HMAC construc-
tion with a secret key) to map elements of the data field to
positions within the Bloom filter. The encoding process al-
lows string similarity metrics to be used, so that variations in
spelling or typographical errors can be accommodated [14].

There are two main variants of privacy preserving linkage
using Bloom filters. The first is field based Bloom filters where
every identifier (first name, surname etc.) is encoded into its
own Bloom filter. This allows the use of techniques typical
of un-encoded record linkage, such as the use of field spe-
cific weights, and the ability to appropriately handle missing
values, along with previously mentioned string similarity mea-
sures. Very high linkage quality has been achieved using this
method [15]. The second variant utilises a record-level Bloom
filter [16] where all fields are added to a single Bloom filter
which is then compared using string similarity measures. This
method does not satisfactorily handle missing values [17] and
uses a less sophisticated weighting approach. As such, it is
likely this method yields poorer linkage quality than the field
based approach, although comprehensive testing has yet to
appear in print.

While Bloom filter methods have a greater tolerance for
differences between records as compared to anonymous link-
age codes, they also have weaker privacy protection. Both the
field and record-level Bloom filter approaches have been shown
to be vulnerable to frequency attacks [18-21]. While potential
solutions to these attacks have been proposed [19, 22, 23], the
nature of the Bloom filter method makes it difficult to ensure
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Figure 1: Privacy preserving linkage using an independent third party
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linker

Data Custodians

2. The linker conducts linkage, 
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belong to the same individualLinker

Shared secret key

that further attacks will not be found. Frequency based pat-
terns must exist within Bloom filters; these patterns are what
enables the approximate matching techniques used by these
methods. It is these frequency based patterns that also make
it vulnerable to attacks. While solutions to these attacks re-
move or hide some of these frequency patterns, such patterns
must always exist, and as such, it is difficult to provide any
surety regarding the existence of further attacks.

Other methods: hashing individual identifiers

Some of the earliest examples of privacy preserving record
linkage involve encoding individual identifiers separately us-
ing hash functions. These encoded identifiers are then sent to
the linkage unit who perform the linkage. Linkage can be car-
ried out using standard deterministic or probabilistic methods;
however, the encoding process does not allow string similarity
comparisons to occur. To account for possible misspellings,
techniques such as phonetic encoding can be used prior to the
encoding process [24, 25].

This method of linkage has been used in Germany and
France for the linkage of cancer registries. The method ap-
pears to provide high linkage quality [24, 25]; however, its
weakness lies in its vulnerability to frequency attacks. For in-
stance, it is trivial to determine the most common hash value
for the ‘surname’ field, which will correspond to the most com-
mon surname in the population. As such, the privacy protec-
tions provided by these techniques are minimal.

An alternate approach: privacy preserving
linkage using multiple match-keys

In this paper we present an alternate methodology to the ap-
proaches described above. The proposed method seeks to
combine the best features of both approaches: namely, the
privacy protection offered by the use of anonymous linkage
code along with the linkage quality offered by the Bloom filter
approach. An approach that could achieve linkage quality sim-
ilar to the Bloom filter method without the associated privacy

risks would be highly desirable [26].
Unlike the Bloom filter approach, our method does not

make use of approximate string matching. Rather it aims to
achieve high quality linkage through utilising other important
techniques from traditional (un-encoded) probabilistic linkage
including the use of weights and methods for managing miss-
ing values.

Methods

Overview of the protocol

Overview

The proposed method extends the anonymous linkage code
approach. For each record, a number of hashes are created,
each from different sets of concatenated personal identifiers;
we refer to these hashes as ‘match-keys’. Any pair of records
with the same value for any particular match-key are identified
as belonging to the same individual; that is, each match-key
will directly identify an individual. Rather than use a prede-
termined set of match-keys, match-keys are generated based
on parameters which describe the underlying characteristics of
the data. These parameters are shared between the data cus-
todians, and are used as input to the encoding process. Once
encoded, data is sent to the linkage unit for linkage.

The number of match-keys and the composition of each
match-key are all determined as part of this privacy preserving
approach. Importantly, this composition differs depending on
the characteristics of the dataset(s) in question. These param-
eters are identified through utilizing methods from probabilistic
record linkage.

Probabilistic linkage methods

Probabilistic linkage uses conditional probabilities to compute
the likelihood of two records belonging to the same person
[27]. Records are compared on a pairwise basis. A compari-
son of two records involves comparing each field. Each field
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comparison results in a score based on whether the fields do
or do not match (known as the agreement and disagreement
weight, respectively). The field scores are then summed; if the
summed score exceeds a specific threshold, the two records are
deemed a match [27]. Field scores are calculated using two
conditional probabilities, known as m and u probabilities. The
m-probability is the likelihood that two records belonging to
the same person have the same value for a particular field.
The u-probability is the likelihood that two records belonging
to different people have the same value for a particular field
[27]. These are converted into agreement and disagreement
weights using the following formulas:

Agreement Weight = log (
m

u
)

Disagreement Weight = log (
1−m

1− u
)

Numerous techniques exist for estimating m and u prob-
abilities for a particular dataset and for estimating the desig-
nated threshold [28]. These include Jaro’s method for esti-
mating u-probabilities, the expectation-maximisation estima-
tion algorithm [29] and the iterative refinement procedure first
described by Newcombe [30].

Methodology

From the basic probabilistic model, it is possible to iterate
through all possible combination of field state comparisons for
a pair of records [28]. We will consider a simplified model,
whereby a field comparison can either agree or disagree. The
total number of different combinations of field state compar-
isons is then two to the power of the number of fields (i.e.
the total number of field state comparisons doubles with the
introduction of another field).

Using estimated m and u probabilities and an estimated
threshold score, we can calculate the exact total score each
combination of field comparisons would receive, and deter-
mine which would score above the threshold (an example is
shown in Table 1) [28].

The proposed method replicates the combinations that oc-
cur above the threshold in a privacy preserved manner. The
encoding process is simple; for each field state comparison,
a match-key is created from hashing a concatenation of each
field comparison in agreement. These hashes use the HMAC
construction with a secret key shared between data providers,
as in Figure 1. If one of the component fields to be concate-
nated is missing, the match-key is left blank. An example of
this process, using example data and the combinations from
Table 1, is shown in Table 2. Any two records with the same
value for a particular match-key are designated a match.

Reducing the number of match-keys

The method as described creates match-keys for every field
combination above the threshold. This can result in a large
number of match-keys per record, creating large encoded
datasets and increasing computational load. However, a great
number of these created match-keys are redundant. For in-
stance, if a match-key made up of encoded first name, sur-
name and date of birth is considered identifying, then there is
no need to also compute a match-key for first name, surname,

date of birth and sex; no additional matches could possibly be
found. In this way we can remove a large number of field com-
binations without affecting results. To identify the redundant
field combinations is straightforward; given a field combina-
tion with a set of x fields marked as ‘Agree’ (see Table 1),
any other field combinations that also contains that same set
of x fields marked as ‘Agree’ are not required. This proce-
dure can be applied iteratively over all field combinations to
remove all redundant field comparisons (example code to en-
code match-keys from raw data is provided as supplementary
material).

Preliminary testing suggests this method can greatly re-
duce the number of match-keys required. A typical example of
a linkage involving nine fields produced 402 field state combi-
nations over the given threshold; after removal of unnecessary
combinations, only 41 match-keys were required.

In the next sections, we evaluate this simple method on
a range of synthetic and real administrative datasets. We
compare the results against those achieved with un-encoded
linkage and against other privacy preserving techniques.

Evaluation methodology

Evaluation strategy

De-duplication linkages were undertaken on a range of syn-
thetic and real administrative datasets. Each dataset had
either a truth-set available (for the synthetic datasets) or a
gold standard benchmark with which to compare results (for
real datasets). A range of different linkage methods were com-
pared, including both un-encoded and privacy preserving meth-
ods. The un-encoded methods included probabilistic record
linkage using approximate string matching and probabilistic
linkage using exact matching only. Privacy preserving methods
tested comprised field-level Bloom filters, record-level Bloom
filters, the SLK-581 and the multiple match-key methodol-
ogy. Parameters for each linkage method were calculated us-
ing the available truth-sets and gold standard benchmarks,
with results reported at the threshold providing the optimal
linkage quality (where F-measure was maximised). Parame-
ters were shared across methodologies where possible. Results
were compared using the precision and recall measures de-
scribed below. Algorithms were implemented in Python 2.7
[31]; linkage was conducted using the LinXmart linkage en-
gine [32], which implements the standard probabilistic linkage
methodology.

Datasets

Six separate datasets were included in the evaluation; two syn-
thetic datasets and four real-world administrative datasets.

The two synthetic datasets ‘FER12’ and ‘BRO17’ have
been used in previously published research, and detailed infor-
mation on the data generation process is available [28, 33].
The FER12 dataset contained 400,000 records, of which an
individual could at most have 6 duplicate records; fields in-
cluded first and last name, date of birth, sex, and postcode.
Each field had its own rate of errors and distribution of types
of errors. The BRO17 dataset contained 1,000,000 records;
the distribution of records per person was modelled on a hos-
pital morbidity data collection with a ‘long tail’ where a small
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Table 1: A list of field state combinations (16 different states are possible as there are four fields)

First Name Surname Sex Year of Birth Summed Score

1 Agree Agree Agree Agree 17
2 Agree Agree Disagree Agree 15.5
3 Disagree Agree Disagree Agree 10

. . . . . . . . . . . . . . .

Table 2: An example of the encoding process: two un-encoded records (top) are encoded (bottom) using the field state combinations
from Table 1

Original Data

Record ID First Name Surname Sex Year of Birth

Record1 Sean Randall M 1986
Record2 John Doe 1957

Encoded Data

Record ID Match-Key1 Match-Key2 Match-Key3

Record1 HMAC(SeanRandallM1986) HMAC(SeanRandall1986) HMAC(Randall1986)
Record2 HMAC(JohnDoe1957) HMAC(Doe1957)

number of individuals had hundreds of records per person.
The BRO17 dataset had exactly 10% of fields randomly set to
missing, and another 10% of fields modified in some way (by
truncation, misspellings, replacement of values, etc). Fields
included first name, middle name, last name, date of birth,
street address, and postcode. Each of these datasets con-
tained the ‘answers’, identifying which records did belong to
the same individual. Both datasets are available from the au-
thors on request.

Four large-scale Australian health datasets were also used
in this evaluation; these were hospital admission records from
New South Wales (NSW) and South Australia (SA), and
emergency department presentations from NSW and SA. Each
dataset contained all records from the three years 2008-2010;
only public hospital data was available in the South Australian
datasets. Each dataset had previously been de-duplicated to
a high quality by jurisdictional linkage units (the Centre for
Health Record Linkage and SANT Data Link for NSW and SA
datasets respectively); the links created by these units were
used as the gold-standard benchmark against which our de-
duplication results were compared. These linkage units utilised
a variety of deduplication methods including intensive manual
review of created links along with quality assurance procedures
to analyse and review potential errors [34]. The links created
by these linkage units have been further validated through
their regular use in academic and government research. The
data (personal identifiers only) was made available as part of
a Proof of Concept project for the Population Health Research
Network [35]; ethics approvals were obtained from SA Health,
the Cancer Institute NSW and Curtin University.

Each dataset contained name information (first name, mid-
dle name and surname), sex, date of birth, and address infor-
mation (street address and postcode). Fields used for linkage
and the percentage of missing values within each dataset are

described in Table 3.

Linkage methods

Each dataset was de-duplicated using a range of linkage
techniques; no linkages were conducted between any of the
datasets. The same weights and blocking methods were used
across linkage techniques, and multiple threshold scores were
tested for each method (not all techniques required block-
ing, weights or thresholds). Agreement and disagreement
weights were calculated directly from the available gold stan-
dard benchmark/truth-set. Two sets of blocks were used;
Soundex of surname concatenated with sex, and full date of
birth. This linkage strategy was based on a previously pub-
lished ‘default’ strategy that has been regularly used in linkage
evaluations [36, 37].

Probabilistic linkage was carried out using un-encoded
identifiers. All available variables were used in comparisons.
Two probabilistic linkages were carried out; the first used the
Jaro-Winkler string similarity metric [38] for alphabetic vari-
ables (names and address) and exact matching for other vari-
ables; the second used exact matching for all variables.

Field based Bloom filters were created according to a previ-
ously published methodology [14, 15]. Bloom filters were 100
bits in length, with each variable split into bigrams that were
hashed and added to the Bloom filter; three hashes were cre-
ated for each bigram. The Sorenson-Dice coefficient [39] was
used to compare Bloom filters. Weights and blocking fields
were used as described above.

Record based Bloom filters were created based on the cryp-
tographic long-term key construction by Schnell [16], using
the weighting method described by Durham [40]. For each
record, a Bloom filter of 1000 bits was created. The number
of hashes computed for each bigram in each field depended
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Table 3: Number of records and percentages of missing values for each dataset

FER12 BRO17 SA Emergency NSW Emergency SA Hospital NSW Hospital

No. Records 400,000 1,000,000 813,839 4,304,459 1,007,242 6,658,380

Proportion of missing values
First Name 2.4% 10.0% 2.2% 0.1% 3.1% 33.2%
Middle Name - 10.0% 74.4% 83.4% 79.3% 66.9%
Surname 2.6% 10.0% 1.3% 0.0% 2.4% 33.3%
Date of Birth 11.8% 10.0% 0.0% 0.0% 0.0% 0.0%
Sex 5.2% 10.0% 0.0% 0.0% 0.0% 0.0%
Address - 10.0% 4.6% 4.2% 7.8% 10.4%
Postcode 1.1% 10.0% 7.5% 1.2% 9.4% 0.6%

on the weight of the field, as well as the average length of
the field. Address information was not added to record-level
Bloom filters as preliminary testing indicated reduced linkage
quality when these fields were included; previous research has
also noted this issue [17]. The middle name field was also ex-
cluded due to its high proportion of missing values. Separate
blocking fields were also created as described above.

The standard SLK-581 was also evaluated, created from
the second and third letters of the individual’s first name, the
second third and fifth letters of their surname, along with full
date of birth and sex [4].

For the multiple match-key algorithm, weights were used to
generate field state combinations. Linkage quality was calcu-
lated on all generated match-keys over the chosen threshold.
The SHA-1 hash algorithm was used with output truncated
to 90 bits per hash; this provided adequate security against
collisions (for 100 million unique hash values there was ap-
proximately a 1 in a trillion chance of two hashes having the
same value) while reducing file sizes.

Measuring linkage quality

Linkage quality was measured using pairwise precision and re-
call, with the F-measure used as an overall metric of linkage
quality. Results were reported at the threshold which max-
imised the F-measure.

Results

Linkage quality results for each tested linkage method across
all six datasets are shown in Table 4; results are shown at the
threshold which optimised linkage quality.

As expected, un-encoded probabilistic record linkage us-
ing approximate string matching achieved the highest linkage
quality across all datasets. Generally, the use of approximate
string matching as compared to exact matching resulted in
minor decreases in linkage quality; this decrease was larger for
the synthetic datasets, likely due to their higher rates of error.

In regards to privacy preserving techniques, field-level
Bloom filters provided the highest linkage quality on all but
one of the tested datasets. The multiple match-key method
was the next best in terms of quality, with results only slightly
below those for the field-level Bloom filters on most datasets.
The record-level Bloom filters typically performed below that

of the multiple match-key method, except for the SA Hospital
dataset, where all three of these PPRL methods performed
equally. The SLK method performed adequately on three of
the four administrative datasets, however, results were lower
than for all other tested methods. This method performed no-
tably poorer for the NSW hospital dataset and both synthetic
datasets due to the preponderance of missing values in these
files.

One notable outlier was the results from the BRO17
dataset, where the multiple match-key method outperformed
all compared methods, including un-encoded methods. We at-
tributed this to the fact that the multiple match-key method
does not require blocking; the BRO17 dataset had high lev-
els of missing values in all fields and the standard blocking
strategy was likely not appropriate here.

The number of hashes created in the multiple match-key
method for each dataset varied from 14 (FER12 synthetic
data) to 83 (NSW hospital data). Time taken for data en-
coding and linkage, and encoded file sizes (not reported but
available from authors) were comparable to other evaluated
methods.

Discussion

In general, the privacy preserving linkage methods evaluated
here showed high linkage quality, providing continuing evidence
of the viability of this method of record linkage. This was par-
ticularly apparent in datasets with few missing values or errors
in identifiers, where all tested methods provided very high link-
age quality.

Based on these results, field-level Bloom filters are the
privacy preserving method which provides the greatest link-
age quality. The high quality returned from our linkages were
consistent with those achieved previously [15]. However as
previously mentioned this method is vulnerable to frequency
attacks [18-21] and so may not be suitable in situations where
privacy protection is paramount. As expected, record-level
Bloom filters performed poorly when compared against their
field-level equivalents, and also performed poorly relative to
the multiple match-key method introduced here.

In contrast, while the SLK method is simple to implement
and can provide strong privacy protection if used appropriately
(i.e. using the HMAC algorithm with a strong password), it
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Table 4: Results from linkage quality evaluation

Dataset 1: FER09 Precision Recall F-measure

New PPRL1 method Multiple match-key PPRL 0.928 0.788 0.856
PPRL SLK2 0.871 0.570 0.689
PPRL Record-level bloom filter 0.937 0.778 0.850
PPRL Field-level bloom filter 0.941 0.793 0.860
Un-encoded Probabilistic linkage using approximate string matching 0.986 0.805 0.886
Un-encoded Probabilistic linkage using exact matching only 0.940 0.777 0.851

Dataset 2: BRO17 Precision Recall F-measure

New PPRL method Multiple match-key PPRL 0.992 0.943 0.967
PPRL SLK 0.960 0.239 0.383
PPRL Record-level bloom filter 0.934 0.691 0.794
PPRL Field-level bloom filter 0.997 0.813 0.896
Un-encoded Probabilistic linkage using approximate string matching 0.996 0.815 0.897
Un-encoded Probabilistic linkage using exact matching only 0.993 0.810 0.892

Dataset 3: SA Emergency Precision Recall F-measure

New PPRL method Multiple match-key PPRL 0.967 0.990 0.978
PPRL SLK 0.995 0.945 0.969
PPRL Record-level bloom filter 0.992 0.956 0.974
PPRL Field-level bloom filter 0.984 0.978 0.981
Un-encoded Probabilistic linkage using approximate string matching 0.985 0.980 0.982
Un-encoded Probabilistic linkage using exact matching only 0.969 0.990 0.979

Dataset 4: NSW Emergency Precision Recall F-measure

New PPRL method Multiple match-key PPRL 0.997 0.983 0.990
PPRL SLK 0.999 0.966 0.982
PPRL Record-level bloom filter 0.989 0.978 0.983
PPRL Field-level bloom filter 0.995 0.987 0.991
Un-encoded Probabilistic linkage using approximate string matching 0.995 0.990 0.993
Un-encoded Probabilistic linkage using exact matching only 0.995 0.985 0.990

Dataset 5: SA Hospital Precision Recall F-measure

New PPRL method Multiple match-key PPRL 0.993 0.991 0.992
PPRL SLK 0.975 0.988 0.981
PPRL Record-level bloom filter 0.991 0.992 0.992
PPRL Field-level bloom filter 0.995 0.989 0.992
Un-encoded Probabilistic linkage using approximate string matching 0.996 0.987 0.992
Un-encoded Probabilistic linkage using exact matching only 0.995 0.988 0.991

Dataset 6: NSW Hospital Precision Recall F-measure

New PPRL method Multiple match-key PPRL 0.983 0.991 0.987
PPRL SLK 0.072 0.920 0.134
PPRL Record-level bloom filter 0.754 0.921 0.829
PPRL Field-level bloom filter 0.992 0.989 0.990
Un-encoded Probabilistic linkage using approximate string matching 0.992 0.989 0.991
Un-encoded Probabilistic linkage using exact matching only 0.988 0.991 0.990

1 Privacy preserving record linkage
2 Statistical linkage key
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does not appear suitable as an all-purpose privacy preserving
linkage method, given the very poor linkage quality seen with
some of the datasets. Although not tested here, we expect
other anonymous linkage code methods to perform similarly
to the SLK.

The multiple match-key method introduced in this paper
provided admirably high linkage quality. It was superior to the
SLK method, which was the only evaluated privacy preserving
method with similar privacy protections. The field level Bloom
filter was the only privacy preserving method to produce higher
linkage quality; this method has known deficits in terms of
its privacy protections [18-21]. It was not unexpected that
field-level Bloom filters provided higher quality results, given
their additional use of approximate string matching to identify
matches; however, the associated increase was typically small
in magnitude.

A key consideration in assessing the viability of the multi-
ple match-key privacy preserving method was determining the
extent to which string similarity matching (which this method
does not use) contributes to high linkage quality. Previous
studies comparing results using string similarity matching to
those without have found large decreases in error rates for
some datasets [38]. A number of publications (including those
of the authors [6]) have stressed the importance of approx-
imate matching methods for ensuring accurate privacy pre-
serving record linkage. However, this study has found the
difference between un-encoded linkages utilising approximate
matching and those using only exact matching to be small,
suggesting the importance of string similarity matching in en-
suring quality may be overstated. The extent to which string
similarity metrics improve results will clearly depend on the
characteristics of the dataset in question; in an extreme ex-
ample, Winkler reports a linkage in which among true-matches
20% of last-names and 25% of first names contained spelling
differences [41]. Such a dataset clearly would require approxi-
mate matching techniques, and we would expect our multiple
match-key method to perform poorly here. It is an open ques-
tion as to what proportion of administrative datasets fall into
this category.

Privacy of the multiple match-key PPRL
method

The multiple match-key method presented here appears highly
resistant to both dictionary and frequency attacks. Dictionary
attacks are not possible through the use of a secret key in
hashing (the HMAC construction) which is shared amongst
data custodians and kept from the linkage unit. Frequency
attacks also do not appear possible. Each particular match-
key generated by this protocol is made up of a combination of
fields that directly identifies an individual. If the same value
of a match-key exists in two or more records, this means these
records belong to the same person. As such any frequency
analysis of match-keys will simply provide a list of which indi-
viduals who are found in the datasets most often, rather than
provide any information on their identifiers.

The hash-based encoding process used in this protocol
means that similar input values do not result in similar match-
keys, a feature of the Bloom filter approach which has allowed
frequency attacks to occur. As the protocol does not cre-
ate match-keys if one of their component fields is a missing

value, it is also not possible to perform frequency attacks of
match-keys on the subset of records where particular fields are
missing. The use of inappropriate match-keys (for instance,
the use of the single surname field as a match-key) would al-
low frequency attacks to occur. This could potentially occur
through human or other error. Such a match-key is not advis-
able not just on privacy grounds but also on quality grounds,
as it would of course also result in extremely poor linkage
quality (all records with the same surname would be matched
together). In practice, this type of error would be easy to
identify before data is encoded and sent to the linkage unit,
and so is unlikely to occur.

The use of more than one match-key provides one vector
by which information about the individuals can be learnt. In-
formation is leaked when comparing two records with some
match-keys matching and others not-matching. For instance,
if two records have the same match-keys for combinations that
do not include surname, but different match-keys for combi-
nations that do include surname, it is likely that the surnames
differ between these matching records. This can reveal in-
formation about the record in question; for instance, as it is
more common for women than men to change surname in their
lifetime, we could guess that this record is more likely to be
female than male. While the use of multiple match-keys can
leak information, it does not appear able to re-identify an in-
dividual; rather, it suggests broad demographic groupings of
which a record may be part. This privacy issue is not unique
to the multiple match-key method but is inherent in all pri-
vacy preserving methods which use multiple encoded values.
In situations where greater privacy considerations are required
such that no information about an individual can be inferred, a
single match-key (i.e. the SLK approach but using the HMAC
construction) is the most viable option, despite its associated
reduction in linkage quality.

Strengths and limitations

The privacy preserving method presented here achieves both
high accuracy and appears to provide strong privacy protec-
tion. While the absence of approximate string matching in the
method may present as a limitation, our results suggest that,
in general, approximate string matching provides limited qual-
ity improvement. However, for certain datasets, approximate
matching will be of greater importance, such as those with
very few identifiers or large numbers of typographical errors,
and in these situations, we expect the multiple match-key pro-
tocol will likely perform worse than other techniques such as
record-level Bloom filters.

The method proposed here is an extension of the anony-
mous linkage code concept to utilise more than one match-key.
A similar method has been proposed by the ONS [3], although
it has yet to be evaluated. A key difference is that in our
method, the generation of match-keys is based on underlying
characteristics of the datasets while the ONS approach uses
a set of predetermined match-keys for all datasets. By gen-
erating match-keys in this way, our method will be applicable
to a wider range of datasets, including those containing fields
with large proportions of missing values and those with addi-
tional or alternate fields to the ones specified in the hard-coded
method.

Further research is needed to investigate the performance
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of the multiple match-key method (as well as the other meth-
ods) in a real-world setting, where parameters must be es-
timated rather than calculated. Techniques for estimating
weights and thresholds necessary for the multiple match-key
methodology exist and have received evaluation in privacy pre-
serving contexts [28]. It should be noted that such parameters
are normally estimated by the linkage unit at time of linkage;
however, the proposed protocol requires estimation prior to
data transfer, as estimated parameters are used in data en-
coding. A simple method to generate these parameters would
be for each data custodian to compute parameters for their
datasets and provide these to the linkage unit, who can then
calculate a set of global parameters to be used for encoding
all datasets, based on these local parameters. Additional work
is required to validate such a procedure.

Conclusion

In this paper we describe and evaluate a new approach to
PPRL. The results of our evaluation suggest this method can
achieve very high quality results, while at the same time pro-
viding strong privacy protection.

The differing privacy preserving protocols evaluated in this
paper each have their own strengths and weaknesses, and will
each be suitable in particular scenarios. The multiple match-
key protocol does not achieve as high a quality as field-level
Bloom filters but offers greater privacy protection. It provides
slightly better linkage quality in most scenarios as compared
with the record-level Bloom filter approach, while providing
greater certainty regarding privacy. Finally, it provides greater
linkage quality than that offered by a solitary match-key such
as the SLK method. As such, we feel this protocol is an im-
portant and timely contribution to the current state of the
art.
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ABSTRACT
The bloom filter method for privacy preserving record link-
age [24] has been shown to be both efficient, and pro-
vide equivalent linkage quality to that achievable with un-
encoded identifiers [23]. However in some situations, the
bloom filter method may be vulnerable to frequency attacks,
which could potentially leak identifying information [18]. In
this paper we extend the bloom filter protocol to include a
homomorphic encryption step which removes the vulnerabil-
ity to frequency attacks. We evaluate our method by con-
ducting a de-duplication of emergency presentation data.

Categories and Subject Descriptors
H.2.7 [Database Management]: Database Administra-
tion - Security, integrity, and protection

General Terms
Algorithms, Security

Keywords
Record linkage, privacy preserving record linkage, homomor-
phic encryption

1. INTRODUCTION
Record linkage is the process of identifying which person-
based records from disparate data collections belong to the
same individual. Throughout Australia, numerous opera-
tional record linkage units carry out this process, provid-
ing linked datasets to researchers, administrators and plan-
ners. Traditionally, linkage for research purposes has pre-
dominantly focused on the health sector, where it has had a

This paper was presented at the First International Workshop on Population
Informatics for Big Data (PopInfo’15), Sydney, 10 August 2015. Copyright
of this work is with the authors.

significant impact on medical knowledge, and led to changes
in health policy [5].

Administrative health data is highly sensitive, containing
both medical and personal information collected about an
individual during contact with health services and systems.
The use of record linkage methods which implement pri-
vacy preserving techniques aims to satisfy privacy concerns
regarding the release of named information, while allowing
record linkage to take place.

Privacy preserving record linkage involves conducting record
linkage on ‘scrambled data’, whereby records are identified
as belonging to the same individual without the disclosure of
personally identifying information. While these techniques
provide safeguards around spontaneous recognition, they do
not completely remove the privacy risk associated with large
and complex datasets which are still susceptible to disclosure
through unique combinations of the ‘content’ data.

Privacy preserving record linkage has recently become a pop-
ular area of research, with an array of protocols emerging.
These protocols differ in their methods, maturity, practical-
ity and suitability for large scale linkages. Comprehensive
reviews of these methods exist in the literature [29].

1.1 Privacy preserving protocols - differences
and requirements

Privacy preserving protocols can be divided into which
utilise the data owners only (often known as two-party pro-
tocols) and those which include one or more independent
third parties, who do not own data (often known as three-
party protocols). Under a two-party protocol, only the or-
ganisations that hold data are involved in the linkage pro-
cess. Under a three party model, data custodians provide
encoded or encrypted data to an independent third party,
which perform a specialised linkage of this data.

In Australia, when linking administrative data, the useful-
ness of two-party protocols appears limited. Two-party pro-
tocols require data custodians to take a substantial and ac-
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tive part in the linkage process. However, data custodians
exist to manage the quality and security of their collections
and linking data is not part of their core business. While
custodians are often happy for their datasets to be used for
linked research, they typically do not have the resources to
undertake linkage themselves, and in many cases conducting
linkage does not offer them any direct benefit. At the same
time, there are already a number of dedicated ‘third party’
linkage centres around Australia with significant expertise,
and the resources to undertake record linkage [13, 1, 4].

Privacy preserving protocols also differ in the level of pri-
vacy they provide. The lowest level of privacy are provided
by techniques such as the statistical linkage key (SLK) [16],
which simply amalgamate personally identifying attributes
(like name, date of birth and gender) into one variable in
clear text. The next level of privacy techniques encodes data
using hash functions so that those with access cannot learn
any information directly from the encoded values; however
these encoded values are vulnerable to frequency attacks,
which can leak personally identifying information. A final
class of privacy techniques encrypts data in such a way that
it is not possible to learn any information about individu-
als. Such methods utilise cryptographic techniques similar
to those used in modern computing. Few methods such as
these exist, and those that do typically require data custodi-
ans to carry out multiple computations and communication
steps [29, 7, 31].

For a privacy preserving record linkage protocol to be prac-
tical, it needs to be secure, efficient and provide high linkage
quality; ideally both linkage efficiency and quality would be
comparable to what can be achieved with un-encoded per-
sonal identifiers. Record linkage is computationally expen-
sive, and while tight turnaround times are not always re-
quired for record linkage processing, slower algorithms can
result in impractical processing times and unworkable so-
lutions [10]. In addition to responsive linkage services, re-
searcher expectations also include high quality matching to
ensure they can draw the correct conclusions from their re-
search [12].

1.2 Privacy preserving record linkage using
Bloom filters

A protocol for privacy preserving linkage that appears most
promising utilises Bloom filters to encode data in a way that
is both efficient, and allows string similarity measures (im-
portant for ensuring high linkage quality) to be computed.
The use of Bloom filters for privacy preserving record link-
age was first proposed by Schnell in 2009 [24]. Since then,
there have been numerous variants, extensions and evalua-
tions of this protocol [23, 25, 19, 8, 30, 15]. The method has
been shown to provide similar linkage quality to that found
in probabilistic record linkage with un-encoded identifiers,
and to be efficient enough for large scale linkages [23].

However recent evaluations have shown this method may be
vulnerable to frequency attacks; first in its original field level
form [22, 19], and then later for record level Bloom filters
[18]. As such, in situations where very high levels of privacy
are required, this method may not be sufficient.

1.3 Objectives of this paper
In this paper we outline an extension to the generic Bloom
filter protocol, which utilises a somewhat homomorphic en-
cryption scheme that allows us to calculate a similarity met-
ric on fully encrypted identifiers. We implement and eval-
uate this method on a sample of real data sourced from
hospital emergency departments.

2. PROTOCOL
2.1 Overview
Our proposed protocol is a ’four party’ protocol; it utilises
two independent parties to conduct linkage. One has respon-
sibility for conducting the actual linkage (the linker), while
the second has responsibility for decrypting the similarity
score of the resulting record-pairs (the decrypter). In our
protocol, data is first encoded into Bloom filters using the
methods developed by Schnell [24]. We utilise record level
Bloom filters [25] (where all fields from a record are placed
within a single Bloom filter) although our method would also
work with field level Bloom filters. These Bloom filters are
then encrypted using the system described below, again at
an individual record level. This encryption will use as input
a public key supplied by the decrypting third party. This
two-stage encryption process (personal identifiers encoded
into Bloom filters which are then encrypted) is carried out
by the data custodians. It should be noted that our proto-
col does not limit the number of data custodians to two; any
number of data custodians can be involved in the linkage.

The encrypted data is then sent to the linker, who conducts
the required linkage. The output of this linkage (a list of the
record-pairs which have been compared along with their en-
crypted similarity score) is then sent to the decrypter, who,
with possession of the private key, can decrypt the similarity
score. The role of the decrypter must be separate from the
linker, as giving the linker access to the private key to de-
crypt the encrypted similarity score would also allow them
to decrypt the encrypted Bloom filters. An outline of these
data movements is shown in Figure 1.

2.2 Bloom filter method
A Bloom filter is a binary vector of a set length with all
values initially set to zero. Using the method outlined by
Schnell [24], bigrams (overlapping sets of two letters) of per-
sonal identifiers are hashed, with their modulus taken with
respect to the length of the Bloom filter. The correspond-
ing position in the Bloom filter is then set to 1. There are
several variations to this method; in our implementation all
personally identifying fields (i.e. first name, surname, date
of birth, sex, and address) are placed within a single large
Bloom filter.

Bloom filters can be compared using typical set similarity
comparisons. In this implementation we focus on the dice
coefficient metric, outlined in section 2.6.

2.3 Homomorphic encryption
A homomorphic encryption scheme allows computations to
be carried out on encrypted data producing encrypted re-
sults; when this encrypted data is finally decrypted, the de-
crypted results match the results of those same operations
performed on an unencrypted version of the data. While
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1. Data custodians each encode 
their data first to bloom filters 

before encrypting it and sending it 
to the linker

Data Custodians

2. The linker conducts linkage, 
computing the encrypted 
similarity score for each 
record-pair comparison

Decrypter

Linker

3. The decrypter decrypts the 
similarity scores for each 
record-pair comparison

Figure 1: Data movements for the proposed protocol

homomorphic encryption protocols have existed for many
years, protocols prior to 2000 only supported simple opera-
tions of either addition or multiplication. In 2009, Gentry
developed the first fully homomorphic encryption system
which allowed arbitrary calculations [11], and since then
a large number of advances in this area have been made.
However fully homomorphic systems are still too slow to be
practical for most purposes [20].

Somewhat homomorphic encryption schemes only support
a limited number of operations on encrypted data; how-
ever they are much faster and thus far more practical. In
this paper we utilise a somewhat homomorphic encryption
scheme developed by Lauter, Naehrig and Vaikuntanathan
[20], along with a packing method for encrypting data devel-
oped by Yasuda [32] which allows us to compute similarity
measures.

2.4 Encryption method
This scheme of Lauter, Naehrig and Vaikuntanathan [20]
bases its security on the ring learning with errors problem.
In colloquial terms, this problem is based on the difficulty
of distinguishing a true signal (in this case, the secret) from
noisy data. The problem, while relatively recent, is believed
to be exponentially hard [20], and forms the basis for nu-
merous modern cryptosystems [2, 21].

The scheme used in this paper allows an arbitrary number
of additions of encrypted values, along with a set number of
multiplications.

The system utilises several parameters. These include;

- The dimension n, which is a multiple of 2, and the corre-
sponding cyclotomic polynomial f(x) = xn + 1.

- The modulus q, a prime. Together, q, n and f(x) define

the rings R := Z[x]/f(x) and Rq := R/qR = Zq[x]/f(x).

- The standard deviation σ of a discrete Gaussian error dis-
tribution χ.

- An integer t < q, which defines the message space.

Description of the algorithms key generation, encryption and
decryption are given below. These are taken verbatim from
Yasuda et al [32].

Key Generation We choose an element R 3 s ← χ and
sample a random element a1 ∈ Rq along with an error R 3
e← χ. We define the public key pk as (a0, a1), where a0 :=
−(a1 · s+ t · e), and we define the secret key sk as s.

Encryption For a plaintext message m ∈ Rt, with public
key (a0, a1), the encryption samples R 3 u, f, g ← χ and
computes Enc(m, pk) = (c0, c1) = (a0u+tg+m,a1u+tf) ∈
(Rq)

2, where m ∈ Rt is considered an element of Rq.

Decryption For a ciphertext ct = (c0, ..., cξ) ∈ (Rq)
ξ+1

(homomorphic multiplication will increase ciphertext size),
with private key s, decryption is computed by Dec(sk, ct) =

[m̃]qmod t ∈ Rt where m̃ =
∑ξ
i=0 cis

i ∈ Rq.

2.5 Packing method
The homomorphic encryption scheme described above will
allow us to encrypt individual numbers, and perform oper-
ations on these encrypted numbers. It is possible then to
use the scheme to compute the dice coefficient of two Bloom
filters, by first encrypting each element in the two Bloom
filters individually, multiplying the elements of each posi-
tion together, and summing these results. However such a
scheme would be extremely slow, requiring a large number
of encryptions and computations for every comparison.
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Packing methods provide an alternative, allowing a vector
of values to be encrypted in a single operation. Operations
can then be homomorphically computed on this vector. In
this work we utilise a packing method developed by Yasuda
[32]. This method allows us to encrypt an entire Bloom filter
(essentially a binary vector) at once, and compute its inner
product using a single multiplication operation.

For a Bloom filter A of length n with elements A0, . . . , An−1

we define two packed ciphertexts.

ForwardPack(A) =

n−1∑

i=0

Aix
i

BackwardPack(A) = −
n−1∑

i=0

Aix
n−i

where Σ refers to the regular summation operator. Both of
these polynomials are then encrypted as described in 2.4.
Each Bloom filter is both forward and backward packed;
that is, there are two encrypted values for each Bloom filter.

We can compute the inner product of two Bloom filters by
multiplying one Bloom filter’s forward packing by the others
backward packing, as shown below.

ForwardPack(A)×BackwardPack(B)

= (

n−1∑

i=0

Aix
i)× (−

n−1∑

i=0

Bix
n−i)

= · · · − (

n−1∑

i=0

AiBix
n) + . . .

= · · ·+A ·B + . . .

in Rt, since xn = −1 with all other terms non-constant.
Thus after a multiplication, upon decryption, the value of
the constant term in the resulting polynomial will be our
inner product.

2.6 Computing similarity measures
The most common metric used in Bloom filter similarity
calculations is the dice coefficient, typically expressed as

Dice CoefficentA,B =
2h

a+ b

where h refers to the number of positions in both bloom
filters set to 1, and a and b refer to the number of positions
set to 1 in bloom filters A and B respectively.

This equation can be re-written as

Dice CoefficentA,B =
2A ·B

A ·A+B ·B
where · refers to the inner product operation. This allows
us to compute the dice coefficient using the packing method
described above.

The cryptosystem employed does not allow integer division;
instead, we calculate the encrypted values of the numera-
tor and denominator separately. Both of these values are
provided (encrypted) to the decrypter for each record pair.
Once decrypted, the decrypter can calculate the dice coeffi-
cient from these two provided values.

2.7 Related work
Our protocol aims to allow linkage to be conducted with
only the minimum participation of data custodians, and to
a level of security where frequency based information is not
available to the independent third parties.

There have been a number of related works published in the
literature. A range of secure set intersection protocols have
been proposed [26, 27, 17], many of which adopt homomor-
phic encryption methods to ensure security. While these
methods have strong security equivalent to our protocol,
they operate without the use of an independent third party,
and instead require multiple communication steps from data
custodians.

The closest protocol to the one described in this paper is by
Kantaricioglu et al. [14], who provides a method for privacy-
preserving joins utilising homomorphic encryption and two
independent third parties. Similar to our work, in this proto-
col data custodians are only required to encrypt and trans-
fer their data, taking no further part in the protocol. A
uniquely identifying key is used to determine whether two
records should be joined. A homomorphic subtraction oper-
ation is then performed when comparing individual records;
where this subtraction (when decrypted) equals to 0, the two
records have the same unique identifier, and so are joined.

The main difference between our method and Kantari-
cioglu’s is that ours is aimed at the problem of record linkage,
where we do not have keys which uniquely identify individ-
uals across distinct datasets. Our proposed method toler-
ates the full range of ‘noisy’ data, utilising approximately
matching techniques to handle missing values, misspellings,
incorrect values and changing values over time. Previous
evaluations of the approximate matching method used in
our protocol have shown it to perform as well as probabil-
stic linkage on un-encoded identifying information [23].

3. EVALUATION
3.1 Evaluation details
We evaluated this system by performing a deduplication of
275,626 event records (one years’ worth) from an emergency
presentation data collection. First name, surname, date of
birth, sex, address and postcode fields were used in linkage.
These fields were mapped into a single 512 bit bloom filter,
using weighting methods developed by Durham et al [9]. A
standard blocking method was used to enable timely linkage;
the date of birth field was used as the sole block.

Bloom filters were then encrypted using the encryption
scheme described above. Our system utilised the param-
eters n = 1024, σ = 8, t = 512, and q, a 54 bit prime. These
parameters were chosen to be the most efficient possible,
while both ensuring correctness of results, and a security
level equivalent to 128 bits; the detail of determining ac-
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Table 1: Results from de-duplication of emergency presentation data
Linkage Type Precision Recall F-Measure

Linkage on un-encoded identifiers 0.985 0.978 0.981
Linkage with unencrypted bloom filters 0.985 0.977 0.981
Linkage with encrypted bloom filters 0.985 0.977 0.981

curate and secure parameters is described in Lauter et al
[20].

Our linkage quality results were evaluated using precision
and recall measures, as recommended in the record linkage
literature [6]. Efficiency and privacy were also evaluated
with reference to measures described within the privacy pre-
serving literature [28]. The emergency presentation dataset
had been previously independently linked by a data linkage
unit with their results made available to us. The results were
used as the ‘truth set’ with which we compared our results.

Encryption, linkage and decryption were performed on a 64-
bit Windows Server virtual machine with an Intel Xeon E5-
2609 CPU at 2.4GHz, with 32GB of memory. Our imple-
mentation utilised a single core.

3.2 Results
The results for the linkage of emergency presentation data
using encrypted Bloom filters, unencrypted Bloom filters,
and un-encoded personal identifiers are shown in Table 1.
As expected, there was no difference in quality between en-
crypted Bloom filters and unencrypted Bloom filters. The
Bloom filter methods result in linkage quality equal to that
achieved by linkage with un-encoded identifiers.

The encrypted Bloom filter linkage took slightly over 12
hours to complete, while the encryption step took 4 hours
and 20 minutes, and the decryption of the answer file took
almost 17 hours. A total of 1,164,305 record comparisons
were performed.

In terms of individual operations, a single inner product cal-
culation took, on average, 31 milliseconds, while encryption
of a single record took 58 milliseconds, and decryption of a
single record-pair took 52 milliseconds.

Our implementation was significantly slower than the more
optimised implementation reported on by Yasuda et al [32].
Using equivalent parameters, our inner product calculation
(i.e. our linkage) was 27 times slower, while our encryp-
tion and decryption of data was 23 and 14 times slower, re-
spectively. While their CPU was slightly faster (Intel Xeon
X3480 at 3.07GHz), the majority of this difference appears
to be due to code optimisations.

In terms of privacy, using the privacy metrics of Vatsalan
[28], our protocol on its own has a degree of privacy of 0.0
(absolute privacy), as all records have completely different
ciphertext values. However our protocol is not complete; for
efficiency, it requires a blocking component to be used in
conjunction which itself may decrease privacy.

4. DISCUSSION
As expected, the linkage quality achieved through our pro-
tocol was the same as that achieved using the regular Bloom
filter method, and the same as that achieved through prob-
abilistic linkage. The advantage of the presented method-
ology is a far higher level of security over the Bloom filter
method. This method provides a level of security equiva-
lent to that provided by regular encryption algorithms, and
removes the possibility of frequency attacks; the same plain-
text value can encrypt to a very large number of ciphertext
values.

By building upon the Bloom filter methods previously pub-
lished, our methodology can be expected to achieve the same
level of linkage quality as other Bloom filter methods. It can
also leverage off the significant work already conducted to
improve and refine the Bloom filter methodology, such as
Durham’s weighting method (used in this paper) [9].

A key limitation to our proposed method is speed. As cur-
rently implemented, our method is only suitable for small
linkages. However, our naive implementation is approxi-
mately 14 to 27 times slower than the more optimised version
developed by Yasuda [32]. By optimising the code used in
our implementation, our method would be suitable for larger
dataset sizes. Additional performance improvements could
be made by using distributed computing techniques. Given
the high security level of our encryption method, it may also
be feasible to utilise public cloud computing resources to per-
form our inner product calculations, which would provide
substantial potential for scalability. The blocking method
used (comparing only records with the same date of birth)
is relatively strict, and similarly strict blocks may be a re-
quirement to ensure the efficiency of this method.

5. CONCLUSIONS
As far as we are aware, this is the first record linkage pro-
tocol which provides a demonstrably high level of security,
without requiring numerous communication steps by data
custodians. Future developments will focus on improving
performance to a comparable level with that achieved by
Yasuda et al [32].

This paper presents a protocol for record comparison, and
does not provide any recommendations for private blocking
systems. However, a private blocking scheme is necessary for
a complete private linkage system. Future work will explore
the use of more secure blocking methods.

Our protocol provides protection against attacks by the
third or fourth party; however it does not protect against
collusion by these two parties. Should these parties collude,
the security of our system reduces to that of the regular pri-
vacy preserving linkage using Bloom filters (which has been
evaluated previously [18]).
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Aim 4 of this thesis is to develop a model for record linkage that retains the privacy of data and utilises
the scalability of cloud computing. This chapter addresses this aim by examining how cloud ser-
vices can be harnessed to tackle the ‘big data’ issue within record linkage without the additional
risks associated with the release of raw identifiers to cloud infrastructure.

4.1 Cloud models for data linkage

Privacy-preserving record linkage protocols can be divided into two main categories: those
where the only participants are the data custodians (known as two-party protocols) and those
which include one or more independent third parties, who do not own data (known as three-
party protocols) but perform other functions in the data linkage process. The three-party proto-
col requires the data owners to send encoded or encrypted data to an independent third party
to perform the linkage. Three-party protocols are more common in practice than two-party
protocols. The utility of two-party protocols appears limited to jurisdictions where specialised
data linkage units do not exist.

The typical three-party protocol using a trusted third-party (TTP) is shown in Figure 4.1. Data
custodians send datasets containing linkage variables to the TTP. Using this information, the
TTP links the datasets together (often in an enduring fashion) and creates a linkage map across
the data from all custodians. This is a typical approach for data linkage in Australia, Canada
and the UK. However, some datasets cannot be released due to legal, administrative and other
reasons, and consequently, these are not able to participate in this process [36, 98]. The capa-
bilities of the TTP also depend on the availability of on-premises resources. Ever-increasing
volumes of data are requiring TTPs to enhance their infrastructure capabilities [3, 134].

Current Trusted Third Party (TTP) Model
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[System]
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[System]
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FIGURE 4.1: A trusted third-party model for record linkage

There are three main types of models for record linkage that could utilise cloud computing
resources and capabilities:

• a trusted third-party hybrid cloud model,

• a trusted third-party full cloud model, and

• a two-party self-service cloud model.
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These models are designed to solve specific issues. The following section describes these dif-
ferent models in more detail. Privacy-preserving record linkage is used on scalable cloud in-
frastructure for all models described below.

4.2 Trusted third-party hybrid cloud

Specialised data linkage units with insufficient computing resources and growing data sizes
would benefit from a hybrid cloud model. In this model, data custodians send their data to
the TTP in the usual way. The TTP stores the named identifiers locally but encodes the data
into a privacy-preserved state before sending it to a cloud service for matching (see Figure 4.2).
All data matching occurs on privacy-preserved datasets, and the linkage map is also stored on
cloud infrastructure. This approach moves almost all computation to scalable and elastic cloud
services. For linkage units, this considerably reduces the need to maintain expensive hardware
on-premises. Computation is paid for, as required, and can scale with demand.

There are two direct benefits to the TTP having access to all of the named identifiers. Firstly,
the data encoding process can be optimised for quality; placeholder and default values can be
removed, missing values such as sex could be imputed, and data cleaning and standardisation
can be consistently applied to all datasets and thoroughly validated. Secondly, once the match-
ing process has completed, the linkage map can be validated manually with quality assurance
processes already used by the TTP. Automated and batch processing for quality assurance is
highly desirable; however, the ability for human inspection to validate linkage results should
not be understated.

Hybrid Cloud Trusted Third Party (TTP) Model
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FIGURE 4.2: A hybrid cloud trusted third-party model for record linkage

The paper, Secure Record Linkage of Large Health Data Sets: Evaluation of a Hybrid Cloud Model,
included as part of this thesis, presents a model for record linkage that utilises cloud com-
puting capabilities while assuring data custodians that identifiable datasets remain secure and
local. This new hybrid cloud model includes privacy-preserving record linkage techniques and
container-based batch processing to satisfy stated tenets. An evaluation of the model was con-
ducted with a prototype implementation using large synthetic datasets. The results showed
that an effective hybrid cloud model could be devised which extends linkage capacity. The
cloud model uses PPRL techniques and moves computation to scalable cloud infrastructure.
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This approach provides linkage units with the ability to process increasingly larger datasets
without impacting on data disclosure issues.

4.3 Trusted third-party full cloud

A TTP full cloud model requires data custodians to encode their datasets before transmission
to the trusted third party. This transmission involves uploading the encoded data directly to
a cloud-based system that is managed by the specialised linkage unit, as shown in Figure 4.3.
The TTP still manages the linkage system and performs the linkage activities. However, all
required infrastructure is hosted in the cloud.

Full Cloud Trusted Third Party (TTP) Model
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FIGURE 4.3: A full cloud trusted third-party model for record linkage

The advantage for the data custodians under this model is that all of their data is encoded
prior to release, considerably reducing risks to privacy. The data that is stored and processed
within the cloud environment is entirely encoded, providing an extra level of security. This
model also allows those hard-to-get datasets to participate in linkage activities. One of the
main disadvantages of this model, however, is the pre-processing and encoding of data which
must be performed at the data custodian site. Optimising the encoding for quality at this point
is much more challenging.

4.4 Self-service full cloud

A self-service model is similar to the TTP full cloud model, except one or more of the data
custodians takes responsibility for the linkage activities. The linkage system is hosted within a
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secure cloud environment, providing custodians with the ability to manage and participate in
their own linkages. This model is shown in Figure 4.4. The cloud linkage system is effectively
acting as a TTP, providing linkage as a service to data custodians.

Cloud Self-Service (SS) Model
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FIGURE 4.4: A self-service full cloud model for record linkage

One of the advantages of this model is providing full autonomy to data custodians. However, it
is unclear how useful this model would be to those custodians who typically rely on specialised
data units to undertake data linkage. A more suited use would be for linkages that involve two
data linkage units, where these units are acting as secondary custodians to different datasets,
looking to link their already internally linked data together. For example, cross-sectoral or
cross-jurisdictional linkages could provide valuable insights for specific research questions and
evidence-based decision making.

4.5 Conclusion

Different linkage scenarios can be addressed with cloud models for record linkage that specif-
ically target that scenario. All cloud models described in this chapter utilise cloud infrastruc-
ture for the computationally intensive matching part of linkage using data encoded for privacy.
While the use of a managed container cluster for linkage is described as a solution, the cloud
models do not dictate the algorithm required here. Further work to refine matching algorithms
so as to make full use of cloud computing infrastructure will improve the efficiency of the
linkage.
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The subsequent chapter describes some case studies that have used PPRL. Additionally, it de-
scribes how the cloud models presented in this chapter could fit some of those case studies.
The findings from this chapter, and the previous chapters on quality, privacy and performance,
are discussed in the final chapter.
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Abstract

Background: The linking of administrative data across agencies provides the capability to investigate many health and social
issues with the potential to deliver significant public benefit. Despite its advantages, the use of cloud computing resources for
linkage purposes is scarce, with the storage of identifiable information on cloud infrastructure assessed as high risk by data
custodians.

Objective: This study aims to present a model for record linkage that utilizes cloud computing capabilities while assuring
custodians that identifiable data sets remain secure and local.

Methods: A new hybrid cloud model was developed, including privacy-preserving record linkage techniques and container-based
batch processing. An evaluation of this model was conducted with a prototype implementation using large synthetic data sets
representative of administrative health data.

Results: The cloud model kept identifiers on premises and uses privacy-preserved identifiers to run all linkage computations
on cloud infrastructure. Our prototype used a managed container cluster in Amazon Web Services to distribute the computation
using existing linkage software. Although the cost of computation was relatively low, the use of existing software resulted in an
overhead of processing of 35.7% (149/417 min execution time).

Conclusions: The result of our experimental evaluation shows the operational feasibility of such a model and the exciting
opportunities for advancing the analysis of linkage outputs.

(JMIR Med Inform 2020;8(9):e18920) doi: 10.2196/18920
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Introduction

Background
In the last 10 years, innovative development of software apps,
wearables, and the internet of things has changed the way we
live. These technological advances have also changed the way
we deliver health services and provide a rapidly expanding
information resource with the potential for data-driven
breakthroughs in the understanding, treatment, and prevention
of disease. Additional information from patient devices,
including mobile phone and Google search histories [1],
wearable devices [2], and mobile phone apps [3], provides new

opportunities for monitoring, managing, and improving health
outcomes in new and innovative ways. The key to unlocking
these data is in relating details at the individual patient level to
provide an understanding of risk factors and appropriate
interventions [4]. The linking, integration, and analysis of these
data has recently been described as population data science [5].

Record linkage is a technique for finding records within and
across one or more data sets thought to refer to the same person,
family, place, or event [6]. Coined in 1946, the term describes
the process of assembling the principal life events of an
individual from birth to death [7]. In today’s digital age, the
capacity of systems to match records has increased, yet the aim
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remains the same: linking records to construct individual
chronological histories and undertake studies that deliver
significant public benefit.

An important step in the evolution of data linkage is to develop
infrastructure with the capacity to link data across agencies to
create enduring integrated data sets. Such resources provide the
capability to investigate many health and social issues. A
number of collaborative groups have invested in a large-scale
record linkage infrastructure to achieve national linkage
objectives [8,9]. The establishment of research centers
specializing in the analysis of big data also recognizes the issue
of increasing data size and complexity [10].

As the demand for data linkage increases, a core challenge will
be to ensure that the systems are scalable. Record linkage is
computationally expensive, with a potential comparison space
equivalent to the Cartesian product of the record sets being
linked, making linkage of large data sets (in the tens of millions
or greater) a considerable challenge. Optimizing systems,
removing manual operations, and increasing the level of
autonomy for such processes is essential.

A wide range of software is currently used for record linkage.
System deployments range from single desktop machines to

multiple servers, with most being hosted internally to
organizations. The functional scope of packages varies greatly,
with manual processes and scripts required to help manage,
clean, link, and extract data. Many packages struggle with large
data set sizes.

Many industries have moved toward cloud computing as a
solution for high computational workloads, data storage, and
analytics [11]. An overview of cloud computing types and
service models is shown in Table 1. The business benefits of
cloud computing include usage-based costing, minimal upfront
infrastructure investment, superior collaboration (both internally
and externally), better management of data, and increased
business agility [12]. Despite these advantages, uptake by the
record linkage industry has been slow. One reason for this is
that the storage of identifiable information on cloud
infrastructure has been assessed as high risk by data custodians.
Although security in cloud computing systems has been shown
to be more robust than some in-house systems [13], the media
reporting of data breaches has created an impression of
insecurity and vulnerability [14]. A culture of risk aversion
leaves the record linkage units with expensive, dedicated
equipment and computing resources that require managing,
maintaining, and upgrading or replacing regularly.

Table 1. Overview of cloud computing types and service models.

DescriptionName

Types of cloud computing

All computing resources are located within a cloud service provider that is generally accessible via the internet.Public

Computing resources for an organization that are located within the premises of the organization. Access is typically through local
network connections.

Private

Cloud services are composed of some combination of public and private cloud services. Public cloud services are typically leveraged
in this situation for increasing capacity or capability.

Hybrid

Service models

The provider manages physical hardware, storage, servers, and virtualization, providing virtual machines to the consumer.IaaSa

In addition to the items managed for IaaS, the provider also manages operating systems, middleware, and platform runtimes. The
consumer leverages these platform runtimes in their own apps.

PaaSb

The provider manages everything, including apps and data, exposing software endpoints (typically as a website) for the consumer.SaaSc

aIaaS: Infrastructure as a Service.
bPaaS: Platform as a Service.
cSaaS: Software as a Service.

To leverage the advantages of cloud computing, we need to
explore operational cloud computing models for record linkage
that consider the specific requirements of all stakeholders. In
addition, linkage infrastructure requires the development and
implementation of robust security and information governance
frameworks as part of adopting a cloud solution.

Related Work
Some research on algorithms that address the computational
burden of the comparison and classification tasks in record
linkage has been undertaken. Most work on distributed and
parallel algorithms for record linkage is specific to the
MapReduce paradigm [15], a programming model for processing
large data sets in parallel on a cluster. Few sources detail the

comparison and classification tasks themselves, with the focus
on load balancing algorithms to address issues associated with
data skew. These works attempt to optimize the workload
distribution across nodes while removing as many true negatives
from the comparison space as possible [16-19]. Load balancing
algorithms typically use multiple MapReduce jobs and different
indexing methods to tackle the data skew problem. Indexing
methods include standard blocking [17,18], density-based
blocking [16], and locality sensitive hashing (LSH) [20], with
varying success in optimizing the workload distribution.

Pita et al [21] have built on the MapReduce-based work and
demonstrated good performance and quality using a Spark-based
workflow for probabilistic linkage. Spark was chosen for
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in-memory processing, ease of programming, scalability, and
the new resilient distributed data set model. Like MapReduce,
Spark continues to be used to address the issues with linkage
and data skew on larger data sets. Spark solutions for full entity
resolution are being developed, with different indexing
techniques used to address workload distribution. The SparkER
tool by Gagliardelli et al [22] uses LSH, meta-blocking, and a
block purging process to remove high-frequency blocking keys.
Mestre et al [23] presented a sorted neighborhood
implementation with an adaptive window size, which uses three
Spark transformation steps to distribute the data and minimize
data skew.

Outside of the Hadoop ecosystem, which MapReduce and Spark
are a part of, there have been some efforts to address the linkage
of larger data sets through other parallel processing techniques.
Sehili et al [24] presented a modified version of PPJoin, called
P4Join, that can parallelize record matching on graphics
processing units (GPUs), claiming an execution time
improvement of up to 20 times. Despite its potential for
significant improvements in runtime performance, there has not
been any further work published on P4Join using larger data
sets or on clusters of GPU nodes. More recently, Boratto et al
[25] evaluated a hybrid algorithm using both GPUs and central
processing units (CPUs) with much larger data sets. Although
restricted to single (highly specified) machines, these evaluations
show promise provided that the approach can be applied within
a compute cluster. Again, there is not yet any further work
available.

The blocking techniques used in these studies are based on the
same techniques used for traditional probabilistic and
deterministic linkages [15]. There are many blocking techniques
used in these conventional approaches to record linkages that
reduce the comparison space significantly, even when running
a linkage on a single machine [26]. However, these approaches
become inefficient as data set sizes become larger. They also
come with a trade-off; the creation of blocks that reduce the
comparisons required for linkage will inevitably reduce the
coverage of true matches, resulting in more missed matches.

Much of the work in distributed linkage algorithms is focused
on performance, often at the expense of linkage accuracy.
Adapting these blocking techniques to distribute workload across
many compute nodes has reduced the comparisons efficiently.
Unfortunately, this increased efficiency has impacted the
accuracy further, reducing comparisons at the expense of
missing more true matches. There is still a trade-off between
performance and accuracy, and further work is required to
address it.

Data Flow and Release for Record Linkage
As data custodians are responsible for the use of their data,
researchers must demonstrate to custodians that all aspects of

privacy, confidentiality, and security have been addressed. The
release of personal identifiers for linkage can be restricted, with
privacy regulations such as the Health Insurance Portability and
Accountability Act Privacy Rules [27] or EU regulations [28]
mandating the use of encrypted identifiers. Standard record
linkage methods and software are often unsuitable for linkage
based on encrypted identifiers. Privacy-preserving record linkage
(PPRL) techniques have been developed to enable linkage on
encrypted identifiers [29]. These techniques typically use Bloom
filters to store encrypted identifiers, a probabilistic data structure
that can be used to approximate the equality of two sets. The
emergence of these PPRL methods means that data custodians
are not required to release personal identifiers. The use of PPRL
methods in operational environments is still in its infancy, with
limited tooling available. Available software includes the
proprietary LinXmart [30], an R package called PPRL developed
by the German Record Linkage Center [31], LSHDB [32],
LinkIT [33], and Secure Open Enterprise Master Patient Index
[34]. There is little published data on how much these systems
are used outside of the organizations that created them. PPRL
is a key technology that greatly opens the acceptability of cloud
solutions for record linkage.

Record Linkage Process
Record linkage typically follows a standard process for the
matching of two or more data sets, as shown in Figure 1. The
data sets first undergo some preprocessing, a cleaning and
standardization step to ensure consistency with the formatting
of fields across data sets. The next step (indexing) attempts to
reduce the number of record-level comparisons required (the
latter often referred to as the comparison space), removing
comparisons that are most likely to be false matches. The
indexing step typically groups data sets into overlapping blocks
or clusters based on sets of field values and can provide up to
99% reduction in the comparison space. Record pair
comparisons occur next, within the blocks or clusters determined
during the indexing step; this comparison step is the most
computationally expensive and often requires large data sets to
be broken down into smaller subsets. Classification of the record
pairs into matches, nonmatches, and potential matches results
in groups of entities (or individuals) based on the match results.
Potential matches can be assessed manually or through special
tooling to determine whether they should be classified as
matches or nonmatches. A common approach to grouping
matches is to merge all records that link together into a single
group; however, different approaches can be used to reduce
linkage error [35]. Analysis of the entity groups is the last step,
where candidate groups are clerically reviewed to determine if
and how the records in these groups should be regrouped.
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Figure 1. Typical data matching process.

This paper presents 2 contributions to record linkage. First, it
offers a model for record linkage that utilizes cloud computing
capabilities while providing assurance that data sets remain
secure and local. Lessons learned from many real-world record
linkage projects, including several PPRL projects, have been
instrumental in the design of this cloud model [30,36,37].
Second, the use of containers to distribute linkage workloads
across multiple nodes is presented and evaluated within the
cloud model.

Methods

Design of a Cloud Model for Record Linkage
The standard record linkage process relies on one party (known
as the trusted third party [TTP]) having access to all data sets.
Handling records containing identifiable data requires a sound
information governance framework with controls in place that
manage potential risks. Even with a well-managed information
security system in place, access to some data sets may still be
restricted. The TTP also requires infrastructure that can help
manage data sets, matching processes and linkage key
extractions over time. As the number and size of data sets grow,
the computational needs and storage capacity must grow with
it. However, the computation requirements for data linkage are
often sporadic bursts of intense workloads, leaving expensive
hardware sitting idle for extended periods.

Dedicated data linkage units in government and academic
institutions exist across Australia, Canada, and the United
Kingdom, acting as trusted third parties for data custodians.
These data linkage units were established from the need to link
data for health research at the population level. Some data
linkage units are involved in the linkage of other sectors such
as justice; however, the primary output of these organizations
is linked data for health research. It is essential that a cloud

model for record linkage takes into account the linkage practices
and processes that have been developed by these organizations.

Our cloud model for record linkage addresses the limitations
of data release and the computational needs of the linkage
process. Data custodians and linkage units retain control of their
identifiable information, while the matching of data sets between
custodians occurs within a secure cloud environment.

Tenets of the Record Linkage Cloud Model
The adopted model was founded on 3 overarching design
principles:

1. The privacy of individuals in the data is protected. One of
the most important responsibilities for data custodians and
linkage units is information security. Data sets contain
private, and often sensitive, information on people, and it
is vital that appropriate controls are in place to mitigate any
potential risks. Some data sets have restrictions on where
they can be held, requiring them to be kept local and
protected. All computation and storage within the cloud
infrastructure must be done on privacy-preserved versions
of these data sets.

2. Computation and storage are outsourced to the cloud
infrastructure. Computation requirements for data linkage
are often sporadic bursts of intense workloads, followed by
periods of low use or even inactivity. The ability to
provision resources for computation as and when required
means you only pay for what you use. This computation is
generally associated with large sets of input and output data,
so it makes sense to keep these data as close to the
computation as possible. Storage may not necessarily be
cheap, but many cloud computing providers guarantee high
levels of durability and availability, with encryption and
redundancy capabilities.

3. Cloud platform services are used over infrastructure
services. Once data are stored within a cloud environment,
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additional Platform as a Service offerings for analysis of
the data should be leveraged. These are managed services
over the top of infrastructure services (such as virtual
machines) and can be started and stopped as needed.

High-Level Architectural Model
Not all storage and computation can be performed within a
cloud environment without impacting privacy; the storage of
raw identifiers (such as name, date of birth, and address) must
often remain on-premises. The heavy-computational workloads
for record linkage, the record pair comparisons and
classification, are therefore undertaken on privacy-preserved
versions of these data sets. These privacy-preserved data sets
must be created on premises and uploaded to cloud storage. The
remainder of the linkage process continues within the cloud

environment. However, some parts of the classification and
analysis steps may be done interactively by the user from an
on-premises client app, annotating results from cloud-based
analytics with locally stored details (ie, identifiers). An overview
of the components and data flows involved in the hybrid TTP
model is shown in Figure 2. This model satisfies our cloud
model tenets and provides the linkage unit with the ability to
scale their infrastructure on-demand. The matching
(classification) component can utilize scalable platform services
available by the cloud provider to match large privacy-preserved
data sets as required. All major cloud providers have platform
services that can provide computation on-demand for the
processing of big data. The linkage map persists as it contains
no identifiable information and can also be analyzed using
available cloud platform services.

Figure 2. Hybrid cloud trusted third party model. PP: privacy-preserved; TTP: trusted third party.

Keeping identifiers at the data custodian level (on-premises)
while matching on privacy-preserved data within cloud
infrastructure enables linkages of data sets between data
custodians. This model does not require any raw identifiers to
be released, and thus, a hybrid model is no longer necessary.
The TTP can then be hosted fully in the cloud, as shown in
Figure 3. There are 2 immediate ways to achieve this: either

one of the custodians manages the cloud infrastructure
themselves or an independent third party controls it and provides
it as a service to all custodians. A custodian could act as a TTP
for all custodians involved in the linkage if this is acceptable
to the parties involved. Otherwise, it may be more amenable to
go with an independent TTP.

Figure 3. Full cloud trusted third party model. PP: privacy-preserved; TTP: trusted third party.
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Although the full cloud TTP model may be useful in some
situations, it is unlikely that this would be a desirable model
with the dedicated data linkage units. Processes in cleaning,
standardization, and quality analysis with personal identifiers
have developed and matured over many years. Switching to a
model where they no longer have access to personal identifiers
would affect the accuracy of the linkage and ultimately the
quality of the health research that used the linked data. The
hybrid model replaces only the matching component, allowing
many existing linkage processes to remain.

Scaling Computation-Heavy Workloads
Record pair comparison and classification tasks are the most
computationally intensive tasks in the linkage process, although
they are heavily affected by the indexing method used. The
single process limitation of most linkage apps makes it difficult
to cater to increasingly large data sets, regardless of indexing.
Increasing memory and CPU resources for these single-process
apps provides some ability to increase capacity, but this may
not be sustainable in the longer term.

Although MapReduce appears to be a promising paradigm for
addressing large-scale record linkage, 2 issues emerge. First,
they consider only the creation of record pairs, whether matches
or potential matches, without any thought as to how these record
pairs are to come together to form entity groups. The grouping
task is also an important part of the data matching process, and
the grouping method used can significantly reduce matching
errors [35]. Second, MapReduce algorithms do not appear to
be readily used, if at all, within an operational linkage
environment. Organizational change can be slow, and there is
much investment in the existing matching algorithms and apps
currently used. It may be operationally more acceptable to
continue using these apps where possible.

The comparison and classification tasks of the record linkage
process are an embarrassingly parallel problem if the indexing
task can produce disjoint sets of record pairs (blocks) for
comparison. With the rapid uptake of containerization and the
availability of container management and orchestration
capability, a viable option for many organizations is to reuse
existing apps deployed in containers and run in parallel.
Matching tasks on disjoint sets can be run independently and
in parallel. The matches and potential matches produced by
each matching task can, in turn, be processed independently by
grouping tasks. The number of sets that are run in parallel would
then only be limited by the number of container instances
available.

Indexing solutions are imperfect on real-world data; however,
producing disjoint sets for matching is difficult without an
unacceptable drop in pairs completeness (a measure of the

coverage of true positives). There is inevitably some overlap
between blocks, as multiple passes with different blocking keys
are typically used to ensure accurate results. This overlap
prevents independent processing and can be handled in 1 of the
2 ways: (1) the blocks of pairs for classification can be
calculated in full before duplicates are removed and the
classification task can be run or (2) duplicate matches and
potential matches are removed following the classification task.
The main disadvantage of option 1 is that this requires a
potentially massive set of pairs to be created upfront, as the
comparison space is typically orders of magnitude larger than
the set of matches and potential matches. Many linkage systems
combine their indexing and classification tasks for efficiency,
and it is often easier to ignore duplicate matches until
completion. The disadvantage of option 2 is that overlapping
block sets result in overlapping match sets, preventing the
independent grouping of matches from each classification task.

Regardless of the indexing method used to reduce the
comparison space for matching, the resulting blocks require
grouping into manageable size bins that can be distributed to
parallel tasks. A bin, therefore, refers to a subset of record pairs
grouped together for efficient matching. Block value frequencies
are calculated across data sets and used to calculate the size of
the total comparison space. Records from these data sets are
then copied into separate bins such that each bin has a
comparison space of approximately equal size to every other
bin.

Using this method, the comparison and classification of each
bin are free to be executed on whatever compute capability is
available. A managed container cluster is an ideal candidate;
however, the container’s resources (CPU, memory, and disk)
and the bin characteristics (eg, maximum comparison space)
need to be carefully chosen to ensure efficient resource use.

Development and Experimental Evaluation of the
Prototype
An evaluation of the hybrid cloud linkage model was conducted
through the deduplication of different sized data sets on a
prototype system. The experiments were designed to evaluate
parallel matching using an existing matching app on a cluster
of containers; to measure encryption, transfer, and execution
times; and to assess the remote analysis of the matching pairs
created.

A prototype system was developed with the on-premises
component running on Microsoft Windows 10 and the cloud
components running on Amazon Web Services (AWS). The
prototype focused on the matching part of the linkage model
and utilized platform services where available. These services
are described in Table 2.
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Table 2. Amazon Web Services used.

DescriptionAWSa

Provides an object (file) storage service with security, scalability, and durability.S3

A fully managed extract, transform, and load service, providing table definition, schema discovery, and cataloging. Used in
conjunction with S3 to expose cataloged files to other AWS services.

Glue

A managed state machine with workflows involving other AWS. The output of a step that uses a particular service can then
be used as the input for the next step.

Step function

A fully managed service for running batches of compute jobs. Compute resources are provisioned on-demand.Batch

An interactive query service for analyzing data in S3 using standard Structured Query Language.Athena

aAWS: Amazon Web Services.

Test Data
Three synthetic data sets were generated to simulate
population-level data sets: 7 million records, 25 million records,
and 50 million records. Although 7 million records may not
necessarily represent a large data set, a 50 million record data
set is challenging for most linkage units. The data sets were
created with a deliberately large number of matches per entity
to increase the comparison space and to challenge the matching
algorithm.

Data generation was conducted using a modified version of the
Febrl data generator [38], an open-source data linkage system
written in Python. Frequency distributions of the names and
dates of birth of the population of Western Australia were used
to generate the synthetic data sets. Randomly selected addresses
were sourced from Australia’s National Address File, a publicly
available data set [39]. Each data set contained first name,
middle name, last name, date of birth, sex, address, and postcode
fields. Each field had its own rate of errors and distribution of
types of errors. These were based on previously published
synthetic data error rates, deliberately set high to challenge
matching accuracy [40]. Type of errors included replacement
of values, field truncation, misspellings, deletions, insertions,
use of alternate names, and values set to missing. Records had
anywhere between zero to many thousands of duplicates within
the data sets.

All available fields were used for matching in a probabilistic
linkage. Two separate blocks were used: first name initial and
last name Soundex, and date of birth and sex. Each pair output
from the matching process included two record IDs, a score, a
block (strategy) name, and the individual field-level comparison
weights used to calculate the score.

Experiments
The on-premises component first transformed data sets
containing named identifiers into a privacy-preserved state using
Bloom filters. String fields were split into bigrams that were
hashed 30 times into Bloom filters 512 bits in length. Numeric
fields (including the specific date of birth elements) were
cryptographically hashed using hash-based message
authentication code Secure Hash Algorithm 2 (SHA2). These
privacy-preserved data sets were compressed (using gzip) before
being uploaded to Amazon’s object storage, S3. A configuration
file was also uploaded, containing the necessary linkage
parameters required for the probabilistic linkage. An AWS step
function (a managed state machine) was then triggered to run
through a set of tasks to complete the deduplication of the file
as defined in the parameter file.

All step function tasks used on-demand resource provisioning
for computation. A compute cluster managed by AWS Batch
was configured with a maximum CPU count of 40 (10×c4.xlarge
instance type). Each container was configured with 3.5 GB
RAM and 2 CPUs, allowing up to 20 container instances to run
at any one time.

The first task ran as a single job, splitting the file into many
bins of approximately equal comparison space, using blocking
variables specified in the configuration file. By splitting on the
blocking variables, the comparison space for the entire linkage
remains unchanged. Each bin was stored in an S3 location with
a consistent name suffixed with a sequential identifier. The
second task ran a node array batch job, with a job queued for
each bin to run on the compute cluster. Docker containers
running a command-line version of the LinXmart linkage engine
were executed on the compute nodes to deduplicate each bin
independently. AWS Batch managed the job queue, assigning
jobs to available nodes in the cluster, as shown in Figure 4.
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Figure 4. Matching jobs running on compute cluster (one job per bin).

LinXmart is a proprietary data linkage management system,
and the LinXmart linkage engine was used because of our
familiarity with the program and its ability to run as a Linux
command-line tool. It accepts a local source data set and
parameter file as inputs and produces a single pairs file as
output. There were no licensing issues running LinXmart on
AWS in this instance, as our institution has a license allowing
unrestricted use. This linkage engine could be substituted, if
desired, for others that similarly produce record pair files. The
container was bootstrapped with a shell script that downloaded
and decompressed the source files from S3 storage, ran the
linkage engine program, and then compressed and uploaded the

resulting pairs file to S3 storage. Each job execution was passed
a sequential identifier by AWS Batch, which was used to
identify a source bin datafile to download from S3 and mark
the resulting pair file to upload to S3.

The third step function task classified and cataloged all new
pairs files, using AWS Glue, making them available for use by
other AWS analytical services. The results for each original
data set were then able to be presented as a single table, although
the data itself were stored as a series of individual text files.
The prototype’s infrastructure and data flow are shown in Figure
5.

Figure 5. Prototype on Amazon Web Services. AWS: Amazon Web Services; PPRL: privacy-preserved record linkage.

Once the deduplication linkages were complete, the on-premises
component of the prototype was employed to query each data
set’s pair table. The queries were typical of those used following
a linkage run: pair count, pair score histogram, and pairs within
a pair score range. This query component used the AWS Athena
application programming interface (API) to execute the queries,
which used Presto (an open-source distributed query engine) to
apply the ad hoc structured query language queries to the
cataloged pairs tables.

Results

Design of a Cloud Model for Record Linkage
The cloud model data matching process is shown in Figure 6.
Essentially, every step in the record linkage process from
indexing to group analysis is pushed to cloud infrastructure.
Preprocessed data sets are transformed into a privacy-preserved
state (masking) and uploaded to the cloud service for linking.
The services within the cloud boundary now act as a TTP. The
quality assurance and analysis steps sit on the boundary of the
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cloud as computation and query occur on the hosted cloud
infrastructure, but the interactive analysis is performed by the
analysis client on premises. If the analysis client has access to
one or more of the raw data sets used in the linkage, these data

can be annotated onto query results, giving the clerk more
informed decisions and an experience to which they are
accustomed.

Figure 6. New cloud model data matching process.

As shown in the high-level architectural model in Figure 7, the
demographic data (containing personal identifiers) continue to
remain on premises with the data custodian. Responsibilities of
the data custodians are limited to data transformation and quality
assurance management. The responsibilities of the cloud services
are covered under 4 main categories: project configuration,
matching, linkage map, and analytics and visualization. The
project configuration includes the services required for
coordinating projects within and across separate data custodians.
Privacy-preserved data sets are stored here as well as metadata
on the data sets as a result of analysis and verification performed

on the uploaded data sets. The matching category includes all
match processing (classification) and pairs output as well as
services for providing recommendations on linkage parameters
(such as m and u likelihood estimates for probabilistic linkages)
for linkages between privacy-preserved data sets [41]. The
linkage map category holds the entity group information, the
map between individual records, and the group in which they
belong. This category also contains services for processing and
creating groups from pairs as well as quality estimation and
analysis. Analytics and visualization contain all analytical
services provided to the on-premises clients.
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Figure 7. High-level architecture of record linkage cloud model. PPRL: privacy-preserved record linkage.

This model also allows computation to be pushed onto
inexpensive, on-demand hardware in a privacy-preserving state
while retaining the advantage of seeing raw identifiers during
other phases of the linkage process (eg, quality assurance and
analysis).

Experimental Evaluation of the Prototype
Each deduplication consisted of a single node job to split the
data set into multiple bins, followed by a node array job for the
matching of records within each bin. The split of data into bins
is shown in Figure 8. In this example, all records with the same
Soundex value will end up in the same bin.

Figure 8. Datafiles split into independent bins (by Soundex block values) for matching. DOB: date of birth.

The total comparison space was calculated using the blocking
field frequencies in the data set. These frequencies represent
the number of times each blocking field value occurs in the

data, providing the ability to calculate the number of
comparisons that will be performed for each blocking field
value. First, the comparison space for each blocking field was
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calculated using the frequency of the value within the file. The
total comparison space was the sum of each, and the bin count
was determined by dividing this by the maximum desired
comparison space for a single bin. The blocking field value with
the largest comparison space was assigned to the first bin. The
blocking field value with the next largest comparison space was
assigned to the second bin. This process continued for each
blocking field value, returning to the first bin when the end was
reached. A file was created for each bin, which was then
independently deduplicated. Blocking field values with a very

high frequency are undesirable as they are usually less useful
for linkage and are costly in terms of computation. Any blocking
field value with a frequency higher than the maximum desired
comparison space was discarded.

The total comparison space used for each data set, along with
the bin count and pair count, is presented in Table 3. The two
blocks used for the creation of separate bins for distribution
across the processing cluster resulted in some duplication of
comparisons and, thus, duplication of pairs.

Table 3. Comparison space and pairs created during classification.

Pairs files size (GB)Unique pairs, nTotal pairs, nBins, nComparison space, nData set size (millions)

9415,444,583634,544,432282,745,977,0097

221,594,343,9612,169,337,6469318,458,616,86625

443,260,509,5614,424,983,77627053,848,633,90750

Approximately 60% of the time was spent on comparison and
classification by each container (Figure 9). Much of the time
was spent managing data in and out of the container itself.
Splitting a data set into bins for parallel computation took

between 7% (4/54 minutes) and 14% (35/247 minutes) of the
total task time, a reasonable sacrifice considering the scalability
factor this gives for the classification jobs. Provisioning of the
compute resources took between 2 and 4 min for each data set.

Figure 9. Task execution time (in minutes) and the proportion of total time.

Running times of ad hoc queries on data sets are shown in Table
4; these were each executed 5 times on the client and run
through the AWS Athena API. The mean execution time did
not vary greatly across the differently sized data sets. With a
simple count query taking around 25 seconds, there appears to

be some initial setup time for provisioning the backend Presto
cluster. This is expected and should not be considered an issue,
particularly with all queries of the largest data set of 4.4 billion
pairs taking less than 1 min to execute.
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Table 4. Mean execution times for sample queries on full pairs set.

Sample queriesPairs count (millions)Data set size (millions)

Fetch pairs in score range 15-16 (seconds)Pair score histogram (seconds)Count (seconds)

5152266357

535627216925

545224442450

In terms of costs associated with the use of AWS cloud services
for our evaluation, there were 2 main types. First, the cost of
on-demand processing, which is typically charged by the second.
This totaled just over US $20 for the linkage processing used
for all 3 data sets. The second is the cost of storage, which is
charged per month. To retain the pairs files generated for all 3
data sets, it cost only US $2 per month. Querying data via the
Athena service is currently charged at US $5 per terabyte
scanned.

Discussion

Principal Findings
Our results show that an effective cloud model can be
successfully developed, which extends linkage capacity into
cloud infrastructure. A prototype was built based on this model.
The execution times of the prototype were reasonable and far
shorter than one would expect when running the same software
on a single hosted machine. Indeed, it is likely that on a single
hosted machine, the large data set (50 million) would need to
be broken up into smaller chunks and linkages on these chunks
run sequentially.

The splitting of data for comparison into separate bins worked
well for distributing the work and mapped easily to the AWS
Batch mechanism for execution of a cluster of containers. The
creation of an AWS step function to manage the process from
start to end was relatively straightforward. Step functions
provide out-of-the-box support for AWS Batch. However,
custom Lambda functions were required to trigger the AWS
Glue crawler and retrieve the results from the first data-split
task so that the appropriate size batch job could be provisioned.

As the fields used for splitting the data were the same as those
used for blocking on each node, the comparison space was not
different from running a linkage of the entire data set on a single
machine. With the same comparison space and probabilistic
parameters, the accuracy of the linkage is also identical. Having
a mechanism for distributing linkage processing on multiple
nodes with no reduction in accuracy is certainly a massive
advantage for data linkage units looking to extend their linkage
capacity.

The AWS Batch job definition’s retry strategy was configured
with five attempts, applying to each job in the batch. This
provides some resilience to instance failures, outages, and
failures triggered within the container. However, in our
evaluation, this feature was never triggered. The timeout setting

was set to a value well beyond what was expected as jobs that
time out are not retried, and our prototype did not handle this
particular scenario. Although our implementation of the step
function provided no failure strategies for any task in the
workflow, handling error conditions is supported and retry
mechanisms within the state machine can be created as desired.
An operational linkage system would require these failure
scenarios to be handled.

Improvements to the prototype will address some of the other
limitations found in the existing implementation. For example,
S3 data transfer times could be reduced by using a series of
smaller result files for pairs and uploading all of these in parallel.
The over-matching and duplication of pairs could be addressed
by improving the indexing algorithm used to split data. Although
there is inevitably going to be some overlap of blocks, our naïve
implementation could be improved. Our algorithm for
distributing blocks attempts to distribute workload as evenly as
possible based on the estimated comparison space. Discarding
overly large blocks helps prevent excessive load on single
matching nodes. However, it relies on secondary blocks to match
the records within and only partly prevents imbalanced load
distribution. The block-based load balancing techniques
developed for the MapReduce linkage algorithms can be applied
here to mitigate data skew further, where record pairs are
distributed for matching instead of blocks.

As improvements to PPRL techniques are developed over time,
these changes can be factored in with little change to the model.
Future work on the prototype will look to extend the capability
of PPRL to use additional security advances such as
homomorphic encryption [42] and function-hiding encryption
[43].

Conclusions
The model developed and evaluated here successfully extends
linkage capability into the cloud. By using PPRL techniques
and moving computation into cloud infrastructure, privacy is
maintained while taking advantage of the considerable
scalability offered by cloud solutions. The adoption of such a
model will provide linkage units with the ability to process
increasingly larger data sets without impacting data release
protocols and individual patient privacy. In addition, the ability
to store detailed linkage information provides exciting
opportunities for increasing the quality of linkage and advancing
the analysis of linkage outputs. Rich analytics, machine learning,
automation, and visualization of these additional data will enable
the next generation of quality assurance tooling for linkage.
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Implementation and translation
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Aim 5 of this thesis is to validate privacy-preserving techniques in real-world projects. This chapter
addresses this aim by detailing some real-world privacy-preserving linkages through a series of
case studies that incorporate one or more of the techniques developed through this thesis.

5.1 Use and availability of privacy-preserving record linkage

Much of the work in this thesis has been on record linkage methodology and algorithmic im-
provements to linkage quality, privacy and performance. This research has been incorporated
into the LinXmart linkage software [39], including changes to data encoding, probability esti-
mation, matching algorithms and grouping techniques. Embedding such features in software
has enabled a number of PPRL evaluations and real-world linkage projects in Australia and
internationally. In addition, a separate, standalone tool – the LinXmart Envelope Builder - for
data custodians has been created to assist in the encoding of raw personal identifiers into a
privacy-preserved state. This tool provides the capability for data custodians to easily trans-
form identifiers into a consistent state for linkage. It has also been converted to a code library
that can be incorporated into other products to convert datasets on the fly.

All of the software developments have been undertaken by me.

5.2 Research translation evaluation case studies

The following case studies describe how the elements of this thesis have been translated and
evaluated for use by data linkage units. All of the case studies used the LinXmart software to
perform the privacy-preserving record linkage.

5.2.1 Strategic project on PPRL – Population Health Research Network

The Population Health Research Network (PHRN) in Australia endorsed a joint project be-
tween several nodes in the PHRN to assess the viability of PPRL within an operational context.
The CDL, CHeReL and WA Data Linkage Branch worked together to develop an agreed opera-
tional model (compatible with existing operational models) that could be used to complement
existing record linkage services.

The project’s main aim was to assess Bloom filters for probabilistic, privacy-preserving record
linkage using. The project examined privacy, scalability, error tolerance and security using
real-world administrative data. Two separate evaluations, using data from WA and NSW, were
included in the evaluation process. Both evaluations received ethical approval.

WA evaluation

The evaluation with WA data involved a comparison between privacy-preserving record link-
age and unencrypted record linkage using two datasets: 5,580,353 records from the Western
Australian Hospital Morbidity Data Collection (2011-2015) and 68,955 death registration (2011-
2015) records. Identical blocking strategies were used for both encrypted and unencrypted
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linkages. The WA Data Linkage Branch (WA-DLB) used their operational linkage system to
link the unencrypted datasets. Encoded versions of the same datasets were sent to the CDL
and the LinXmart software was used to link these using PPRL techniques. The linkage map
generated by the CDL on privacy-preserved data was sent to the WA-DLB for comparison
against the unencrypted linkage. Further in-depth analysis of the results enabled the WA-DLB
to determine the reasons for differences between the linkages.

Of the 68,955 entity groups containing a mortality record, 68,028 of them (98.7%) were iden-
tical between the encrypted and unencrypted linkages. Approximately half of the remaining
entity groups were found through PPRL linkage but not through clear-text linkage. The re-
mainder was found through clear-text linkage and not through PPRL linkage. In all instances,
the majority of additional links were determined to be correct matches.

As a result of this evaluation it was determined that privacy-preserving linkage methods ap-
pear ready for real-world use and should be considered in situations where clear-text data are
not available.

NSW evaluation

The Centre for Health Record Linkage (CHeReL) in the NSW Ministry of Health evaluated
PPRL techniques using Bloom filters for a linkage of primary and secondary health care data.
Primary health care data included 272,202 records from 16 general practices in NSW. This was
linked to 42.8 million records from seven years of emergency presentations, hospital morbidity
events and death registrations [136].

Again, two linkages were performed to assess the performance of PPRL. The first was an un-
encrypted linkage of primary care data with the secondary care data using CHeReL’s existing
linkage system. The second used privacy-preserved versions of the same datasets and LinX-
mart software to probabilistically link them. The quality of PPRL linkage was estimated by
comparing results against the unencrypted, ‘gold standard’ linkage using full personal identi-
fiers.

The PPRL linkage produced quality metrics of precision, recall and F-measure all in excess of
0.90. When configured with the best-link grouping method to leverage the pre-existing links
between secondary care data (emergency department, hospital and mortality data), quality
metrics of 0.98-50.99 were achieved. Some GP datasets produced lower rates of linkage quality,
which was attributed to missing demographic information. Some residual variation in linkage
quality across practices was also observed.

5.2.2 PPRL evaluation – Population Data BC, Canada

Population Data BC, a trusted third-party linkage unit in Vancouver, Canada, holds and links
data from multiple organisations [4]. It provides full life-cycle management of requests for
data access, operates secure environments for analysis, and offers education and training on
using linked data to researchers. As with most jurisdictions, some data collections have been
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excluded from record linkage by Population Data BC due to legislative and administrative re-
strictions. This project aimed to determine whether privacy-preserving record linkage methods
could be appropriately adapted and used in real-world settings in Canada.

Two different datasets were selected for linkage against the population spine that Population
Data BC currently manages (8M records). The first, Vital Statistics, was selected as a small
dataset with high-quality data (36K records). The second, WorkSafe BC, was selected as a
much larger dataset with lower quality (2.5M records). For the purposes of the evaluation, link-
ages were performed using unencrypted identifiers with Population Data BC’s standard link-
age process, as well as using privacy-preserved data with the LinXmart software. The unen-
crypted linkage was used as a truth-set to evaluate the performance of the privacy-preserving
linkage.

Linkage of the Vital Statistics records against the population spine resulted in an F-measure
value of 0.99. This was an excellent result and attributed to the high-quality of the source data.
Initial linkage of the WorkSafe BC dataset with the population directory produced precision,
recall and F-measure values of 0.99, 0.80 and 0.88 respectively. The very high precision com-
bined with low recall suggests a potential issue with the threshold value; it is likely too high,
and pairs are being missed. This evaluation remains ongoing.

5.3 Real-world project case studies

The next case studies detail how the work in this thesis has been utilised in real-world projects,
highlighting the importance of this work for many organisations moving forward. These can
be categorised into three main types of use case. The first is the use of PPRL to overcome issues
with data sovereignty, where policies restrict the release of clear text data outside of a jurisdic-
tion. This restriction typically requires a trusted fourth party to link data (using PPRL) between
jurisdictions. The second type involves horizontal and vertical integration of general practice
data, where each data custodian is potentially a small, independent organisation. These or-
ganisations are risk averse and protective of their client’s data, and the logistics involved in
bringing data together from all custodians is complex. The third type is multi-sectoral linkage,
where laws restrict some of the data custodians from releasing named-identified data. This
type uses a trusted third party model with additional internal separation of traditional and
privacy-preserving linkage.

All linkage projects used the LinXmart software to perform the privacy-preserving record link-
age.

5.3.1 Continuity of primary care on secondary care – WA

This project aimed to use whole-population Commonwealth and State linked person-level data
to evaluate the influence of patterns of primary care contact on emergency department (ED)
visits and potentially preventable hospitalisations (PPHs) [199].
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The primary objective was to examine the continuity of primary contact against secondary
care data. This included the effect (as well as the impact on costs) on ED visits and PPHs for
any condition defined as ‘chronic/complex’ and ‘acute medical’ in the National Health Per-
formance Framework Performance Indicators in WA from 2005-2014. Determining the socio-
demographic and clinical predictors of primary care contact patterns for patients with these
conditions was also an objective.

The study was conducted using a whole-population longitudinal study design. The Medi-
care Benefits Schedule (MBS) dataset was used to identify primary care (GP) attendances in
each year from 1990-1998 (pre-EPC Medicare era); 1994-2004 (Medicare EPC era) and 2005-2014
(consolidation of Medicare EPC era) for individuals (aged 18+ years) in WA.

From a linkage perspective, the study required the matching of Medicare datasets held by the
Commonwealth to emergency and hospitalisation datasets held by the State of WA. Several
factors, including privacy legislation and custodial restrictions, prevented the release of per-
sonal identifiers for linkage. The CDL worked with the project research team, and the State
and Commonwealth data custodians to provide a solution using privacy-preserving linkage
techniques.

This was the first project in Australia to use privacy-preserving methods to link State and Com-
monwealth data for health research. The linkage brought together Medicare Enrolment File
(MEF) records and WA Hospital (WA-HMD) and Emergency Department (WA-ED) data over
a fifteen-year period. The linkage was conducted by the CDL (as a trusted third-party) using
the LinXmart software. Each of the three datasets (MEF, WA-HMD and WA-ED) was encrypted
prior to being released by the custodians. Data flows are shown in Figure 5.1.

Acting as the trusted third-party, CDL first defined the linkage parameters for the project. This
linkage definition included the fields that were used for linkage, all privacy-preserving parame-
ters required for each field, and any standardisation properties required before the fields were
transformed. Privacy-preserving parameters covered the transformation type (i.e. Bloom fil-
ters for fields requiring approximate comparisons and cryptographic hashes for those fields
that did not) and the specific properties required for each type. Standardisation was applied to
ensure that fields were privacy-preserved in a consistent way across all datasets.

The MEF dataset (11,654,126 records) contained names and addresses of individuals with an
address in WA. Due to this dataset’s high quality and coverage, it was not deduplicated prior
to linkage with the other datasets. Rather, it was used as a population spine for the linkage. The
WA-HMD and WA-EM datasets were each deduplicated and then linked to the MEF dataset
using the weighted best-link group method. A total of 2,905,534 individuals were found at the
completion of the linkage, with 73% individuals having a MEF record in addition to a WA-
HMD or WA-EM record.

The research work based on these linkage results is still ongoing.
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Continuity of Care – Linkage Data Flows
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FIGURE 5.1: Continuity of care linkage data flows

5.3.2 Computerised tomography scanning – WA

The Computerised Tomography (CT) Scanning project aims to evaluate the radiation burden
and estimated incident cancers attributed to CT examinations in WA from 2003 to 2016. This
project builds on a previous study where one of the limitations was that only aggregate data
was available. A linkage of datasets at the individual level aims to provide investigations
of repeat scanning, changes in scanning rates and the associated radiation dose/cancer risk
according to diagnostic cohorts. The use of PPRL techniques allowed the required data to be
linked for the first time.

The Medicare Benefits Schedule (MBS) dataset was used to identify CT scans undertaken in
WA from 2003-2016. Picture archival communication system (PACS) service data, WA Cancer
Registry data, hospital morbidity data (WA-HMD) and emergency department data (WA-EM)
were required to meet the project’s aims.

From a linkage perspective, the methodology used for this project was similar to the Continuity
of care project. The linkage team built upon the lessons learnt from the Continuity of care
project, incorporating the additional datasets. The Medicare Enrolment File (MEF) data was
used for linkage for the MBS data. This formed a population spine, with the remaining datasets
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deduplicated and then linked to the spine using the weighted best-link group method. A total
of 2,096,458 individuals were found across all datasets.

There are a number of research articles submitted for publication using this linked data, and
additional research work is ongoing.

5.3.3 Lumos - Ministry of Health, NSW

The success of the PHRN Strategic project on PPRL in NSW (described earlier) confirmed the
viability of PPRL methods for linkage of primary and secondary care data and led to a much
larger project called Lumos [207], tracking the patient journey through the NSW primary and
secondary health care systems. Lumos greatly expanded the number of datasets to be linked by
PPRL, with as many as 500 GP practices across all 10 PHNs expected to participate in the project
between 2019 and 2022. Lumos has been designed such that privacy-preserving techniques to
encode patient information occurs at source (i.e. at the practice). This encoded data is securely
transferred to CHeReL where it is linked to the NSW master linkage key (MLK), a set of linked
secondary care datasets [134]. With the volume of data being transmitted and processed as
part of Lumos, the ability for the solution to scale to meet demand is essential; in particular,
for data analysis, quality verification, parameter estimation and data flow. The use of a trusted
third-party hybrid cloud model, as described in Chapter 4, is a candidate solution to scaling
the system as the size and number of datasets increase over time.

5.3.4 Linked primary care data warehouse – NPS MedicineWise

The MedicineInsight program run by NPS MedicineWise aims to provide a set of de-identified
general practice records that can be used by researchers to derive valuable insights into primary
care data to enable better patient outcomes. Data are sourced directly from the general practice
and sent to NPS MedicineWise through a custom middleware solution.

A data warehouse was established in an IRAP compliant Dell Data Centre, containing de-
identified data from 730 general practices using Medical Director and Best Practice clinical
information systems [181]. The data warehouse provides a standardised view of the general
practice data to a select group of MedicineWise users for reporting and insights derivation.
This includes data sharing for research, machine learning and visualisation.

An important element in the design of the warehouse was the inclusion of individual but
anonymous person ids. Adding person keys to the data warehouse through linkage required
extending the middleware to extract encrypted personal identifiers from the source general
practice databases. This was done by including the LinXmart Envelope Builder libraries to
transform the personal identifiers into a privacy-preserved state as they are read from the
database. Consistency in the transformations across all general practices was critical and
achieved through the creation and distribution of a standard linkage definition file. This file
was distributed to all participating general practices. The transformed data was then sent to
NPS, where it was compiled and forwarded to the CDL for linkage. Following linkage, the
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linkage keys were sent back to NPS where they were added to the data warehouse. These data
flows are described in Figure 5.2.

Some initial testing of these systems and data flows were undertaken. An initial test included
three general practices (58K, 82K and 139K records respectively) to verify and validate encod-
ing consistency, format and data flow. These general practices were selected due to their close
geographic proximity. The linkage revealed a number of duplicate records within each practice,
with 5.1%, 16.1% and 3.3% of records found as duplicates across the three GP sites. The linkage
also found 8% of individuals had records in two or three of these sites. While the linkage could
not be compared to a truth set, samples of duplicate records and patients across two or more
practices were selected for NPS to verify at their source; minimal discrepancy was found.

The next step in the project was to extend and verify the linkage of approximately 150 general
practices. The size of these sites varied from 3K records to 265K records, with a total number of
5.8M records across all sites. The linkage identified 4.9M individuals with 14% having two or
more records within a single general practice. Approximately 7% of individuals had records at
more than one practice.

NPS MedicineWise stores and analyses its linked data in AWS on the Snowflake Data Ware-
house platform. This hosting platform provides the capability to scale relatively easily as re-
quired. A future step for the linkage component would include moving to a trusted third-party
full cloud model (described in Chapter 4). The linkage would remain independently man-
aged, but hosting the linkage services within the same datacentre as the NPS data warehouse
minimises data transfer speeds and costs while gaining all the benefits of the clouds’ elastic
scaling.

5.3.5 Social Investment Data Repository (SIDR) – WA

The Social Investment Data Resource (SIDR) is a large, de-identified researchable database,
created by the Western Australian government and the CDL at Curtin University. Data across
government have been brought together into a linked repository of de-identified information
on individuals who have had contact with key government agencies [286]. This resource was
initially created to support the Government’s Target 120 program, assessing the long-term costs
and benefits of interventions to young offenders and their families.

A distributed linkage model between the Department of Health Data Linkage Branch (DLB)
and the CDL was established to create links between health and non-health data [98]. This
model included the use of a common spine of birth records and education attendance records
to integrate data between the organisations. The health datasets were linked (unencrypted)
by the DLB as part of their ongoing curation of health data in WA. Some of the non-health
datasets were also linked using unencrypted identifiers by the CDL. However, several datasets
were required to be encoded into a privacy-preserving state before being released from the
data providers (see Figure 5.3). The unencrypted datasets were first linked using traditional
methods, the linked results then encoded into a privacy-preserving state and linked with the
remaining privacy-preserved datasets.
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NPS MedicineWise – Linkage Data Flows
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FIGURE 5.3: Combination of PPRL and traditional linkage used for SIDR

The use of this distributed linkage model, combining both traditional and PPRL methods, pro-
vided an innovative yet pragmatic way of delivering data linkage services to a large, cross-
sectoral research project. These PPRL methods enabled the inclusion of otherwise excluded
datasets in the project. SIDR includes health data, education records, justice, child protection,
disability and housing data. This repository provides a resource for whole-of-government pol-
icy development, service evaluation, academic research and social investment analytics.

The SIDR project will refresh data sources annually, requiring a refresh of linkages, and there
are plans to extend the cohort further. This provides an opportunity to enhance SIDR linkage
infrastructure. While this linkage infrastructure is currently hosted on-premises, a move to a
trusted third-party hybrid cloud model (described in Chapter 4) would provide the advantages
of elastic scale while keeping linkage quality high and named identifiers local. These identi-
fiable datasets could then be encoded before being passed to the cloud-hosted infrastructure.
Datasets that were provided in a privacy-preserved format can simply be uploaded to the cloud
as is.
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Present operational models of record linkage commonly use trusted third parties to link data
using personal identifiers. Increasing growth in data creation and health research innovations
from non-traditional data sources are challenging current processes and providing data link-
age units with an opportunity to embrace emerging PPRL technologies. Providing access to
previously unattainable datasets opens up new and expanded opportunities for research on
linked-data, including sources from the private health sector, which has had, to date, limited
exposure to data linkage frameworks. Ensuring the accuracy of linked data, and providing the
infrastructure to support the increasing volume of data, is essential.

Cloud computing infrastructure provides a solution to address the increasing size and com-
plexity of data requiring linkage. Utilising this infrastructure can be achieved using PPRL
techniques to protect the privacy of individuals, keeping personal identifiers local and using
privacy-preserving techniques to perform linkage. For this to be an operationally viable option,
however, the accuracy of the linkage must be assured. Optimisation of linkage parameters early
in the linkage process is essential to maximising quality. The results of the work outlined in this
thesis have shown that high linkage quality can be achieved while maintaining good privacy
and using scalable linkage algorithms on cloud infrastructure.

This thesis presents quality optimisations of privacy-preserving record linkage techniques used
within a probabilistic framework. The optimisation of parameters for probabilistic PPRL,
as discussed in Chapter 2, offers some approaches to maximising the quality of linkage of
privacy-preserved datasets using refined techniques built on existing, fundamental linkage
methods. The evaluation of the expectation-maximisation (EM) algorithm on datasets encoded
as Bloom filters (Paper 2) showed that m and u probabilities can be accurately estimated for
large datasets, producing linkage quality comparable to the use of the actual probabilities. A
small, but important, enhancement to the probability estimation was also presented, providing
an estimate of a single threshold cut-off value. Together, these linkage parameters produced
highly accurate results on several PPRL datasets irrespective of level of error contained in the
data.

An evaluation of the effectiveness of several partial agreement methods for Bloom filters (Paper
3) revealed that the use of partial agreements with Bloom filters in probabilistic record linkage
results in better linkage quality than without the use of partial agreements. An existing ap-
proach to modelling partial agreement for probabilistic linkages was applied to Bloom filters
and the approximate comparisons of Jaccard, Sorensen-Dice and Hamming distance. These
weight curves were generally consistent across datasets with different error rates but varied
slightly per field. Matching results using Bloom filters and partial weight curves were compa-
rable to the Jaro-Winkler comparison with weight curves on unencrypted data. Importantly,
while the weight curves generated from a truth-set of data produced the best results, weight
curves derived from synthetic datasets also produced excellent quality linkage results. This
means that, in the absence of a truth set, synthetic datasets can be used to create weight curves
that produce highly accurate linkage.

Combining the EM algorithm (for probabilistic parameter estimation) and partial weight
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curves (for approximate matching) will help maximise linkage accuracy for PPRL. The use
of advanced grouping methods such as Weighted Best Link (Paper 8) for the linkage of new
datasets to a population-representative dataset (often referred to as a population spine) can fur-
ther improve the accuracy of linkage. However, this type of dataset may not always be avail-
able, and the linkage accuracy will be largely dependent on the quality of the spine data itself.
Nevertheless, the use of these quality maximisation techniques during the linkage process will
reduce the need for manual review that typically follows.

The third aim of this thesis was to identify methods for improving privacy and performance
of PPRL. This thesis presents an innovative PPRL technique using CLKs (Cryptographic Long-
term Keys) and multibit trees (Paper 4) to address this aim. CLKs combine several fields within
each record into a single Bloom filter, and multibit trees are used to index the CLK values
for linkage efficiently. Multibit trees and these composite Bloom filters produced the highest
quality linkage results when the address field and fields with missing values were excluded.
The combination of fields in the CLK producing the highest quality results was still below
the quality produced using field-level Bloom filters and probabilistic linkage methods. While
improving on privacy protection through the use of composite Bloom filters, the performance
of the multibit tree for a full linkage was sub-optimal. However, the use of multibit trees shows
potential as an indexing step before matching occurs; the selection of fields for indexing must
be carefully selected to maximise pairs completeness and further work in this area is required
to realise its full potential.

While maximum linkage quality is essential for operational use, stronger privacy mechanisms
are highly desirable if the cost to quality and performance is not too high. An application of
homomorphic encryption on Bloom filters is presented in this thesis (Paper 9) as an additional
level of privacy. Providing homomorphic encryption on top of Bloom filter encoding greatly
increased privacy protection, with no drop in linkage accuracy. However, performance cost
was high, with encryption, decryption and calculation on encrypted values requiring vastly
more computation. This linkage method shows a lot of potential for the quality and privacy as-
pects of PPRL but in its current form is considered too slow for operational use. Improvements
to the compute performance may be possible; however, further research and testing is required
to achieve this.

An alternative and novel PPRL method is presented in this thesis (Paper 6) providing addi-
tional privacy protection; however, this is at the expense of partial agreements. The match keys
approach is based on the principles of probabilistic linkage, creating a series of hashes per
record based on the combinations of agreement and disagreement that may be possible with
each field. An evaluation of this method showed that linkage quality was superior to linkage
using an SLK-581 field, and only slightly inferior to that using traditional probabilistic linkage
using field-level Bloom filters. The datasets used in the evaluation were of reasonably good
quality, so the impact of removing partial agreements may have been minimised. While this
is an important contribution to the field, the use of the match keys approach appears to be best
suited to situations where the quality of data can be guaranteed.



Chapter 6. Conclusion 181

This thesis has shown that PPRL techniques provide sufficient quality for operational use and
sufficient privacy protection for use on cloud infrastructure. The fourth aim of this thesis was
to develop a model for record linkage that maintains privacy protection while utilising the scal-
ability of cloud infrastructure to efficiently link data. Chapter 4 presented several models for
record linkage that meet this aim and the scenarios in which they would be used. A hybrid
cloud model was presented in greatest detail (Paper 5) that keeps identifiable data on-premises
and sends encoded datasets to cloud infrastructure for linkage. The quality of the linkage can
be maximised using the techniques described in Chapter 2. Standard Bloom filters can be used
for data privacy, or additional privacy measures such as those described in Chapter 3 could
be incorporated. There are many ways to leverage the elastic scalability of commercial cloud
providers, but the hybrid model presented here used containers in a managed cluster to dis-
tribute computation. An evaluation of this model showed that it is operationally feasible to
use existing linkage software and scale this out, using bootstrapped containers and an effective
compute cluster management tool. Commercial cloud services provide scalable compute at a
reasonable cost, and additional analytical services give greater opportunity for advanced anal-
ysis, richer analytics, machine learning and automation of data processes in the cloud.

Chapter 5 focusses on the implementation and utilisation of the PPRL methods presented
through this thesis. Interest in PPRL from data linkage units and research groups with spe-
cific linkage requirements has increased dramatically over the last few years. There has been
a particularly strong interest within Australia to use PPRL to link primary care data with sec-
ondary care data. Primary care data has historically been difficult to obtain for linkage [207].
However, the use of PPRL in large projects like Lumos in NSW has provided access to general
practice data at the state level. The quality techniques developed and presented in this thesis
have been instrumental in getting these projects off the ground; first used to evaluate the qual-
ity that PPRL can provide, then to ensure each general practice dataset is accurately linked to a
secondary care data population spine. While Lumos uses infrastructure within the NSW Min-
istry of Health, the MedicineInsight program by NPS MedicineWise runs its middleware and
data warehouse on commercial cloud infrastructure. NPS does not hold personally identifiable
information on this infrastructure. However, the use of a full cloud trusted third-party model
for linkage (described in Chapter 4), hosted in the same datacentre, would be highly beneficial,
minimising data transfer speeds and costs while leveraging the benefits of elastic scaling.

The increased demand for linkage, often with a desire to link to datasets that are historically
difficult to obtain, continues to put pressure on the existing data linkage capability available.
The work presented in this thesis offers the potential to alleviate that pressure by providing
operationally viable solutions for handling the increase in data size and linking to datasets
where the release of personally identifying information is not possible. Commercial cloud
services provide the infrastructure for handling the elastic scaling desirable for managing large
data linkage. The PPRL techniques presented in this thesis provide a mechanism by which
these cloud services can be utilised while meeting requirements for maximum linkage accuracy
and high privacy protection.
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While the PPRL techniques presented in this thesis demonstrated positive outcomes for im-
proving linkage accuracy, there may be situations where these techniques fail to deliver. Are
there types of data that will consistently provide poor accurate linkage? What kinds of datasets
are these and how can we identify them? If cleartext identifiers allow linkers to make better de-
cisions for linkage, there may be other ways to reduce risk and improve privacy. Anonymising
the dataset origin may be one technique. However, the identifiers of individuals are still read-
able, and information may be inferred. The trade-off between the accuracy provided through
PPRL and the privacy provided with cleartext linkage techniques is an interesting topic for
further study.

The fundamentals for a cloud model for record linkage has been provided in this thesis, pro-
viding the framework for deployment and use. While the evaluations that were run through-
out this work have shown an enormous benefit to a PPRL cloud model, further evaluations
with additional real-world datasets would improve this further. Obtaining access to real-world
datasets is challenging, but it is essential in determining the effectiveness of these techniques
in operation.

The homomorphic encryption with Bloom filters presented in Chapter 3 showed excellent pri-
vacy benefits without compromising on the accuracy of linkage. Tackling the computation
challenges of homomorphic encryption within a scalable cloud environment is the next step
for this technique, with the potential to significantly improve the privacy aspect of our cloud
model without compromising on linkage accuracy. Combining the use of multibit trees with
homomorphic Bloom filters for private indexing also show promise and further research is
warranted.

The cloud models presented in Chapter 4 showed that data linkage units now have what they
need to get started with scalable data linkage in a cloud environment. With some additional
work upfront to split data into manageable sized ‘chunks’, existing linkage software can be
used to match datasets across a large number of nodes within an on-demand compute cluster.
Further refining of these record linkage algorithms for such a distributed paradigm would
ensure the cloud infrastructure is used to its full potential. The storage of linkage maps (the
results of the linkage) on cloud infrastructure also presents some exciting new opportunities for
the use of ‘big data’ analytics on linkage maps, a relatively untapped field that could improve
quality assurance and reporting capabilities.

This thesis has aimed to provide a foundation for the use of PPRL in a cloud computing envi-
ronment. This cloud model for record linkage has been built on the capabilities that are avail-
able today and presents opportunities to improve with further advances in this area. Cloud
computing services continue to evolve, and as enterprises continue to adopt these services,
record linkage capabilities must grow with them. While many technical challenges remain,
the work in this thesis provides a significant step towards the ultimate goal of providing re-
searchers with the linked data they require, with high accuracy using processes that are both
efficient and protective of privacy.
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Implementing privacy-preserving record linkage: welcome to the real world
Boyd, James1*, Ferrante, Anna1, Brown, Adrian1, Randall, Sean1, and Semmens, James1

1Curtin University

Objective

While record linkage has become a strategic research priority
within Australia and internationally, legal and administrative is-
sues prevent data linkage in some situations due to privacy con-
cerns. Even current best practices in record linkage carry some
privacy risk as they require the release of personally identify-
ing information to trusted third parties. Application of record
linkage systems that do not require the release of personal in-
formation can overcome legal and privacy issues surrounding
data integration. Current conceptual and experimental privacy-
preserving record linkage (PPRL) models show promise in ad-
dressing data integration challenges but do not yet address all
of the requirements for real-world operations. This paper aims
to identify and address some of the challenges of operationalising
PPRL frameworks.

Approach

Traditional linkage processes involve comparing personally iden-
tifying information (name, address, date of birth) on pairs of
records to determine whether the records belong to the same
person. Designing appropriate linkage strategies is an important
part of the process. These are typically based on the analysis of
data attributes (metadata) such as data completeness, consis-
tency, constancy and field discriminating power. Under a PPRL
model, however, these factors cannot be discerned from the en-
crypted data, so an alternative approach is required. This paper
explores methods for data profiling, blocking, weight/threshold
estimation and error detection within a PPRL framework.

Results

Probabilistic record linkage typically involves the estimation of
weights and thresholds to optimise the linkage and ensure highly
accurate results. The paper outlines the metadata requirements
and automated methods necessary to collect data without com-

promising privacy. We present work undertaken to develop pa-
rameter estimation methods which can help optimise a linkage
strategy without the release of personally identifiable informa-
tion. These are required in all parts of the privacy preserving
record linkage process (pre-processing, standardising activities,
linkage, grouping and extracting).

Conclusion
PPRL techniques that operate on encrypted data have the po-
tential for large-scale record linkage, performing both accurately
and efficiently under experimental conditions. Our research has
advanced the current state of PPRL with a framework for secure
record linkage that can be implemented to improve and expand
linkage service delivery while protecting an individualâĂŹs pri-
vacy. However, more research is required to supplement this
technique with additional elements to ensure the end-to-end
method is practical and can be incorporated into real-world mod-
els.
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High quality linkage using Multibit Trees for privacy-preserving blocking
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Objectives

As privacy-preserving record linkage (PPRL) emerges as a
method for linking sensitive data, efficient blocking techniques
that help maintain high levels of linkage quality are required.
This research looks at the use of a Q-gram Fingerprinting block-
ing technique, with Multibit Trees, and applies this method to
real-world datasets.

Approach

Data comprised ten years of hospital and mortality records from
several Australian states, totalling over 25 million records. Each
record contained a linkage key, as defined by the jurisdiction,
which was used to assess quality (i.e. used as a ‘gold standard’).
Different parameter sets were defined for the linkage tests with
a privacy-preserved file created for each parameter set. The files
contained jurisdictional linkage key and a Cryptographic Long-
term Key (the CLK is a Bloom filter comprising all fields in the
parameter set).

Each file was run through an implementation of the Q-gram
Fingerprinting blocking algorithm as a deduplication technique,
using different similarity thresholds. The quality metrics of pre-
cision, recall and f-measure were calculated.

Results

Resultant quality varied for each parameter set. Adding suburb
and postcode reduced the linkage quality. The best parameter
set returned an F-measure of 0.951. In general, precision was
high in all settings, but recall fell as more fields were added to
the CLK. We will report details for all parameter settings and
their corresponding results.

Conclusion
The Q-gram Fingerprinting blocking technique shows promise
for maintaining high quality linkage in reasonable time. Deter-
mining which fields to include in the CLK for the linkage of
specific datasets is important to maximise linkage quality, as
well as selecting optimal similarity thresholds. Developing new
technology is important for progressing the implementation of
PPRL in real-world settings.

∗Corresponding Author:
Email Address: adrian.brown@curtin.edu.au (A. Brown)

http://dx.doi.org/10.23889/ijpds.v1i1.149
August 2016 c© The Authors. Open Access under CC BY-NC-ND 4.0 (https://creativecommons.org/licenses/by-nc-nd/4.0/deed.en)

Appendix A. Conference Abstracts 187





International Journal of Population Data Science (2018) 3:3:294

International Journal of
Population Data Science
Journal Website: www.ijpds.org
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Introduction
Businesses worldwide are increasingly adopting the storage,
compute and analytical services provided by cloud comput-
ing. Yet, few operational linkage units are keeping pace with
this world of technological change - most use legacy systems
approaching their limits with the rapidly increasing size and
range of datasets now required for linkage.

Objectives and Approach
To meet the demands of linkage for the near future, it is impor-
tant that new solutions for linkage consider the services pro-
vided by public cloud infrastructure for compute, storage and
analytics. We examined Platform as a Service (PaaS) offer-
ings for use in the development of a cost-effective cloud model
for scalable, privacy-preserving record linkage (PPRL). PPRL
techniques were adapted to maximise the quality of linkage
and to automate as much of the process as possible. Finally,
a prototype was created to demonstrate the capabilities and
potential of the model.

Results
We present our cloud model for PPRL, a platform for record
linkage that provides rapid scaling of resources to meet de-
mand, and the results of how our prototype performed on
massive datasets.

Conclusion/Implications
The application of record linkage using relatively inexpensive
cloud infrastructure represents a significant step towards pro-
viding an efficient and scalable record linkage service to re-
searchers and government. Larger datasets can be linked
efficiently, including national or cross-jurisdictional datasets,
with little investment in private infrastructure, and improved
turnaround times for researchers.
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