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Abstract

Information is the most valuable property of an organisation, and securing information
is crucial in today’s information age. Although no particular technology can completely
eliminate information security risks, an information security risk management (ISRM)
approach can mitigate information security risks and improve organisations’ security position.
Saudi Arabia faces difficulties in implementing Western technology and standards such as
ISRM standards because its government regulations, management styles, culture, values, and

mindset differ from those of Western countries.

This research aimed to investigate the factors influencing information security risk
management and develop an ISRM model for large Saudi Arabian organisations. The study
employed an exploratory research method following a top-down design approach. The
research was conducted in two sequential phases: an interview and a focus group discussion.
The first phase had two groups (A and B) to identify factors that influence, constitute, and
reflect ISRM in large Saudi Arabian organisations. The second phase aimed to enhance and

confirm the developed ISRM model for Saudi organisations.

In the first phase, 10 participants in Group A and 8 participants in Group B completed a
semistructured interview with open-ended questions. They were drawn from different
organisations in Saudi Arabia. Data in the second phase was collected through focus group

discussion. The obtained data were analysed using the NVivo software package.

The research identified 14 factors grouped into the people, process, and technology
that influence ISRM in large Saudi Arabian organisations. In addition, the research findings
revealed that even though large Saudi Arabian organisations face many ISRM challenges,
these challenges can be solved by the proposed ISRM model. The proposed model can
successfully guide large Saudi Arabian organisations to implement ISRM standards more

effectively.

This study makes both theoretical and practical contributions. The theoretical
contribution lies in the conceptual ISRM model that combines factors that may influence ISRM

effectiveness in the Saudi Arabian context. These factors were derived from academic

Vi



research and the participants from the data collection phases one and two. Regarding its
practical contribution, the findings of this study can assist large Saudi Arabian organisations
to efficiently manage the ISRM standards implementation, thereby securing a better

information security posture.
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CHAPTER 1. INTRODUCTION

1.1 Background

As technology becomes more advanced and organisations continue to depend on
information technology to manage their operations and business models have evolved to
encompasses data analytics, block chain, cloud computing, and artificial intelligence,
information becomes a more valuable asset. Moreover, the COVID-19 pandemic has had an
enormous influence on the way many organisations conduct business with many employees
working from home and increased demand for technology resources utilisation (Cost of a
Data Breach Report 2020 2020). Consequently, the risk of exploiting organisations’ critical
information increases dramatically. Securing information is not a new practice where
organisations continue to seek critical information protection from unauthorised access, data
loss, modification, or misuse (Breier and Schindler 2014; Trajkovski and Antovski 2017a; Van
Niekerk and Von Solms 2010). Information security is as crucial to organisations as it has ever
been because technology applied to information creates a high level of risks. It has become
an essential part of an organisation to improve consumers' trust and effectively use

innovative technologies for the business process (Ashenden 2008; Yaokumah 2013).

Managing the information security risk is considered a crucial component of
information security management which plays a vital role in the protection of an
organisation’s information assets (Alcantara and Melgar 2016; Raggad 2010). Information
security risk management (ISRM) balances the operational and economic costs by protecting
the entire IT infrastructure and data to support the organisation's missions (Raggad 2010).
Indeed, managing the risk of organisations' technological assets alone (e.g., hardware,
software, networking) at the expense of managing the risk of other sources of such as people,
policies, processes, and culture is no longer valid (Garcia-Porras, Huamani-Pastor, and Armas-
Aguirre 2018; Okonofua, Rahman, and Ivanova 2019; Petrescu and Sirbu 2019). Employees
are considered one of greatest threats to an organisation’s information assets because the
majority of security incidents are caused by their actions, whether intentionally or

unintentionally (Govender, Kritzinger, and Loock 2016). People understand risks differently,



depending on the cultural contexts and social structures to which they are exposed and their

values (Tsohou, Karyda and Kokolakis 2015).

There is increasing concern that management theories and practices developed in
Western countries are less effective when applied in Middle Eastern countries because of the
difference of culture, values, and mindset (Al-Adaileh and Al-Atawi 2011; Aldraehim et al.
2012; Alnatheer and Nelson 2009; Maghrabi and Palvia 2012). Culture is a system of social
behaviour built on how individuals interact with their surroundings (Alkahtani, Dawson and
Lock 2013). It is the combination of ways of thinking, speaking, making traditions,
assumptions, language, arts, literature, and feelings that define common norms and values

between groups of people (Chu, Luo, and Chen 2018).

Moreover, studies have shown that Saudi Arabia faces many difficulties in
implementing Western technology and standards because its government regulations and
management styles differ from those of Western countries (Razi and Madani 2013). This is
also applicable to the information security management in which most of the standards and
best practices have been developed in Europe and the United States, such as ISO 27000 series
and COBIT. Studies over the past two decades have provided important information about
the influence of cultural values and norms on management practices such as Hofstede cultural
dimensions; however, these theories have not been implemented on most management

standards and best practices (Maghrabi and Palvia 2012).

In 2020, global spending on information security products and services surpassed
$133 billion (Moore 2021). Forecasts indicate that the market will grow 10.1 percent per year,
reaching $221 billion in spending by 2025 (Upadhyay et al. 2021). However, cybercriminals
are becoming more sophisticated and coordinated in their attacks, leading to exponentially
higher costs for the world. It is predicted that cybercrime damages will amount to $6 trillion
globally by the end of 2021 and grow by 15 percent annually over the next five years, reaching
$10.5 trillion by 2025, up from $3 trillion in 2015 (Morgan 2020).

One of the countries affected most by information security data breaches and
cybercrimes is Saudi Arabia. The 2019 IBM Security and Ponemon Institute Cost of Data

Breach Report showed that Saudi Arabia and United Arab Emirates (UAE) enterprises, which



represent The Middle East in the reports, are at the top of the list of the average number of
records per breach as illustrated in Figure 1.1 (Cost of a Data Breach Report 2019 2019).
Moreover, Saudi Arabia and UAE are ranked the second-highest regarding the average total
cost per data breach from 2018 to 2020 (2018 Cost of a Data Breach Study: Global Overview
2018; Cost of a Data Breach Report 2019 2019; Cost of a Data Breach Report 2020 2020).

Middle East |GG 500
incia - | ;636
United States | 2,234
erocil - | 26,53
France . | 300
Germany - | 5. 10
naty - | 577
United Kingdom [ NN 636
south korea GGG 23,500
canada | 2071
Turkey | 27,551
singapore | 500
south Africa [ RN ::.060
sapan | 20445
Australia [N 19,800

0 5,000 10,000 15,000 20,000 25000 30,000 35000 40,000 45,000

Figure 1.1 The Average Number of Records per Breach by Country 2019
Source: (Cost of a Data Breach Report 2019 2019)

Figure 1.2 shows that in Saudi Arabia and UAE, the average number of breached
records per data breach in 2017 was 33,125 records compared to the global average of 24,089
records, which is 37.5 percent higher than the global average. Similarly, Saudi Arabia and UAE
were higher than the global average in 2018 (i.e., 36,451 records compared to 24,615 globally)
and in 2019 (i.e., 38,800 records compared to 25,575 records globally); that is 48 percent in
2018 and 51.7 percent higher in 2019 than the global average (2017 Cost of Data Breach Study
2017; 2018 Cost of a Data Breach Study: Global Overview 2018; Cost of a Data Breach Report
2019 2019). By 2023, according to the MEA Cybersecurity Market report, Saudi Arabia’s

information and cyber security market will reach $5.5 billion (Geronimo 2019).



2019

2018

2017

o

5,000 10,000 15,000 20,000 25,000 30,000 35000 40,000

m Saudi Arabia and UAE average Hm The global average

Figure 1.2 The Average Number of Breached Records 2017-2019

Source: (2017 Cost of Data Breach Study 2017), (2018 Cost of a Data Breach Study: Global Overview 2018),
(Cost of a Data Breach Report 2019 2019)

Implementing Vision 2030 put Saudi Arabia at the forefront of positive change of
digital transformation. In 2016, Saudi Arabia’s Vision 2030 was initiated as a strategic plan for
economic development in all sectors. Unlike many developed countries, Saudi Arabia quickly
adopted e-services strategies such as e-government and e-commerce in recent years. This
digital transformation exhibits many economic advantages, yet amplified digitisation has
increased the need for more stringent information security standards as the cyberattacks
continue to rise. In addition, Saudi Arabia's political conflicts with its neighbouring countries,
including Israel and Iran, have increased cyberespionage against Saudi Arabia. For example,
on June 19, 2015, more than 500,000 cables and emails from the Saudi Foreign Ministry,
including many highly sensitive reports from the Saudi’s General Intelligence Services, were

breached after an attack by the self-proclaimed “Yemeni Cyber Army” (Blake 2015).

Bitdefender, a cybersecurity technology and research company, reported that critical
infrastructure in Saudi Arabia was targeted in January 2019 by Iranian groups that managed
to access critical infrastructures in Saudi Arabia for the purpose of a cyberespionage campaign
using sophisticated tools (Hassan 2021; Lakshmanan 2020). It is clear that Saudi Arabia
appears to be at more risk of data breaches and cybercriminals and has a higher impact per

breach than most countries.

The lack of sufficient security budgets is often an obstacle to achieving the desired

4



level of information security protections (Taylor 2015). However, that is not the case in Saudi
Arabia. It has been emphasised that Saudi Arabian organisations invest more in technology
than humans in a bid to protect information assets from any vulnerability that could lead to

a possible data breach or cybercrimes (Alzamil 2012).

1.2 Problem Statement

There are compelling reasons to conclude that there is no single security approach or
practice that will work in all contexts, implying that cultural aspects should be considered
when developing effective information security practices as it is believed that other factors
(e.g., culture) directly affect various elements of information security (Flores, Antonsen, and
Ekstedt 2014). Accordingly, studies have concluded that there is an increased need for Saudi
Arabia to develop its standards, policies, and legal standards (Fareed 2017). Moreover,
information security risk management effectiveness can be influenced by many factors
related to culture and management style. ISRM practices need to be aligned with the business
objectives of organisations and applied at business processes, people, and technology (PPT)
of the organisation. This indicates a need to explore and understand the various perceptions
of the factors which might have a vital influence in the effectiveness of information security

risk management implementation in Saudi Arabian organisations.

This research attempts to provide an overview of ISRM practices to better understand
the effectiveness of international ISRM standards and best practices in Saudi Arabia.
Moreover, it investigates the factors that determine an effective ISRM model for large Saudi
Arabian organisations. The research offers essential insights into ISRM practices in Saudi

Arabia and their degree of compliance.

1.3 Research Objectives

The overall research objectives are to gain an understanding of factors which influence
ISRM in the context of large Saudi Arabian organisations. This can lead to the development of
an ISRM model that improves the effectiveness of ISRM to best fit Saudi Arabian

organisations. The research was focused on building a reliable and effective ISRM model



relevant to most organisations in Saudi Arabia. The ISRM model suggests a set of factors to
Saudi businesses to improve their ISRM experience and effectiveness, and therefore
enhances their information security position. This also aligns with the Saudi Arabia Vision

2030 goals, which include digital transformation and information protection.

To achieve that, the following objectives were identified:
Main objective: Develop an effective ISRM model for large Saudi Arabian organisations
First Sub-objective: Examine large Saudi Arabian organisations’ compliance with ISRM
standards
Second Sub-objective: Explore the ISRM standards implementation challenges that large
Saudi Arabian organisations face
Third Sub-objective: Explore the factors that influence the effectiveness ISRM standards in

large Saudi Arabian organisations

1.4 Research Questions

To achieve the research objectives, three research questions were constructed which
guide the development of the proposed ISRM model intended to assist large Saudi Arabian

organisations to effectively implement ISRM.

The research questions are:

3. What is the level of large Saudi Arabian organisations’ compliance with ISRM
standards?

4. What are the ISRM standards implementation challenges in large Saudi Arabian
organisations?

5. What are the factors that must be considered when developing an effective ISRM

model for large Saudi Arabian organisations?

1.5 Theoretical Contribution

This research proposes a new Information Security Risk Management (ISRM) model

for large-sized Saudi Arabian organisations. Large-sized organisations exhibit some



differences in terms of resources and expertise available which, in turn, may influence the IT
and information security adoption in comparison to those found in small and medium
enterprises. The significance of this model lies in its concentration on the ISRM factors which
consider cultural and social complications in Saudi Arabia because there is evidence of
compromise of ISRM as it is practiced in Western countries. There is a lack of ISRM research
in a Saudi Arabian context, and development of this model will add to the existing knowledge
base for further research and practice. It also provides additional insight into ISRM in Saudi
Arabia, and due to its cultural, commercial, and economic similarities to other countries in
the Arabian Gulf region, serve as a base for comparative studies between western countries

and Middle Eastern countries.

In consideration of the overall objectives of this research, a literature review is
presented of the current ISRM approaches relevant to the research topic. The review of the
literature provides the essential theoretical background to the research area and identifies

existing gaps in the knowledge.

Although there is lack of research that covers ISRM in Saudi Arabia, some of these
research attempts to explore and analyse information security management (ISM) in Saudi
Arabia includes internal threats and IT governance. None of these efforts provides ISRM a full,
explanatory investigation which explores factors the influence ISRM in Saudi context. This
includes the lack of understanding of the importance of academic research and relevant
theories which comprise the research problem. This research validates the ISRM challenges

and factors in Saudi Arabia that contribute to a new ISRM model.

1.6 Practical Contribution

ISRM is a practical business discipline which currently has no localised or regional
version. This research provides an ISRM model that improves ISRM implementation
effectiveness in Saudi Arabia organisations. Also, it can increase the knowledge base of ISRM
in Saudi Arabia to assist organisations in Saudi Arabia to adopt ISRM and implement it more

effectively.

The outcomes of this research are relevant to many types of organisations, such as



public and private sectors, to implement ISRM and effectively protect their information
assets. This can make business and government processes more efficient and resilient to

cybercrime. Moreover, it is also relevant to other Arabian Gulf countries.

1.7 Research Method and Design

This research has been guided by an interpretive research philosophy. It employed a
qualitative approach that is comprised of two phases of data collection. The first step was to
develop the initial ISRM model obtained from the review of the literature. Then for the phase
one data collection step, semistructured interviews were conducted with participants from
different large Saudi Arabian organisations and sectors to examine ISRM practices in Saudi
Arabia, and also to unveil factors influencing ISRM effectiveness. The findings resulted in an
enhanced ISRM model that was evaluated by focus groups in phase two data collection,

bringing about further enhancement and development of the proposed ISRM model.

1.8 Research Outline and Structure

This thesis consists of seven chapters, as shown in Figure 1.3:



Chapter #1 Research Background,
Objectives, Contribution and RQ’s

Chapter #2 Literature Review

Chapter # 3 Research Methods

Chapter # 4 Research Findings

Chapter # 5 Discussion

Chapter # 7 Final ISRM Model

Chapter # 8 Conclusion and
Recommendations

Figure 1.3 Research Outline

Chapter 1 provides an overview of this study’s background, objectives, contributions, and

research questions along with discussions of the thesis framework.

Chapter 2 reviews the major existing literature related to ISRM and Saudi Arabian ISRM
practices and challenges. This chapter provides a critical review of ISRM’s contributing factors

which assisted in develop in the initial ISRM model. It concludes by highlighting the research

gaps.

Chapter 3 describes the research methodology and research process then justify the chosen
research design. The data collection process and analysis of data for each phase are discussed

and justified. Finally, the different phases of the research are described.

Chapter 4 outlines phase one of the data collection, the semistructured interviews, and

observations along with the data analysis.



Chapter 5 discusses the phase one data findings to churn out the enhanced ISRM model.

Chapter 6 highlights phase two of the data collection, the focus groups, observations, data
analysis, and a final discussion to further examine the enhanced ISRM model and refine the

final version of the proposed ISRM model.

Chapter 7 summarises the research and provides answers to the research questions. The
theoretical and practical contributions are discussed. It acknowledges the research
limitations, makes recommendations, and suggests avenues for future research. Both the

references and appendices conclude this work.

1.9 Summary

International information security risk management standards and best practices
provide a framework for managing risks to information security. They are essential tools that
assist organisations in protecting their information assets. However, these standards are
developed without the consideration of regional or countries differences. It is believed that
there no “one size fits all” management standard which applies to information security risk

management standards and best practices.

Middle Eastern countries such Saudi Arabia face many difficulties in implementing
Western technology and standards due to different regulations and management styles from
those of Western countries. Moreover, Saudi Arabia is heavily affected by information

security data breaches and cybercrimes.

The objective of this research is to explore factors that influence ISRM effectiveness in
the Saudi Arabian context that contribute to the development of an effective ISRM model for
large Saudi Arabian organisations. To date, no other models have been developed for Saudi

Arabian organisations of this size.

The following chapter presents the literature review which reveals the research gap

and factors that assist in developing a conceptual ISRM model.
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CHAPTER 2. LITERATURE REVIEW

2.1 Introduction

This chapter provides an overview of the extant research by reviewing the literature
related to Information Security Risk Management (ISRM) and its practices in the context of
Saudi Arabian organisations. In addition, the chapter also discusses the research gaps and the

contributions of previous studies.

As a result of different managerial mindset influenced by culture and other factors,
international ISRM approaches and best practices might not be as effective in Middle Eastern
countries, and Saudi Arabia in particular (Al-Adaileh and Al-Atawi 2011; Al-Gahtani, Hubona,
and Wang 2007). This indicates a need to study the current information security weaknesses
in relation to ISRM approaches in the Saudi Arabian context as well as to determine the factors

that contribute to an improved ISRM standard for Saudi Arabian organisations.

This review of relevant studies begins by providing background knowledge on
information security and managing its risks. It then traces the history of ISRM standards and
discusses the most common standards, including a definition of the terminologies pertinent
to this area of research. Subsequently, the review identifies and explains the challenges in the
current ISRM standards and best practices. It has been argued that developing a general high-
level standard without taking into consideration the cultural differences shows drawbacks in
implementation of the standards as well as its ineffectiveness. In addition, the review
discusses Saudi Arabian organisations’ information security issues that are related to ISRM.
After that, most of the existing literature in this area that is centred on cases rather than the
more holistic ISRM framework theory and practice in the Saudi context is explored. Finally,

the chapter lays the foundation for the research questions.

2.2 Information Security

Information, like other business assets, is a vital asset of an organisation and therefore

needs to be well-guarded and secured. It could be stored in several formats such as a digital
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format and a material format (ISO/IEC27000 2018). It is characterised as “a valuable entity
which is independent of the technology that manipulates it” (Borek, Parlikad, and Woodall
2011, p. 477). Information security is “the protection of information and information systems
against unauthorised access or modification of information, whether in storage, processing,
or in transit, and against denial of service to authorised users” (National Information
Assurance (IA) Glossary 2010, p. 37). In the same vein, Raggad (2010, p. 204) argued that it is
the “protection of information from unauthorised access, use, disclosure, disruption,
modification, or destruction in order” to accomplish an organisation’s Confidentiality,
Integrity, and Availability “CIA-Triad” of information (Raggad 2010; ISO/IEC27000 2018;
Wheeler 2011). In addition, it may involve protecting the reliability and authenticity of
information to ensure that organisations can be held accountable (Marathamuthu 2015). CIA
can be considered as a guideline that illustrate organisations’ policies for information security

(Antunes et al. 2021). Figure 2.1 illustrates the interrelationship of the CIA-Triad.

CONFIDENTIALITY

INFORMATION
SECURITY

A

AVAILABILITY

Figure 2.1 The CIA-Triad
Source: (Raggad 2010)

The component terms of the CIA Triad are examined below:

e Confidentiality: the “property that is not disclosed to unauthorised individuals,
entities, or processes” (ISO/IEC27000 2018, p. 2). It is an important element of privacy
and that reflects the ability to protect data from unauthorised access (Andress 2011).

e Integrity: the “property of accuracy and completeness” (ISO/IEC27000 2018, p. 5). It
is the ability to protect data, partially or fully, from change or deletion via

unauthorised access. In addition, integrity is the ability to reverse authorised and
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unauthorised changes that need to be undone (Andress 2011).

Availability: the “property of being accessible and usable upon demand by an
authorised entity” (ISO/IEC27000 2018, p. 2). It is the ability to access data when
needed and prevent interruptions at any point in the chain that could make data
inaccessible. Such issues can result from network or cyberattacks, power loss,

application issues, or other problems (Andress 2011).

Additional information security properties such as authenticity, accountability,

reliability, and non-repudiation have been introduced to the CIA-Triad (Ma, Johnston, and

Pearson 2008; Da Veiga and Martins 2015; Szmit 2015). The additional properties are

secondary (Dubois et al. 2010) and are examined below:

Authenticity: the “property that an entity is what it claims to be” (ISO/IEC27000 2018,
p. 2). It is the assurance of being genuine and can be verified and trusted. It involves
proof of identity such as using a username and password or biometric authentication
methods such as fingerprint or retinal scans (National Information Assurance (IA)
Glossary 2010).

Accountability: a principle in which actions of an entity systems can be traced and
hold it uniquely responsible for its actions (Bitzer, Brinz and Ollig 2021).

Reliability: the “property of consistent display of intended behaviour and results”
(ISO/IEC27000 2018, p. 7).

Non-repudiation: the “ability to prove the occurrence of a claimed action or event and
its originating entities” (ISO/IEC27000 2018, p. 6). It is the assurance that the sender
of data is provided with delivery proof and the recipient is provided with the sender’s
identity proof, therefore neither can deny having processed the data (National
Information Assurance (IA) Glossary 2010).

Information security is as crucial as ever due to a result of the fact that technology

applied to information creates a high level of risks to organisations. For example, information

might be inappropriately disclosed because its confidentiality is modified or exposed and

therefore its integrity is jeopardised, or it is lost because its availability is threatened (Khidzir,

Mohamed, and Arshad 2010a). Information security has become a business facilitator and an

essential part of an organisation in a bid to improve consumers' trust and to effectively use

innovative technologies for the business process (Ashenden 2008; Yaokumah 2013). The field
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of information security has grown from a technical initiative to a broader and business-
focused field to protect all information within an organisation. Its goals are not just to
enhance confidentiality, integrity, and availability of information, but to deliver tangible
business benefits by protecting, facilitating, and controlling the sharing of information as well

as managing the possible associated risks (Ashenden 2008).

The challenges involved in determining the factors that contribute to information
security are complex. However, a variety of management methods and procedures have been
developed in the last few decades to achieve a satisfactory level of information security that
provides the mechanisms needed to protect the organisations’ information assets (Fenz et al.
2014). Therefore, organisations are paying more attention to information security and
protection by adopting information security management standards (ISMS) (Susanto and

Almunawar 2018).

Alumaran, Bella, and Chen (2015) indicated that information security is not only a
technical problem that needs to be examined but is also a management concern that needs
to be addressed carefully by information security management members and the
management of an organisation at large. Managing information security involves maintaining
the level of risk exposure within acceptable levels that is aligned with the business plans and
strategy (Fonseca-Herrera, Rojas and Florez 2021; Wheeler 2011). Therefore, the
management of information security risks is one of the top crucial issues in the field of
information security. Organisations looking to obtain an acceptable level of security must be
able to identify security issues and establish an approach to prevent their information assets

and operation (Alsaif, Aljaafari, and Khan 2015).

2.3 Risk Management

Risk and risk management have been examined in various domains including insurance,
management, medicine, and engineering. Each of these domains addresses risk in a way that
is relevant to its perspective (Khidzir, Mohamed, and Arshad 2010a). The International
Standards Organisation (ISO) defined risk as “the effect of uncertainty on objectives,

regardless of the domain or circumstances” (ISO/TR31004 2013, p. 7). It can also be described
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as “the combination of the likelihood of an event and its consequence” (1S031000:2018 2018,
p. 1). However, more precise definitions have been introduced by other institutions such as
The National Institute of Standards and Technology (NIST) in which risk was defined as “a
measure of the extent to which an entity is threatened by a potential circumstance or event,

that is a function of:

e The adverse impact, or extent of the damage, that would result if the situation or

event occurred

e The likelihood of occurrence” (NIST 2018, p. 104)

Various types of organisational risks are identified including investment risk, legal
liability risk, safety risk, security risk, supply chain risk, and inventory risk (Trajkovski and
Antovski 2013). Therefore, in information security context, risk is defined as a combination

of:

1. The likelihood that any vulnerability in an information system will be exploited,
intentionally or unintentionally, by any threat that result in a loss of confidentiality,
integrity, and/or availability, or

2. The potential impact or extent of harm that a loss of confidentiality, integrity, or
availability will have on the operations, assets, or individuals (McCumber 2004; Nemati

2010).

Risk management can be defined as “coordinated activities to direct and control an
organization with regard to risk” (I5031000:2018 2018, p. 1). NIST special publication SP800-

39 defined risk management as:

a comprehensive process that requires organisations to frame risk, assess risk, respond
to risk once determined, and monitor risk on an ongoing basis using effective
organisational communications and a feedback loop for continuous improvement in the

risk-related activities of organisations. (Trajkovski and Antovski 2017a, p. 405)

Wheeler (2011) stated that the main goal of risk management is maximising the
organisation’s output, including products, revenue, services, and so forth, while minimising

the unexpected outcomes (Wheeler 2011). Stoneburner (2002) added that effective risk
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management should protect not only the organisation’s assets but also have the ability to

accomplish its organisational mission (Stoneburner 2002).

Beasley (2007) argued that a risk management process put in place by the management
of an organisation and other personnel should be aimed at identifying potential threats that
may affect the organisation, and to provide assurance regarding the achievement of the
organisational objectives. Trajkovski (2017) stressed that risk management is carried out as
an organisational-wide task to addresses risk across all levels, and then to ensure that the
risk-based decision making is incorporated into every part of the organisation (Trajkovski and
Antovski 2017a). In general, risk management consists of six processes which are: (a) context
establishment, (b) risk assessment, (c) risk treatment, (d) risk acceptance, (e) risk
communication and consultation, and (f) risk monitoring and review (Javaid and Igbal 2017,

1SO31000:2018 2018) as shown in Figure 2.2.
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Figure 2.2 Risk Management Process

Source: 1S031000/2018

Benova (2015) indicated that risk management is not a one-time or periodic activity; it
is a permanent and continuous activity that identifies, analyses, evaluates, examines, and

treats risks. The development of an effective risk management programme requires the
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understanding of the organisation’s context, establishing proper policy, assigning risk
management roles and responsibilities aligned with organisational processes, allocating of
resources, and establishing of communication and reporting channels (Webb 2013).
Meanwhile, risk cannot be completely eliminated; it must to be reduced to an acceptable
level that the business decides to live with. Organisations invest substantial resources in
developing appropriate an information security risk management program that would
address the risks they are exposed to. These programs must have firm foundations, which is
why organisations look for risk management standards that are widely accepted across

several enterprises (Al-Ahmad and Mohammad 2013).

One of the major risk management challenges of organisations is how to manage their
potential information security risks due to the increasing use of IT systems (The Risk It
Framework 2009). Stoneburner (2002) argued that it is primarily an important function of
management of organisation rather than a technical function executed by the IT experts in an
organisation (Stoneburner 2002). The application of risk management to information security

is discussed in the next section.

2.4 Information Security Risk Management “ISRM”

In order to achieve successful information security, organisations need to implement
applicable controls through the risk management process and manage them using an
information security management programs or systems. This includes “policies, processes,
procedures, organisational structures, software and hardware to protect the identified

information assets” (ISO/IEC27000 2018, p. 12).

Information Security Management (ISM) is an information security process that
identifies the organisation’s IT environment and its criticality, prioritising its involvement to
the organisation’s business capabilities. In addition, it identifies all possible IT security risks as
well as assesses and mitigates them. Finally, it provides frequent improvement of the
organisation’s security risk position (Raggad 2010). Ashenden (2008) defined the
management of information security as “that part of the overall management system that is

based on a business risk approach, to establish, implement, operate, monitor, review,
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maintain and improve Information Security” (p. 197). The goal of information security
management is to prevent or minimise to the lowest possible level the potential damage to
organisational assets through maintaining quality information infrastructures, following

processes and procedures (Alnatheer 2012; Wheeler 2011).

Managing information security is one of the most important information security issues
(Alsaif, Aljaafari, and Khan 2015). It ensures that appropriate and proportionate security
measures are chosen to protect information assets and provide confidence to interested
parties. Information security requires the overlay of a strong management program that can
be achieved coherently and efficiently to protect organisations (Ashenden 2008; Alsaif, 2015).
According to Okonofua, Rahman, and Ivanova (2019), managing the risk of information
security is challenging due to the fast evolution, increasing recurrence, and severity of threats
to organisations. The author noted that such threats may come from both internal and
external actors and may manifest as system vulnerabilities, technical failures, and external

events, among others.

It has been indicated that a crucial component of ISM is the risk management, which
has become a formal component of ISM referred to as Information Security Risk Management
(ISRM) (Raggad 2010; Alcantara and Melgar 2016; Szmit 2015). Likewise, Blakley (2001) stated
that risk management for information security is very important because the technology
applied to information nowadays increase risks. In addition, Garcia-Porrasargues, Huamani-
Pastor, and Armas-Aguirre (2018) argued that ISRM is a crucial part of the best practices in
corporate governance and is no longer considered a major issue for information technology,
but as a critical business practice that influence an entire organisation has become the main

concern of organisations’ corporate governance (Okonofua, Rahman, and lvanova 2019).

ISRM takes over definitions and procedures of risk management theory that are applied
in the area of information security. Information security deals with the protection of
information assets against the risks that come from internal or external business

environments (Befiova 2015). According to Kuzminykh et al. (2021), ISRM can be defined as:

a process that consists of identification, management, and elimination or reduction of

the likelihood of events that can negatively affect the resources of the information
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system to reduce security risks that potentially have the ability to affect the information
system, subject to an acceptable cost of protection means that contain a risk analysis,
analysis of the “cost-effectiveness” parameter, and selection, construction, and testing
of the security subsystem, as well as the study of all aspects of security. (Kuzminykh et

al. 2021, p. 602)

It balances the organisation's operational and economic costs by protecting the entire

IT infrastructure and data to support their missions (Raggad 2010). According to Naseer

(2017), ISRM is a process that guide organisations to continuously identify, integrate, and

analyse risks as well as assess the likelihood and impact of threats on businesses, which could

help in deciding the appropriate actions to be taken to minimise or eliminate risks to

acceptable levels. This process can be applied to the entire organisation, one or more

departments within an organisation, or to a specific physical location or service (Beriova

2015).

s

ISRM enables organisations to accomplish their missions by:

Securing the ClIA-triad of the organisation’s information

Enabling management to make risk management decisions that justify information
security investment

Assisting management in dealing with potential risks and exercising good practices to

eliminate risks (Watkins 2010).

The main objectives of ISRM are:

Identifying potential security risks (risk identification)

Prioritizing the identified risk according to severity (risk assessment)

Determining the most cost-effective ways of controlling risks (risk treatment)
Monitoring changes to the risk management program (risk review) (Webb et al. 2014;
Mohammed and Mohammed 2017).

Table 2-1 illustrates the tasks of generic ISRM processes and highlights the action

description for the generic process for each process and task (Khidzir, Mohamed, and Arshad

2010a).
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Table 2-1 Generic ISRM Processes and Task Descriptions

Information Security Risk
Management Processes
Task
1. Risk Identification

Risk Analysis

Risk Treatment Plan

Risk Treatment Plan

Implementation

Risk Monitoring

Risk Control

Action Descriptions

Identify Critical Information Assets

Identify Threats and Vulnerabilities to Critical Information
Assets

Identify Security Requirements for Critical Information
Assets

Identify Current Security Policies, Practices, and Procedures
Identify Current Technology Vulnerabilities and Threats
Identify Current Organisational Vulnerabilities and Threats

Analyse value for information security risks probability and
impact to an organisation’s ICT services (Evaluate
Information Risks)

Analyse which risk need to be addressed based on the
nature and the organisation’s general tolerance for
information risk (Prioritise Risk and Mitigation Approach)

Develop Protection Strategy (Security Related-practices)
Develop Risk Mitigation Plan (Plan to reduce risks to
organisation’s critical information assets and ICT Services)
Develop an Action Plan by specifying a set of actions for
protection strategy and risk mitigation plan (Action plan,
budget, schedule, success criteria, measures to monitor
plans, human-resource required to implement action plan)

Execute all action plans according to the schedule and
success criteria (as defined in the Risk Treatment Plan)
Reprioritise work tasks and schedule to incorporate the
action plan (if necessary)

Measures the status of action plan with the respect to their
schedules and success criteria (Monitor of the progress of
action plan

Indicates the presence of new risks or significant changes to
existing risks

Analysed data tracking of action plan
Analysed data tracking of key risk indicators
Decision on changes to action plan

Decision on identifying new risks

Execute control decision into action

Start of new risk identification task

Source: Khidzir, Mohamed, and Arshad (2010a)
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According to ISO/IEC27005 (2018), the ISRM process involves context establishment,
risk assessment, risk treatment, risk acceptance, risk communication and consultation, and
risk monitoring and review as illustrated in Figure 2.3. ISRM comprises an iterative and
continuous process which starts with establishing the context and then conducting a risk
assessment. This is followed by risk treatment if the previous steps have provided sufficient
information to determine the proper actions to minimise the risk to an acceptable level.
However, if information provided is not sufficient, another iteration of the risk assessment
needs to be conducted. Furthermore, if risks have not reached an acceptable level, another
iteration of the risk assessment needs to be conducted and then risk treatment (ISO/IEC27005

2018; Amancei 2011).

CONTEXT ESTABLISHMENT

|
RISK ASSESSMENT

RISK IDENTIFICATION

RISK ANALYSIS

RISK EVALUATION

RISK DECISION POINT 1
Assessment satisfactory

RISK MONITORING AND REVIEW

z
e}
=
<
-
-
o
%)
z
o
(5]
o
z
<
z
o
=
<
)
z
=)
s
=
(o]
(5]
x
7]
@

RISK DECISION POINT 2
Treatment satisfactory

RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS

Figure 2.3 ISRM Process
Source: ISO/IEC 27005 (1ISO/IEC27005 2018)

ISRM is a holistic activity that influences every aspect of an organisation including its
mission, business-planning activities, and the organisational architecture. It allows
organisations to determine if they are protecting their information assets using the most

effective and cost-efficient means (Webb et al. 2014). Therefore, ISRM not only represents a
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technical function carried out by IT professionals but also an important management task of
an organisation (Stoneburner 2002). Managing information security risks is a complex
continuous activity that requires the entire organisation’s involvement. It involves the
provision of the strategic vision, goals, and objectives for the organisation by top
management while the mid-level management provides planning and execution where
individuals are assigned to develop, implement, operate, and maintain the systems that

support the organisation’s missions and business functions (NIST 2018).

There are several types of ISRM approaches that can be adopted by organisations. The
common goal of these approaches is to enable organisations to effectively manage the risks
by minimizing them to an acceptable level (Saleh and Alfantookh 2011; Trajkovski and
Antovski 2013). Some of the widely accepted and adopted ISRM frameworks are discussed in

the next section.

2.5 Information Security Risk Management Frameworks

ISRM is not a new research domain, and other mechanisms have been used for some
time. In 1975, the Annual Loss Expectancy (ALE) was proposed by the U.S. National Bureau of
Standards for measuring IT risks. ALE was very basic and could not distinguish between a high
or low impact of events (Fenz et al. 2014). After a series of workshops in the 1980s by the U.S.
National Bureau of Standards, ALE evolved into an iterative process for information security

risk management with the following steps:

* Requirements identification

* Threats analysis

* Risk measurement

¢ Acceptance test

e Protection and implementation (Fenz et al. 2014)

Though some additional steps and process structure enhancement have been
developed, current ISRM approaches are mainly based on ALE as it was developed in the

1980s (Fenz et al. 2014).

An information security framework is a set of documented, understandable policies,
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procedures, and processes which define the ways that information is managed within an
organisation (Mohammed and Mohammed 2017; Wild 2018). The main goal is to lower the
risk and vulnerabilities and therefore increase the confidence in an organisation. There are
hundreds of information security frameworks that have been developed and used globally for
a variety of businesses and sectors (Wild 2018). Likewise, there are several ISRM frameworks
that have been published by national and international organisations including ISO, NIST,
AS/NZS, BSI. Others have been issued by professional organisations such as ISACA, while a
few have been presented and published by research projects. These frameworks have been
developed to specific needs so they have a wide range of application, structure, and steps (Al-
Ahmad and Mohammed 2015; Wangen 2017; Trajkovski and Antovski 2017a; Hallstensen,
Snekkenes and Wangen 2017). These frameworks provide a structure that categorises and
organises risks to help organisations measure and monitor the effectiveness of their activities.
This can be accomplished through the control objectives outlined in the framework, which
enables an organisation to assess both its security posture and goals as well as to improve
procedures that minimise risks and protect its assets. In addition, it enables organisations to
prioritise and coordinate activities, not only for a single regulatory mandate but across

multiple compliance mandates as well (Haber and Hibbert 2018).

An ISRM framework is adopted and implemented by organisations in order to address
information security issues using a consistent, repeatable, and auditable approach. It provides
a solid foundation for decision-making and budget allocation, among others. In addition, it
offers the internal and external stakeholders of an organisation with the confidence that
information security is being effectively addressed (Al-Ahmad and Mohammad 2012;
Ashenden 2008). Some organisations spend considerable resources in developing effective
ISRM frameworks that ultimately address the risks to which they are exposed. These
frameworks must be established on solid foundations, which is why most organisations look
for frameworks that are widely accepted and common across enterprises (Al-Ahmad and

Mohammad 2013).

Barafort (2017) suggested that international information security frameworks and
standards provide an open access to structured technical domains, voluntary positioning for
certifications, and international consensus. A survey by Association Francaise de

Normalisation (AFNOR), the French National Body for Standardisation, indicated that
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standardisation has a positive impact on the economy with clear benefits on organisation
performance and results (Barafort, Mesquida, and Mas 2017). Furthermore, in an attempt to
differentiate themselves from competitors, ISRM frameworks developers vary in their
approach and methodologies. For example, International Standards Organisations (ISO)
produce high levels of abstraction in an attempt to ascertain that guidance is widely accepted
by all types of organisations. Whilst other ISRM frameworks developed by governments, such
as the National Institute of Standards and Technology (NIST), focus mainly on processes,
regulations, or operational impacts that do not fulfil non-governmental organisations’ needs

(Abdur 2015).

Haber (2018) stated that ISRM frameworks such as NIST, ISO, and COBIT are widely
accepted by organisations to assess, monitor, and measure their security effectiveness and
compliance investments. Regardless of the approach, the goal is to provide guidance and
recommendations for organisations by following practices and procedures that create
business value and minimise risk (Haber and Hibbert 2018). In selecting a security framework,
there is no “one size fits all” (Haber and Hibbert 2018; Saleh and Alfantookh 2011). For
example, 1ISO 27000 series provides breadth and applicability across different industries and
organisation sizes, but some organisations adopt it when they need to market their 1ISO
certification. While NIST SP 800-53 was designed specifically for U.S. government agencies,
but similar to ISO, NIST could provide information security risk standards that are applicable
for different industries and organisation sizes (Haber and Hibbert 2018; Javaid and Igbal
2017). Each framework was developed to meet a specific need and therefore has a different
goals, steps, structure, and application (Saleh and Alfantookh 2011). The following sections

discuss the most currently adopted and widely accepted ISRM frameworks.

2.5.1 NIST SP800 Series

The National Institute of Standards and Technology (NIST), a part of the United States
Department of Commerce, has developed an information security framework for the federal
government and its contractors. The idea is to enhance information security and improve risk
management processes (NIST 2011). NIST has developed a number of documents that
comprise the United States government'’s unified information security framework. They cover

the entire enterprise from governance and risk management to individual system controls
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(Bartol 2014; Javaid and Igbal 2017).

NIST publications provide guidance for risk assessment processes to achieve successful
information security. For example, NIST SP800-30 is a guideline for risk management, NIST
SP800-30 Rev. 1 is a risk assessment guideline, NIST SP800-37 addresses risk management
and can be used as a guideline, and NIST SP800-39 addresses information security risk and is
more specific to risk management and assessment. NIST provides a comprehensive risk
assessment mechanism with supporting examples (Knowles et al. 2015; Javaid and Igbal

2017). The four main components of NIST800-39 are:

e Framing risks: the process of defining risk, creating a risk management strategy that
can define how the risk can be assessed, and how to respond to the assessed risk as
well as how the risk can be monitored

e Assessing risks: identifying properties of risks, prioritising them, and estimating direct
or indirect risk impacts on organisations or individuals that might occur when threats
exploit vulnerabilities and the likelihood of such incident

e Responding to risks: creating an organised, consistent, and well-defined response

e Monitoring risks: determining how to monitor risks as well as how to effectively
mitigate them (Fenz et al. 2014; Knowles et al. 2015)

In order to achieve more accurate assessment results, NIST800-39 introduced these risk
assessment activities: information systems and their data categorisation, security controls
implementation to those systems, security controls assessment, and information systems
authorisation based on the risk and continuous monitoring of the security controls (Al-Ahmad
and Mohammad 2012). Shanthamurthy (2011) argued that the NIST800-39 standard is more
for technical risk assessment. It differs from other standards such as ISO/IEC 27005 in that the
first step is system characterisation rather than context establishment. In addition, NIST
considers vulnerabilities first followed by existing controls; therefore, risk mitigation by

existing controls is not taken into consideration (Shanthamurthy 2011).
2.5.2 ISO/IEC 27005

Founded on February 1947, the International Organisation for Standardisation (ISO) is

aninternational standard body comprised of members from different standards organisations
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(About Us 2019). Itis the largest developer and publisher of international standards with more
than 20 million ISO certified or recognised businesses (What Is 'lIso'? 2019). ISO has
established joint committees with the International Electrotechnical Commission (IEC) to
develop standards and terminology in the electrical field and its related technologies
(Sahibudin, Sharifi, and Ayat 2008). The ISO/ICE27000 series provide a range of managerial
and technical controls that help organisations to protect their information assets (Webb et al.
2014). It explains the objectives of ISRM in general terms and provides high-level guidance

(Flores, Antonsen, and Ekstedt 2014). The general ISO 27000 series of standards are:

e [SO/IEC27000: provides a general overview of information security and terms and
definitions

e [SO/IEC27001: specifies the requirements for information security management
systems

e ISO/IEC27002: provides guideline for the implementation of the controls

e |ISO/IEC27003: provides guidance for the implementation of information security
management systems

e [SO/IEC27004: advises on how to monitor and measure the performance of
information security management systems

e [SO/IEC27005: provides guidance for ISRM

e [SO/IEC27006: provides guidance for certification of information security
management systems

e ISO/IEC27007: provides guidelines for audit an information security management

system

The risk management standard ISO/IEC 27005 was first published in 2008 and focused
on the protection and security of information assets in organisations, based on the principles
outlined in ISO/IEC 27001 (Javaid and Igbal 2017). It was built on the “knowledge concepts,
models, processes and terminologies of ISO/IEC 27001” (Agrawal 2017, p. 265).

ISO/IEC 27005 ISRM standard provides guidelines for managing information security risk
and enables organisations to choose their own risk assessment approach based on their
objectives (Shanthamurthy 2011; Javaid and Igbal 2017). Naden (2018) stated that “ISO/IEC

27005 provides the ‘why, what and how’ for organisations to be able to manage their
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information security risks effectively in compliance with ISO/IEC 27001” (p. 1). ISO/IEC 27005
outlines a systematic process that is accurate and rigorous in terms of required steps, as well
as classifying and treating risks. The ISO/IEC 27005 is different in that it can be used as an
enabler for organisations that needs freedom to identify their own risk parameters to

implement effective and efficient controls.

This is a different approach to other common standards such as COBIT and NIST SP
800-30 (Shanthamurthy 2011). It was developed to support the successful application of
information security through a risk management approach and can be implemented by all
organisation types, including commercial enterprises, financial institutes, and government
agencies, among others (Bartol 2014; Alcantara and Melgar 2016; Javaid and Igbal 2017;
Mohammed and Mohammed 2017; ISO/IEC27005 2018). ISO/IEC 27005 is simple in design; it
discusses ISRM in the context of managerial process and complements with the widely
accepted ISO 31000 risk management standard which makes it a rigorous and fully-integrated

standard (Webb 2013).
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Figure 2.4 ISO/IEC 27005 ISRM Process
Source: ISO/IEC27005 (ISO/IEC27005 2018)
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An ISO/IEC 27005 risk management process activity is shown in Figure 2.4. Context
establishment involves ISRM basic criteria setting, scope and boundaries defining, and an
appropriate organisation operating establishment. Risk assessment is comprised of
identification, description, and prioritisation of risks against risk evaluation criteria. Risk
treatment involves the selection of controls that may reduce, avoid, or transfer risks and the
initiation of the risk treatment plan. Risk acceptance covers the decision to accept risks,
recording, and justification of the accepted risks. Risk communication includes sharing of risk
information among the decision-makers and other stakeholders within an organisation.
Finally, risk monitoring and review involves the monitoring of risks and reviewing risks in case
of changes in the context of the organisation (Tsohou et al. 2009; Agrawal 2017). Figure 2.5
provides an overview of the ISO/IEC 27005 standard that shows each of the activities based

on the input and output.
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Figure 2.5 An overview of ISO/IEC 27005 Standard Activities

Source: Agrawal (Agrawal 2017)

While the main phases of the ISO/IEC 27005 standard are similar to NIST 800-39, the
only difference is organisational aspects which include risk acceptance and risk
communication phases (Fenz et al. 2014). Compared to popular ISRM standards such as NIST
and OCTAVE, the ISO/IEC 27005 risk assessment approach differs in many aspects. Although
ISO/IEC 27005 includes non-critical assets in the risk assessment domain, it requests assigning
an asset value (Shanthamurthy 2011). In addition, ISO/IEC 27005 provides a framework to
build a security culture that may have an impact on organisational operations and

effectiveness (Calder and Watkins 2008; Beckers et al. 2014). Furthermore, while ISO/IEC
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27005 defines the “what” and the “how” of the ISRM process, it avoids doing so narrowly. It
defines a systematic and iterative process where actions are well-defined at each step,
allowing organisations to customise their own procedures to produce effective results

(Veltsos 2018).

It was argued that ISO/IEC 27005 provides a high-level framework that lacks operational
level details (Al-Ahmad and Mohammad 2012; Javaid and Igbal 2017). ISO/IEC 27005 does not
provide a step-by-step guidance of information systems risk assessment and it requires an
understanding of ISO/IEC 27001 and ISO/IEC 27002 for its implementation. In addition, it does
not define any risk management implementation mechanism (Javaid and Igbal 2017).
Moreover, ISO/IEC 27005 does not provide an operational level comprehensive risk
assessment method. According to Al-Ahmad and Mohammad (2012), it does not provide
guidelines for the selection and prioritising of appropriate information systems controls
(Javaid and Igbal 2017). Likewise, Al-Ahmad and Mohammad stated that ISO/IEC 27005 is not
intended to be a risk assessment methodology for information security. Its adoption as a
means for ISRM is minimal. The standard consists of six annexes and with proper
customisation, these annexes can be utilised as the primary assessment methodology for

information security risks (Al-Ahmad and Mohammad 2013).

In the same manner, it is agreed that ISO/IEC 27000 series including ISO/IEC 27005 is
the dominant information security risk management standard (Bartol 2014; Theoharidou et
al. 2015; Barafort, Mesquida and Mas 2017), confirming that they are of high interest for
practitioners in information technology settings as they integrate several process activities
and implement mechanisms that link information technology and non-information
technology entities of an organisation that has addressed risk management challenges.
Furthermore, they promote standardisation benefits and risk management standards. Every
year, I1SO performs a certifications survey and the 2015 results showed that ISO is the leader
of information security management certification standards (Barafort, Mesquida, and Mas

2017).

2.5.3 COBITS5

Control Objectives for Information and related Technology (COBIT) was developed by
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the Information Systems Audit & Control Association (ISACA) and regarded as one of the most
widely adopted information security frameworks for risk management and IT governance (Al-
Ahmad and Mohammad 2013; Javaid and Igbal 2017; Labuschagne 2004). COBIT focuses on
defining and developing IT control objectives, and is comprised of 34 processes which
electively manage and control information security for organisations (Jakdabova, Urdzikova,
and Mironovova 2013; Alcantara and Melgar 2016). COBIT can be adopted by organisations
from different industry sectors, including education, financial institutions, government
agencies, healthcare, and energy, among others. It is used to build the necessary alignment
between business and information technology, enhances information technology processes,
and establish the information security risk management (Al-Ahmad and Mohammad 2013;

Alcantara and Melgar 2016).

The significant contribution of COBITS is the integration of people, process, and
technology (PPT) of an organisation. It serves as a holistic framework for organisations’
governance and risk management that creates business value from information technology
infrastructure (Javaid and Igbal 2017; Maneerattanasak and Wongpinunwatana 2017).
Kannan (2016) stated that out of all the various frameworks and standards that are available
in the market, COBIT5 is the only one that acknowledges the importance of ethics, culture,
and behaviour in the achievement of organisation objectives (Kannan and Sivasubramanian
2016). In addition, it provides a framework of key controls and processes that identify the

risks that organisations have decided to mitigate.

Some organisations use COBIT 5 to fulfil their compliance needs and requirements; for
example, financial institutes implement COBIT 5 for internal information security audits and
risk assessments. Other organisations use COBIT 5 to standardise information security
processes and therefore increase maturity levels (Alcantara and Melgar 2016). Although
COBIT 5 lays the foundation for a solid information security in organisations, it does not
provide a methodology to perform information security risk assessments (Javaid and Igbal
2017; Al-Ahmad and Mohammad 2013; Alcantara and Melgar 2016). In addition, it does not
provide an information security risk assessment method. It only provides a reference for the
second line of defence because it defines information security activities in a generic process
(Pa et al. 2015). Moreover, COBIT 5 needs further content elaboration and updates for a

successful implementation (Al-Ahmad and Mohammed 2015). The following section presents
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a discussion on the challenges of ISRM.

2.5.4 Challenges in the Existing ISRM Frameworks

Okonofua, Rahman, and Ivanova (2019) argued that ISRM cannot be treated as an IT
issue any longer; it is a serious component of organisational business practice. Various studies
have shown that organisations face various challenges in a bid to have a successful and
effective ISRM implementation (Al-Ahmad and Mohammad 2012; Marathamuthu 2015;
Trajkovski and Antovski 2013; Wangen and Snekkenes 2013). These challenges are

summarised as follows:

1. There are few studies that assist organisations in selecting the proper ISRM standard
that fits their needs. For example, a few studies have been conducted to analyse some
of the existing ISRM standards with limited recommendations (Al-Ahmad and

Mohammad 2013; Wangen and Snekkenes 2013).

2. Resources allocation is another challenge. It was argued that ISRM standards require
the existence of appropriate resources including qualified employees, budget, and
technologies in order to have an effective risk management process (Trajkovski and
Antovski 2013). Unfortunately, most organisations struggle to dedicate all required
resources as a result of several limitations. For instance, automated tools for risk
assessment are very costly for many organisations (Trajkovski and Antovski 2013).
Wahlgren and Kowalski (2018) pointed out that a survey of ISRM practices showed that
most organisations do not utilise automated applications for their risk management.
Furthermore, there is both inadequate knowledgeable and a lack of skilled ISRM staff,
and the available trainings are costly. Moreover, the required risk treatment investment
is usually unaffordable, and thus organisations find the exercise frustrating (Al-Ahmad

and Mohammad 2012; Trajkovski and Antovski 2013).

3. Existing ISRM standards provide instructions and guidelines that are too generic and do
not take other factors into consideration (Al-Ahmad and Mohammad 2012; Al-Ahmad
and Mohammad 2013; Flores, Antonsen, and Ekstedt 2014). Cultural differences among

countries greatly influence the effectiveness and efficiency of IT deployment and
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acceptance (Lin 2014). Many countries such as the United Kingdom, New Zealand, and
Australia have developed their own national standards to overcome this problem
(Mohammed and Mohammed 2017). It was suggested that each business culture in
large organisations should create a single ISMS. For example, the policy and procedures
for acceptable email and Internet usage or documenting policies should reflect the

organisational culture (Calder 2006).

Complexity and a lack of guidance are two of the major ISRM challenges. Most
standards provide general guidelines that are either not clear or too general. For
example, COBIT’s complexity limits its adoption in many organisations which have no

expertise and low budgets for its implementation (Al-Ahmad and Mohammad 2012).

Absence of top management support is another challenge. The support of management
is a key driver for the success of any information technology project including ISRM. The
lack of management commitment could results in resources wasting, weak evaluations,
and ignoring of risk assessment findings (Abu-Musa 2010; Marathamuthu 2015). Abu-
Musa (2010) noted that information security risk is usually not well understood by the
executive managers and boards of directors. Upper management has a perception that
information security is a task of the information technology department; however, in
most business and government agencies, it is the entire organisation’s responsibility

starting from the top management (AlKaabi 2014; Broderick 2001).

Another challenge is improper risk assessment management. Information security risk
assessment is probably the most complex and challenging task. However, it is the most
important step for the adoption of any ISRM approach as it finds potential security gaps
and addresses the proper ways to avoid them (Susanto and Almunawar 2018).
Trajkovski (2017) stated that organisation faces challenges in identification and
evaluation of risk because it is not often considered as a task for the entire organisation,
making most organisations complete it partially and only for important assets

(Trajkovski and Antovski 2017b).

. The ambiguity of language for describing threats is another challenge. Each ISRM

standard or framework has its own vocabulary, and the same terminologies could mean
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different things. For example, ISO/IEC 27005 defines a threat as a type of damage or
loss; conversely, OCTAVE Allegro, another ISRM framework, defines the threat as either

a human actor or a technical issue (Hallstensen, Snekkenes and Wangen 2017).

8. The last challenge is the existence of several ISRM approaches. The existence of many
ISRM frameworks adds to the ambiguity and uncertainty of what is the most
appropriate framework to use (Al-Ahmad and Mohammad 2012). However, some
organisations provide a solution to this challenge using a hybrid approach by adopting
the usage of more than one standard based on selecting which parts achieve the
organisation’s risk management objectives (Al-Ahmad and Mohammad 2013). For
example, an enterprise could adopt ISO/IEC 27005 for risk management framework and
NIST SP 800-30 for risk assessment complement guideline (Setiawan, Putra, and

Pradana 2017).

2.6 The Influence of Culture in Information Security

The act of solely focusing on technology when planning information assets security and
ignoring the people who could put organisations in a great risk. Studies have shown that
employees are the greatest threat to an organisations’ information assets. The majority of
security breaches are created by employees’ actions, whether intentionally or unintentionally
(Govender, Kritzinger, and Loock 2016). People understand risks differently depending on the
social structures to which they are exposed and the values embedded in them. This means
that the values of certain social or cultural contexts shape an individual’s perception and
evaluation of risks. Therefore, values act as a filter in interpreting risk-related information; for
example, individuals with environmental values will evaluate a given piece of information
about the probability of accidents in nuclear power plants in a different manner compared to
the supporters of nuclear power (Tsohou, Karyda, and Kokolakis 2015). Therefore, the culture
which influences employees’ behaviour and attitude is a vital contributor in information

security for organisations (Govender, Kritzinger, and Loock 2016).
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2.6.1 National Culture

Culture is a complex system of social behaviour based on the way people interact with
their surrounding environment (Alkahtani, Dawson, and Lock 2013). It is shared norms and
values between groups of people and represents the combination of the way of thinking,
talking, and creating traditions, assumptions, language, art, literature, and feelings (Chu, Luo,
and Chen 2018). According to Hofstede Hofstede, Hofstede, and Minkov (2005), culture is a
mental software. Hofstede (1980) defined culture as “the collective programming of the
human mind that distinguishes the members of one human group from those of others” (p.
24). Culture is viewed as a benchmark that differentiates different countries or regions.
Accordingly, Hofstede developed one of the most established and accepted studies of cultural
dimensions referred to as Hofstede’s Dimension of Culture. The dimensions are based on
holistic research carried out on 72 countries from 1967 to 1973 (Govender, Kritzinger, and
Loock 2016). Hofstede identified four cultural dimensions that include power distance,
uncertainty avoidance, individualism/collectivism, and masculinity/femininity (Hofstede,
Hofstede, and Minkov 2005). The other two dimensions which are long-term orientation and
indulgence/restraint were added to the cultural dimensions list a few years later (Hofstede

2011; Chu, Luo and Chen 2018).

Culture is a crucial factor that has been recognised in literatures on cybersecurity risk
(Henshel et al. 2016). Studies have shown that national culture has significantly contributed
on employees’ behaviour, including their behaviour towards information security (Alumaran,
Bella, and Chen 2015). There are many cultural factors that may contribute to unsuccessful
applications of information security including language, poor infrastructure, and lack of

strategic guidance and funding.

National culture directly influences employees’ learning ability, which, in turn, impacts
organisational innovation and growth (Chu, Luo, and Chen 2018; Looso, Goeken, and
Johannsen 2011). Due to this, some information technology specialists analyse employee’s
different characteristics—including culture—in implementing information security activities
(Looso, Goeken and Johannsen 2011) because nations foster powerful initiatives towards the
consolidation of language, education, laws, media, economy, and politics. However, some

organizations’ upper management can be less influenced by national culture than other
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members of staff. However, the influence of national culture on the employees does not

change over time (Govender, Kritzinger, and Loock 2016).

Schmidt et al. (2008) stated that national culture influences all employees of an
organisational as well as management perceptions and privacy-related issues. Each country
has different perceptions of relevant information security threats (Schmidt et al. 2008; Xie et
al. 2012). In developing countries, for example, technology-based applications such as e-
government are highly influenced by national culture (Govender, Kritzinger, and Loock 2016).
In addition, Al Omoush, Yaseen, and Atwah Alma’aitah (2012) argued that Arab cultural
beliefs are great predictor of information technology transfer resistance. Therefore,
enhancing employees’ security culture can have a positive and direct influence on the entire

organisations security culture (Govender, Kritzinger, and Loock 2016; Hain 2011).

More specifically, Petrescu (2019) argued that organisational culture undoubtedly
influences risk management strategy. Therefore, risk management of information security
should be correlated with organisational culture for better information security posture. For
example, risk analysis treatment programs should involve major changes in an organisation,
and these changes must be managed and understood in order to affect an entire organisation.
The change may involve the alignment of personnel, processes, and procedures with the
organisation’s objectives (Petrescu and Sirbu 2019). Organisational culture is the employees’
or stakeholders’ values, assumptions, beliefs, and attitudes that they utilise to interact with
their organisation’s systems and procedures (Ashenden 2008), which implies that
organisational culture refers to practices or perspectives of the national culture (Tang, Li, and

Zhang 2016).

Employee’s behaviour can be correlated by national culture and organisational culture
in which national culture influences employees more than organisational culture. Therefore,
the awareness of the importance of national culture is vital for better prediction of employee
behaviour. Ethical, national, and organisational cultures influence every individual in all
organisations; this affects the way they understand the meaning and importance of
information security. It is crucial to fully understand the complexity of organisational culture
which influences the security culture (Alnatheer 2015). Accordingly, in order to develop an

effective information security culture, national culture and organisational culture should be
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considered (Dols and Silvius 2010; Lim et al. 2009). For example, organisations which integrate
their information security activities with their information security culture could potentially
influence their employees for better actions and behaviours towards information security

assets (Lim et al. 2009).

2.6.2 Information Security and Culture

In an organisational context, it has been argued that employees are the weakest point
in an information security chain due to their security behaviour when dealing with
information assets. As discussed earlier, organisational culture and the national culture are

the main contributors to the employees’ behaviour (Akhyari, Ruzaini, and Rashid 2018).

National culture influences the way information is processed and protected within
organisations and therefore affects the information security culture (Veiga and Martins 2017).
It has been found that information security behaviour is influenced by national culture values
and beliefs (Chaula, Yngstrom and Kowalski 2006). As a result, it has been recommended that
there is need to establish a positive information security culture (ISC) using guidelines that
influence employee’s behaviour towards information security in order to improve the
organisation’s security posture (Akhyari, Ruzaini and Rashid 2018). It has been indicated that
ISC, which is a part of organisational culture, should guide employees’ behaviour when
interacting with information technology assets. This guidance improves employees’
awareness and prevents improper actions which may expose the organisation’s assets to

security risks (Alassafi et al. 2016; Alnatheer 2015).

Studies have shown that regulations alone are not enough to maintain information
security in organisations, but culture that develops and encourages good security-related
behaviour through values continues learning as well as assumptions are more effective than
regulations which mandate employees’ behaviour. It is clear that in order to have effective
information security, employees should understand, accept, and follow the necessary
precautions (AlHogail 2015). Several studies have revealed that if the ISC is not robust within
an organisation, then strong information security measures will be insufficient and can
potentially compromise the organisation’s information security assets (Fredrik, Joachim, and

Martin 2015; Govender, Kritzinger, and Loock 2016). Alassafi (2016) added that the
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implementation of effective ISC can support organisational effectiveness in which the
information security is normal part of the employees’ daily activities. In addition, ISC supports
the execution of effective information security policies in an organisation (Alassafi et al. 2016).
Successful ISC Implementation may play a significant role in enabling employees to act as a

"human firewall" to protect their organisations (AlHogail and Mirza 2014).

Veiga and Martins (2017) noted that there are many factors that influence information
security culture in organisations which include management support, information security
policies, training, and awareness and change management; however, national and
organisational culture are the most influential factors. Furthermore, it was argued that
organisations should ensure that culture is integrated between organisational strategies and

adopted information security standards (Calder 2006).

However, Govender, Kritzinger and Loock (2016) argued that regardless of the high
recommendations by the scholars, it is not clear that guidelines are available to establish ISC
which will effectively influence employees’ information security behaviour. Current
guidelines and standards for establishing Information Security Management such as ISO/IEC
27001 do not consider ISC, and also cannot assure its effectiveness in employee’s security
behaviour. Moreover, regardless of the number of ISC related studies, there is yet no clear
and comprehensive methodology that can be used as ISC practical guidelines for

organisations (Govender, Kritzinger, and Loock 2016).

2.7 Information Security Risk Management in Saudi Arabian Organisation

This section develops an idea of the characteristics of ISRM in Saudi Arabian
organisations. It highlights current practices in order to determine the national conditions
that might either facilitate or impede the effectiveness of the international ISRM standards

and best practices.

2.7.1 Saudi Arabia Profile

Saudi Arabia, officially known as the Kingdom of Saudi Arabia (KSA), is situated in

Southwest Asia or the Middle East and occupies most of the Arabian Peninsula, bordering the
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Arabian Gulf in the east and the Red Sea in the west. The Kingdom is ruled by a large Al-Saud
family with Islamic Sharea lines (Talib et al. 2018; The World Factbook: Saudi Arabia). Saudi
Arabia is the second-largest country in the Middle East and North Africa “MENA” with
approximately 2,150,000 km2 landmass and a population of approximately 34.2 million (The
Total Population in 2019 2019; Internet World Stats 2019). The official language is Arabic;
however, English is widely adopted as many of non-Arab expatriates work in various
professions and industries across the country (Zahrani 2018). Table 2-2 provides a summary

of socio-economic indicators of Saudi Arabia.

Table 2-2 The Global Competitiveness Index: Saudi Arabia Performance Overview

Key Indicators (2019) Rank/137

Global Competitiveness overall Index 36th
ranking

Innovation capability 36t
Institutions 37t
Infrastructure 34th
Macroeconomic stability il
Health 58th
Skills 25t
Market size 17t
Financial system 38th
ICT Adoption 38th
Product market 19th
Business Dynamism 109t

Source: (The Global Competitiveness Report 2019 2019)

Saudi Arabia is one of the fastest-developing countries in the Middle East and has had
a massive growth in the use of communication technologies in the last few years (Alotaibi et
al. 2016; World Economic Situation and Prospects 2017 2017). In 2022, it is estimated that
approximately 93 percent of the population—more than 30 million users—will have access to
the Internet (Internet User Penetration in Saudi Arabia 2021). This high demand for Internet
services is a result of a high use of social media applications and gaming applications, as well
as video streaming and downloading (Telecommunication Indicators in the Kingdom of Saudi

Arabia by the End of Q3-2017 2018).
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2.7.1.1 Economy

From an economic perspective, Saudi Arabia relies heavily on oil and owns more than
22 percent of the world’s oil reserves, according to the Organisation of the Petroleum
Exporting Countries OPEC (Opec Share of World Crude Oil Reserves 2019; Moshashai, Leber,
and Savage 2020). It is ranked as the largest exporter of oil and plays a leading role in OPEC.
The oil sector accounts for about 87 percent of the country’s revenue and 90 percent of export
earnings (The World Factbook: Saudi Arabia 2021). It is also ranked as one of the richest

countries in the world (Algahtani, Goodwin, and de Vries 2018).

Saudi Arabia enjoys a buoyant economy with a GDP of USD 792.9 billion and an annual
growth of 0.3 percent in 2019 (Saudi Arabia: Gross Domestic Product 2021; Saudi Arabia
GDP). However, the exceptional dependence on oil revenue has led to major problems; for
instance, the drop in oil prices affects the Saudi economy resulting in cuts in subsidies and
other government expenditures. Thus, the country has started implementing several efforts
to diversify its economy to non-oil sectors such as manufacturing, among others. In addition,
Vision 2030 has been put into effect to cushion the economy with a reform plan known as the
National Transformation Plan (NTP), which provides the roadmaps for its achievement based
on milestones (Algahtani 2018; Hathaway, Spidalieri, and Alsowailm 2017; Moshashai, Leber,
and Savage 2020). It is a long-term economic blueprint developed to reduce the dependence
on crude oil revenue. The initiative will have a direct influence on all aspects of the Saudi
economy by outlining the regulation, budget, and policy changes. The main goal is to boost
non-oil government income from USD 43.5 billion to USD 267 billion by 2030 (Algahtani 2018;
Alassafi et al. 2017; Envisioning an Ict Led Approach to the National Transformation Program

for the Kingdom of Saudi Arabia 2016; Moshashai, Leber, and Savage 2020).

2.7.1.2 Saudi Arabian Culture

Saudi Arabia is a very traditional country where Islamic values and Arabian culture play
a major role in Saudis’ behaviour. The population is based on an ancient desert society and
has the most homogenous population in the Middle East, with almost all Saudis being Arabs

and Muslims (Al Asmri 2014). In Saudi Arabia, Islamic values and Arabian culture have a
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stronger influence than Western culture by the enforcement of their social norms and
common beliefs on people (Maghrabi and Palvia 2012). Islam influences Saudi’s culture by

defining the traditions, obligations, and societal practices.

In addition, tribal and kinship systems influence the place of the people in society and
could potentially affect their success, and is also considered to have major impacts on the
workplace (Aldraehim et al. 2012). The importance of family has been emphasised by the
Muslim’s holy book, the Koran, with self-interest coming after the family interests in Saudi
society (Aldraehim et al. 2012; Zahrani 2018). As part of the strong values towards family
collectivism, managers are expected to provide employment opportunities and privileges to
family members and relatives (Aldraehim et al. 2012). Moreover, Saudi Arabian culture has a
deep sense of tradition and history; thus, people have closer and stronger connections over
time (Maghrabi and Palvia 2012). Moving alongside traditional and Islamic values, Saudis face
the challenges of modernisation of Western technology that could impact their culture and
Islamic values (Al Asmri 2014). Saudi Arabian culture is fairly homogenous, like many Middle
Eastern nations. Business leaders and managers face challenges in a bid to improve
organisational performance as a result of cultural issues and work compared with those in

Western and international companies (Idris 2007).

According to Hofstede as cited in Maghrabi and Palvia (2012), Saudi Arabia scores high
on the dimension “uncertainty avoidance” reflecting how the people as a whole are not ready
to accept change (Maghrabi and Palvia 2012). In addition, it has been characterised by a high
“power distance” which indicates that a hierarchical order is dominant in the society (Saxena
2018; Maghrabi and Palvia 2012). Saudi Arabian organisations hierarchy “is seen as a
reflection of inherent inequalities, where centralisation is popular, subordinates expect to be
told what to do and the ideal boss is a benevolent autocrat” (What About Saudi Arabia? 2019,
p. 1). On the other hand, “individualism” is rare and is considered a factor in a collectivistic
society. In the same manner, loyalty is paramount as it overrides other societal rules and

regulations (Maghrabi and Palvia 2012).

In collectivist societies, employment and promotion decisions are perceived in moral
terms (Hofstede 2019). Collectivism would potentially shape people’s beliefs and behaviours

regarding the adoption of information technology and interaction (Maghrabi and Palvia
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2012). Additionally, it indicates that the society “will be driven by competition, achievement
and success, with success being defined by the winner which starts in school and continues
throughout organisational life” (What About Saudi Arabia? 2019, p. 1). Finally, Saudi Arabia
scores low on the “long-term orientation” dimension. It was indicated such societies would
“have a strong concern with establishing absolute truth; this means they are normative in
their thinking. They exhibit great respect for traditions with a relatively small propensity to
save for the future, and a focus on achieving quick results” (What About Saudi Arabia? 2019,
p. 1). This explains the reasons that Saudi people have normative thinking and a high respect
for traditions with more focus on obtaining quick results and a lower tendency to save for the

future (Alzeban 2015; Saxena 2018).

Bjerke (1993) conducted a comparison study between Saudi and United States’ culture
based on Hofstede's dimensions, and the findings revealed that there are major cultural
differences between the two nations. Thus, majority of management theories developed in
the United States may not be applicable to the culture of Saudi Arabia. This can be applied to
most of the business management theories developed in Western countries that are
inadequate in the setting of a developing country like Saudi Arabia (Bjerke and Al-Meer 1993).
In a similar manner, Aldraehim et al. (2012) argued that Saudi culture emphasises the

importance of home, traditions and its influence on information technologies.

2.7.1.3 ICT

One of the key enablers and driver of the Saudi Vision 2030 is technology (Rizvi, Roudeyv,
and Lyons 2019; Saira and Jhanjhi 2020). As a result, Saudi Arabia has the largest and fastest-
growing ICT sector in MENA and plans to develop a national digital infrastructure to boost the
related sectors and industries. This includes the digitisation that will play a role in achieving
the National Transformation Plan (NTP) milestones (Envisioning an Ict Led Approach to the
National Transformation Program for the Kingdom of Saudi Arabia 2016; Alassafi et al. 2017;
Rizvi, Roudev, and Lyons 2019). Meanwhile, Saudi Arabia is continuously working to
modernise its ICT infrastructure to achieve a higher level of digital maturity of e-government
services. Saudi Vision 2030 aims to digitise the government, boost its economy, and establish

a digital society by creating a globally competitive ICT hub. Currently, the Saudi National Portal
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provides about 2,500 e-government services for 70 government agencies (Saira and Jhanjhi

2020).

Furthermore, it is expected that the usage of information technology and digitisation
will accelerate the execution of Saudi Vision 2030 and the NTP programs, and plans will be
helpful in improving the economic (Envisioning an Ict Led Approach to the National
Transformation Program for the Kingdom of Saudi Arabia 2016; Alassafi et al. 2017; Rizvi,
Roudev and Lyons 2019; Saira and Jhanjhi 2020).

As such, Saudi Arabia is aware of cybersecurity threats as its economy becomes more
digitised (Rizvi, Roudev and Lyons 2019). Therefore, a sound information technology security
plan should be aligned with the Vision 2030 and enforced in NTP in order to achieve it. The
National Cybersecurity Authority (NCA), founded in October 2017, is a government security
entity responsible for matters pertaining to cybersecurity in Saudi Arabia and reports directly
to the Saudi Arabian King (About NCA 2020; Rizvi, Roudev and Lyons 2019). Both government
entities and private companies which provide national infrastructure are required to comply

with the NCA's cybersecurity controls (Rizvi, Roudev, and Lyons 2019).

In addition, government entities must implement the Communications and Information
Technology Commission (CITC) information security policy framework, which helps in
managing information security risks (Rizvi, Roudev, and Lyons 2019). CITC is a government
entity for policies, laws, legislation, and regulation that coordinates all concerned parties,
including investors, providers, and customers (Ajmi et al. 2019). In addition, this body is in
charge of regulating the internet and the national firewall which blocks access to sexual and

political website content (Saudi Arabia Information Technology Report - Q1 2015 2015).

2.7.1.4 Political Conflicts and Cybersecurity

Saudi Arabia is one of the most targeted countries in the Middle East in terms of unity,
decision-making, and security. It has been involved in many wars against terrorism and the
protection of national security. However, Saudi Arabia is known for its religious and political
weight and its strong economy, which makes it a target by those who wish to influence its

stability (Al Amro 2017). Saudi Arabia’s former oil minister, Khalid Al-Falih, stated that:
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| am concerned though about the security of oil supplies from threats from state and
non-state actors that we’ve seen. We've seen ships being attacked, we’ve seen
pipelines being attacked, we’ve seen drones being launched from militias that are

agents of Iran and putting the global energy supply at risk. (Jones 2019, p. 1)

The United States has sent approximately 500 soldiers to one of the Saudi Arabia’s air
bases and sent other manned and unmanned intelligence and surveillance to the Middle East

to counter Iran and protect Saudi Arabia (Jones 2019).

Tensions among Saudi Arabia and some of its neighbouring countries such as Iran,
Yemen, and Syria have escalated in recent years (Perlroth and Krauss 2018). The
confrontation between Saudi Arabia and Iran has greatly played itself out in Yemen and Syria
during the last few years, and the conflict has drifted to the cyber (AboulEnein 2017; Kshetri
2016; Perthes 2018; Perlroth and Krauss 2018). Iran poses a potentially serious threat to oil
facilities in the eastern province of Saudi Arabia (Saudi Arabia Qil Facilities Ablaze after Drone
Strikes 2019). It has been argued that Iran will likely rely on irregular and unconventional
means and actors, including cyberattacks, and utilise its allies like the Houthis in Yemen to
conduct attacks. Cyberattacks provide unlimited range, virtually, and low attribution which is
very attractive for the Iranians which enhance plausible deniability and the sabotage of other

operations (Al Amro 2017; Jones 2019).

Saudi Aramco, the national petroleum and natural gas company, has made a significant
progress in protecting its infrastructure; however, the threat of Iran and its allies remains a
serious challenge (Jones 2019). A partial disruption of production facilities would have a
significant impact on oil prices. On 14 September 2019, the Abqaiq facility in Saudi Arabia, the
largest crude oil stabilisation plant in the world, was attacked by targeted drones and missiles,
causing major damage. Approximately half of the facility’s oil output was shut down for a few
weeks as a result of the attack. Houthi, Yemen's Iran-aligned rebels, claimed responsibility for
the attacks (Saudi Arabia Oil Facilities Ablaze after Drone Strikes 2019). Moreover, Saudi
Arabia’s wealth makes it an attractive, financially motivated cybercrimes target. In light of
this, Kshetri (2016) argued that cyberthreats confronting the energy sector as a result of the

lack of sufficient security awareness of such threats are very serious and problematic.
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2.7.2 Information Security in Saudi Arabia

Saudi Arabia is the largest Information and Communications Technology (ICT) market in
the Middle East in both capital volume and spending (Saudi Arabia - Information and
Communications Technology 2018; Hathaway, Spidalieri, and Alsowailm 2017). In 2019, Saudi
Arabia’s ICT spending rose to USD 34.5 billion (Manek 2019). The compounded annual growth
rate (CAGR) of 16.6 percent is expected between 2020 and 2023 (Alwazir and Dichter 2020).
The Saudi Arabia ICT market also represents over 51 percent of the total Middle East market
(Algahtani 2018; Manek 2019). Saudi Arabia has initiated a 20-year ICT plan to support the
adoption of technology and telecommunications across households and businesses in the
country, and has embarked on a massive ICT infrastructure programme which will turn Saudi
Arabia to a regional information technology powerhouse. Rapidly increasing ICT projects to
modernise the country’s infrastructure, including e-government and the liberalisation of the
telecommunication industry, have shown a massive improvement in usage, competition and
service levels (Saudi Arabia - Information and Communications Technology 2018). Yet, the ICT
market in Saudi Arabia is considered to be import-driven with more than 80 percent of ICT
products and services owned and controlled by foreign companies (Hathaway, Spidalieri, and

Alsowailm 2017).

Saudi Arabia transformed into IT-based society since the adaption of computers and
Internet services in 1997 (Ajmi et al. 2019). The usage of computers became a norm at public
and business levels by 2007. In 2005, the Communication and Information Technology
Commission (CITC), which is the Saudi Arabian regulatory body for technology and
communication services, was established to regulate the information technology procedures
and implement policies and laws enacted by the government in Saudi organisations. It is the
key contributor to the transformation vision of Saudi Arabia, significant in achieving the Saudi
goal of providing universally available and affordable ICT services of high quality (Ajmi et al.

2019; About CITC 2019).

Saudi Arabia has addressed cybersecurity issues through recently launched programs,
which are The National Cyber Security Agency (NCA) and the Saudi Arabia Federation for
Cybersecurity, Programming & Drones (SFCPD) (lgbal and Khan 2019). Public and private

organisations are now required to comply with the NCA’s essential cybersecurity controls.
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Additionally, it must implement an information security policy provided by the CITC to assist
Saudi organisations in managing their information security risks (Rizvi, Roudev, and Lyons
2019). On the other hand, SFCPD is a government initiative with a goal to develop professional
competences in the field of cyber security and programming in compliance with international
standards. The objective of this institution is to increase the level of cyber defence capacity
of Saudi Arabia to that of developed countries. Recently, many competitions and hackathons
were organised by SFCPD to promote the cybersecurity profession across Saudi Arabia (Igbal

and Khan 2019).

Another key legislation is the recently approved E-Commerce law. The E-Commerce law,
published in July 2019 and effective October 2019, is designed to regulate and oversee
transactions conducted online in order to restrain online fraud and boost economic growth
(Alzamil 2018; Wright 2019). However, after being affected by Iranian cyberattacks, Saudi
Arabia has pursued enhanced cybersecurity strategies in order to protect its infrastructure
(Ajmi et al. 2019). Furthermore, in May 2017, the Saudi Arabian Monetary Authority (SAMA)
developed the SAMA Cyber Security Framework (CSF) in order to improve SAMA-regulated
organisations information security and resilience against cyberthreats (Diab 2019). Financial
institutions including banks, insurance and reinsurance companies, and finance companies
regulated by SAMA are required to comply with the SAMA cybersecurity framework (Rizvi,
Roudev and Lyons 2019).

Saudi Arabia was ranked 13th globally out of 175 countries in the Global Cybersecurity
Index (GCI) in 2018, an increase of 33 spots, and the first on regional level according to the
International Telecommunication Union (ITU) (Geronimo 2019). However, with Saudi Arabia
aiming at its 2030 vision and making effort towards digital transformation and growth in GDP,
cyber security is crucial for the country’s success. It is the major cyber conflicts target in the
region as a result of the high economic activities, digital transformation, high adoption of
technology and skyrocketing sales in the oil and petrochemicals industries (Hakmeh 2017;
Alelyani and Kumar 2018). Alshammari and Singh (2018) added that Saudi Arabia is both the

prime target and the worst victim of cybercrime in the Gulf region.

In a similar manner, the geopolitics and wealth of the country makes cyberattacks likely

to happen with malicious actors trying to create social unrest, obstruct oil production, or for
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financial theft (Talib et al. 2018; Wright 2019). It has been confirmed that the large number
of strategically important companies operating in Saudi Arabia makes it an attractive target
for cyberattacks (SPONG 2018). Government agencies and businesses in Saudi Arabia face
exceptional challenges as a result of the increase of sophisticated cyberattacks by foreign
governments and hacker activists (Ajmi et al. 2019). Alarifi (2012) stated that Saudi Arabia is
among the top levels of information security protection (Alarifi, Tootell, and Hyland 2012).
Moreover, Alsmadi (2018) argued that some Middle Eastern countries are in a maturing stage
in cybersecurity such as Oman, while many others are still in initiating stage such as Saudi

Arabia (Alsmadi and Zarour 2018).

Menachery (2018) indicated that Saudi Arabia has been categorised as a high-risk
country according to the Kaspersky Security Network statistics in 2018 with more than half of
the Industrial Control System computers attacked by malware. Furthermore, in Middle
Eastern countries, including Saudi Arabia, ransomware ranked first on the list of top malware
with 29 percent, compared to 7 percent of global malware (Sawada 2018). It was found that
1 in 175 emails in Saudi Arabia is blocked as malicious compared to 1 in 412 in the global
average (SPONG 2018). The National Centre for Cyber Security reported approximately
160,000 daily cyberattacks in Saudi Arabia (Ajmi et al. 2019). Al Amro (2017) indicated that

approximately 6.5 million Saudi Arabian residences were affected by internet crime in 2016.

Another report by Ponemon Institute and IBM found that the average data breach cost
for Saudi Arabia and Emirates is $6 million compared to the global average of $3.86 million
and ranked second worldwide (Cost of a Data Breach Report 2019 2019). Moreover, Saudi
Arabia is ranked top of the list on the largest average number of breached records with 38,800
records compared to the global average of 25,575 records (Cost of a Data Breach Report 2019
2019). In addition, Saudi Arabia and Emirates have the world’s longest length of data breach
lifecycle, with an average of 381 days compared to global data breach lifecycle with an

average of 279 days (Gibbon 2019; Cost of a Data Breach Report 2019 2019).

According to a Kaspersky Lab report, around 60 percent of organisations in Saudi Arabia
experienced virus and malware attacks in 2017 ("Study: 60% of Saudi Institutions Hit by Virus
Attacks, Malware" 2018). Another report by Symantec, the Internet Security Threat Report

2019 (ISTR), revealed that Saudi Arabia is at high risk and topped the list of malicious email
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rate and email phishing rate by country (O’Gorman 2019). Finally, the 2019 cyber threat
defence report by Cyber Edge Group showed that Saudi Arabia tops the list of the countries
that are most affected by ransomware, followed by Turkey and China (2019 Cyberthreat
Defense Report 2019). Saudi Arabia’s National Cyber Security Centre (NCSC) 2017 report
revealed that as a result of the geopolitical situation, most of the threats were directed to
government sectors, oil and gas sectors, and petrochemical and telecommunication sectors,
which are very important to national economy (Alabdulatif 2018). Cybercrime attacks cost
Saudi Arabia’s economy up to $8 billion by the end of 2020. Cybercrime targeted at Saudi
Arabia continues to increase than most of the countries in the world (Biscoe 2018); (Bell

2018).

Saudi Arabia has been exposed to damage from politically motivated cyberattacks
during the last few years. For instance, Saudi Arabia’s political conflicts with Israel, Iran, Syria,
and Yemen have significantly contributed to deadly cyberthreats (AboulEnein 2017; Ajmi et
al. 2019; Kshetri 2016). As reported by Bitdefender in June 2020, a sophisticated attack
targeted critical Saudi Arabian organisational infrastructure, including air transport and
government agencies by Iranian groups. Since 2018, the attackers have managed to access
their targets and went undiscovered for more than a year and a half with the goal of data
exploration, exfiltration, and espionage. The attacks involved the use of social engineering by
tricking targeted victims to run a remote administration tool in which the attacker activity

occurred on the weekends (Lakshmanan 2020; Arsene and Rusu 2020).

Although there are no statistical reports that truly disclose security incidents and data
breaches in Saudi Arabia, threats are increasing and occur at all levels (Alzamil 2018). Hakmeh
(2017) confirmed that there is no reliable data that disclosed the incidence of cyberattacks;
however, news reports and statements by government officials indicate that the problem is
increasing. Some of the significant data breaches and cyberattacks in Saudi Arabia are as

follows:

1. The Saudi ARAMCO Oil Company was struck by a significant cyberattack in 2012 in which
more than 30,000 computers were hit by a devastating virus called “Shamoon.” The
data on the computers were destroyed and hard drives were wiped clean with the aim

of stopping oil production (Elnaim 2013). Data regarding production and drilling were
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lost, as well as the company’s management offices information across the country and
in some overseas offices. The Advanced Research Centre was also affected (Bronk and
Tikk-Ringas 2013). Shamoon is considered the most significant cyberattack on the oil
industry. Some studies argued that it is equivalent to an attack against Saudi Arabia
because it took more than two weeks to partially recover from the attack, which cost

Saudi ARAMCO millions of dollars (Aldosari 2019; Kshetri 2016).

A group called Cyber of Emotion hacked 24 government agencies websites within two
hours in August 2015. The hackers warned the administrators that their websites lacked
adequate security prior to the hack and asked them to enhance their security. These
websites included municipalities, education departments, hospitals, and health

departments (Alshammari and Singh 2018).

Four years after Shamoon, one of the most destructive data erasers—an updated
version of it called Shamoon 2—struck Saudi Arabia again, but this time in three waves.
The first was on 17 November 2016, the second one was on 29 November 2016, and
the final strike was on 23 January 2017. News reports revealed that 15 government
agencies and private organisations were affected by Shamoon 2 (Alshammari and Singh
2018). These organisations include Sadara Chemical Co (a joint venture company owned
by Saudi Aramco), Dow Chemical, and Saudi Telecom Company (STC). They experienced
a network disruption and their computer hard drives were erased as well (Shamseddine

2017).

National Industrialisation Company Tasnee’s computers were shut down in January
2017 in a similar occurrence to Aramco attack in 2012. In this instance, the company’s
computers hard drives were destroyed and data were lost. Tasnee hired information
security experts from Symantec and IBM to analyse the attack (Krauss 2018). Reports
indicated that there should be a complete overhaul of the company’s security standards

in order to prevent future attacks (Perlroth and Krauss 2018).

In August 2017, a petrochemical company in Saudi Arabia was hit by another
sophisticated cyberattack. The attack was designed to sabotage operations and trigger

an explosion. A mistake in the attackers’ code prevented the explosion that would have

49



killed a sizeable number of people (Groll 2017; Perlroth and Krauss 2018).

6. A variant of Shamoon struck Saudi Arabia in December 2018. The attackers targeted
SAIPEM’s servers in Saudi Arabia. Reportedly, it was uploaded to the Industrial Control
Systems and spread over the network to all connected computers and then irreversibly

encrypted all data on infected computers’ hard drives (Quadri and Khan 2019).

2.7.3 ISRM Compliance in Saudi Arabian Organisations

It was noted that most organisations adopt information security standards to achieve
compliance with internal/external regulations and corporate government rule that would
eventually improve their information security posture, leading to an enormous gap between
the required information security standards implementation and the actual implementation
by organisations (Telekomunikasi 2014). A few studies have been carried out on the
information security management standards in Saudi Arabia (Alshitri and Abanumy 2014;
Alzamil 2018). Alzamil (2012) reported that the available studies indicated that Saudi Arabian
organisations focus more on information security technologies rather than the human aspect
in a bid to protect information assets from any vulnerability that could lead to possible data

breach or attacks, which represents an ineffective ISRM implementation (Alzamil 2012).

Nabi, Mirza, and Alghathbar (2010) conducted a survey on organisations in Saudi Arabia,
including government agencies, defence, banks, and private enterprise, to evaluate the
current state of information security. The result showed that 20 percent of these
organisations are ISO 27001 certified. The results further revealed that 50 percent of the
organisations follow a risk-assessment process and procedure. The results also showed that
approximately 30 percent of organisations do penetration testing, a technique used to
determine information security control’s effectiveness and process of risk assessment (Nabi,
Mirza and Alghathbar 2010). The I1SO 27001 certificates survey (2020) indicated that out of
36,362 1SO 27001-certified companies around the world, there were only 97 Saudi Arabian
certified companies in 2019 (The Iso Survey 2019 2020).

Alshitri (2014) urged that Saudi Arabia is not mature enough in terms of quality practices

and organisational culture required to implement management system standards. The
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author’s argument relies on the different environment in which the systems and practices are
“hostile to its teaching” (Alshitri and Abanumy 2014, p. 1). AbuSaad et al. (2011) studied 8 out
of 13 ISO 27001 certified Saudi Arabian organisations and concluded that during the ISRM
implementation phase, identifying the organisation's assets and team’s lack of experience are
the major obstacles. Moreover, the primary reason for adopting the ISO 27001 standard was
enhancing the organisation’s security in order to gain competitive advantage (AbuSaad et al.

2011).

Organisations may encounter difficulties in complying with information security
standards as many information security compliance projects such as ISO 27001 fail and may
cause the loss of billions of dollars (Susanto and Almunawar 2018). Alshitri and Abanumy
(2014) conducted a study on Saudi organisations to determine why there is a low adoption of
information security standards. The study revealed that the reasons for the low adoption of
information security standards are human resources and management issues. This includes a
lack of information security expertise, a lack of training and awareness programs, and a lack
of local good quality consultants, among others. Another study by AbuSaad et al. (2011) which
investigated eight ISO 27001 certified Saudi organisations revealed that more than 60 percent
of interviewed respondents stated that managing information systems are not audited in

Saudi Arabian organisations.

2.8 Factors Influencing ISRM in Saudi Arabia Organisations

People, process, and technology (PPT) are the main elements for organisational process
improvement (Prodan, Prodan, and Purcarea 2015). PPT is considered one of the key
elements that influences the effectiveness of ISRM in any organisation. This approach focuses
on these three areas in order to enhance the overall improvement of organisation (Prodan,
Prodan, and Purcarea 2015; Billings 2018). ISRM practices need to be aligned with the
business objectives of organisations and applied at business processes, people, and
technology of the organisation. Ignorance of some aspects may make it less effective or even
cause a faulty outcome that would have serious consequences on the activity of risk
management and return of investment (ROI) for any organisation (Javaid and Igbal 2017). A

limited number of studies have explored the information security practices within the Saudi
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Arabian context (Alzamil 2018). The following subsections discuss the factors that influence
ISRM in Saudi organisations, which would help in developing the initial conceptual model for

this research.

2.8.1 People

People are crucial for the successful implementation and maintenance of risk
management in an organisation. The people element is crucial as risks management cannot
be fully automatised without the people. Trained teams, adequate understating of the risk
culture, and the right mix of representatives are important for successful ISRM in
organisations (Trajkovski and Antovski 2017a). Leveraging more people and processes and
less technology is important for achieving better security. This can be accomplished by
improving security awareness, providing security-specific training regularly, and improving

the security culture within the organisation (Nicastro 2006).

2.8.1.1 National Cultural

Focusing on technology and ignoring people when planning information assets security
could put organisations at a great risk. Studies have shown that employees are the greatest
threat to an organisation’s information assets. The majority of security breaches are created
by employees’ actions, whether intentionally or unintentionally (Govender, Kritzinger, and
Loock 2016). Culture is one of the main information security standards adoption criterions
(AlHogail and Mirza 2014; Alkahtani, Dawson, and Lock 2013; Ubelacker 2013). Protecting
important assets is directly influenced by national culture and, thus, the decisions of
implementing an information security management standard such as ISO 27001 is influenced
by culture (Fomin, Vries, and Barlette 2008). AbuSaad (2011) argued that different cultures
have a positive or negative impact on the selection and implementation of standards
(AbuSaad et al. 2011), which could be as a result of cultural conflicts and diverse cultural
values between the management style of Western countries and Saudi business leaders and

their employees (Aldraehim et al. 2012).

Cultural factors tend to be obstacles and can affect the adoption of information security

standards and practices in Saudi Arabian organisations (Alnatheer and Nelson 2009; Mahfuth
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et al. 2017). A study by AbuSaad et al. (2011) on Saudi organisations concluded that “Saudi
Arabia’s culture was indeed a major obstacle during their implementation process for ISO
27001” (p. 4). However, a study by Shojaie (2018) revealed that more than 50 percent of the
participants did not agree that culture is not a factor or obstacle for implementing information
security standards such as ISO 27001. Furthermore, it was argued that subjective norms
within the Saudi culture, which have a high rating in power distance and low rating in
individualism, would positively influence the intention to use technology; however, that
would also be dependent on age and experience which may negatively moderate such an

influence (Al-Gahtani, Hubona, and Wang 2007).

Aldossary and Zeki (2013) argued that employees in Saudi organisations are less aware
of information security risks as a result of the local culture and lack of knowledge. In another
study conducted by Aldossary and Zeki (2015) on two university students in Saudi Arabia
showed that culture influences students’ perception of information security, which also
impacts their behaviour towards security. The study further indicated that cultural behaviour
significantly affects students’ knowledge over security issues and that their knowledge is
highly influenced by the local culture. Alzamil (2018) added that cultural issues could
negatively affect compliance with information security roles and policies within Saudi
organisations. Likewise, Alkahtani, Dawson, and Lock (2013) confirmed that Saudi culture
could potentially make information security very vulnerable, which may affect the success of

businesses in the country.

There is low acceptance of technology by ordinary workers in the Arabian region (Al-
Gahtani and Hu 2013). Indeed, it is theorised that instead of being driven by personal
motivations and perceptions like that of workers in a more mainstream contexts, Saudi
workers are influenced by family as well as collective norms and values in adopting technology
(Hu, Al-Gahtani, and Hu 2013). Therefore, socio-cultural traditions may serve as a constraint

to the acceptance of and diffusion of technology (Algahtani 2018).

2.8.1.2 Management Commitment and Support

Organisational leaders and managers are regarded as the “shapers and builders” of

organisational culture (Soomro, Shah, and Ahmed 2016). Management commitment and
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support for information security refers to the degree to which organisational leaders
understand the information security function, the importance as well as being involved in
defining and communicating a security policy, assigning responsibilities to individuals,
assuring the availability of resources, and monitoring information security effectiveness
(Alnatheer 2015). Management and their roles in organisations are crucial in forming the
desired culture because security of information is mainly a management issue; therefore,
upper management should be fully aware of the significance of the development and
implementation of ISP (Veiga and Martins 2017; Soomro, Shah, and Ahmed 2016; Glaspie and
Karwowski 2018). These leaders and managers define an organisation’s information security
strategy and lead by example (Veiga and Martins 2017). Furthermore, management’s
commitment and support for information security is crucial not only for information
technology resources allocation but also for employees to see that management promotes
information security as an important organisational attribute (Carey-Smith 2011) as this
enables the promotion of a successful information security program and improves
information security management activities in organisations (Alnatheer 2015). Okonofua,
Rahman, and Ivanova (2019) stated that the role of management in improving ISRM in
organisations is underestimated as a result of inadequate knowledge of the subject matter.
The authors further confirmed that supportive management brings about superior ISRM
outcomes in an organisation. ISRM execution is one of the responsibilities of the management
of an organisation, and the management is also responsible for aligning the execution with
organisations vision and policies (Okonofua, Rahman, and Ivanova 2019). Sanusi and Satirenjit
(2021) stated that “Top management commitment and support involves establishment of
corporate objective on risk minimisation, risk management policy formulation, financing
setting up committees for monitoring, supervision and training as well as evaluation of risk

management result” (P. 276).

Carey-Smith (2011) conducted a study that compared two organisations with different
information security management support levels. The study indicated that one organisation
had a high level of management support, which reflected positively on employees’ reaction
and behaviour towards information security. On the other hand, the management of another
organisation appeared to have a great understanding of the importance of information

security but did not translate this understanding into action. As such, employees at this
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second organisation are less likely to comply with information security practices, therefore
exposing the organisation to risk. Thus, the author recommended that managerial staff
undergo an awareness program on the importance of information security (Carey-Smith

2011).

In support of this argument, Reza et al. (2013) stated that the administrative role in
information security management is to deliver a clear message on the importance of
information security policy to the rest of the organisation. This could be done by the allocation
of adequate information security budget and resources. Moreover, the management staff
must fully support information security management program and should understand that
information security has a direct relationship with the core of the organisation’s activities

(Reza et al. 2013).

Alnatheer (2015) also argued that the establishment of a security culture by the
management is more important than the support of the existence of information security
management. The author stressed that security culture cannot be established without upper
management’s involvement and commitment because culture plays a crucial role in the
perception of management towards information security commitments and support levels
(Alnatheer 2015). Similarly, Algahtani, Goodwin and de Vries (2018) stated that cultural
conditions influence the adoption of technology and management support levels. The study
further indicated that management styles and practices of organisations across the world are
influenced by differences in diverse national cultures as cultural conditions determine
whether, when, and how a new innovation or technology organisations leaders and managers
will adopt (Algahtani, Goodwin, and de Vries 2018). Alkahtani, Dawson, and Lock (2013)
confirmed that culture in Saudi Arabia has great influence on management styles, decisions,

and behaviour.

Finally, the understanding of the Saudi Arabian cultural differences such as language,
hierarchy, gender communication, and fear of public shame can have a strong impact on the
success of information security of an organisation (Alkahtani, Dawson, and Lock 2013).
Aldraehim et al. (2012) indicated that the cause of unsuccessful information security
management and approaches in Saudi Arabia revolve around conflicts of culture in the

management style of Western and Arab leaders and managers.
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2.8.1.3 Information Security Policies Non-compliance Behaviour

The information security policies (ISPs) describe the organisation's information security
approach and provide a framework for determining procedures, risk assessment, and risk
management processes (Veiga and Martins 2017). It provides management with “direction
and support for information security in accordance with business requirements and relevant
laws and regulations” (Veiga and Martins 2017, p. 80). However, non-compliance behaviour
is deliberate or non-deliberate risk-taking by employees who disregard an organisation’s
policies (Dols and Silvius 2010). Employees’ compliance with ISP in an organisation is crucial
in reducing the risk of information security. It was argued that employees’ adherence to ISP
is directly influenced by culture cultivated in an organisation (Nasir, Arshah and Ab Hamid

2017).

Chua et al. (2018) stated that “numerous research studies have warned that different
cultural backgrounds can influence one’s perception and tolerance of information privacy and
security” (p. 1773). Dols and Silvius (2010) added that non-compliant behaviour towards an
organisation’s policies and the perception of risk by employees is an influenced and culturally
determined attitude. Other factors that could influence employees’ ISP compliance behaviour
are self-efficacy, normative beliefs, the use of rewards, perceived severity, and the readability
and understandability of policy language (Tsohou, Karyda, and Kokolakis 2015). A recent study
found that 74 percent of individuals surveyed ignore the reading of privacy policy notices,
mostly because they are too lengthy, confusing, and contain complex content (Chua et al.
2018). Similarly, Xie et al. (2012) argued that organisational culture is one of main factors that
influences policy non-compliance behaviour. The study further stressed that it influences
effective implementation of ISP as it has significant impacts on the perception of employees
towards information. The authors further asserted that policies, through continuous

education and collaboration, can in turn define organisational culture (Xie et al. 2012).

Chua et al. (2018) argued that some employees choose not to follow ISP practices
because they may hinder their job routines. In addition, this generates contradictory interests
between their job’s functionality and information security (Chua et al. 2018). Therefore,
knowledge and behaviour should be aligned in order to have effective non-compliance

behaviour in organisations (Alassafi et al. 2016; Li et al. 2019). It is believed that the
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enforcement of ISP may reduce the risk of information security vulnerability in organisations
while Intrinsic and extrinsic motivations could possibly change employees' behaviour towards
non-compliance with organisation’s ISP (Alfawaz 2011). This simply means that healthy
Information security culture and organisational culture are crucial as they are capable of
promoting positive effect on the behaviour of ISP (Fredrik, Joachim, and Martin 2015; Safa et

al. 2015).

Alzamil (2018) asserted that employees’ low perception of the importance of internal
and external threats as well as vulnerabilities could potentially impact effective ISP

compliance in Saudi organisations.

2.8.1.4 Low Information Security Awareness

Information security awareness as defined by the Information Security Forum (ISF) is
“the extent at which members of an organisation understand the importance of information
security, the level of security required by the organisation and their individual security
responsibilities as well as acting accordingly” (Limited 2011, p. 165). Employees fail to adopt
proper security practices either because they are not aware of the potential risks or their lack
of understanding of the implications of security violations (Tsohou, Karyda, and Kokolakis
2015). Almarhabi (2016) confirmed that employees are often regarded as a significant factor
affecting information security in organisations. In most cases, security incidents are a result
of the lack of awareness of the organisation’s information security policies and procedures by
the employees (Alnatheer 2015). In addition, Mahfuth et al. (2017) indicated that employees’

lack of security awareness is one of the key contributors to security incidents.

Information security awareness is considered as a precautionary measure to prevent
risks due to employees’ ignorance of security awareness (Von Solms and Von Solms 2004). A
review by Chua et al. (2018) revealed that organisations which provide a sufficient level of
policy awareness have a lower number of employees misusing the IT infrastructure and also
a remarkably low number of computer attacks. In addition, the study argued that
organisations with well-established policy awareness programs would have positive IT
attitude employees with good intention to comply. The review demonstrated that employee

awareness and their behaviour towards complying to IS policies and protective IT structure is
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significantly influenced by cultural factors (Chua et al. 2018).

Kshetri (2016) stated that low levels of information security awareness leads to further
vulnerability of Saudi Arabia and other GCC economies; the study further stressed that
cybersecurity threats confronting the energy sector as a result of insufficient awareness of
such threats in the region are problems of special concern. Moreover, a recent study by
Aldosari (2019) highlighted that information security awareness is very low in Saudi Arabia;
in support of this finding, Omar (2017) argued that one of the main reasons that has made
Saudi Arabia a frequent target for cyberattackers is very low levels of awareness and
capabilities. Further supporting the claims of these other studies, Alzahrani and Alomar (2016)
revealed that 91 percent of respondents in Saudi Arabia have never had any security
awareness training courses, and the study concluded that there is a lack of security awareness

training in Saudi Arabia, which is a major security risk.

Likewise, Almarhabi (2016) argued that the level of information security awareness in
the public sector organisations is very low in Saudi Arabia, and the study stressed that the
important factors that influence the low level of information security awareness are culture
and the country’s educational system (Aldossary and Zeki 2013; AlKaabi 2014). Similarly,
Alotaibi et al. (2016) noted that the level of awareness has not measured up with the level of
utilisation of security measures and technologies in Saudi Arabia, and recommended Saudi
organisations play an effective role in improving cybersecurity awareness among their
employees. Hence, it was concluded that there are inadequate studies regarding Information
Security Awareness in Saudi Arabia (Alzahrani and Alomar 2016). As Alkahtani, Dawson, and
Lock (2013) and Alharbi, Atkins, and Stanie (2017) stated, the security awareness gap needs

to be addressed in Saudi organisations.

2.8.1.5 Shortage of Skilled Information Security Professionals

The 2019 Global Information Security Workforce Study revealed that information
security global gap is estimated at 4.07 million, in which the estimated information security
global workforce needs to be increased by 145 percent (ICS2 2019). In recent times, all
organisations are confronted with the problem of not having sufficient resources with the

necessary expertise and knowledge, as well as limited skilled and experience human

58



resources in risk management (Singh and Joshi 2017).

The shortage of skilled human resources is another barrier that Saudi Arabia has
experienced in its information security initiatives. It was suggested that more than 3,000
information security experts with high levels of experience and skills are needed as well as
“tens of thousands” of people with lower-level skills and experience (Al-Saud 2012; Kshetri
2016). According to the Minister of Communications and Information Technology, Abdullah
Al-Swaha, Saudi Arabia is short over 50,000 ICT specialists, including information security
specialists (Hathaway, Spidalieri, and Alsowailm 2017). The need for localised IT expertise is
vital as Saudi Arabia depends greatly on expatriates who possess a low level of knowledge as
well as having a counterproductive policy that could potentially hinder IT becoming an

integral component of Saudi Arabia economic development (Bronk and Tikk-Ringas 2013).

Alkahtani, Dawson, and Lock (2013) and Alharbi, Atkins, and Stanier (2017) stated that
information security qualifications need to be addressed in Saudi organisations. Moreover,
Alshitri and Abanumy (2014) argued that the shortage of human resource information
security expertise paired with a high salary demand are the main concerns of Saudi
organisation leaders. The shortage is exacerbated as a result of the increased price of oil,
investment in big projects in the country, and growing economic liberalisation. Management
and human resources professionals in Saudi organisations must understand the reasons
behind the high salary demand and turnover. It was suggested that in order to improve the
retention rate, management should adopt appropriate action programs such as incentives

and training designed to minimise these problems (Alshitri and Abanumy 2014).

Alshitri and Abanumy (2014) further argued that increased in the demand for skilled
information security professionals implies that the shortage is unlikely to improve soon, even
with several Saudi universities having information security, information assurance, and
cybersecurity programs. Table 2-3 summarises the different cybersecurity related programs
delivered by Saudi universities (Alsmadi and Zarour 2018). Two universities have
undergraduate programs, while the remaining four universities have information security and
cybersecurity postgraduate programs. More universities have recently established their new
information security and cybersecurity programs such as Dar Al-Hekma University, among

others. However, there is a crucial need to establish more information security programs at
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other universities across Saudi Arabia in order reduce the shortage gap (Alsmadi and Zarour

2018).

Table 2-3 Information Security Related Programs in Saudi Universities as of 2018

University Program Level Program Title
Imam Abdulrahman bin Undergraduate Bachelor of Science in Cyber
Faisal University Security
University of Prince Undergraduate Forensic Computing and
Mugrin Cyber Security
King Fahd University of Graduate Master of Science in
Petroleum & Minerals Security and Information
Assurance
Saudi Electronic Graduate Master of Science in
University Information Security
Naif Arab University for Graduate Master of Science in
Security Sciences Information Security
Prince Sultan University Graduate Master of Science in
Cybersecurity

Source: (Alsmadi and Zarour 2018)

An estimate is that more than 200,000 new jobs are created yearly, which makes it
feasible to attract and keep skilled professionals over the next years; however, business
leaders and human resources professionals in Saudi Arabia need to understand the reasons

for the high turnover (Alshitri and Abanumy 2014).

2.8.2 Process

Process can be defined as “a set of interrelated work activities characterised by a set of
specific inputs and value added tasks that make up a procedure for a set of specific outputs”
(Prodan, Prodan, and Purcarea 2015, p. 3). It can be described as an enabler of operation or
tasks by combining policy, standards, procedures, and guidelines together in secure
environment (Nicastro 2006). Process is a repeatable action that can theoretically generate
the same result independent of who performs it (Khanduri 2020). One of the main goals of
developing a process in an organisation is to ensure that the policy and procedure is adhered

to and followed consistently (Nicastro 2006).
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2.8.2.1 Sharing of Information Security Knowledge

Knowledge sharing is the exchange of information among a group of individuals in an
organisation that can be carried out in both formal and informal settings for the purpose of
improving employees’ performance and productivity (Almugrin et al. 2020). In information
security contexts, sharing of information security knowledge is defined as the collaboration
with others by exchanging information security related experiences, knowledge, and ideas in

the interest of protecting an organisation’s information assets (Safa and Von Solms 2016).

Jung (2013) stated that sharing of knowledge and information among organisations has
a positive impact; in support of this, Renukappan et al. (2020) confirmed that knowledge
sharing has many positive outcomes in an organisation including effectiveness, innovation
capability, and enhanced productivity performance. Furthermore, Flores, Antonsen, and
Ekstedt (2014) argued that knowledge sharing is one of the main predictors of an employee’s
behaviour and decision making; thus, both are critical in order to mitigate security risks. A
study by Gal-Or and Ghose (2005) concluded that security knowledge sharing by two
organisations would have a positive impact on their information security investment. Thus,
organisations should consider establishing knowledge sharing mechanism among employees

and organisational levels (Flores, Antonsen, and Ekstedt 2014).

A study conducted by Chandran and Alammari (2020) which examined knowledge
sharing among academic staff in a Saudi university revealed that there is a low level of
adoption of knowledge sharing among the academic staff. In a similar study by Almugrin et
al. (2020) to examine knowledge sharing in higher education in Saudi Arabia, it was revealed
that shared vision, shared language, social and cultural background, and organisational and
relational identifications are the main factors that influence knowledge sharing behaviours in
Saudi Arabia. Consequently, Al-Adaileh and Al-Atawi (2011) stated that there are inadequate
studies in the field of knowledge management and knowledge sharing which explore issues

relating to the knowledge sharing within Saudi Arabian organisations.

2.8.2.2 Information Security Policy (ISP)

Most organisations fail to have an effective ISP because they are unable to explain the
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needs and concepts of information security to their employees. Hone and Eloff (2002) stated
that “the common problem with most information security policies is that they fail to impact
users” (p. 14). Organisations are required by a regulatory authority to have a level of ISP in
place (Glaspie and Karwowski 2018). The aim of having ISP is to clarify the rights and
responsibilities of information resource to users in an organisational setting, to help the
employees to understand information resources’ acceptability and responsible behaviours,
and to ensure the secure handling of information assets in their daily work (Héne and Eloff
2002). Calder and Watkins (2010) indicated that while risk management is the core of
information security, ISP assists organisations to have risk management in place. The authors
argued that defining ISP is crucial during the first phase of ISRM planning because risk
management activities cannot be carried out without the existence of the ISP (Calder and

Watkins 2010).

Okonofua, Rahman, and Ivanova (2019) noted that ISRM policy must be decided at the
board level of organisations and implemented by information technology leadership. Karyda,
Kiountouzis, and Kokolakis (2005) also argued that an ISP must be aligned with the
organisation’s pre-existing cultural norms as well as evaluated and updated accordingly as
this will also result in having the information security policy to support the organisation’s code
of ethics (Karyda, Kiountouzis, and Kokolakis 2005). Moreover, evaluation of an ISP is crucial
for an effective ISP as it is the process of measuring the impacts of the policies in order to
determine appropriateness, effectiveness, and efficiency. Defining policy goals, expected
outcomes, audience, and evaluation objectives are the first step in ISP evaluations while the
final step is assessing the evaluation. Measurable results and assessments are essential steps

for implementing an ISP in organisations (Almarhabi 2016).

Chua et al. (2018) argued that some employees choose not to follow ISP practices as
they may hinder their job routines; they may feel that ISP practices generate contradictory
interests between their job’s functionality and information security. Therefore, knowledge
and behaviour should be in line in order to have effective compliance behaviour in an
organisation (Alassafi et al. 2016; Li et al. 2019). It is believed that ISP enforcement reduces
the risk of information security vulnerability in an organisation. Intrinsic and extrinsic
motivations could possibly change employees' behaviour towards compliance with an

organisation’s ISP (Alfawaz 2011); however, it was indicated that a healthy Information
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security culture and organisational culture are crucial in order to promote a positive effect on

ISP behaviour (Fredrik, Joachim, and Martin 2015; Safa et al. 2015).

In a study conducted by Talib et al. (2018) to compare Saudi Arabia’s government
attitude toward ISP and privacy with Australia and the UK. The results revealed that Saudi
Arabia has less policy, readiness, and practices as well as low levels of rewards and sanctions
to achieve compliance compared to the other two countries. The principle of sanctions and
rewards is not practiced as a result of the gap in measuring policy implementation in most of
the Saudi Arabia government organisations. The authors suggested that in order to enhance
the adherence to security and privacy policies in Saudi organisations, both education and
training should be provided to employees to improve their level of awareness (Talib et al.

2018).

Alzamil (2018) conducted a study covering 41 Saudi organisations by collecting feedback
from 69 employees and 65 managers (N = 134). The results showed that there are significant
concerns over employees’ understanding and the ability to comply with ISP. The study
revealed that most organisations have an established ISP; however, many are not enforcing
and publicising their ISP effectively. The author indicated that although most of the
organisations have a good information security technologies investment, they are less
effective as a result of the poor policy enforcement (Alzamil 2018). The author indicated that
the employees’ low perception of the importance of internal and external threats and

vulnerabilities could potentially impact ISP compliance in Saudi organisations (Alzamil 2018).

Another study by Almarhabi (2016) comparing Saudi Arabian organisational ISPs with
Western countries’ revealed that most employees are unaware of the privacy policies and the
policies were scattered, overly broad, and outdated. Moreover, employees were not trained
or educated to follow policies. The authors suggested that Saudi Arabian organisations’
policies have to be clearly documented, accessible, updated, and, most importantly, include
a proper training of staff (Almarhabi 2016). The authors found that Saudi Arabian
organisations lack of readiness policies, putting policies into action, and implementing

rewards and sanctions practices (Almarhabi 2016).
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2.8.2.3 ICT Outsourcing

Although ICT is not the core business of most organisations, they need professional
labour and huge technological investment in order to establish and continue ICT operations.
Accordingly, outsourcing is utilised in most cases to overcome this problem (Moon et al.
2018). ICT outsourcing is an act by which some or all of the IT-related business processes,
internal activities decision-making rights, and services are delegated or transferred to
external providers who create, manage, and administrate them for a certain period of time
according to an agreed contract; this enables organisations to reduce costs, accelerate time,
and benefit from expertise and assets (Elsayed 2014; Khidzir, Mohamed, and Arshad 2010b).
The ICT outsourcing market is constantly increasing due to the expanding scope of ICT in most
organisations. As a result, the information security risk increases accordingly (Moon et al.

2018).

Studies have shown that ICT outsourcing is one of the critical information security risks
(Khidzir, Mohamed, and Arshad 2010a). Recently, security incidents from ICT outsourcing
have dramatically increased. For example, the issue of information security risk increases
when bringing in and removing organisations’ unauthorised equipment as well as the increase
of the number of people who can access organisation ICT assets (Moon et al. 2018). However,
if not managed properly, the outsourcing of ICT could result to an information security risk
that is difficult to mitigate. Therefore, proper risk management for ICT outsourcing is vital to

manage information security risk (Khidzir, Mohamed, and Arshad 2010a).

In the same vein, Bronk and Tikk-Ringas (2013) argued that the Saudis have invested
significantly in computing and telecommunications; however, ICT projects are mainly
outsourced and facilitated by foreign entities. Moreover, due to the shortage of skilled people
in Saudi Arabia’s working population, more migrant labour is needed from different countries
(Dinglasa 2020; Straub, Loch, and Hill 2001). The studies of Almubayedh et al. (2018) and
Alelyani and Kumar (2018) confirmed that IT outsourcing is one the main information security
risk factors in Saudi Arabian organisations. Spong (2018) argued that in Saudi Arabia, “some
critical country infrastructures are partially or completely managed by private entities, which

need to increase their maturity in order to guarantee the country’s resilience” (p. 1).
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2.8.2.4 Information Technology Audit

An IT audit can be defined as “the evaluation of systems, processes, and controls
performed against a set standard or documented process” for an organisation (Wright 2008,
p. 5). It determines whether internal controls protect organisations assets, ensure data
integrity and are aligned with the organisations goals (Cole 2014). An IT audit provides an
independent assessment through evaluation of the system or process. The key objective of
performing an IT audit is to measure and report risks in which top management can find
answers to the questions about organisation’s exposed risks (Florea and Florea 2016; Wright

2008).

A study conducted by Alzeban (2015) to investigate the effect of cultural dimensions on
IT audit in 67 Saudi Arabian organisations. They study revealed that national culture
negatively affects internal audit because it is not given a sufficient credence and importance.
A similar study carried out by Abu-Musa (2009) which examined auditing processes for
information technology governance in 127 Saudi organisations from different industries
including banking, oil and gas, manufacturing, and government agencies revealed that most
of the respondents reported that IT auditing processes are not completely conducted in Saudi
organisations. The study showed that most of the organisation in Saudi Arabia intend to
conduct internal IT audit; however, the process is either not started nor not complete. The
author further indicated that there is inadequate research related to IT auditing and

evaluating IT-related activities in developing countries including Saudi Arabia.

2.8.3 Technology

Technology is the final step after having both people and processes in place. Technology
is the tools and techniques people use to work and communicate efficiently. It includes
information systems and their management hardware and software (Prodan, Adriana and
Anca 2015). Technology provides the tools needed to implement the organisational process
and automate it, regardless of its complexity (Khanduri 2020). At present, technologies such
as cloud services, mobile applications, and big data are rapidly changing the way that business
is being executed as technology is getting more important and visible (Prodan, Adriana and

Anca 2015). There are many technology tools in the market that are tempting and attractive
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for many organisations in need. More often, organisations spend massively on technology in
order to gain competitive advantages. However, organisations need to be cautioned and
careful when acquiring any of these tools. They have to make sure that the technological tools

intended to be acquired is the best fit for the organisation (Khanduri 2020).

2.8.3.1 Risk Management Technology Tools

Technology provides the tools that the people can use to implement the process. It also
helps to automate some parts of the process. Ideally, the latest and fastest technologies have
the most impact (Nicastro 2006). Risk management is a complex and iterative process that
involves different people from different levels across an organisation. Due to the complexity
and multi-layering of activities involved in risk management, most organisations have reached
a point where risk management tools such as emails and spreadsheets are insufficient (Billings
2018). Billings (2018) stated that technology has introduced risk management tools and
solutions to streamline risk management processes, automate tasks, and assure people’s
accountability (Billings 2018). It was also argued that these tools can assist organisations in
resolving risk management and compliance issues as well as improving their business

alignment (Bundy 2021).

In a rapidly changing risk landscape, risk assessment activities such as the data collected
could quickly became stale and, as a result, serious critical blind spots are created that
negatively affect the entire risk management cycle (Atul 2020). Hamilton (2020) argued that
the risk level’s real-time visibility is impossible if risk assessment activities are being handled
and managed manually (Hamilton 2020). Atul (2020) confirmed that managing the enormous
volume of risk data cost-effectively and efficiently can only be achieved by utilising risk
management software that would can also increase business resilience and help avoid
disruption. For example, effective risk mitigation requires ongoing monitoring and planning
activities which are time- and resource-consuming. However, risk management software
could potentially reduce time and cost by providing opportune and more accurate data that

assist in risk mitigation activities.
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2.8.3.2 Information Security Awareness Measurement

It was shown that if an employee’s information security level of knowledge increases,
their behaviour towards information security policy improves, which results in better
information security culture within the organisation (Parsons et al. 2017). In a study
conducted by Parsons et al. (2017) measuring the effectiveness of ISA training among over
1,600 working Australians from different industries including government agencies, financial
institutions, and employees from a range of other organisations, it was revealed that ISA
quizzes could help in identifying employees’ strengths and weaknesses, which requires more
education and training. The study further revealed that most employees could be targeted by
spear-phishing attacks as they were unable to recognise the danger associated with clicking
email links despite the fact that they had taken ISA training sessions prior to the test. The
results, however, improved employees’ awareness and enhanced more effective ISA training

programs (Parsons et al. 2017).

Pape et al. (2020) revealed that there is a large number of information security training
and awareness research targeting different domains and areas in academia. However,
information security awareness quizzes that measure employees’ behaviour are mostly
commercial without a detailed description; consequently, there is no standard measurement
tool for employees’ security behaviours. There have also been minimal attempts to develop
a comprehensive method of measuring security awareness; these attempts are promising as
they come from diverse cultural settings which indicate that there is a global interest in

security awareness effectiveness measurements (Parsons et al. 2017).

2.9 The Reasons for Developing an ISRM Model for Saudi Arabian Organisations

Overall, this research has three main area of interest: information security, risk
management, and Saudi Arabia as shown in Figure 2.6. The research elements should lie

within the overlap area.
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Source: Researcher’s Compilation (2021)

The People, process, and technology (PPT) are the main elements of the proposed
conceptual model of this research in which the proposed factors are categorised under the
PPT. Although some studies have highlighted the main challenges associated with
international ISRM adoption in Saudi organisations, little research has been carried out to
develop regional- or cultural-specific ISRM models. In addition, none of the reviewed ISRM

standards addresses all the factors identified in the literature.

Alnatheer and Nelson (2009) confirmed that there is a real knowledge gap in terms of
information security studies in developing countries including Saudi Arabia as the majority of
the research about ISM were carried out in technologically leading countries. In addition, little
has been done to investigate cross-cultural considerations. These considerations are
significant because culture has a direct impact on these phenomena. National culture directly
influences employees’ learning ability which in turn impact organisation innovation and
growth. That is why there is a need to analyse different characteristics of employees including
culture in implementing information security activities (Looso, Goeken, and Johannsen 2011).
Schmidt et al. (2008) stated that national culture influences the entire employees of an
organisation as well as management perceptions and privacy-related issues. Each country has
different perceptions of relevant information security threats (Schmidt et al. 2008; Xie et al.

2012). In addition, Al Omoush, Yaseen, and Atwah Alma’aitah (2012) argued that Arab cultural
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beliefs are significant predictor of information technology transfer resistance.

Researchers should consider cross-cultural differences such as uncertainty avoidance,
collectivism-individualism, and power distance relationships as a result of their importance in
other IT contexts (Aldraehim et al. 2012; Alnatheer and Nelson 2009; Flores, Antonsen, and
Ekstedt 2014). According to Hofstede (as cited in Al-Gahtani, Hubona, and Wang 2007), Saudi
cultural dimensions differ from Western societies’ cultural dimensions; this has a major
impact on the validity of using satisfactory management theories developed in Western
countries in a Saudi context. In addition, Malaika (1993) conducted a study to compare
Western societies with Saudi Arabians and other Arabs and societies. The findings revealed
that management theories and practices are “more culture-bound than is realised” (Malaika
1993, p. 207). The study found that Arabs are more careful about Western practices, theories,
and ways of life. They do not want Western contact and technology to influence their beliefs

and culture (Malaika 1993).

Bjerke and Al-Meer (1993) stated that as a result of the gap between the United States
and Saudi cultures, U.S. management practices are not applicable for the Saudi culture.
Furthermore, a study by Al-Adaileh and Al-Atawi (2011) on knowledge management in Saudi
Telecom Company (STC), the Middle East’s largest telecom company in Saudi Arabia, it was
revealed that knowledge management theories practical in other cultures are not applicable
for Saudi Arabia because of cultural differences. The authors concluded that managers in
Saudi Arabian organisations should assess the culture of their organisation and management
theories in order to obtain the best results (Al-Adaileh and Al-Atawi 2011). Thus, there is a
need for a region-specific ISRM standards that combines all of these identified factors,

thereby reflecting the real-world situation.

Therefore, the overall aim of this research is to develop an ISRM model based on these
newly identified factors. To the best of the researcher’s knowledge, there is no study that has
examined these factors in order to develop a regional-specific ISRM model. Thus, this research

intends to fill this research gap.
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This research has taken into consideration the factors that have been addressed by
previous literatures. The initial ISRM model is shown in Figure 2.7 to illustrate these factors.
This model has been utilised in the preparation of the first phase of data collection with the
use of semistructured interviews as well as data validation as described in CHAPTER 3. Next,
the outcome of the analysis of the responses from the interviews will enhance the

development of the proposed ISRM model.

2,10 Summary

The understanding of how ISRM practices affect organisations’ information security
posture could help to understand some of the current perceptions of the security function
that need to be overcome. It can drive security decisions such as confidentiality, integrity,

availability, and accountability, and will also inform the requirements to mitigate risks.

This chapter provided a review of the relevant literatures related to ISRM and Saudi
Arabia’s information security. The review presented an overview of international ISRM
standards, Saudi Arabia’s information security position, the factors contributing to ISRM
effectiveness in Saudi Arabian organisations, and the gaps in the previous research. The initial
findings from this chapter revealed the various factors that should be considered which match
current needs for ISRM model for Saudi organisations. PPT process improvement was used to

group these factors. Human factors were national culture, management commitment, ISP
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non-compliance behaviour, information security awareness, and information security
specialist shortage. Process factors were information security knowledge sharing, information
security policy, ICT outsourcing, and information technology audits. Finally, the technology
factors were risk management technology tools and information security awareness
measurement. Thus, this chapter highlighted the need for a region-specific ISRM model and

reemphasised the significance of this research.
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CHAPTER 3. RESEARCH METHODOLOGY

3.1 Introduction

The previous chapter reviewed the literature to better understand and to develop the
initial ISRM model that this research is founded upon. This chapter explains how this research
was carried out in terms of research design, data collection, analysis, ethical issues, and
reporting. It discusses the research methodology adopted to develop an ISRM model for large

Saudi Arabian organisations.

Firstly, the researcher’s philosophical position and the research approach are discussed,
followed by the research timeframe and a description of the methodological design elements
of phenomenological research. The process within the adopted research design is explained,
followed by an account of how this process was carried out in the context of this research.
The research quality is then discussed followed by the approach to sampling procedure, data
collection, and how the research philosophy and strategy were be incorporated into the data

analysis.

3.2 Research Philosophy and Strategy

Creswell and Poth (2018) described research philosophy as “the use of abstract ideas
and beliefs that inform our research. We know that philosophical assumptions are typically
the first ideas in developing a study, but how they relate to the overall process of research
remains a mystery” (p. 16). Research philosophy influences the selection of researcher of
methodology, choice, and approach of data collection and analysis. Myers (2009) argued that
the most relevant philosophical assumptions that guide the research are “those that relate to
the underlying epistemology” (p. 41). Research epistemologies are classified into positivist,

interpretive, and critical research (Myers and Avison 2002; Myers 2009).

3.2.1 Positivism Research

Positivist studies “are premised on the existence of a priori fixed relationships within
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phenomena that are typically investigated with structured instrumentation. Such studies
serve primarily to test theory, in an attempt to increase predictive understanding of
phenomena” (Myers and Avison 2002, p. 55). In positivism, reality can be objectively defined
and measured using the researcher’s perceptions; independent tools and knowledge can be
validated according to sensory experiences and proofs. Therefore, positivist studies are
scientific in that they view the world as objective, stable, and external to individuals’ mindsets
of. In addition, they consider knowledge as factually constructed, which means that human
beliefs are categorised as either true or false. Methods of enquiry in positivism are based on

statistical, measurable data.

Altiny, Paraskevas, and Jang (2015) and Myers and Avison (2002) suggested that
positivist research philosophy relates to deduction and quantitative research, such as surveys,
experiments, and field studies. This includes natural science research, such as physics,
geology, and chemistry. Conversely, qualitative research relates to the interpretive research

philosophy.

3.2.2 Interpretive Research
Walsham (1995) stated that interpretive research philosophy is research that:

adopts the position that our knowledge of reality is a social construction by human
actors. In this view, value-free data cannot be obtained, since the enquirer uses his or
her preconceptions in order to guide the process of enquiry, and furthermore the
researcher interacts with the human subjects of the enquiry, changing the perceptions

of both parties. (p. 376)

Interpretive research is based on investigation, observation, and understanding of a
social phenomenon. It enables the researcher to determine the research issues by utilising
and evaluating small samples in detail (Alkahtani 2018). Interpretive research aids in the
understanding a particular phenomenon of interest from the participants’ point of view in its
natural settings (Armstrong 2013; Kaplan and Maxwell 2005). Interpretive research tends to
utilise qualitative data and methods. It collects data using interviews, case studies, and

observations in which the collected data must be able to answer the research questions
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(Armstrong 2013).

Interpretive research focusses on variables such as cultural diversity, localised realities,
socioeconomic conditions, and human experiences and perceptions rather than testing a
hypothesis through an objective scientific framework. Truth can be seen as defensible
knowledge claims rather than objective empirical data (Walsham 1995). Dhillon and
Backhouse (2001) added that an interpretive philosophy offers advantages regarding

information systems security research. It provides a holistic insight of the problem domain.

3.2.3 Critical Theory Research

Critical theory combines elements of both interpretivist and positivist philosophies.
Critical theory research proposes that reality is not a matter of evaluations, personal
preferences, or attitudes as may be indicated by the interpretivist philosophy. It embraces
the concept of an objective reality, regardless of human knowledge. Critical paradigm
researchers have suggested that the human understanding and human behaviour of reality
are culturally and historically constructed and a collection of established values, beliefs, and
social structures or discourses that become naturalised to the degree of their invisibility and

recognition are limited (Bisman 2010).

Therefore, the aim of the approach is to uncover the economic, cultural, and political
complexities embedded within such discourses to expose, criticize, and potentially change
power and dominance in relationships in contemporary society. It includes deconstructing
hidden power structures which can relate to culture, age, race and other variables, thereby
giving voice to the non-mainstream, marginalised, and post-colonial individuals. Thus, critical
research methods challenge positivist research methods, both quantitative and qualitative,

which argue that they are scientifically objective (Kincheloe and McLaren 2011).

3.2.4 Research Philosophy and Strategy Choice

The researcher views the world in a way that influences the appropriate choice of
research philosophy and strategy. The researcher’s assumptions should support the

approaches, paradigm, and methods chosen (Creswell and Poth 2018).
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Given the nature of this research, the proposed research strategy is explorative in
nature. Exploratory research try to determine “what is happening, seeking new insights, and
generating ideas and hypotheses for new research” (Runeson et al. 2012, p. 13). The lack of
ISRM phenomenon systematic research in the Saudi Arabia context justifies the exploratory

nature of this research.

This research is based on the observation and investigation of people’s perspective of
information security risk management, experience, and cultural influence in order to maintain
a holistic view of the problem domain. In addition, it is analytical research in which the
researcher analyses existing information security risk management practices in Saudi Arabian
organisations and evaluate events by asking participants why and how. Therefore, this
research has adapted an interpretive research philosophy due to its applicability to
comprehend the nature of the research carried out. In addition, it provided clarity of the
research questions and a better understanding of the conceptual boundaries surrounding the

research questions.

3.3 Research Approach

The research approach illustrates the style of the conducted research in which the
researcher can utilise more one or more approaches. This includes qualitative/quantitative

and inductive/deductive styles (Creswell 2014). Each are discussed in the following sections.

3.3.1 Inductive and Deduction

The inductive approach begins with specific observations of phenomena in order to
make a broader generalisation. It is more scientific in nature as the conclusion is drawn based
on observations rather than theories. Inductive studies use specific individual observations
and then categorise them into patterns in order to uncover generalisations and then
conclusions. Inductive reasoning is used in cases that involve forecasting, prediction, or
expected behaviour. Therefore, the inductive approach is applicable to case studies,
phenomenological research, action research, and other social science research methods that

involve human behaviour. Inductive reasoning begins with observations, assembles them into
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patterns, and generalises these patterns into a probable theory (Rovai, Baker, and Ponton
2013). The inductive approach is more involved with the collection of qualitative data because
it utilises descriptive language which cannot be applied when research uses numbers alone,
such as in quantitative data (Brink et al. 2006). Inductive studies usually begin with very
general research questions to narrow down the scope of the study rather than with a rigorous
hypothesis (Creswell 2014). Rich interviews and focus groups are examples of qualitative

research methods aligned with an inductive approach.

The deductive approach, on the other hand, begins with a premise or assumption and
proceeds to a conclusion that is based on logic. For example, it begins with a hypothesis and
narrows it down to a logical conclusion. It provides an absolute certainty of being correct if
the primary premises were correct. Deductive reasoning moves from general principles to
very specific conclusions by generating a new hypothesis or conducting observations to test
whether or not the hypothesis is valid. Deductive research lends itself to a quantitative

approach utilising numbers in order to be precise and scientific.

3.3.2 Qualitative and Quantitative

Creswell and Poth (2018) define qualitative research as:

an inquiry process of understanding based on distinct methodological approach to
inquiry that explores a social or human problem. The research builds a complex, holistic
picture, analyse words, report detailed views of participants, and conducts the study in

a natural setting. (p. 326)

Thus, qualitative research study items in their natural settings and interpret phenomena
or try to make sense of data. Qualitative research involves subjective analysis, focuses on the
respondents’ experiences, and identifies the phenomena they have experienced. Qualitative
research is descriptive and exploratory and in focus, which provides greater flexibility. This
type of research is concerned with the experiences and opinions of individuals, which
provides the researcher with subjective data. The researcher, in qualitative research studies,
identifies one or more traditions of inquiry. Qualitative research involves detailed methods, a

rigorous data collection approach and analysis, and report writing. Qualitative research seeks
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to uncover patterns within the data, document them, and then interpret them in subjective

matter. Qualitative research introduces comprehensive understandings of contextual, rich,

and unstructured data. This is achieved by engaging in conversations with the participants in

a natural setting (Creswell 2009). Table 3-1 below outlines the key differences between

qualitative and quantitative research approaches.

Criteria
Orientation/view

Nature of reality
and how it is
constructed

Knowledge & how
it is acquired

Approach and
purpose of
research

Guide to inquiry

Participants/
subjects &
relationship with
researcher
Measurement &
data

Table 3-1 Qualitative vs. quantitative research

Qualitative research
Interpretivist: seeks to gain a deep
understanding and provide explicit

interpretation of a social phenomenon
or a particular case

Existence of multiple

realities/perspectives. Reality is socially
constructed and meaning is embedded
in the context of socio-cultural values
and institutions (context-specificity)
Being interpretive, qualitative research
tradition accepts the multiple social
constructions of meaning and
knowledge. Truth is relative, meaning
that ultimate truth Knowledge is usually
value-laden and drawn from
interpretation of what is observed

Inductive approach: seeks to explore,
describe, understand, explain, change
and/or evaluate. Explanation of social
phenomena is approached through
analysis of the frames of meanings of
social actors obtained from everyday
concepts/meanings/accounts. Findings
are specific to time and place.

No clear research question and
hypotheses. Inquiry is guided by a broad
research question that is refined as
analysis continues
Research participants/subjects are active
and participate in constructing
reality/meaning with the researcher

Interpretation of words and meanings to
gain understanding of phenomena under
study is the key tenet of this tradition. It
refers to the what, how, when and
where of a thing, its essence and
atmosphere. Analysis is characterised by
thick descriptions & explanations
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Quantitative research
Positivist: seeks to provide a
superficial description of a large
sample of population and variables
for the purpose of generalisation
Existence of one objective reality that
can be observed and explained
through properly organised scientific
procedures (universality)

What is accepted as ‘knowledge’ is
something that has been directly
observed by the senses; and it is

theory-neutral & value-free.

Objective knowledge can be gained

from direct observation or
experience, but is not perfect.

Theories, hypotheses assumptions,

background knowledge and values of
the researcher influence
observations

Deductive approach: Formulation &

testing hypotheses; General laws and
theories guide explanation and
prediction. Statistical generalisation
of the results is possible

There is an explicit research question
and hypotheses that are specified
right at the beginning of the study

Subjects are passive. The researcher
is detached and always strives to be
objective to avoid bias

Measurement: standard instruments
are used. Measures obtained using
indicators of concepts and data
quantified and analysed numerically
through statistics. It refers to counts
and measure of things. Analysis is
characterised by thin
descriptions/explanations



Source: (Masue, Swai, and Anasel 2013)

Qualitative research involves a wide range of methods in order to obtain a better
understanding of the subject matter. Researchers use multiple systems of inquiry in the
research of phenomena and seeks involvement of their participants in data collection phase
to build credibility with the individuals. Creswell and Poth (2018) categorised qualitative
research approaches into five main streams as follows: narrative research, phenomenology,
grounded theory, ethnography, and case study. The main characteristics of the five

approaches are described by Creswell and Poth (2018) in Table 3-2.

Table 3-2 Contrasting Five Qualitative Approaches

Characteristics = Narrative Phenomenology Grounded Ethnography  Case Study
Research Theory
Focus Exploring the Understanding Developing Describing Developing an
life of an the essence of a theory and in-depth
individual the experience grounded interpreting description
in data a culture- and analysis
from the sharing of a case or
field group multiple cases
Type of Needing to Needing to Grounding Describing Providing an
Problem Best tell stories of describe the a theory in and in-depth
Suited for individual essence of a the views interpreting understanding
Design experiences lived of the shared of a case or
phenomenon participants  patterns of cases
culture of a
group
Discipline Drawing from  Drawing from Drawing Drawing Drawing from
Background the philosophy, from from psychology,
humanities psychology, and sociology anthropology  law, political
including education and science, and
anthropology, sociology medicine
literature,
history,
psychology,
and sociology
Unit of Studying one Studying several  Studying a Studying a Studying an
Analysis or more individuals who process, an group that event, a
individuals have shared the action, or shares the program, an
experience an same culture activity, or
interaction more than
involving one individual
many
individuals

Source: Creswell (2018)
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Creswell (2009) defined quantitative research as:

a means for testing objective theories by examining the relationship among variables.
These variables, in turn, can be measured, typically on instruments, so that numbered
data can be analysed using statistical procedures. The final written report has a set
structure consisting of introduction, literature and theory, methods, results, and

discussion. (p. 2)

Deductive approaches are fundamentally the main characteristics of quantitative
research. They start with measuring variables and then finding relationships between these
variables that lead to patterns or correlations relationships. Quantitative research values
include objectivity, neutrality, and an acquisition of a sizeable scope of knowledge (Leavy

2017).

3.3.3 Research Approach Choice

The research questions tend to follow an inductive reasoning approach as they attempt
to extend the existing literature through theoretical contributions in the field of information
security risk management. Moreno (2002) stated, “researchers to use phenomenology to
obtain a better understanding of the nature of the human experience in organisations” (p.
1760). In addition, Moreno (2002) encouraged researchers to employ phenomenology to gain

a better understanding of the essence of human experience within organisations.

Consequently, this research has adopted a phenomenological research method in order
to understand empirical matters from the perspectives of participants. It describes the
meaning of lived experiences for about a phenomenon or concept and obtain data from
multiple individuals who experienced the phenomenon. The aim is to gain a deeper
understanding of the meaning or nature of the phenomenon. In addition, primary data using

a qualitative approach has been adopted by conducting semistructured interviews.

The main reason for adopting a qualitative research methodology is the ability to
interact with the participants and to better understand their views and opinions about the
researched phenomena. The ability to interact with the participants helps the researcher to

better understand people and their surrounding cultural and social environment. Therefore,
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qualitative research study could investigate the ISRM standards’ adoption level by
participant’s organisations, factors influencing the level of the ISRM standards adoption, and
participant’s recommendation to improve ISRM standards to best fit large Saudi Arabian

organisations.

3.4 Research Time Horizons

A research time horizon in scientific research is the time the researcher estimates to
collect relevant research data and how the data are collected over that time period. In this
regard, research data is obtained in two ways: cross-sectional or longitudinal. The time
horizon to choose for a given research project depends on the expected value of the
information to be collected. It is largely independent of the research strategy or approach
adopted. In either case, the time horizon works as a reference for all changes that have taken

place or are yet to happen (Philips, Claxton, and Palmer 2008).

A cross-sectional horizon entails gathering, using, and analysing data from an entire
population being observed or from representative segments of that population. In a cross-
sectional study, all data is collected in relation to a particular point in time. As such, a cross-
sectional study provides detailed snapshots only for the events of a given period of time

(Philips, Claxton, and Palmer 2008).

On the other hand, a longitudinal horizon indicates that the study unfolds over a period
of time. A longitudinal study usually takes a longer period of time to collect enough research
data by retrospectively analysing the events which have occurred over a period of time in the

past or is expected to occur in future during the study’s timeframe (Neale 2012).

This research employs a cross-sectional time horizon for data collection. The advantage
is that data can be collected within a shorter timeframe. Participants can be observed
simultaneously at a defined moment in time. In addition, this shorter time horizon is
achievable and the process requires less effort. The researcher is able to gather needed data
immediately at that specific point in time and there is less chance that participants will
withdraw from the study or that the researcher will abandon the study before it is completed

(Brain 2001). Finally, the nature of the data collection of this research, which is interviewing
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information security experts, requires less interaction with the participants due to the

sensitivity of the data.

3.5 Research Design

A research design is “the logical sequence that connects the empirical data to a study’s
initial research questions and, ultimately to its conclusions” (Yin 2003, p. 26). Research design
is essential because it is the strategy for achieving the research goals. It enables the
researchers to find answers to their research questions by establishing connections to the
data that have been collected. The design of this research is a top-down design approach as
illustrated in Error! Reference source not found. to ensure that the research has not been p
reviously undertaken, and the gap in knowledge can be filled by the proposed research
(Armstrong 2013). Accordingly, Figure 3.2 demonstrates the research stages progress design

based on top-down approach.

Info. Sec. Topic, Aims
and Scope

|

Literature Review

|

Research questions and
Info. Sec. Problem

|

Research Contribution to
Info. Sec. field

|

Research Method

|

Data required to answer

—

_’. )
the research questions
Data collection, Analysis
—»

and evaluation
Figure 3.1 Top-Down Approach
Source: (Armstrong 2013)
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Research Background, Objectives, Contribution and
RQ’s

Literature Review

Research Methods

Phase One Data Collection (Interviews)

Group A Group B
2

Research Findings

Discussion

Phase Two Data Collection (Focus Groups) q
Final ISRM Model

Conclusion and Recommendations

Figure 3.2 Outline of Research Design Stages and Process

Source: Researcher’s Compilation (2021)

3.5.1 Research Background and Objectives

In the preliminary investigation stage, the researcher gathered fundamental knowledge
related to ISRM in Saudi Arabian organisations. A comprehensive review of the literature was
undertaken. This stage’s outcome revealed a lack of academic literature in terms of ISRM in
the Saudi Arabian context. Very little is known about ISRM and local culture relation and
effects. The research objectives and question were created based on what was found in this

stage.
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3.5.2 Literature Review

This research involved a comprehensive literature review relevant to ISRM in general,
as well as ISRM in the Saudi context and its related factors—including cultural factors. There
is a knowledge gap that led to the development of the initial model to overcome this gap. The
initial model was developed based on the literature review and analyses. However, the
literature did not provide a deep understanding of the factors that could affect ISRM in Saudi
Arabian organisations. Therefore, more investigation was required to examine these specific
factors and define other factors that influence ISRM in Saudi Arabian organisations. As a
result, the researcher conducted exploratory qualitative interviews to find out the factors that

influence ISRM in the Saudi context.

3.5.3 Data Collection

The objective of this stage is to identify factors that influence ISRM effectiveness in the
Saudi context using qualitative method. In this research, there are two phases of qualitative
primary data collection. Semistructured interviews in phase one were the main data
collection source that enables identifying and formalising the factors to develop an ISRM
model in order for Saudi Arabian organisations. The second phase involved focus group
interviews that evaluated the ISRM model for further enhancements. The following sections

discuss the data collection process in detail.

3.5.3.1 Semistructured Interviews

In qualitative research, in-depth semistructured interviews are considered one of the
most important tools for data gathering (Harvey-Jordan and Long 2001; Myers and Newman
2007). They are commonly used to explore the reasons why individuals behave in a particular
way. This could be achieved by examining the experiences, understandings, and reactions of
the participants. In addition, they are utilised to generate new ideas that enhance or change

a certain practice as well as an evaluation tool (Harvey-Jordan and Long 2001).

Semistructured interviews enable researchers to identify key themes and also ask

relevant questions without a fixed sequence. Semistructured interviews utilise pre-

84



formulated questions; however, the researcher does not have to strictly adhere to them.
Questions emerge during the interview via the social interaction between interviewer and
each participant (Myers 2009). The researcher has the opportunity to ask the participants for

elaboration and clarification if an answer is unclear (Creswell 2014).

According to Galletta (2013), semistructured interviews in interpretive research can be
utilised to understand the nature of a phenomenon and to obtain knowledge regarding
processes and settings in social contexts (Galletta 2013). Semistructured interviews are
considered for uncovering concepts related to particular practitioners (Galletta 2013).
Accordingly, in the information systems discipline, semistructured interviews are
considerably appropriate, especially if research and theory are in their early formative stages.
This allows the researcher to examine the phenomenon as perceived by users, explore the
state of practice, understand the nature of the real-life processes, and conduct research in

areas in which few studies exist (Recker 2008).

Thus, semistructured interviews are an appropriate data-gathering technique of
conducting research in information security management. Accordingly, semistructured
interviews were considered as a data collection tool this research. The researcher used
semistructured interviews with open-ended questions to contextualise and enrich conceptual
propositions about ISRM in the Saudi Arabian context. The aim was to identify the main
factors that influence, constitute, and reflect information security risk management in the
large Saudi Arabian organisations context. The analysed data form the interviews in

conjunction with the reviewed literature facilitated the conceptual model development.

The semistructured interview participants were divided into two different groups of
participants, A and B, to achieve data triangulation. Data triangulation is “the process of
comparing concurrently collected qualitative findings” (Adams et al. 2015, p. 95).
Semistructured interviews were considered as a qualitative research strategy in order to
check the validity of data by converging the results from different sources of data or
respondent groups (Flick 2004; Carter et al. 2014; Adams et al. 2015). Thurmond (2001) stated
that data triangulation “increasing confidence in research data, creating innovative ways of
understanding a phenomenon, revealing unique findings, challenging or integrating theories,

and providing a clearer understanding of the problem” (p. 254). In addition, triangulation can
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be considered a “tactic for testing or confirming findings” (Miles, Huberman, and Saldafia
2014, p. 294). However, data triangulation can result in inconsistent or conflicting findings

which need to be explained as to “why” they exist (Miles, Huberman, and Saldafia 2014).

Data triangulation can be achieved by collecting of data from multiple types of samples
or population to gain different perspectives and validation of data. This includes individuals,

families, groups, and communities (Carter et al. 2014).

Group A and B participants characteristics is discussed in detail later in Section 3.5.3.3.

The objectives of the interviews were to gain an understanding of:

1. Whether or not their organisations comply with any ISRM standards

2. The reasons for ISRM standards compliance

3. The effectiveness of the ISRM standards adopted

4. Factors that influence ISRM standard effectiveness and compliance

5. Factors that could improve ISRM standard effectiveness to best fit large Saudi Arabian

organisations

In order to conduct the interviews, the researcher adhered to the following steps to

create interview protocols (Jacob and Furgerson 2012):

Research objectives and questions should guide interview questions

Develop a script for the beginning and the end of the interview

Start with basic background questions, then pose easy-to-answer questions, and move

towards more informative or controversial questions

During the interview, ask for elaboration to clarify important findings

Group A data collection phase started from November 2016 to September 2017. While
Group B data collection phase started July 2017 to March 2018.
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The process of the interviews is discussed in detail in Section 3.5.3.3.

3.5.3.2 Focus Group

A focus group is a qualitative data collection technique that is distinct from other
gualitative data collection techniques such as one-to-one interviews. It has been used for
decades in various research disciplines including marketing, health science, and
communications (Guest, Namey, and McKenna 2017). It is “a special type of group in terms
of purpose, size, composition, and procedures. The purpose of conducting a focus group is to
better understand how people feel or think about an issue, idea, product, or service” (Krueger

2015, p. 2).

Focus groups centre on the insights and personal experiences of each member of the
group in an interactive environment. Focus group members are encouraged to interact with
the moderator and, in some cases, with other members. Focus groups are used to gather

opinion (Krueger 2015; Myers 2009).

Participants are selected because they have certain characteristics in common and
experiences which relate to the topic of the focus group. The researcher creates a permissive
environment in the focus group that encourages participants to share perceptions and points
of view without pressuring participants to vote or reach consensus (Myers 2009; Krueger
2015). It can be a controlled group discussion in which the moderator must complete the
social arrangements required to produce targeted outcomes. In addition, it can be used to
determine the different perspectives of individual respondents where they are able to speak
to others, in an informal setting, about the topics introduced by the moderator (Smithson

2000).

The moderator’s role during the focus group sessions is to ask questions, keep the
conversation on track, to listen, and to encourage everyone to share their thoughts and all
types positive and negative comments (Krueger 2015; Barbour and Morgan 2017). The
moderator should identify the main factors of the study related to the participants. In
addition, the researcher should ensure an effective communication process within the focus

group for the best data quality (Barbour and Morgan 2017).
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The focus group mechanism is very useful as an exploratory method and can be used in
concept testing and evaluation. Detailed diagrams, concept descriptions, or product
prototype testing can be discussed with the focus group participants. The researcher is
allowed, therefore, to identify participants’ needs and evaluation regarding the new concept.
Accordingly, the new concept or product can be modified and updated to be more practical

(Edmunds 1999).

This research employed a focus group in order to evaluate the enhanced ISRM model
applicability and usability for large Saudi Arabian organisations by information security
experts. In addition, focus group participants provided feedback on the validity, the accuracy,
and the appropriateness of the research findings and to improve the enhanced ISRM model

(O'Connor and Gibson 2003).

Similar to the approach used in interview participant selection used in this research, the
researcher approached and recruited the focus group participants through LinkedIn and

conducted online audio focus group via the WebEx and Zoom online meeting platforms.

The researcher must ensure data saturation in order to determine the sample size. The
recommended number of focus groups for this type of research is three to four focus groups.
In addition, the recommended size for online focus group is four to six participants in each

group (Krueger 2015; Guest, Namey, and McKenna 2017; Hennink, Kaiser, and Weber 2019).

The ISRM model and key findings have been reviewed and evaluated by focus groups
that resulted in further refining of the proposed ISRM model. Focus group participants
included CIOs, IT managers, security engineers and security analysts with four to six
participants in each of the three focus groups. Focus groups data were analysed using NVivo

software.

3.5.3.3 Sampling and Participants Characteristics

A purposive sampling method was chosen to generate a heterogeneous sample in order
to obtain the maximum benefit from adopting phenomenological interpretative approach.

This enriched the diversity of exploration and facilitate the development of theory that
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reflects the nature of ISRM across different organisations and sectors (Creswell 2013).
Participant selection criteria was applied to ensure the heterogeneous purposive sampling

approach in terms of level of experience, position, and organisation sector.

According to Balter et al. (2006), the recommended number of interviews is between
five and twenty-five for a phenomenological study in order to reach data saturation.
Saturation is “the most common guiding principle to assess the adequacy of data for a
purposive sample” (Hennink, Kaiser and Weber 2019, p. 1483). It is the point where new
information generates no or little change to the researcher’s codebook in data collection and
analysis (Guest, Namey and McKenna 2017). The researcher must ensure data saturation in
order to determine the sample size. In this research, saturation was achieved after conducting
eighteen interviews with eighteen participants. The data became redundant as most of the

themes were mentioned and confirmed by more than one participant.

To prevent any industry-specific predisposition, organisations from different industries
were chosen. Eighteen interviews were conducted in both private and public sectors
organisations to collect data and achieve an understanding of the current problem. The
participants’ organisations were selected in such a way that there was at least one
organisation from private, government, and semi-government sectors. They represent
different industries including oil and gas, education, financial service, government agencies,
manufacturing, and health services as shown in Table 3-3. No organisation is named in this

research and all organisations remain anonymous throughout the research.

In this research, Group A participants are information security specialist that have been
prequalified from the top 100 companies in Saudi Arabia 2017 as per Forbes Middle East (Top
100 Listed Companies in the Arab World 2018 2018), public universities, government
agencies, and IT security vendors within Saudi Arabia. Participants included CIOs, IT managers,
security engineers, and security analysts. Those participants were individuals with specialised
insight on ISRM, and possessed the experience and perspective in information security
management that this research wishes to understand. They had a variation from five years to
more than twenty years of experience in information security field, different levels of

positions, and different organisational sectors as shown in Table 3-3 and Table 3-4.
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Table 3-3 Group A Participants Organisations Industry and their Job Roles

Participants Roles

Organisation’s Secu-rit'y Risk T
TCleny Clo CISO Specialis Manager Governance Total
t/Lead Specialist
Financial Services 1 2 3
Government Agency 1 1
Manufacturing 1 1
Education 1 1 2
Oil and Gas 1 1
Health Services 1 1
Retail 1 1
Total 1 2 4 2 1 10
Table 3-4 Group A Participants Details
Participant Job Title Years of Organisation’s
ID Experience Industry/Classification
P1 IT and Security Head 13 Manufacturing/Private Sector
P2 Head of Information 15 Financial Institute/Private
Security Sector
P3 Information Security 8 Oil and Gas/Semi-government
Specialist
P4 Senior Information Security 9 Education/Government
Specialist
P5 Information Security Advisor 15 Retail/Private sector
P6 IT Governance Specialist 5 Government Agency/Public
Sector
P7 Chief Information Security 7 Education/
Officer “CISO” Public Sector
P8 Business Continuity 12 Financial Institute/Private
Manager Sector
P9 Head Of Information 11 Financial Institute/Private
Security Risk Sector
P10 Information Security Analyst 5 Health/Public Sector

Finding an appropriate sample of experienced information security professionals was

one of the challenges of this study because of the specialised nature of the knowledge. In

order to solve this problem, the researcher utilised the LinkedIn platform, which is a

professional networking web portal, to search for verified experienced information security

professionals working in Saudi Arabian organisations and connected with them to request an
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interview. LinkedIn is a social networking website that focuses on business and professional
networking. The aim of the website is to allow members to establish networks of people
whom they know or by their qualifications (Rouse 2016, Johnson 2019). In general, LinkedIn
profiles reflect the qualifications of an individual accurately, which can be a trustworthy tool
for researchers. It is “a great source of truth if your research revolves around people who are
employed” (Krueger 2018, p. 1). The researcher utilised LinkedIn’s advanced search engine to
locate potential participants according to their job titles, work locations, education, and total
years of experience. After that, an invitation email, as shown in Appendix 3, was sent to
approach the potential participants using LinkedIn and the university email and included the

following:

e Introducing the researcher

e The research Introduction

e The interview purpose

e Interviews’ expected duration

e The willingness to carry out the interview at the convenient for the interviewee

e Assuring the interviewee’s anonymity and the privacy and confidentiality if the data

collected

In the first round, the researcher approached approximately 23 Information security
specialists who have 12 years or more of experience in the information security field or
information security risk in Saudi Arabia. A reminder email was sent to the participants to
motivate the non-respondents to indicate their intent to participate after ten days. The
researcher received only two responses. The researcher then distributed another invitation
letters through LinkedIn and via the university’s email to approximately 31 information
security specialists who had five years or more of experience in the information security field
or information security risk in Saudi Arabia. The researcher received six responses from this
outreach attempt. Other participants referred another two participants who showed interest

in participating.
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The researcher then requested participants who agreed to participate in the research
to indicate a convenient date and time to conduct the interviews. All participants provided

this data with a few rescheduling requests from some participants later on.

Before the beginning of each interview, a copy the consent form was sent to each
participant as attached in Appendix 2. Each interviewee was requested to read and sign the
consent form, thereby agreeing to participate in the interview and having it recorded. All
eighteen interviewees were positive in their responses to the interview. They shared with the

researcher their knowledge and experiences regarding ISRM in their organisations.

Ten participants were interviewed during a total of ten interviews, with each interview
lasting between 45 minutes and 75 minutes. All ten interviews conducted were single-
participant interviews. The interview script of questions was developed to guide the
interview. Therefore, deviating from the script was allowed; some participants deviated from
the script to provide additional information. Therefore, the researcher had to omit or re-

phrase questions based on the participants’ answers to previous questions.

Interviews were conducted via a university-provided online conferencing platform
called WebEx. The reason why this medium was chosen is that “with face-to-face groups, it
can be difficult to locate the participants for topics that seek specific populations” (Barbour
and Morgan 2017, p. 240). In addition, recruitment of the participants was limited by
geographic locations when searching for the appropriate participants through social network
or snowball sampling in order for them to meet in the same place (Barbour and Morgan 2017).
In addition, online interviewing ensures a high degree of anonymity in which participants are
identified by their online service names. This potentially increases openness and honesty
during focus group discussions as participants may not feel self-conscious because they are
not recognizable (Edmunds 1999). Therefore, recruiting participants online for the focus
group was considerably easier and more diverse because it provided the researcher the
advantages of the face-to-face interview without travelling to participants’ locations
(Edmunds 1999; Barbour and Morgan 2017). In this research, two interviews were conducted
via phone and the remaining sixteen interviews were conducted using WebEx online platform.
Interviews were audio-recorded with the permission from the participants using WebEx

recording tool and mobile phone voice recording to be used for transcription. Interview
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recordings were saved on the researcher’s personal computer, and a backup copy was stored
on the university backup “Research R” drive. The transcriptions were stored in both hard and

soft copy format.

At the beginning of each interview, the researcher informed the participants about the
purpose of the research for them to gain a better understanding. After that, each participant
was asked to talk about their experience and their organisation” working industry, and the
organisation’s IT structure to understand how IT security is managed within the organisation.
Next, the concept of ISRM was discussed in order to gain a common understanding of its
definition and scope. Participants were asked to define ISRM and whether or not their
organisation complies with any ISRM standards. Finally, participants were asked about factors
that could improve ISRM standards to best fit their organisations. Interview questions are
available in Appendix 4). Data collected during the interviews were audio recordings of

interviews and hand-written notes during interviews taken by the researcher.

The second group, Group B on the other hand, which involved eight participants
representing IT security and consultation service providers or information system integrators
who provide their services in Saudi Arabia. Those participants were individuals who have
provided their services to Saudi Arabian organisations and possess the experience and
perspective in information security that this research was exploring. They were a variation
from nine years to more than twenty years of experience in different levels of positions, and

they provided their services to different Saudi organisational sectors as shown in Table 3-5.

The same approach with Group B, eleven invitation letters were sent through LinkedIn
and via university’s email and personal email to IT security solution vendors, IT security
consultation services providers, or information system integrators who had ten years or more
of experience in the information security field in Saudi Arabia. The researcher received five
responses. The remaining three participants were referred by previous participants. The

characteristics of Group B participants are summarised in Table 3-5.
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Table 3-5 Group B Participants Details

Participant Job Title Years of Customers Sector/
ID Experience Classification
P11 Co-founder and Research and 17 Private/SMEs and Large
Development Manager Organisations
P12 Cybersecurity Services Vice 16 Private and Public/Large
President “VP” Organisations
P13 Network Automation and 9 Private and Public/SMEs and
Security Specialist Large Organisations
P14 Co-founder and Senior 22 Private and Public/Large
Information Security Organisations
Consultant
P15 Security Solutions Sales Team 12 Private and Public/Large
Leader Organisations
P16 IT Governance Specialist 12 Private and Public/Large
Organisations
P17 Security Solutions Consultant 10 Private and Public/Large
Organisations
P18 Security Solutions Sales 9 Private and Public/Large
Account Manager Organisations

Eight participants were interviewed for a total of eight interviews, with each interview
lasting from 20 to 55 minutes. Similar to Group A, all eight interviews conducted were single-
participant interviews and the interview script of questions were developed to guide the

interview and deviating from the script were allowed.

Figure 3.3 shows Groups A and B’s timeline in which the researcher has started
interviewing Group A and gathering initial data and then started interviewing Group B in the
same matter. This allowed the researcher to overlap the two groups for a better

understanding of the results.
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Figure 3.3 Group A and B Interviews Flow

Group B’s interview questions were altered from the main interview questions for
Group A. The reason is that Group B participants had different roles and therefore different
perspectives and points of view of the research phenomena that support the data
triangulation. Table 3-6 shows example of Group A questions and the related Group B

questions.

Table 3-6 Group A and B Related Interview Questions

Does your organisation comply with any Does your organisation comply with any

information security risk management international ISRM standards or best

(ISRM) standards or best practices? practices while implementing your systems
for your customers?

Do you have to comply with customers’
standards and policies, and procedures?

How does your organisation ensure an Do your customers do regular audit for their
adequate and appropriate level of [T systems?
information security over third parties?

Data collected from interviews are summarised and analysed afterward in Chapter 4.

95



3.5.3.4 Ethical Procedures

The nature of this research required the collection of information that security
professionals might have considered confidential because this could potentially outline their
organisation’s security procedures and measures. Participants were assured of the
confidentiality of the information they provided and the anonymity of their identity as well
as that of their organisations. Therefore, all gathered data and information were kept
confidential and have not been used for any purpose other than the scope of this research.
In addition, the participants were requested to sign a voluntary consent form that has been
approved by Curtin University’s Ethics Committee. For future research requests, all gathered

documents and data are securely locked in Curtin University's (R) drive.

The interview and focus group questions and protocols were examined and approved
by the Curtin University Ethics Committee. The researcher informed the participants of their
rights at the beginning of each interview as well as the information in the consent form. It
was explained that their participation was voluntary and they had the right to withdraw from
the research at any point during the interview without the need to explain the reason (see
Appendix 1 and Appendix 4). The researcher’s contact information and that of his supervisors

were provided to the participants in case clarification was required.

3.5.4 Research Quality

In order to maintain the quality of this research, validity and reliability must be ensured
(Creswell and Poth 2018). Golafshani (2003) stated that “trustworthiness of a research report

lies at the heart of issues conventionally discussed as validity and reliability” (p. 601).

3.5.4.1 Validity

Unlike exploratory studies, validity is applicable to the explanatory studies of the
semistructured interviews (Yin 2003). It ensures that the correct measures for the research
concepts are utilised by using various data sources, individuals, and/or revisions. It is also very

important to the research’s trustworthiness.
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In this research, validity is achieved through data triangulation. In this regard, Creswell

and Poth (2018) highlighted that:

In triangulation, researchers make use of multiple and different sources, methods,
investigators, and theories to provide corroborating evidence. Typically, this process
involves corroborating evidence from different sources to shed light on a theme or
perspective. When qualitative researchers locate evidence to document a code or
theme in different sources of data, they are triangulating information and providing

validity to their findings. (p. 260)

To achieve triangulation, the researcher considered two different groups, A and B, for
the semistructured interviews as described in section 3.5.3.1. Both groups’ participants were
experts in information security field and involved in security programmes from different Saudi
Arabian organisations. However, they look at the problems from different angles. By doing
so, the researcher enhanced the validity of the research, provided further interpretation of
the research findings, and reduced the risk that the conclusions reflected limitations or biases
of a single or specific source. In addition, it provided a broader understanding of the subject

in its context.

In addition to triangulation, the researcher verified the data through the participants’
feedback. Upon the completion of the interview, each participant had the opportunity to

review their interview content in order to address any concern.

Finally, participants were provided an assurance of confidentiality and anonymity in
which it would not be possible for anyone other than the researcher to identify the
participants or their organisations. By doing that, participants were able to discuss their

organisations’ information security matters in a candid manner.

3.5.4.2 Reliability

Research reliability is the extent to which the research is consistent and stable and the
output can be repeated in ways that results in the same output each time the research is

repeated in the same framework, with the same population samples, and with the same
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methods (Yin 2003; Creswell and Poth 2018). The reliability of data in the research is ensured

by means of the following:

e Theresearch design and processes and its implementation are explained in detail. This

allows the research to be repeated to provide a similar result.

e The semistructured interview protocol was developed to ensure the reliability of the
data gathered. The consistent use of the same interview protocol across all
participants assists in providing consistency of data collection, thus increasing the

reliability.

e All interviews were conducted in English after ensuring that all participants were

fluent in the English language to minimise translation errors.

e Continuously comparing data to extract meanings and checking themes after each

interview.

e Each interview was recorded, transcribed, and reviewed by the researcher. All
interview recordings, transcriptions, and notes were stored in university’s database as

per the data management plan.

3.6 Data Analysis

Saldafia (2015) stated that analysis is “the search of patterns in data and for ideas that
help explain why those patterns are there in the first place” (p. 8). Thus, data analysis involves
preparing and organizing collected data, reducing the data into themes and categories
through the coding process, and representing the results in a discussion, tables, and/or figures

(Creswell and Poth 2018).

The data collected from the semistructured interviews were analysed to identify the
main factors that influence, constitute, and reflect ISRM in the Saudi Arabian large
organisation that contributed to the developed ISRM model in order to improve the
information security posture in large Saudi Arabian organisations, to build the theory, and to

identify gaps. Conversely, data from the focus group data collection phase were analysed to
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enhance and confirm the developed ISRM model for Saudi organisations. Figure 3.4 illustrates

the process of the data analysis adopted from Akinyode and Khan (2018).

Figure 3.4 Interview Analysis Process

Source: (Akinyode and Khan 2018)

The data collected in this research were analysed using content analysis approach.
Content analysis is “a research technique for making replicable and valid inferences from texts
(or other meaningful matter) to the contexts of their use” (Krippendorff 2018, p. 24). The
researchers are able to study human behaviour through an analysis of their communications
(Krippendorff 2018). Content analysis for qualitative data is an iterative process through
which patterns and trends emerge (Strauss 1987). It enables researchers to analyse
unstructured data for their meaning, qualities and expressive content in its original context
and to move between the developed themes and the data collection that may guide the
collection of data towards more useful information that address the research questions
(Krippendorff 2018). Data were analysed by classifying or coding data into categories. Saldafia
(2015) stated that qualitative research code is a word or short phrase that summarises,
captures, and/or expresses attributes for a specific part of visual or language based data.
Coding is a method that enables the researcher to organise and group similar data that may
share similar characteristics (Saldafia 2015). Coding is also defined as categorical indexing

(Mason 2017).

Figure 3.5, adopted from Krippendorff (2018), shows how the researcher drew
distinctions within the collected data from the interviews and apply the content analysis to
each interview individually to answer research questions. After that, the next step was to
compare inferences drawn from texts for all interviews for each research question that

yielded a conclusion (Krippendorff 2018).
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Source: (Krippendorff 2018)

Each interview audio file was transcribed into text. After that, the researcher started
the analysis process by listening to audio tapes and highlighting key elements for each
interview in the interview transcription document. Thereafter, the transcribed text was coded
using an iterative process that involved revisiting the categories and linking data to the
research questions. Structural coding method by Saldafia (2015) was adopted to carry on
coding for each interview. The structural coding method “applies a content-based or
conceptual phrase representing a topic of inquiry to a segment of data that relates to a
specific research question used to frame the interview” (Saldafia 2015, p. 130). The

researcher utilised NVivo12 Pro to code the data under their categories.

Thirty-eight initial categories were created based on the coded data, which were linked
to related research questions. Some data were coded into more than one relevant category
if there seem to provide multiple and related ideas. The next step was developing themes
according to the pre-defined categories. Saldafia (2015) stated that theme is the resulting set
of elements from the data coding, categorising, and analysis. It guides to the development of
theory when themes can be clustered together (Saldafia 2015). In order to allow the
development of new themes, data and created themes were repeatedly reviewed and

compared. This process was applied to each interview group.
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The final stage was the cross analysis of both Groups A and B. Similar themes were
combined and new themes merged in case of conflicts. After that, the researcher analysed
the updated themes to achieve data triangulation. This resulted in the key findings of the

research.

3.6.1 Ethical Considerations

Participants are the key data source in qualitative research. Thus, the treatment of the
participants is a crucial issue. Consequently, ethical considerations become more important
in qualitative research. Researchers should safeguard their participants against any damage
and loss and strive to maintain their emotional well-being and dignity (Hossain 2011; Creswell
2014). The following basic ethical considerations apply to the treatment of this research

participants in this study:

e Informed consent: Before information collection takes place, the researcher should
guarantee that participants are clearly aware of the research process and give their

permission to be part of it.

e No deception: Participant deception must be prevented entirely. The only reason for
the deception is when there is no other way to address the research question and the

research's prospective advantage far exceeds the respondents’ risk.

e Right to withdraw: The researcher must ensure that participants are free to withdraw

without fear of being penalised during data collection.

e Confidentiality: The researcher should keep all information and data obtained about

the participants during the study completely confidential (Hossain 2011).

3.7 Limitations

Because of the nature of the research of information security, most participants were
not open to discussing their security issues in a candid manner. The research designed the
research question to be general security question that did not request exposure of any

sensitive or confidential data of the participants’ organisations.
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3.8 Summary

This chapter examined and described the methodological approach and the design
employed by the researcher to conduct this research. It discussed the research approach,
research design, and the justification for the research approach design employed. In addition,
the participants’ sampling technique and data collection process were clarified. Finally, the

methods of the data analysis and the processing of each data group were discussed in detail.

The next chapter presents the findings of the phase one data collection, the
semistructured interviews, and analysis of the data that led to the development of the

enhanced ISRM model.
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CHAPTER 4. RESEARCH FINDINGS

4.1 Introduction

The previous chapter covered a range of research approaches and paradigms and
explained in details the methodology adopted for this research. This chapter discusses the
research findings from an interpretive, qualitative study that was conducted by interviewing
participants who have been involved in ISRM activities in their organisation throughout their
careers by presenting the phase one data, semistructured interviews, and analysing the
collected data using thematic coding. In addition, it presents the ISRM implementation
challenges, ISRM standards compliance, and factors that were incorporated to the initial ISRM

model that resulted in the enhanced ISRM model.

4.2 Main Findings

All participants were asked the same questions and were encouraged to discuss their
experiences, views, and opinions through open-ended questions. According to Weller et al.
(2018), open-ended questions “explore topics in depth, to understand processes, and to
identify potential causes of observed correlations” (p. 2). It allows participants to provide

details necessary to understand the phenomenon.

To achieve data triangulation, the semistructured interview participants were divided
into two different group of participants, A and B. Group A participants were information
security specialists who were prequalified from the top 100 companies in Saudi Arabia 2018,
while Group B participants represented IT security and consultation service providers or

information system integrators who provide their services in Saudi Arabia.

Group A Data Analysis

The respondents from Group A were asked 22 questions, as shown in Appendix 4,
which were divided into five categories. The categories into which questions were divided

included:
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e Demographics questions

e Information security team structure

e |SRM standards compliance

e Factors influencing ISRM standards effectiveness

e Factors improving ISRM standards to best fit Saudi organisations

4.3 Demographics Questions

The data collected from participants that related to demographics included their
gender, experience, organisation type and industry, and their job title. All the participants
were males, except one female participant, with five to 15 years of experience in the
information security field as shown in Table 3-4 in previous chapter. This information allowed

the researcher to determine their appropriateness for being an interview participant.

4.4 Information Security Team

Another set of information collected from respondents which related to information
security team members number, to whom they report, and the actual organisation size is

presented in Table 4-1.

It is clear that the oil and gas organisation has the highest number of information
security team members. Following these organisations are education and financial institutes,
III

where the least number of information security team members is the private “non-financia

sector.

Moreover, it indicated that financial institutes have more dedicated information
security team members per organisation size compared to other sectors, while the least
number of information security team members per organisation size is the non-financial

private sector. Examples of participants answers as shown below:
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“Security is outside the I.T department its independent function and
independent department almost 8” P2

“My department which is related to any operational security things.
We have more than 200 people” P3

It can be seen that the information security teams in financial institutes as well as oil
and gas report to the chief of information security officer (CISO), while other government
agencies, educational, and private sector information security teams report to their IT
manager or head. There is one exception for one government agency where the information
security team reported to the CISO. This particular government agency is a financial
government agency. It is clear that financial institutes, including government financial
agencies, are more mature in terms of information security team structure because they have
a dependant information security department that is managed by an information security
head. This would provide direct access to leaderships and decision-makers, resulting in
management support, aligning information security initiatives with business objectives and

programs, and less conflicts of interest with IT team.
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Table 4-1 Information Security Team Members

Number of  Reporting Organisations Organisation’s
Participant = Information to Size Industry/Classification
ID Security Team
Members
P1 1 IT Head 5,000 Manufacturing/Private
Sector
P2 8 CISO 2,000 Financial Institute/Private
Sector
P3 200 CIsO 65,000 Oil and Gas/Semi-
government
P4 4 ClO 10,000 Education/
Public Sector
P5 0 - 5,000 Retail/Private sector
P6 8 IT 3,000 Government
Security Agency/Public Sector
Head
P7 14 Clo 10,000 Education/
Public Sector
P8 6 CISO 1,000 Financial Institute/Private
Sector
P9 11 CISO 2,000 Financial Institute/Private
Sector
P10 8 IT 12,000 Health/Public Sector
Manager

4.5 ISRM Practices in Saudi Arabian Organisations

The researcher began the interviews by asking the participants several general

qguestions regarding their perspective and experience about ISRM that include:

e Their understanding of ISRM

e Whether their organisation complies with any ISRM standards

e Whether their organisation is ISRM certified

e |SRM standards effectiveness

Each participant defined ISRM from a different angle; however, all of them made almost

the same point that show their understanding and knowledge about ISRM. For example, P1
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stated that:

“Identifying your assets, identifying your data, the most important
data you have. Categorizing that data, knowing what it is, where it moves
and the threats, identifying the threats to each of your assets holding your

system's data” P1

Similarly, P2 related:

“Is a cycle to start identifying your risk, create risk register so You
start and identify the risk then you of course information security risk. Then
you have to do the risk assessment exercise and you have to come up with
risk treatment plan” P2

Also, P3 said:

“It is the way of assisting the environment, the periodically
assessment of the environment, and identify the threats that can’t be
removed or it is not acceptable. It is not in the acceptable level. And
identify the impact and the weaknesses, and probability of it, and then
treat the stress until it is accepted, and decrease the impact as much as
possible” P3

It is clear that all of the participants have had sufficient ISRM and information security-
related experience throughout their working life. This information allowed the researcher to
determine their appropriateness for being interview participants. Therefore, from the
information provided in this section and in Section4.3 the selected sample, phase one

participants, appear to have relevant experience to this research.

4.5.1 ISRM Standards Compliance

In responses to questions 7 and 8 with regard to complying with ISRM standards and
ISRM certified, the data revealed that most of the organisations comply with one or more of
different international ISRM standards or best practices such as 1ISO27001, NIST, COBIT, ITIL

and PCl. For example, P2 and P4 stated that:

“NIST in one of the things we are using” P2
“Yes, we comply with 1SO27001/2013” P4

Other participants declared that they comply with more than one ISRM standards as
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indicated by P1 and P6:

“Yes. It's a mix of ISO and COBIT and ITIL” P1

“Yes, we do have an international best practice with us, and we do
rely on our rules and regulations... We do not follow an independent
module function, we follow both” P6

“Actually, we have to comply with many standards across the
international or regulation here in Saudi Arabia, so we have to follow PCl,
ISO. So, PCl, it’s focused about the governance, documents, such as policy,

security risk, like that and we have to follow also the international
standards” P8

Table 4-2 provides an overview of ISRM standards and best practices compliance as
well as whether they are certified or not. It is apparent from this table that nine out of ten of
the organisations comply with one or more ISRM international standard and best practices.
Moreover, seven out of those who comply with ISRM standards and best practices are ISRM
certified. Closer inspection of the table shows financial institutes are the ones who are indeed

concerned about ISRM compliance with at least two or more ISRM standards and being

certified by two standards.
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Table 4-2 ISRM Standards Compliance and Certification

Participant ISRM Standard ISRM Standard Certified Organisation’s
ID Compliance Industry/Classification
P1 Yes 1ISO27001 No - Manufacturing/Private
COBIT Sector
ITIL
P2 Yes 1ISO27001 Yes 1SO27001 Financial
PCI PCI Institute/Private
NIST Sector
COBIT
P3 Yes 1ISO27001 Yes 1ISO27001 Oil and Gas/Semi-
PCI government
P4 Yes 1ISO27001 Yes 1ISO27001 Education/
Public Sector
P5 No - No - Retail/Private Sector
P6 Yes 1ISO27001 No - Government Agency/
Public Sector
P7 Yes 1ISO27001 Yes 1ISO27001 Education/
Public Sector
P8 Yes 1ISO27001 Yes 1ISO27001 Financial
PCI PCI Institute/Private
Sector
P9 Yes 1ISO27001 Yes 1ISO27001 Financial
PCI PCI Institute/Private
Sector
P10 Yes ISO 27001 Yes 1ISO27001 Health/Public Sector

Interestingly, only one participant declared that his organisation, one in the private

sector, do not comply with any ISRM standards:

“In fact, we don’t have anything as of now. As | did mention, since | am the
IT auditor as well for this company, so | am deriving the security aspect to
start with” P5

Finally, what stands out in Error! Reference source not found. is that ISO27001 isthe d
ominant ISRM standard as all of the nine organisations comply with ISO27001, or it is amongst
the standards they comply with.

4.5.2 Selecting Applicable ISRM Standard

Answers to question number 8 regarding the reasons of selecting ISRM standards to

comply with showed different attitudes. The data indicated that there are many reasons for
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selecting the applicable ISRM standard as revealed by participants when they were asked why
they comply with certain ISRM standard, among others. For example, participant 2 stated that
ISO27001 standard was selected because it is well documented and easy to manage in its

implementation, while other standards are more technical:

“The beauty of ISO is that's its more focus on the documentation, so
you have to build this documentation you have to make your organisation
a bossy driven organisation.... The other standards is more technical
standards or let's say, mainly focus more on technical operation” P2

Another participant reported that decision was driven by the availability of the ISRM
standard consultation services, support, and popularity, which are the main reasons of

selecting the right ISRM standard:

“At first you can see the market, the companies who provide services,
ISO 27001 is very popular. A lot of consultation you can get. It’s effective”
P8

One participant declared that the selection of the ISRM standards was based on the

nature of work and culture, as stated by participant 9:

“A committee combined between the business and the risk team
decide based on the nature of work, the nature of culture and the country”
P9

Participant 6 revealed that a third-party consultant was assigned to select and

implement the ISRM standard:

“I don’t know, many years ago there was a consultant who
implemented this methodology” P6

Other participants revealed that they follow their organisation policy that has been

set earlier and cannot be changed, as stated by participants 1 and 10:

“This was part of the whole IT policy. The whole IT policy was meant
on these standards” P1

“It's a standard that we have to follow” P10

In summary, the data show a lack of proper methodology for selecting the applicable
ISRM standard for most of the organisations. Almost each organisation has its own

methodology, if any, to select an ISRM standard. Only one organisation considers the nature
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of business and culture when selecting the ISRM standard. Another organisation focussed on
the standard documentation, and another is driven by the market regardless of the

appropriateness of the standard.

4.5.3 ISRM Standards Effectiveness

The data from the interviews showed that most of the organisations comply with one
or more international ISRM standards and some of which are ISRM certified as well. Table 4-3
shows that two participants indicated that complying with international ISRM standards are
effective and improve their organisations’ information security posture because it provides
guidelines which cover all risks and manage resources, budget, time, and effort as related by

P2:

“I think it's effective because gives you the time to focus more, you
know you cannot you will not be able to cover all risk from the
organisation or security threats in the organisation. So, we have to
manage your resources your efforts your time, your budget, you
management support. So going with the risk-based approach or risk
management approach, it helps a lot to focus more prioritising risk and to
maintain these lists and update it in regular basis. So, it helps to utilise
your resources, budgets, your time, your effort in the right direction” P2

Three participants emphasised that the international ISRM standards are not effective
and have limitations. For example, P7 argued that cultural differences influence ISRM
effectiveness, and P4 indicated that it is not effective because the management is only

concerned about being ISRM certified:

“Well, I would say still the culture is not the same, so | cannot see the
value for that... | would say it’s helping out a little bit but it’s not that
much.” P7

“Not effective at all to be honest... | feel like they just want to get the
certificate, they get it and that's it” P4

The remaining four participants stated that complying with the international ISRM
standards is partially effective; for example, one participant indicated that complying with

any standards is better than non-compliance with any, as stated by participant P1:

“Any known credited framework is better than having none” P1
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Another reason of the limitation of effectiveness of the international ISRM standards

is its generic purpose of use as indicated by P9:

“Global standards usually talks generally about general
organisation” P9

Table 4-3 ISRM Standards Effectiveness

Participant Effective Partially Not Certification Organisation’s
ID Effective Effective Industry/Classification
P1 Vv - Manufacturing/Private Sector
P2 \'i 1ISO27001 Financial Institute/Private
PCI Sector
P3 v 15027001 Oil and Gas/Semi-
government
P4 v 1SO27001 Education/
Public Sector
P5 - - - - Retail/Private Sector
P6 Vv = Government Agency/Public
Sector
P7 v 1SO27001 Education/
Public Sector
P8 v 1ISO27001 Financial Institute/Private
Sector
P9 Vv PCI Financial Institute/Private
Sector
P10 Vv 1ISO27001 Health/Public Sector

Table 4-3 shows that the only two organisations who agree that the international ISRM
standards they comply with are effective are financial institutes. On the other hand, the three
organisations who do not see the value of the international ISRM standards and believe that
they are not effective are mainly public sector. Two of these three organisations are
educational institutes, namely universities, and the other is a health institute, namely a
hospital. The remaining four organisations agree that the international ISRM standards they
comply with are partially effective. Three out of four organisations are classified as being in

the private sector.

In summary, nine out of ten organisations comply with one or more ISRM standards
with six organisations being ISRM certified. The most commonly adopted ISRM standard is
ISO27001 as all of the nine organisations comply with the standard solely, or it is one of the
ISRM standards that they comply with. Also, seven out of nine organisations are ISRM certified

where 1S027001 is the most common certification. Finally, only two participants agree with
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the value and effectiveness of the international ISRM standards, whereas the remaining

participants either they partially agree or entirely disagree.

4.6 Factors Influencing the Effectiveness of ISRM Standards

In seeking to investigate the factors influencing the effectiveness of ISRM in Saudi
organisations, this section presents the participants’ feedback on the ISRM standards
contributing factors to ascertain whether these factors influence the effectiveness of ISRM
standards. From the literature, it was clear that ISRM standards are generalised and not
regionally specific, which make them less effective (Al-Ahmad and Mohammad 2012; Al-
Ahmad and Mohammad 2013; Flores, Antonsen, and Ekstedt 2014). P9 confirmed that

international ISRM standards are generic and there are factors influencing its effectiveness:

“Global standards usually talks generally about general
organisation.... The most important factor that | usually see in order for me
to implement any framework is to understand with whom I’'m working” P9

Therefore, understanding the context of Saudi organisations business is crucial to

develop an effective ISRM model.

4.6.1 People

4.6.1.1 National Cultural

From the interviews, the researcher observed that most of the participants agreed
that national culture has direct influence on the effectiveness of ISRM. The data show there
were different views regarding the national culture contribution to the successful of ISRM.
For example, most of the participants agree that it is a major factor influencing the
information security in Saudi organisations. This is illustrated by the following participant’s

comments answering whether Saudi culture influences ISRM effectiveness:

“I think culture impacts a lot on the environment; | have worked in
different entities within Saudi Arabia, culture within the organisation
makes a big difference. So, culture is important... Because we have certain
set of culture, mentality, bureaucratic culture” P2
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Moreover, national culture has been linked to employees’ behaviour and attitudes such

as trust that may negatively influence organisations’ information security, as commented by

P5:

“Yes, very much. I’d say the first thing is the trust. A little bit which is
nice. You trust people which is very nice but right now we are dealing with
someone whom we don’t know at all... but in Saudi Culture mainly
micromanagement, following up closely what is happening, so, | think that
is also sometimes blocks it” P5

The comment below illustrates that culture must be considered while managing

information security risks because cultural differences may cause major conflicts in processing

simple work tasks such as privacy control.

“The view and opinion about the privacy is defer from culture to
another. So, when | consider so for example, let’s say in Saudi, women
consider their pictures very private things for them while other team
member from another nationality or another culture, they didn’t consider
it as a very critical or very sensitive” P7

“It’s not indirect... it has direct effect... We are behind the world. We
are behind the world.... we know the culture and we know the global
standards” P9

“Actually, yes, | agree with you... they don’t care about the rules,
about awareness...” P10

As discussed in Section 2.9, management theories and practices are culture-bound;
therefore, management practices are not necessarily applicable to Saudi culture. P9
confirmed that due to the cultural difference, the international information security
standards cannot provide a comprehensive solution for all security risk-related issues,

resulting in a culturally modified standard as expressed in his comments below:

“.. based on the global security framework, they say that it is the
responsibility of the employee not to print screen something confidential,
but with Saudi culture this is wrong. Usually, people rely at their work
using print screens, so for them, it’s a low risk; for us, it’s critical. That’s
why we disable that in Saudi Arabia” P9

“The password complicity. In the global framework, usually, the
password complicity contain special characters, capital letters, the small
letters, numbers, minimum of 12 characters password which has to be
changed every 3 months. In Saudi Arabia this is not practical because
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people don’t memorise their password, so in order for us to comply with
this, we have to use the level of complexity but we add another encryption
methodology which is the OTP, one-time-password. So, okay, I’'m going to
give you a space which you will view the password but also, I’d force you to
follow the one-time-password, which is the password that will come to
your mobile device” P9

Only one participant, however, did not see a direct impact of Saudi culture in ISRM

effectiveness when they were asked whether culture has direct impact on ISRM effectiveness:

“No, | don’t think...” P6

In summary, the data indicated that cultural factors influencing the effectiveness of
ISRM standards in Saudi organisations were supported by 90 per cent of the participants.
Some argued that it is the main factor that affects information security in Saudi organisations.
Other participants agreed that it is one of the factors that affect information security in Saudi

organisations.

4.6.1.2 Management Support

Table 4-4 below illustrates that 70 percent of the participants considered
management support as an information security issue. Top, or upper, management was cited
approximately 39 times throughout the interviews. Participants stressed that management
support is essential when it comes to successful ISRM as indicated by the participant

comments below:

“Top Management in all enterprises need to know the value of
having a proper information security risk framework and investing in the
correct people and technologies to achieve these goals” P1

“The most important thing is management commitment and top
management support” P7

“Getting support from top management, that’s it” P8
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Table 4-4 Management Support

Lack of Management Organisation’s
Participant Support Industry/Classification

ID

P1 Yes Manufacturing/Private Sector

P2 No Financial Institute/Private
Sector

P3 No Oil and Gas/Semi-government

P4 Yes Education/Public Sector

P5 Yes Retail/Private sector

P6 Yes Government Agency/Public
Sector

P7 Yes Education/Public Sector

P8 Yes Financial Institute/Private
Sector

P9 Yes Financial Institute/Private
Sector

P10 No Health/Public Sector

The data indicated that top-down approach is the key for the successfulness of ISRM

implementation, as stated by P5:

“Spread the knowledge by getting the buying from the top
management. Tell them what is important; what is critical for an
organisation. The top-down approach is very important” P5

It is clear that the high level of management support would facilitate a proper
investment in people and technologies, resulting in an improved information security

posture.

One participant considered top managements’ mindset is very critical because it
directly influences their view regarding critical decisions. For example, if the top management
have a certain beliefs, it is difficult to convince them to invest in information security because

they do not see the value of such investment, as explained by P5:

“So, if | have a mindset that | am running a business for the last 80
years and it is doing well, why should | complicate my process? So,
basically, no one is able to sell that idea” P5

P4 stated that top management tends to comply with certain information security

standards for the purpose of having the compliance certificate and to be the first certified
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university in Saudi Arabia. They are not concerned about the real outcome of the compliance
and whether the organisation has really improved its information security posture, as stated

by P4:

“They want to be certified, we want to be one of the first certified
universities” P4

P4 added that management do not give information security the appropriate attention
or priority, which may lead to incorrect investment decisions resulting in a tremendous

shortage in information security professionals in the organisation:

“We need more than 10 or 20 people to work in a security
environment. The limitation of some management they don’t take care
much about security” P4

It was emphasised that management considers business operation over security,
regardless of the severity of the risk they might be exposed. Moreover, realising the need for
information security by the management and understanding its important was indicated as a

major issue, as expressed by P5 and P7:

“The first thing, the biggest risk, to any organisation across Saudi
Arabia is realising that information security is a need. | think that’s the
biggest risk... So, the sense of knowledge has to come in, the sense and

urgency has to come in, and people have to realise that we need to make
sure we are there to security practices” P5

“Well, they don’t consider the threats... the new risk events that’s
going on in the cyber, so they didn’t consider it as very critical for them. So,
they consider the operation more than security” P7

One participant declared that management do not see the value of managing
organisations’ security risk, and, more importantly, the management considers the risk

management practices as a stumbling block that hinders the business as stated by P9:

“The management and the business, usually pushes back when we
come to identify risk with them, because again as | say, they always look at
us as a show stopper. Whenever we come to them, they think that they we

are trying to make their work complicated” P9

Moreover, the data show that the management reactive actions related to

information security instead of proactive actions is a major concern in Saudi organisations.
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Some participants believed that the management take an action only if something happens,

as commented by P1, 4, and 5:

“They're mostly reactive. If something comes up in the news, then it
becomes a concern” P1

“They are reactive for example unless something happens, they don't
see the value” P4

“These are all the basically firefighting issues” P5

Reactive managers have greater likelihood of making costly mistakes because they
react after a crisis occurs (Proactive Vs Reactive Task Management 2020). A reactive mindset
which ignores warnings and dangers could produce severe consequences for the competitive
status of the business. It has been found that proactive information security investments are
more effective at reducing security failures than reactive investments (Kwon and Johnson
2011). Thus, a management with a reactive mindset toward developing a strategic

information security program could lead the organisation to catastrophic consequences.

On the other hand, a few participants indicated that top management are becoming

more supportive especially in the recent years as shown in the comments below:

“I think in the last years, the top management become more
supportive in terms of information security project and information
security initiatives. So, they are more supportive” P6

“So, we have also the buy in and the commitment from the
management” P2

In summary, the data indicated that top management support is vital for the success
of ISRM implementation in Saudi organisations. It was revealed that top management do not
consider information security to be a priority when it comes to planning and investment for
the favour of operations. Further, it was concurred that top management’s proactive mindset
and behaviour is vital for an effective ISRM resulting in improved information security posture
for the organisation. In addition, understanding the value of the risk management of
information systems by top management is the key to a top-down approach for successful

information security management.
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4.6.1.3 Education and Training

The data showed that 70 percent of participants emphasised that there is a serious
shortage in specialists, experts, and highly qualified ISRM Saudi professionals as expressed by

the participants:

“We don't have expertise... one of the main issues that I’'ve seen in
this company or other companies... once they found any risk in the
company, they don't find the solution to mitigate the issue... we don't have
that expertise” P3

“Still there is a lack of the human resource coming into the IT
security” P5

“And you can see that a lot of non-Saudi work in information
security, because of the lack of resources” P6

“The problem is the lack of information security specialist” P7
“A very few people in Saudi, they know risk management” P8

It was indicated that the most challenging step in ISRM implementation in Saudi
organisations is finding skilled information security risk professionals who are able to perform
the ISRM tasks. The data also showed that this problem has become serious because they are

required to hire Saudi nationals in information security positions in most Saudi organisations:

“To find the right experienced and eligible guy to conduct that risk
assessment. Once you have this this kind of resource or qualified resource
you would be able to complete the cycle smoothly” P2

“It is not allowed to hire non-Saudis specialty in security division” P10

P4 stressed that his organisation needs at least 10 more information security specialists
in order to cover the shortage. Referring to Table 4-1, P4 organisation information security

team are 4 members; therefore, they need to increase the team by at least 250 percent:

“We need more than 10 or 20 people to work in a security

environment” P4

It was argued that the reason of the shortage in Saudi national information security

and risk management specialists is the unavailability of information security and risk
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management-related educational programs as expressed by the following comments:

“We should have proper education and awareness, then you can

have a successful project” P1

“First of all, maybe we don’t have in our universities or an education
here, of course, it’s about risk management. We don’t have that sort of
thing” P8
P6 revealed that the lack of specialised information security and risk management

training centres is another reason for the shortage information security and risk management

specialists as noted by the following comment:

“There is no master’s degree in information security, there is no
bachelor degree in information security. Even training, you cannot find
adequate training centres” P6

It can be understood from P7’s comment that the lack of the risk management
education could contribute to the lack of understanding of ISRM processes resulting in

hindering the risk management tasks progress.

“Well, the lack of understanding, the value of risk assessment... they
don’t have some knowledge in risk assessment, they don’t understand it”
P7

The data revealed that top management’s lack understanding of the importance of
the risk management education value, which affects the success of ISRM projects as stated

by P1 below:

“I think the most important thing is education, top management and
all enterprises need to know the value of having a proper information
security risk framework. If it comes from top with upper chain
management with proper education and awareness, then you can have a
successful project” P1

Moreover, misunderstanding risk, which can be related to the lack of education, was
repeatedly mentioned by some participants. P6 emphasised that employees as well as some
managers do not understand risk and its importance for the organisations. It was confirmed
by P8 and P7 that the risk management concept is misunderstood. Further, it was highlighted

that some employees would think that risk is something harmful, and therefore they try to
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avoid dealing with any risk tasks. It also indicated that there is a common misconception that
risk management is the risk department or IT responsibility. This is probably a consequence

of the lack of education:

“You know, when you come up with those ideas... even the
management will not understand why you are doing that” P6

“They don’t know what risk is... People doesn’t understand what risk
is. They think risk is something bad...They don’t want to spend money for
risk management... Risk management is the responsibility by everybody,

not by risk department or security department alone” P8

“It is the understanding of the people, so the culture, the employee
culture is still not mature to understand risk assessment and to analyse
risk” P7
The data indicated that that the risk rating task is quite challenging. Risk ratings are
typically used to evaluate the likely impact of an event on an organisation’s critical data and
also be used as part of the decision-making process. The data revealed that the process of
assigning a risk rating by the risk owners lacks realistic reasoning due to the lack of risk
management needed skills. It was indicated that the consequences of the improper risk rating
of the data assets could negatively affect the risk management activities. For example, some
of the risk owners who are involved in assessing their data assets risks believe that all of their
data assets are very critical and therefore they do not provide the actual risk value by scoring

their data assets with a high rate while in reality they are not, as stated by P7 below:

“Well... people there don't understand let’s say qualitative risk. The
issue is they don’t see numbers between safe values, so they thought that
it is hard to convert it to numbers. So, one of issues we face if we ask, let’s
get a value or classify your assets based on criticality and the integrity and
ability... they always say their systems or their assets or data they consider
it always 5, 5, 5... five for confidentially, five for integrity, five for criticality.

So, while we as security governance we thought that this is very critical
since we experience that, we have on good knowledge, so we thought that
this is not the real value. So, every asset owner see his asset as very critical

and very confidential and very sensitive” P7

Another example of improper risk rating due to lack of risk management skills is

expressed by the following comments:

“If I see one of the machines try to spread some virus over the network...
So, we do not we have the equipment that can rate the level of risk so we
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rate based in our experience” P4

“The other challenge its during risk rating and acceptance from the risk
owner because you sometimes come up with certain risk and if there is a
disagreement with the risk owner it would be hard you know to do the risk
rating and to implement that recommended risk control” P2

Moreover, the data shows that unrealistic risk management assumptions and decisions

could be due to the lack of risk management skills as indicated by the following comments:

“Some companies are afraid of taking risks because they don't want to be
exposed to the outside” P3

“These people who have been working for the company for the past
two or three decades, they are hesitant to move to a different technology
or they are hesitant to implement the controls?” P5

It is clear that the lack of proper training and education seems to contribute to this

issue. This is true for all level of employees as expressed by P7:

“Although we have employees from different education background
let’s say the from a technician up to a professor, let’s say, they’re always
involved in informed risk assessment and we don’t have some knowledge

in risk assessment, they don’t understand it” P7

One participant suggested that culture could be the reason for lack of risk

management practices understanding as indicated by P7 below:

“The employee culture is still not mature to understand risk
assessment and to analyse risk” P7

In summary, the data revealed that the shortage of information security and risk
management specialists due to the lack of educational programs in information security and
risk management. It was indicated that all sectors encounter this problem. Proper education
programs seem to be the solution to overcome the shortage of Saudi of information security

and risk management specialists.

4.6.1.4 Ethical Culture

There were some participants who indicated that unethical behaviour can be a factor
that influences ISRM effectiveness in Saudi organisations. Unethical behaviour can be related

to ethical culture (Kaptein 2011). Ethical culture is defined as the characteristics that stimulate
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employee’s ethical conduct (Riivari et al. 2012). It is considered “an important if not the most
important component of the organisational context to account for unethical behaviour”
(Kaptein 2011, p. 844).

One participant reported that some employees are not responsible when dealing with
confidential data and may perform unethical behaviour. For example, some employees
misuse confidential data by taking a screenshot or printing a screen displaying confidential
data and then sharing this data with others. The participant indicated that the only solution
for this behaviour is to disable the screenshot feature on the organisation’s computers as

commented below:

“In a global low, print screen is something normal, everybody can do
that... In Saudi Arabia, a huge number of information leakage come from
the print screen, so based on the global security framework, they say that

it is the responsibility of the employee not to print screen something
confidential, but with Saudi culture this is wrong. Usually, people rely at
their work using print screens, so for them it’s a low risk, for us it’s critical.
That’s why we disable that in Saudi Arabia” P9

Another participant indicated that behaviour related to privacy is a concern in his
organisation. The participant claimed that some employees could intentionally access

business related data for personal purposes as stated by P8:

“Privacy is an issue when it comes to users behaviour, some are not
really aware of the data privacy... they access data for personal purposes...
this is a serious issue to be honest” P8

These results suggest that unethical behaviours could contribute ineffectiveness of
the ISRM. It was suggested that imposing new controls such as blocking screenshot feature is

one of the solutions to this behaviour.

4.6.2 Process

4.6.2.1 Information Technology Audit

Table 4-5 illustrates participant’s response regarding information technology audit.
That data indicated that the majority, or ninety percent, of the organisations perform

information security audit on their IT systems to assess the effectiveness of the existing

123



information security measures and to identify potential risks.

Participant
ID
P1
P2
P3

P4
P5

P6

P7
P8

P9

P10

Only one participant stated that his organisations do not perform information

technology audit although they conduct other audit practices such the financial audit as

stated by P1:

Table 4-5 Information Technology Audit

Information
systems Audit
No
Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Internal/External

Both
Both

Internal

Internal

External

Both
Both

Both

Internal

Organisation’s
Industry/Classification
Manufacturing/Private

Sector
Financial
Institute/Private Sector
Oil and Gas/Semi-
government
Education/ Government

Retail/Private sector

Government
Agency/Public Sector
Education/Government

Financial
Institute/Private Sector
Financial
Institute/Private Sector
Health/Public Sector

“Audit do not take place... the only other that takes place are the
financial audits” P1

It is clearly understood from participant feedback that the top management do not see

the value of information technology audit.

Moreover, Table 4-5 illustrates that fifty percent of the organisations conduct both
external and internal information technology audit, while three organisations conduct
internal auditing and the remaining organisations conduct external audit as related below. It

is clear that all financial institutes, along with oil and gas organisations, are concerned about

their information technology audit as they do external and internal audit exercises.

“Our internal team they are able to conduct these exercises but in
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certain cases we might invite someone from outside for example in annual
basis” P2

“So, we invite different companies sometimes based on Riyadh but

sometimes outside the country you know, regions, because at the end of

the day we're trying to get the most value out of this exercise so having
different fresh eyes every day, every time has a lot of value.” P8

Overall, the data revealed that the majority of Saudi Arabian organisations conduct
information technology audit with half of the organisations conduct external and internal
information technology audit. It was indicated that top management in some organisations
are not concerned about the information technology audit practices because they are not

aware of its value.

4.6.2.2 Roles and Responsibilities

Unclear roles and responsibilities were highlighted by 30 percent of the participants
as a factor that influence ISRM effectiveness in Saudi organisations. Many organisations,
especially governmental agencies, encounter these problems. One participant stated that a
clear organisational structure as well as roles and responsibilities is crucial to improve ISRM
effectiveness in Saudi organisations. It was indicated that poor job description details,
organisational structure, and roles and responsibilities can influence ISRM effectiveness as

expressed by P4:

“There is no clear structure for most of the government sector
agencies... The system is old and everything is centralised. No clear
organisation structure... Reporting problems and structural problems” P4

This participant stated that the lack of clear roles and responsibility is due to the lack of
proper organisational structure and centralisation as well as outdated policies and
procedures. Further, P2 suggested that the lack of understanding of the roles and

responsibilities is another factor that can influence ISRM effectiveness:

“Understanding their roles and responsibilities” P2

Meanwhile, it can be understood from P3’s comment that some employees’
behaviour towards risk is directly affected by their understanding their responsibilities. For

example, if an employee believes that this risk is their responsibility, they would act
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accordingly to mitigate it and be held accountable. However, from P3’s statement below, it
seems that due to the lack of understanding of roles and responsibilities, tasks such as risk

mitigation are not performed due to unclear responsibility:

“This is a risk, and this is how to mitigate. No one say it because no
one want to be responsible” P3

In summary, the data revealed a new finding that influences ISRM in Saudi
organisations. It was indicated that unclear roles and responsibilities could affect the risk
management progress due to lack of clarity. This role ambiguity can lead to many problems,
such as poor communication, missed deadlines, and more. This can affect the quality of work

being produced because employees will not be able to provide their best work.

4.6.2.3 Information Security Knowledge Sharing

Table 4-6 shows that 70 percent of the participants stated that they do not share

information security knowledge with other organisations:

“Outside the organisation, no” P6

“Not that much, | would say. | just check with my colleagues and the
same with my team, but formally, no” P7

“Actually, no” P8
“We are sharing the security between us only” P10
“For government sector, no...”

It can be understood from the data that financial institutes and oil and gas are the only
sectors which adopt the information security knowledge-sharing practice. However, the data
indicated that they neither have a formal policy nor a clear procedure to follow as expressed

by P2:

“The central bank communicate with all banks... for anything that
could be happening... But we do not have clear methodology” P2
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Table 4-6 IS Knowledge Sharing

Participant = Sharing of Organisation’s
ID IS Industry/Classification
knowledge

P1 No Manufacturing/Private Sector

P2 Yes Financial Institute/Private
Sector

P3 Yes Oil and Gas/Semi-

government

P4 No Education/Public Sector

P5 No Retail/Private sector

P6 No Government Agency/Public
Sector

P7 No Education/Public Sector

P8 No Financial Institute/Private
Sector

P9 Yes Financial Institute/Private
Sector

P10 No Health/Public Sector

The results confirms the findings of the previous work discussed in section 2.8.2.1 by
Almugrin et al. (2020) and Chandran and Alammari (2020), who examined the knowledge-
sharing behaviour in Saudi organisations. The results show that there is a low level of

knowledge sharing in the country.

In summary, the data revealed that there is a low level of information security
knowledge sharing adoption among many Saudi Arabian organisation. Oil and gas and
financial institutes are an exception as they tend to practice knowledge sharing. However,

there is no clear policy and procedure to follow.

4.6.2.4 Cross-Departmental Collaboration

Cross-departmental collaboration involves joint activities between departments in an
organisation by working together rather than separately. It employs sharing public
authorities, information, goodwill, activities, and resources to improve capabilities or to

resolve issues utilising public policies (Liu and Zheng 2018).

The data revealed that thirty percent of the participants indicated that the lack of
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cross-departmental collaboration could influence ISRM effectiveness. It was indicated that
poor communication, dependency, and delay in response between departments are major
issues that security specialists face in Saudi organisations. More importantly, culture
contributes to this behaviour that could lead to major delay, which could be for years, in

replying to information security requests as commented by P2:

“There's a dependency on other departments and it takes time... So
usually, these kind of cycles take at least two years because it's a cultural
thing so it's not something fully controlled by our department” P2

P6 confirmed what P2 stated regarding communication issues among departments
and added that risk management activities—especially risk assessment—could be negatively

affected by the lack of proper communication between departments.

“There is lack of communication between the departments, for
example, got a new technology which you were not aware of it, and it was
not a part of assessment scope Think this is the main things, the problem
with the communication” P6

Lack of cooperation between departments due to unclear roles and responsibility at
departments level was highlighted by P4 as one of the major issues that influences ISRM. P4
emphasised that there is a huge gap of knowledge between departments teams in terms of
services provided from one department to another and related procedures. This gap of
knowledge seems to affect the cycle of risk management process, especially risk assessment

as commented below:

“There is no cooperation between departments... departments
should know how to communicate and present the service to other
departments and which task is the responsibility of which department...
how they're going to present the service to other department and which
task That is required from other departments to specific department...
there is no agreement between different departments with the
organisation to resolve any security issues within a time frame for
example, in order to run these security technologies we need other
departments to cooperate” P4

This suggests a different perception of factors that influence information security in
Saudi organisations from what the researcher founds in the literature. Poor communication,
dependency, lack of cooperation, and delay in response between departments are results of

lack of cross-departmental collaboration. It is clear from the responses that the lack of cross-
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departmental collaboration could negatively influence the ISRM effectiveness and therefore

expose the organisation to information security risk.

4.6.2.5 Information Security Policy (ISP)

The results, as shown in Table 4-7, indicate nine out of ten organisations have an

information security policy in place as indicated by the following statements:

“Yeah, we have a security, we follow the ISO 27001 standard,
information security, it’s required in many offices” P8

“Yeah, we have our private policy... It came from the top
management” P10

Table 4-7 Organisations Public Information Security Policy

Corporate  Regularly How Organisation’s
Participant Information Updated Often Industry/Classification
ID Security
Policy
P1 Yes No - Manufacturing/Private
Sector
P2 Yes Yes Annually  Financial Institute/Private
Sector
P3 Yes Yes Annually Oil and Gas/Semi-
government
P4 Yes Yes Annually Education/Public Sector
P5 No - - Retail/Private sector
P6 Yes Yes Annually Government
Agency/Public Sector
P7 Yes Yes Annually Education/Public Sector
P8 Yes Yes Annually  Financial Institute/Private
Sector
P9 Yes Yes Quarterly  Financial Institute/Private
Sector
P10 Yes Yes Biannually Health/Public Sector

One organisation does not have an ISP and represents private retail sector. Another

private sector organisation has an ISP; however, it does not regularly update it.

Moreover, the results shows that six out the nine organisations update their policy
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annually while the remaining two organisations update their policy biannually and quarterly.
It is clear that almost all of the organisations in Saudi Arabia already have a published ISP and
it is regularly updated. However, private sector organisations have less of a concern about

having a published ISP or update it in regular basis.

4.6.3 Technology

4.6.3.1 Information Security Awareness

The data indicated that the low level of information security awareness was
repeatedly mentioned as a major factor that influences information security in Saudi
organisations. Ninety percent of the participants commented that awareness directly

influences ISRM in their organisations as commented below:

“Proper education and awareness, then you can have a successful
project” P1

“In general, | think, there is a problem with the awareness” P6
“Awareness is the keyword... it depends on the awareness level” P7

“The low level of awareness, people doesn’t understand what is risk”
P8

“They don’t care about the rules, about awareness” P10

To show the importance of the information security awareness, Participant 9 stated

that his organisation’s greatest security risk is:

“Lack of awareness” P9

Other participants believe that the low level of awareness among employees could
lead to underestimating existing risks and their consequences and, therefore, make it more
difficult to react against potential risks in a timely manner, as indicated by the following

comments:

“Sometimes we detect malwares in other departments system and
we notify them to react immediately but they don’t respond or give it a low
priority” P4
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“In general, across the Saudi Arabia IT security is the least important.
IT operations is the top priority” P5

“They don’t want to invest time to classify the data because they
don’t see the value” P7

“Usually staff want to generate money, bring more business, but
they don’t care about security, which lead to a lot of issues within the
security module” P9

Three participants revealed that the low level of information security awareness exists
not only among non-managerial employees but also among the top management as

expressed in the following comments:

“The issue is that most of the managers they think the security is only
antiviruses... They just want to be certified; they want to be one of the first
certified university” P4

“Awareness, awareness to the top management...” P5
“..they think that security is a tool” P8

Further, P5 indicated that top management lack of awareness hinders a proper
information security investment including the adoption of an ISRM program which could
potentially lead to high risk of information security incidents. He stated that awareness is the
key to convince top management to consider a proper investment in information security

programs and solutions:

“Awareness to the top management... Basically, awareness to the
top management” P5

As a consequence of low awareness, security risk professionals face obstacles that
hinder them in performing certain risk-related tasks. For example, P9 stated that as
information security risk professionals, other employees within the organisations consider

them “show stoppers” that complicated work:

“Usually treats us in a way that we are the show stoppers for them,
we usually make their work complicated. They don’t look at us
comfortably” P9

Moreover, it was revealed that top management considers acquiring technology

solutions as the solution for information security. Therefore, they invest in the advanced
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and expensive technology without considering other related factors. It is believed that once
these technologies and tools are purchased and put in place, they would provide a full
protection. This behaviour can be related to the lack of awareness on information security.
P1 stated that when they have information security risk issues, their decision-makers tended
to invest in tools and technologies rather than people although these tools will not solve the
problems.

“There is a lot of interest in technologies and technologies won't solve

existing problems and they're not replacements for an actual risk

management framework.... So, what | see is that there is more investment
in technologies than in people which is, | think, not a solution” P1

“It's a lot of money; it's a lot of money... basically, they spend a lot of
money in tools, new tools and technology” P3

P4 emphasised that the public sector does not have proper technology management
teams which can utilise the information security tools and technologies to achieve the
desired results. The management concern ends by acquiring the best tools and technologies
that even some financial institutes cannot afford.

“The problem with government sector is that they purchase all new
technologies but the problem is how to manage them afterward...They
care about spending and buying the tools but they don’t care about how to
make this tool effective...We spend a big amount of money on technologies

but we don’t manage them well...We have some technologies that some
banks cannot even afford but they are not utilised well” P4

Similarly, P5 stated that they invest in the best technologies; however, they do not
practice proper management such as device monitoring and vulnerabilities analysis to
address risks and therefore assess them accordingly.

“We have the best of the best devices, but to monitor the devices to make

sure the vulnerabilities are addressed, we don’t’ have anything else after
at all” P5

To overcome this issue, P3 believes that their organisation should provide proper
training and awareness programs for their employees. This results in better information
security awareness and improves ISRM effectiveness as expressed by the following

comments:

“Employees must take training regarding security, how to survive
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phishing emails or phishing SMS that comes to your cell phones” P3

In brief, the data indicated that the low level of awareness is a main concern in Saudi
Arabian organisations. Culture and education play a major role on the awareness level on
the entire organisations. It is clear from the responses that a low level of awareness
influences executives in making poor information security investment decisions, and
employees to make actions that could expose their organisations to higher information

security risks.

4.6.3.2 Third-Party Management

The data show that six out of ten participants confirmed that they outsource one or
more of the IT-related activities and operations to a third-party as shown in Table 4-8 and

expressed below:

“We have some, some tasks already outsourced” P2

“Yeah... Mostly we outsource the IT operation completely to the
contractor” P7

Table 4-8 ICT Outsourcing

Participant ICT Organisation’s

ID Outsourcing Industry/Classification

P1 No Manufacturing/Private Sector

P2 Yes Financial Institute/Private
Sector

P3 No Oil and Gas/Semi-government

P4 Yes Education/Public Sector

P5 Yes Retail/Private sector

P6 Yes Government Agency/Public
Sector

P7 Yes Education/Public Sector

P8 No Financial Institute/Private
Sector

P9 No Financial Institute/Private
Sector

P10 Yes Health/Public Sector

It was revealed that ICT outsourcing includes information security operations, risk
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management, and auditing activities as stated below by the following participants:

“We have our DDOS mitigation service is already provided by one of
our external consultants. You know the DDos part of our SAC It's already
outsourced so we have... They monitor 24/7 any abnormal or suspicious

activity in our intranet interface” P2

“Yes, we do for penetration testing and the audit... we do the IT audit
from the external auditors” P5

P4 revealed that his organisation outsources all of the IT operations and related
activities to third parties, such as information security management activities, which indicates
that P4’s organisation’s IT operations and related activities such IT security are fully controlled
and managed by a third-party. This is accomplished by signing a contract with a third party to

provide the organisation with IT teams, as shared below:

“All the security stuff are not a university staff... Even the chief
information security officer” Participant 4

All participants confirmed that they had policy and procedures to follow when dealing
with third parties to ensure adequate level of information security regarding third parties. It
was indicated that some organisations enforce their policies through third parties by signing
a contract or agreement that ensure an adequate level of information security, as stated by

the following participants:

“We do have a policy regarding third parties.... we have an NDA a
nondisclosed agreement... we have also a certain policy they have to
comply and provide their confirmation” P1

“They must obey to the information protection manual, so anything
has to be by the book” P3

“One of our policies is mainly for vendor management from security
point of view... So usually we have a contract” P2

"Yes, we do. In fact, in every contract there is information security
clause as well which we sign it across with our suppliers” P5

Some organisations perform a third-party security assessment prior to commencing
any job as a pre-requirement for awarding contracts to ensure an appropriate degree of
information security compliance. It was indicated that this would provide clear image of the

third-party information security compliance and capability and therefore supported the
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decision whether to work or continue working with the same third-party or not as expressed

by P6, P7, P9, and P10:

“We do a third-party assessment. This include an access control
review including the VPN, including the non-disclosure agreement. The
third-party also, there should be a policy for handling the third-party. That
should be shared before doing any kind of IT projects” P6

“Usually, we do a third-party security assessment quarterly basis and
we do vendor management reviews.... based on these certificates the third-
party would be eligibly work with us or not” P9

“Yeah, actually, we don't give access for a third-party until, | mean,
they bring some papers and fill the forms and do many things to be sure
they're responsible for these things... we have like a form, with the policies
and they have to sign it before we give them access or admin or anything
related to security” P10

“Yeah, we do. We have signing NDAs and we do risk assessment in a
quarterly basis. And also, part of the main contract with the vendors we
have them our SLAs between the organisation and the contractor” P7

However, P1 revealed that some of the third parties do not adhere to rules that they
have been requested to follow. The participant stressed that they need to monitor the third
parties to make sure that policy and procedures are followed by continuing to audit and

enforce procedures, even if they claim that they follow the rules:

“Vendors don't follow these practices, from what I've seen... only if
you ask them and only if you can enforce it and audit it because maybe
they tell you, ok we don't share passwords, we don't do this or that, and

you might find out that they do” P1

Moreover, it is clear that third parties are not aware of the security policies and have
a lack of information security awareness as well. P5 argued that they are not concerned about
the security aspects of the job they work on. These vendors just want to complete the task
and deliver without following the security policy and procedure. It was indicated that third
parties seem to have staffing shortage issues in skilled information security professionals as

well. This action could potentially expose Saudi organisations to a potential security risk.

“Most of the times, the vendors come to configure the firewall,

configure the servers, and they themselves they are not aware of the

security aspects. They just configure it from point A to point B and the
traffic has to flow, that’s it. But they don’t look it from the auditor’s eyes.
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They don’t look at form the security eyes. Like, traffic flowing and can be
exploited. What is the best way to configure a device? How a device can be
hardcoded. There is a very shortage of the skill set of the knowledge” P5

In summary, the data showed that many organisations outsource their ICT and
information security services. The level of outsourcing varies from very limited services such
as auditing and penetration testing to full ICT services outsourcing, including ICT and
information security staff. Moreover, the data revealed that all organisations perform a level
of information security check to ensure third-party eligibility. Some organisations are very
strict and perform security assessments prior to start working with third parties as well as
signing non-disclosure agreements or/and contracts. They continue to monitor the third party
by conducting a regular security assessment to ensure their adherence to the provided rules
and also enforce their policies which have been shared previously with the third party. On the
other hand, other organisations are less concerned about third-party management. They
might just request a non-disclosure agreement to proceed with a job. This low level of third-
party management is not adequate to ensure that the third party is eligible to complete the
job from information security point of view and could potentially expose organisation to

unexpected security risk.

4.6.3.3 Risk Management Process Automation

Complicated risk management processes were revealed as a factor that influences
ISRM effectiveness in Saudi organisations. The data revealed that performing manual risk
management activities such as utilising spreadsheets may complicate the risk management

process as commented below:

“We use spreadsheets... we perform the first life cycle of risk
management manually” P8

It was suggested that simplifying the risk management process is may help overcoming

its complexity as commented by P7:

“Simplifying the process itself is the key” P7

Further, P2 argued that the automation of the risk management process may simplify

the process to overcome this problem and improve the risk management effectiveness
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tremendously. It was indicated that a full risk management automation lifecycle, starting from
risk identification to risk closure, provides more insight of organisation current risk status and

management can track risk process, generate reports, and set deadlines for certain risks as

indicated below:

“I think automation... if we automate the risk management life cycle
form identification until the closure of the risk assessment it will be very
helpful... track and report and dashboard, follow up in automated way and
also to escalate in case certain controls not implemented in certain time
frame it would be escalated to top management so top management in
any time they would be aware of the risk status and posture of the
organisation” P2

P2 added that managing the information security risk should be integrated with all the
organisation risk management activities in order to have centralised risk management as

commented below. This indicated the importance of risk management automation.

“Integrate all risks so to move from all the information security risk
to be corporate or enterprise risk management. So, in this case we'll be
able to aggregate all the risk on the organisation in one central register”
P2

The data revealed that assets management is challenging in some organisations in
Saudi Arabia. It was indicated that due to poor assets management, some organisations
cannot locate their IT assets and their actual users. Additionally, it is difficult to backtrack the
assets arrival date. Therefore, when a security vulnerability has been detected as such, either

the asset cannot be located timely to be rectified or cannot be located at all.

“It’s hard to identify who's the user and where's location of this machine or this PC”

P4
“We don’t know when assets actually come” P6

In sum, the data showed that some Saudi Arabian organisations encounter the issue
of the complexity of risk management process such as IT assets management which may
influence ISRM effectiveness. It was suggested that there is a need to simplify the entire risk
management process. It was therefore indicated that automation is the solutions to simplify

the risk management process resulting in better ISRM effectiveness.
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4.6.3.4 Measuring Information Security Awareness

Table 4-9 below shows that sixty percent of the participants confirmed that they
practice measuring information security awareness in their organisation. It is clear that
private sector, excluding the financial institute, are less concerned about measuring

employees’ information security awareness followed by the public sector.

Table 4-9 Measuring information security awareness

Participant ID Measuring Organisation’s

ISA Industry/Classification
P1 No Manufacturing/Private Sector
P2 Yes Financial Institute/Private Sector
P3 Yes Oil and Gas/Semi-government
P4 Yes Education/Public Sector
P5 No Retail/Private sector
P6 Yes Government Agency/Public

Sector

P7 No Education/Public Sector
P8 Yes Financial Institute/Private Sector
P9 Yes Financial Institute/Private Sector
P10 No Health/Public Sector

The data revealed that the level of awareness measurement program is different from
one organisation to another. P3 indicated that measuring the awareness level is a serious
practice, and that all employees must perform awareness tests regularly. The test results

reflect on employees’ yearly key performance indicator (KPI) achievements as shared below:

“It is a part of yearly achievement... Any employee must take training
regarding security, how to survive phishing emails or phishing SMS that
comes to your cell phones and also that is included in their yearly KPI
achievement. How many times you open a phishing e-mail and all this
stuff” P3

Another participant revealed that if an employee passes the measurement program
test, a security awareness certificate will be awarded. However, since this test is not
mandatory, only a small number of employees conducted this test—as low as two percent of

the total number of employees, as commented by P4:

“Yes, we do it. We have online programs so all that stuff they can
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access even from their house. They can do small exam after they watch all
the videos. So, if he passes, he will get security awareness certificate.
However, it’s less than 1 percent or 2 percent do the test” P4

P8 confirmed that they measure employees’ information security awareness by
conducting awareness tests regularly by sending fake phishing email to analyse employee

reactions, but do not follow up with further action:

“We have... a lot of time, a lot of time. We made like a test, they
provide basic email for employees, it’s a phishing email to ask them, please
change your password, just to see their reaction” P8

The remaining forty percent of the participants, which mainly represents the private
sector, revealed that they do not have any kind of information security measurement

programs as expressed by the following comments:

“No. There is an assessment” P5
“Unfortunately, we have nothing like that” P7

Overall, these results indicated that measuring information security awareness is
conducted by many of the Saudi organisations; however, the level of measurement varies
from organisation to another. Only a few organisations, such financial institutes and oil and
gas, are concerned about measuring their employees' awareness in which it is part of
employees yearly KPI achievements. Private sector organisations, excluding financial
institutes, and the public sector are not expressly concerned about measuring their

employees’ awareness level.

4.6.4 Summary of Group A Findings

The current analysis of the Group A suggests that there is a high level of understanding
of ISRM concepts. In addition, it was indicated that the majority of organisations complies
with one or more ISRM standards from which many are certified. However, there is no
consistent methodology to select ISRM standards in most of the organisations. Moreover,
ISRM standards effectiveness were controversial in that only financial institutes believe that

ISRM standards are effective.

The data revealed that there are many factors that influence ISRM effectiveness in
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Saudi organisations, which can be classified according to PPT dimensions as discussed in
Section 2.8. It was indicated that national culture, management support, education and
training, and ethical culture are the main factors, classified under People dimension, which
must be addressed in order to enhance ISRM effectiveness in Saudi organisations. Moreover,
information technology audit, roles and responsibilities, information security knowledge
sharing, cross-departmental collaboration, and information security policy are the main
factors, classified under Process dimension. Finally, technology dimension factors that have
been demonstrated are information security awareness, third-party management, risk

management automation, and measuring information security awareness.

Group B

4.7 Demographics Questions

The information collected from Group B respondents related to demographics
included their gender, experience, and their current job title. All the participants had from
nine to 22 years of experience in the IT security business from both local and international

companies based in Saudi Arabia as illustrated in Table 4-10.
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Table 4-10 Group B Participants Details

Participant Job Title Years of Organisation Customers Sector/
ID Experience Headquarter Classification
P11 Co-founder and 17 Local Private/SMEs and
Research and Company Large Organisations
Development
Manager
P12 Cybersecurity 16 Local Private and
Services Vice Company Public/Large
President “VP” Organisations
P13 Network 9 International Private and
Automation and Public/SMEs and
Security Specialist Large Organisations
P14 Co-founder and 22 Local Private and
Senior Information Company Public/Large
Security Consultant Organisations
P15 Security Solutions 12 International Private and
Sales Team Leader Public/Large
Organisations
P16 IT Governance 12 Local Private and
Specialist Company Public/Large
Organisations
P17 Security Solutions 10 International Private and
Consultant Public/Large
Organisations
P18 Security Solutions 9 International Private and

Sales Account
Manager

Public/Large
Organisations

Because the researcher had to assure that all participants had the correct amount of
experience and interaction with Saudi organisations to ensure the quality of the participants,
the researcher asked the participants several general questions regarding their involvement
in IT/IS solutions implementation at Saudi organisations. All of the participants had sufficient
IT or information security experience and were providing IT or information security services.

For example, P11 and P12 stated:

“Yes, I’'m making the architect and security layers” P11
“Mostly working in networking and security roles” P12

In addition, all participants stated that they worked with large organisations or

government agencies in Saudi Arabia. For example, P13 and P14 stated:
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“We manage the network for Saudi Telecom, operated for them in
terms of network surveillance, fault management and all stacks of
operation for Saudi Telecom service provider” P13

“Mainly, the petrochemical companies” P14

4.8 ISRM Practices in Saudi Arabian Organisations

The researcher asked the participants several questions regarding their perspectives

and experience about ISRM in Saudi organisations customers which included:

e Whether they comply with ISRM practices for services or solutions provided to their

Saudi organisation customers, and

e Whether their customers enforced information security policy and procedures with

their vendors or service providers

The following sections discuss the ISRM practices in Saudi organisations as revealed

by IT, information security vendors, and service providers.

4.8.1 Organisation’s ISRM Standards Compliance

The data revealed that the majority of Saudi organisations comply with ISRM

standards such as ISO and NIST as shared below:

“In large enterprises they have their procedures and standards...”
P11

“Most of our clients we work with follow standards and best
practices” P17

“I would say 90 percent they follow the international information
standard when it comes to risk, when it comes vulnerability assessment,
when it comes to sometimes even awareness and, when it comes to
information security framework. So, they follow the international
standards NIST, ISO, OCTEV” P12

It was confirmed that government agencies, financial institutes, and telecom
companies in Saudi Arabia are required to comply with other standards issued by local

regulators along with the international ISRM standards as commented by P12:
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“Some government agencies besides following the international
standards, they do follow some... regulations from the domain... For
example, for Saudi Telecom Company, they follow the regulations that are
set by... MCITC for example, The Ministry of Communication and
Information. When it comes to government agencies, pure government
agencies, they follow the standards that was set by the Ministry of Interior
because ministry of interior has created an entity for national cyber
security centre” P12

On the other hand, only one participant revealed that not all Saudi organisations

comply with ISRM standards as stated by P15:

“Normally, not all the customers knows about the standards and the
procedures” P15

In summary, most of the participants agreed that Saudi organisations comply with at
least one ISRM standard. Also, it was indicated that the regulator requires some organisations
such as government agencies, telecom companies, and financial initiates to comply with

certain ISRM standards.

4.8.2 ISRM Standards Compliance

What motivates Saudi organisations to comply with standards could provide an insight
to the problem. One participant revealed that compliance motives in Saudi organisations are

enhancing security postures as stated by Participant 14:

“Some, are interested in the regulation just to enhance their security
posture” P14

Other participants revealed that most Saudi organisations comply with ISRM
standards with no clear idea why they do it, or just for the sake of being certified. This

supports the discussion in subsection 4.6.1.2. For example, Participants 14 and 12 stated:

“Some are very, very much insisted because they need to just
comply” P14

“They just encourage to finish it and that’s it.... In some cases,
companies do just for the sake of the certification. So, they just want to
have this certificate hanged in the wall, drag about it without, you know,
without considering the security aspects of it” P12

On the other hand, other participants revealed the reasons of non-compliance for
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other Saudi organisations. For example, Participant 12 stated that some organisations find
ISRM standards not practical and Participant 17 stated that ISRM standards available are very

generic, as stated below:

“I think because sometimes it’s not practical to follow these
standards” P12

“Because, take for example 1SO, ISO is very generic” P17

Also, Participant 12 added that government organisations do not have a strong financial

motivation to comply with ISRM standards:

“The government however is less... | think there is no strong financial
business motivation” P12

To summarise, the data revealed that the motivations for ISRM standards compliance
in Saudi Arabia are improving security posture or to obtain certificates and accreditation. On
the other hand, the reasons of ISRM standards incompliance are ineffectiveness, the

standards being too generic, or no financial benefit.

4.8.3 Policy Enforcement by Saudi Organisations

The data revealed that most of Saudi organisations enforce their policy and
procedures over third parties. Most of the participants indicated that each organisation is
different from others in terms of the level of the policy and procedures enforcement as shared

below:

“Usually, we comply with their procedures. In SME’s, they don’t have
any standards or procedures” P11

“I cannot generalise because each environment is quite different...
some clients have their own policy that we must comply... some clients
again have it but they do not enforce it... they say it in the contract but

they don’t follow it” P17

P11 revealed that some Saudi organisations enforce their policy and procedures, such

as financial institutes, because it is a mandatory requirement by the regulator:

“Yes, some of them do it from compliance perspective, like banks,
we’re doing what we call internal audit asking to do so because SAMA is
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asking to do so” P11

P12 also added that Saudi organisations consider partial compliance; for instance,
when it comes to services a third-party is required to comply with the policy and procedure.

However, with solutions, it is not required.

“Here in Saudi market, they don’t consider a compliance part when it
comes to solutions... for services, no, they do require, you know,
compliance with standards, for example, for risk assessment, if you want
to go with for example the ISO270001 for security architecture, they will go
SABSA and when it comes to maybe risk assessment or risk management
framework, they understand that there are present requirements” P12

It was indicated that Saudi organisations would not enforce their policy and

procedures unless an incident occurred, as stated by P11:

“It's not a continuous procedure. Once they find an issue then they
will do the audit and will ask for corrective action for security issue. But it’s
not continues at all” P11

P13 stated that third parties do not comply with their customer’s policy and
procedures most of the time because the policy and procedures of Saudi organisations are

loose and, rather, they follow their own strict policies and procedures.

“They do not enforce their own policies as much as they preach it, so
it’s — they have their procedures, they have their own policies, they have
their own unit for cyber security which ties to the executive managers not
under any other unit to give them the power. But it’s — the organisation is
too big to be able to enforce these policies” P13

P13 also added that some vendors choose not to comply with their customers’ policy
and procedure and instead comply with their own, which can be accepted by some of their

customers as shared below:

“Actually, we do have our procedures in terms of privacy and where
do we share information, where to install them, how do we share it to STC,
and they have their own standards as well which is rather too loose
compared to ours. So, we have some restrictions on where do we store
information. We cannot, for example, if we want to share a large file
through email, we cannot send it through email, so we are not allowed to
put it in in Dropbox for example” P13

A few participants revealed that it is not a common practice to comply with customers’
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security standards because some organisations do not comply with standards at all:

“Normally not all the customers know about the standards and
procedures... honestly speaking, | am one of the vendors and | am not
Saudi. Only one time | signed an NDA during an incident happened. So, |
cannot say this is common. It happens once in Saudi Arabia only with me at
least” P 15

In summary, the data revealed that a few Saudi organisations enforce their policy and
procedures on third parties. Further, some organisations have no enforcement mechanism to
check whether or not vendors follow the policies and procedures. Moreover, it was indicated
that some of the third parties may not adhere to their customers’ policy and procedures
because these are not clear and instead they follow their own standards. Finally, a few Saudi
organisations—especially the small- and medium-enterprise SMEs—do not require their

third-party vendors to comply with any policies and procedures.

4.9 Factors Influencing the Effectiveness of ISRM Standards

In investigating the factors influencing the effectiveness of ISRM in Saudi organisations
similar to Group A, this section presents the Group B participants’ feedback on the ISRM
standards contributing factors to ascertain whether these factors influence the effectiveness
of ISRM standards. From the literature and Group A data, it was clear that ISRM standards are
generalised and not region-specific, which make them less effective. P14 confirmed that the

international ISRM standards are generic and there are factors influencing its effectiveness:

“Take for example 1SO, ISO is very, very generic and it describes best
practices” P14

Therefore, the data revealed that understanding the context of Saudi organisations
business from a third-party point of view could provide another insight of the problem and

may assist in developing an effective ISRM model.
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4.9.1 People

4.9.1.1 National Cultural

From the interviews, the researcher observed that the majority of the participants
agreed that national culture has an influence on the effectiveness of ISRM. It was indicated
that it is not clear how national culture influence ISRM; however, it is still believed that it

should be considered as expressed below:

“Yes... our culture is different... we think about security differently...
that’s why we need more awareness to prevent disasters” P11

“Yes, it could be... it could have some influence on following the
procedures... sometimes they would maybe ignore some policies because
they think they are not important, not necessary. So, | think the culture
would affect the enforcement of the policies.” P13

“Yes, yes, | do... if we are talking about security... everyone nowadays
in the US are talking about the cloud-based security. The local market is
against this concept until this moment.” P15

“I think culture is an important issue when we talk about security in

government sector” P16

Only two participants argued that national culture does not influence ISRM or security
in Saudi organisations. P12 indicated that the IT environment is identical everywhere and

accordingly, the challenges should be the same:

“No, | don’t think so. The IT environment and challenges are the
same, the type of efforts and interpretation of maybe like, you know, of
the challenges, different challenges and incidents and risks, it should be

everywhere” P12

“No, | wouldn’t say that... It’s basically the same” P14

In summary, the data revealed that the majority of the participants agree that ISRM
and information security effectiveness in Saudi organisations can be influenced by the
national culture. It is believed that the public sector is more influenced by the national culture.
On the other hand, it was indicated by a few participants that national culture does not

influence ISRM or information security in Saudi organisation due to a similarity in IT
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environments and existing challenges.

4.9.1.2 Management Support

The data revealed that three participants suggested that management support may
influence ISRM effectiveness in Saudi organisations. It was indicated that management
support is challenging due to the lack of information security strategic planning as

commented by P12:

“So, that’s why | think there are some challenges, the level of
commitment from management... so, the strategy and the management
support is different, so in the US, for example, strategies implemented and
followed and everybody is taking his stake seriously. In Saudi organisations
you can find this but in ad-hoc basis. So, you can find security initiatives
that are not part of the security program, that are not part of an
information security strategy, so there’s duplication efforts, there’s wasted
money, wasted time sometimes in projects that are not under certain
program.” P12

P13 indicated that the management-reactive actions related to information security is
one of the issues in Saudi organisations. The participant believes that the management take

action only if something happens, as commented below

“They lack on the awareness side... they would do it after a shock or
after an issue that happens as a reactive action” P13

Further, it was suggested that the lower management support could be related the low

level of awareness of the importance of information security activities.

“I would say understanding the real value of security by senior
management is low... it’s not usually a priority” P16

To summarise, the results showed that that top management support and proactive
mindset and behaviour is vital for an effective ISRM. In addition, the awareness of the risk
management of information systems’ value by top management can contribute to the

successful of information security management activities.
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4.9.1.3 Education and Training

The data revealed that fifty percent of the participants felt that there is lack of
information security and risk management education and training. This results in shortage

and low local specialist competency and qualification as indicated by the following comments:

“The first challenge, you know, the level of expertise, skillsets are
different, honestly... due to lack of proper security education, training
centres, university, programs for information assurance, no as competitive
skills and knowledge so | think that’s the main reason” P12

“l only see education issues. | only see learning issues” P15
“They are competent enough” P14
“There aren't enough specialised security specialties” P13

“I mean we still have big gap here. | can see only 15 percent Saudi
national... it’s a big challenge” P15

It was indicated that some organisations do not invest in information security training
and education because it is a long-term investment and the management do not see the

value. This is true especially with public sector as shared by P12:

“Companies here and organisations in Saudi, they don’t invest, they
don’t spend, you know, their money on training, you know. So, | think
that’s the main challenge, so they don’t see the training investment as a
longer term, let’s say, success factor for their staff, for their engineers so
they can, you know, they get proper training and education and which
would pay off very soon... in government sector people are not as
competitive skills and knowledge as the private sector” P12

The data indicated that the shortage of the information security and risk management
specialists may affect the quality of their work as they become overwhelmed. Further,
information security specialists could be assigned to tasks which they are not specialised,

which may lead to information security serious issues to overcome this shortage.

“There are some good expertise but maybe they are a little occupied
because there aren't enough specialised security specialties” P12

“They are not specialised. So, you will have one who is working in too
many fields who is not really specialised on any of them... the main reason
is resources” P14
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To sum up, the data revealed that there is a shortage of information security
specialists in Saudi Arabia due to lack of educational programs in information security and risk
management. As a result, some organisations assign some information security and risk
management tasks to non-qualified employees, which results in exposing the organisation to

increased risks.

4.9.2 Process

4.9.2.1 Information Technology Audit

The data revealed that the majority of the Saudi organisations conduct information
security audit to assess the effectiveness of the existing information security measures and

identify potential risks as commented below:

“They do some audit, security audit, pen testing audits and on the
devices we manage, they audit the configuration of the routers to confirm
they are properly locked down” P13

“Yes, they are actually. Nowadays, the variety of the security vendors
changes the way they’re selling to customers” P15

“They usually do, especially big organisations who don’t have big
enough team to do this, they outsource audit” P18

The data indicated that information technology auditing is not a consistent practice in
some Saudi organisations. It is practiced only if they encounter a serious issue that requires

auditing as commented by P11:

“For a lot of companies, it's not a continuous procedure. Once they
find about it or they find an issue then they will do the audit and will ask
for corrective action for security issue. But it’s not continuing at all” P11

Further, it was argued that information technology audit is not properly practiced due

to the lack of required techniques and tools that improve its effectiveness:

“Yes, they are interested and they want the audit, but, unfortunately,
with the industry is lacking of tools to where they can proximate an audit
IT processes and procedures” P14

“They do audit... but it’s not a proper audit” P13
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Moreover, it was revealed that some organisations do information technology audit

because they have to comply with local legislation requirements as revealed by P12

“Some of them do it from compliance perspective, like banks, we’re
doing what we call internal audit because SAMA is asking to do so” P12

P18 emphasised that the public sector and small- and medium-sized enterprise SMEs

are the least of information technology audit as commented below:

“Only big companies do audit, most of government agencies do not
have capable teams to do it” P18

Finally, one participant revealed that from his 23 years of experience in the Saudi
Arabia information technology market, there is a lack of proper information technology audit

that needs to be rectified:

“I’m sorry to say it, from my experience in 23 years, | did not find a
special section for security. In large enterprises, they do the security but
there is no special security section during the acceptance to make the
acceptance based on that” P11

In summary, the data revealed that most of the organisations in Saudi Arabia conduct
information technology audits. However, these audits lack consistency and proper techniques
and tools, resulting in less effective information security management. Further, it was
indicated that some organisations, such as financial institutes, conduct information

technology audits only because it a mandatory requirement from the local legislation.

4.9.2.2 Unclear Roles and Responsibilities

A few participants revealed that unclear roles and responsibilities may influence ISRM
effectiveness in Saudi organisations. It was indicated that due to the ambiguity of the
responsibilities, some of the information security tasks may not be performed in a timely

manner and may result in information security projects delays as commented below:

“The clear definition of rules and responsibilities. Sometimes the
security is responsibility of the network team while in other organisation,
the application team, sometimes it’s handled by a third department... So,

the rules and responsibilities are not well and clearly defined in most of the
organisations” P12
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“Understanding job responsibility is missing... | mean when work on
some of clients sites and want to take action for example changing firewall
settings or request a major change to network design, we end up in loop of

wasting time communication... they do not know who is responsible of
what in some cases” P17

“Roles are not clear... | think that’s the reason” P18

In summary, the data revealed that unclear roles and responsibility is a common issue
in some Saudi organisations, and the ambiguity of responsibilities may result in information

security project delays.

4.9.2.3 Information Security Knowledge Sharing

The data revealed that information security-related knowledge sharing among Saudi
organisations is not practiced. P12 indicated that every organisation works independently
when it comes to information security threats as they do not share necessary information

that might assist other organisations to prevent information security threats.

“Most organisations work in silos, they don’t worry, they don’t
exchange or share knowledge, experience, threats on certain sectors. For
example, like, if you take the -- just an example as an insurance company
sometimes they get targeted to some APT groups, like advance persistent
threats groups, they target the Saudi insurance companies, for example,

they don’t share this among each other. They don’t have plans to share
and explain -- because sharing knowledge is very, very critical, it saved a
lot of time and money and it helps” P12

“One of the issues | can see in companies working in the same
industry is they face the same challenges and every one of them treat it
differently. This is a waste of time and effort. Why don’t they cooperate

and share the knowledge to help ... they do not look interested or they may
feel it is improper to ask” P18

In summary, the data showed that sharing of information security knowledge among
organisations is not a common practice Saudi Arabia. Most organisations work alone when it

comes to information security threats due to lack of legislation and interest.
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4.9.3 Technology

4.9.3.1 Third-Party Management

From the data, it can be understood that the third-party management is poor in some
Saudi organisations. P13 indicated that they are not consistent in enforcing policy in

information technology contractors:

“They lack some details, not on everywhere... it's not restricted
properly. So, maybe for the huge projects they have NDAs, they have their
policies, they have set of rules on the contract, but the day-to-day jobs,
there are some new projects, the smaller ones, sometimes they do not
enforce” P13

Further, it was stated that some Saudi organisations enforce policy only at the
beginning of the project and after that, oversight is relaxed. Consequently, no employee
would enforce and assure that the third party is adhering the policy and procedure. It was

also indicated that the smaller the project, the less enforcement:

“Yes and no, they require us to comply with their policies at the
beginning of a project but after that, no one ask and most of the time they
don’t care about compliance because they want to close the job and
deliver” P17

One participant revealed that the majority of the organisations in Saudi Arabia do not

have third-party management systems in place:

“Honestly speaking, | am one of the vendors and | am not Saudi. Only
one time | signed an NDA during an incident happened. So, | cannot say
this is common. It happens once in Saudi Arabia only with me at least” P 15

In summary, the data indicated that third-party management is quite poor in most of
the Saudi organisations, especially in smaller-sized projects. Further, even in larger projects,

the enforcement of policy and procedure reduces as time passes.

4.9.3.2 Lack of Information Security Awareness

Lack of information security awareness was indicated as one of the factors that may

influence ISRM in Saudi organisations. P14 stated that the low awareness of the importance
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of ISRM may lead to the behaviour of only complying with ISRM standards to satisfy the

regulator’s requirements without considering the real security benefits as commented below:

“Actually, user education and user awareness is a big part... some
companies are very, very much insisted because they need to just comply”
P14

Further, it was indicated that due to the low awareness of the importance of ISRM,
some organisations may comply for the purpose of certificate issuance and accreditation,

which is a document that certifies compliance to particular standards:

“In some cases... companies do just for the sake of the certification.
So, they just want to have this certificate hanged in the wall... without
considering the security aspects of it” P12

P13 revealed that the low level of awareness may result in focusing on the incorrect

problems and ignoring the real risks and vulnerabilities that organisation might face:

“They focus on the wrong problem... | think awareness is the first
point to tackle either internally or on a national scale... most people ignore
risks thinking they are not risks at all or with minimal risks. So, | think
awareness would remove some of that” P13

In summary, the data showed that the lack of information security awareness is
considered as a factor that influences ISRM effectiveness in Saudi organisations. It was
indicated that focusing on incorrect problems and compliance attitude may be influenced by

low awareness.

4.10 Summary of Group B Findings

The current analysis of Group B indicated that that most of the organisations in Saudi
Arabia comply with one or more of international ISRM standards and best practices such ISO
and NIST. The motivation of ISRM standards compliance in Saudi Arabia are: improving
security posture or certificates and accreditation, while the reasons for ISRM standards

incompliance are ineffectiveness, standards are too generic, or no financial benefits.

Group B’s data revealed that there are factors that influence ISRM effectiveness in

Saudi organisations which can be classified according to PPT elements discussed in Section
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2.8. It was indicated that national culture, management support, and education and training
are factors, classified under People elements, which may be addressed in order to enhance
ISRM effectiveness in Saudi organisations. Moreover, information systems audit, roles and
responsibilities, and knowledge sharing are factors, classified under Process elements. Finally,
technology element factors that have been demonstrated are third-party management and

information security awareness.

4,11 Summary

This chapter examined the ISRM practices, implementation challenges, and factors
that influence the effectiveness of ISRM standards in large Saudi Arabian organisations. The
interview data from Groups A and B were carefully coded and qualitatively analysed.
Thematic coding was used on the transcripts of phase one data that unveiled a number of
interesting themes that were grouped into PPT dimensions, resulting in producing the ISRM

factors that were used to develop the enhanced ISRM model discussed in the next chapter.

The analysis indicated that there are contradictions between Group A and Group B
results. The contradiction was very minor and did not affect the final results; however, it
provided more information that helped the understanding of how some of the newly revealed

factors influence ISRM in large Saudi Arabian organisations.

The next chapter discusses the research findings and presents the enhanced ISRM

model emerged from the data.
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CHAPTER 5. DISCUSSION

5.1 Introduction

The previous chapter discussed the data collection phase one, the semistructured
interviews, and how the data obtained from the interviews were analysed. The resulting data
were encoded utilising NVivo software, which revealed the ISRM compliance in Saudi
organisations. In addition, it revealed the factors that influence the effectiveness of the ISRM

standards in large Saudi Arabian organisations.

This chapter addresses the first and second sub-objectives and research questions. It
discusses the ISRM compliance in Saudi organisations and the factors that influence the
effectiveness which have been obtained from literature review and the semistructured
interviews. All factors, including the factors within the initial ISRM model discussed in Section
2.9, have been combined to construct the enhanced ISRM model for large Saudi Arabian
organisations which was then evaluated by the focus groups and the data collection phase
two in the next chapter that led to the proposed ISRM model for large Saudi Arabian

organisations.

5.2 ISRM Compliance in Saudi Arabian Organisations

This section addresses the first research question:

RQ 1. What is the level of Saudi Arabian large organisations’ compliance with ISRM

standards?

As discussed earlier in Section 2.7.3, the few studies that have been carried out on
government agencies, healthcare, defence, financial institutes, and private enterprise have
noted that only a few Saudi Arabian organisations comply with ISRM standards. Yet, the Saudi
government has started to recognise the importance of information security and has
introduced a few initiatives to boost its information security position. These initiatives have

introduced mandatory requirements to comply with information security standards including
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ISRM standards such as ISO 27005 because it is believed that it is one key element in

improving the country’s information security.

The results of this study discussed in Section 4.5.1 indicates that there is high level,
ninety percent of the participated organisations, of the compliance with one or more ISRM
standards such as ISO, NIST, COBIT, PCl, and the ISF Standard of Good Practice. This finding is
contrary to previous studies by Alshitri and Abanumy (2014) and Nabi, Mirza, and Alghathbar
(2010), which noted that compliance with ISRM standards and best practices is very low. The
observed increase in ISRM compliance could be attributed to the fact that Saudi Arabia’s
government has introduced new information security initiatives discussed in Section 2.7.2
that emphasise the need to comply with information security standards. Moreover, the
increased number of cyberattacks on critical and major economic organisations that caused
serious loss and affects reputation such as Saudi ARAMCO attacks, could be another reason
that has encouraged Saudi organisations to reassess their information security approach and
eventually lead to complying with international information security standards such as ISRM

standards.

Another important finding was that the dominant adopted ISRM standard in Saudi
organisations is the ISO 27005, as part of the ISO27001 ISM standard and certification, with
80 percent of the organisations complying. The reason, as described by a few participants, is
that the resources and service providers and certified professionals for ISO standards are
more available and more accessible than other standards. Also, the ISO certificates are more
recognisable by government and semi-government entities and, in some cases, are a
mandatory requirement. Meanwhile, the data show that 70 percent of the organisations are
ISO 27001 certified, which contradicts the claims of Nabi, Mirza, and Alghathbar (2010) that
only 20 percent of surveyed organisations are certified. One of the possible explanations for
this finding is that Saudi government information security initiatives provide organisations
with clear guidelines to comply with information security standards and require certifications
for governance purposes for critical industries such as financial institutes and government

agencies.

The findings also showed that some of the Saudi organisations tend to comply with

more than one ISRM standard, mainly financial institutes. It suggests that financial institutes
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are more concerned about their security posture as they comply with multiple ISRM standards
because it is believed that this approach could assist the organisations in overcoming some
of the challenges discussed in Section 2.5.4 by adopting the parts that help achieving the

organisation’s objectives and therefore minimising the risk.

The findings reveal, however, that most Saudi organisations have no guidelines to select
appropriate ISRM standards. Most organisations have general criteria to select their ISRM
standards such as the market trend or the most adopted standards among the same industry
organisations, well-established standards such as ISO 27001, the availability of proper
documentation, and/or the availability of ISRM standards consultation services and support.
However, this result has not previously been described. A possible explanation for that may
be the lack of information security risk professionals, discussed in Section 4.6.1.3, who have
the knowledge and expertise in a wide range of ISRM standards available in the market that
support the decision to be made in selecting the most appropriate ISRM standard for the

organisation.

5.3 ISRM Challenges in Saudi Arabian Organisations

This section addresses the second research question:

RQ 2. What are the ISRM standards implementation challenges in large Saudi Arabian

organisations?

The limited research that has been carried out on a few Saudi Arabian organisations
that comply with ISRM standards indicated that there are challenges in implementing ISRM
standards or best practices in Saudi organisations. Some of these challenges overlap with the
ISRM factors, such as national culture and management support and are discussed in great

detail in the next sections.

Previous studies showed that the shortage of information security expertise is one of
the main challenges in which information security qualifications need to be addressed in Saudi
organisations. The shortage has worsened as a result of the increase in the price of oil,

investments in mega projects, economic liberalisation, and the higher level of digital maturity
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of e-government services (Alshitri and Abanumy 2014). The data confirmed that the shortage
of information security expertise as well as risk management expertise is a long-lasting
challenge. It was indicated that the education system outcome is poor in terms of quality
information security and risk-management education and training programs. This finding is
consistent with that of Al-Saud (2012) and Kshetri (2016), who discussed the association
between the effect of the education system and the local information security and risk
management availability. A possible explanation for this might be that Saudi Arabia was not
aware of the urgent need for local expertise and, more importantly, the sudden increase of

the cyberattacks against the major infrastructure in Saudi Arabia.

Prior studies indicated that managing IT assets can be a challenge in Saudi
organisations. The findings further support the idea that assets management in particular can
be challenging which confirmed the findings that were also reported AbuSaad et al. (2011).
The data revealed that some of the IT and data assets are not registered in the organisations’
assets registry, and therefore it is difficult to identify the assets and their associated risks.
Another reason is the lack of understanding of the assets value by some of the asset owners
that lead to unrealistic risk ratings; this could negatively influence the entire risk management
process. Poor communication can be another reason. The data revealed that when a risk is
identified in another department, it takes some time to identify the asset owner and even

more time to mitigate the risk due to poor communication.

One of the challenges indicated in the literature is the generic ISRM standards
instructions and guidelines. This finding was also reported by Al-Ahmad and Mohammad
(2012 2013) and Flores, Antonsen, and Ekstedt (2014). The data indicated that these
standards are generic and therefore there is a need to study the organisation process and
customise the ISRM standards prior to implementing any of these standards. This challenge

is considered a global one and not simply limited to Saudi Arabia.

The data indicated that the “understandability of policy language” is a challenge for
some of the Saudi organisations. The understandability issue can possibly be related to the
language barrier because Saudi Arabia’s mother tongue is the Arabic language. This finding
may be explained by the fact that the official communication language in all of public sector

organisations such as government agencies is Arabic, and therefore standards and policies
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that are originally in other language such as English are being translated. When translating
from English to Arabic, for example, there may not be an exact word-for-word translation but
only a general idea of what is being said, which could lead to misinterpretations as some

technical terms cannot be translated directly.

Finally, the data provided evidence that the existence of several ISRM approaches may
lead to the selection of an inappropriate ISRM standard. It was indicated that Saudi
organisations have no clear methodology to select applicable ISRM standards. Some
organisations prefer standards that are well documented, other organisation choose
standards with available resources such as the availability of certified professionals or service
providers. A possible explanation for this might be the lack of governmental policy for
selecting ISRM approaches that guide classify organisations according to their size, sector,
industry, and so on. However, the Saudi government’s latest cybersecurity initiatives,
discussed in Section 2.7.2, have already issued new policies and standards related to

information security management that could help resolving this challenge in future.

According to these findings, it can be inferred that Saudi Arabian organisations face
many ISRM challenges. Some of these challenges are discussed in detail in the next sections.
The other challenges are the shortage of information security expertise, managing IT assets,
generic ISRM standards instructions and guidelines, understandability of standards, and the

selection of an ISRM approach.

5.4 Factors Influencing the Effectiveness of ISRM Standards

This section addresses the third research question:

RQ 3. What are the factors that must be considered when developing an effective ISRM

model for large Saudi Arabian organisations?

This section highlights the factors emerged from phase one data collection and the
semistructured interviews in order to develop an enhanced ISRM for large Saudi Arabian

organisations.
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5.4.1 People

5.4.1.1 National Culture

As discussed in the literature review Section 2.8.1.1, national culture has a direct
influence on organisations’ information security. Prior studies have noted the importance of
national culture on the employees’ behaviour, including their behaviour towards information
security. It has been shown that the way of thinking, assumptions, and decision-making is
directly influenced by culture. In addition, it affects the adoption of information security
standards, protecting assets, and the compliance of information security policies and
procedures in organisations (AlHogail and Mirza 2014; Alkahtani, Dawson, and Lock 2013;
Fomin, Vries, and Barlette 2008; Ubelacker 2013). Therefore, national culture influences the
level of information security awareness as well as ethics and accountability in organisations.
Moreover, it has been indicated that management theories that have been applied in other

cultures which are not applicable for the Saudi culture due to cultural differences.

Consistent with studies by AbuSaad et al. (2011), Aldraehim et al. (2012), and
Alnatheer and Nelson (2009), the results of this research indicate that there is a significant
gap between Western countries’ culture and Saudi culture. The data revealed that the
maturity level of understanding of risk management, privacy, and compliance among staff
members represent the main cultural gap in Saudi organisations. Top or upper management,
for example, are not aware of the importance and the value of the risk management of their
information assets, which influences their ISRM investment decisions. Staff members, on the
other hand, do not understand the importance of information security compliance and its
implications in workplace, and that greatly influences their decision regarding information
assets. Moreover, the data suggest that due to the cultural differences, the international
information security management standards cannot provide a comprehensive solution for all
security risk-related issues. Therefore, Saudi culture played a significant role in organisations’

ISRM compliance and effectiveness.

One interesting finding is that the view of privacy in Saudi Arabia is different from
Western and most other countries. For example, female photos cannot be viewed or assessed

by any male other than close relatives, such as husband or father, for any reason except for
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an emergency. Thus, female data must be assessed and handled by other females only. This
finding is likely to be related to the national culture that is influenced by Islamic law.
Therefore, expatriates who work in Saudi organisations could mistakenly access these data
because they are unaware of the Islamic law and national culture. Another example is the
confidential data exposure (e.g., customer bank account details) by employees as discussed

in Section 5.4.1.3.

Another important finding is that the non-compliance behaviour in Saudi
organisations has been linked to Saudi culture. This confirms previous studies by Alzamil
(2018) and Alkahtani, Dawson, and Lock (2013), which revealed that national culture is crucial
for an accurate prediction of employee behaviour in an organisation. A possible explanation
for the negative effect of Saudi culture on employee behaviour is that the development of
security culture plans is isolated from national culture. The reason behind that could be the
utilisation of international information security management standards that do not consider
national culture. These findings suggest that Saudi culture has a direct effect in ISRM, thus
cultural-related controls should be re-evaluated to ensure that they do not conflict with Saudi

national culture and also fulfil their special needs.

5.4.1.2 Management Commitment and Support

Previous research has shown that one of the key factors to the unsuccessful existence
of information security management in Saudi Arabia is the conflicts of management style of
the Western and Arab leaders and managers. Further, culture plays an important role in

management commitment and support behaviour towards information security.

The current research confirmed the discussion by Veiga and Martins (2017), Soomro,
Shah, and Ahmed (2016) and Glaspie and Karwowski (2018) that top management support is
vital for promoting the information security culture and thus the success of ISRM
implementation. Another important finding was that the top management do not consider
information security as a priority function when it comes to planning and investment. A
possible explanation for this might be a low awareness of the importance of information

security. This point is discussed in Section 5.4.3.1.
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Further, the data revealed that both Groups A and B concurred that a top
management proactive mindset and behaviour is vital for an effective ISRM and improved
information security posture for Saudi organisations. This indicates that top management in
Saudi Arabia are more reactive towards information security planning and practices, which
may lead to catastrophic consequences. This is likely to be related to national culture and the

low awareness of the importance of information security.

Finally, the results of this study, which were supported by both Groups A and B,
suggested that in order to have an effective and successful information security management
system, a top-down approach is required. The success of information security management
programs is dependent upon how much time, money, and effort top managers dedicate to
them. Additionally, organisational culture, which is promoted by the top management, could
have an impact on the ability to successfully manage information security risk profiles over
time by providing a general sense of empathy for employees who are impacted as well as

offering concrete solutions that help prevent future breaches from occurring.

5.4.1.3 Ethical Culture

One unanticipated finding from the research data was the role ethical culture in the
ISRM effectiveness in Saudi organisations. Ethics can be defined as the values and rules that
influence someone’s behaviour and the decision to distinguish right from wrong (Bishop et al.
2018; Singer 1998). Ethical conduct policies are an important factor that establishes
employees’ moral codes and controls their behaviour (Hinde, 2003). They facilitate security
awareness programs in which employees are held responsible for ensuring adequate security
practices are implemented, thus reducing security risks. Surfing the Internet for non-business
related purposes during working hours or sharing the organisation’s confidential information
with others are examples of unethical conduct (Schwartz 2015). Organisational ethical culture
is critical because it enables ways of thinking about the organisation’s norms and standards
that employees use to make moral decisions and judgments. However, little is known about

the organisational ethical culture in the context of IS behaviour (Chen, Chau, and Li 2019).

The data from this research showed that some Saudi organisations face ethical

conduct behavioural issues. It has been highlighted that some employees seem to be careless
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about following policies because they are not fully aware of how their behaviour can
negatively affect their organisation’s information security. For example, some employees
tend to misuse customers’ personal data by screenshotting customer’s details—including full
name and bank account details such as available credit—and sharing it with friends. It is clear
that some employees proceed with these violations without a sense of guilt, even if they know
that such behaviour is illegal. This behaviour continues to occur even though the organisation
has already warned all employees about such actions. Accordingly, one participant’s
organisation deactivated their screenshot option in all computer devices to prevent this
action from happening. This can be considered to be a noncompliance behaviour and,
moreover, an ethical conduct issue. This might suggest that the low level of IS awareness
discussed in Section 5.4.1.2 and the ethical culture could contribute to such behaviour.
Further, it indicates that ethical culture is associated with the organisation’s awareness
program. The data contributes a clearer understanding of the reasons of the non-compliant
behaviour in Saudi organisations. The low level of ethical culture strategy is a good predictor

variable for explaining employees’ information security non-compliance behaviour.

Saudi organisations must promote an ethical organisational culture in order to
improve information security risk management. It must be a top-down approach in which the
top management is involved by developing and communicating codes of conduct and lead by
example. A code of ethics for information security must be documented according to Saudi
culture. This will prevent any conflict and inappropriateness of the code with the local culture
that will potentially improve its effectiveness. The code should offer the values, principles,
and standards to guide employees to making the correct decisions and conduct. This includes
how they should comport themselves with respect to authorisation, organisational
equipment and assets, colleagues, working hours, and confidential information. A code of
ethics should outline the organisation’s values and ethical rules that they expect their
employees to follow. Also, it must clearly express ethical and non-ethical actions to help the

employees understand what is expected.

An ethics training program could help reinforce the organisation’s code of conduct
and send a clear message about the organisation’s ethical stance. Moreover, reinforcing
ethical behaviour by appreciating those who have a record clear of ethical violations is a

significant way to promote ethical culture in Saudi organisations. Another way to promote
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ethical culture is by utilising IT to manage ethical conduct starting from code documentation,
updates, auditing reporting code violation, and archiving. Finally, information security
awareness programs and ethical culture programs should be integrated to ensure an effective

ISRM.

5.4.1.4 Education and Training

As mentioned in the literature review, the shortage in information security and risk
management professionals is a challenge for many organisations. They lack staff with the

necessary skills to manage security risks.

Information security and risk management disciplines were not adopted on a large

scale by Saudi Arabian universities as discussed in Section 3.8.2.1.

The data confirmed the findings of the previous work discussed by Al-Saud (2012),
Hathaway, Spidalieri, and Alsowailm (2017), and Kshetri (2016) that Saudi Arabia faces a
serious shortage of information security specialists; this shortage requires time and effort
from governing bodies to address the causes and find proper solutions. It also confirmed the
findings of the previous work of Alharbi, Atkins, and Stanier (2017), Alkahtani, Dawson, and
Lock (2013), Alshitri and Abanumy (2014), and Alsmadi and Zarour (2018) that there is a need
to develop information security educational programs such as higher education and
specialised training centres in order to meet the local market demand, resulting in improving
the information security level in Saudi Arabia. It is clear from the data that the educational
system in Saudi Arabia does not provide adequate information security and risk management
programs to fill the existing gap, although there is a plan in place that already has been
implemented to educate locals with better information security and risk management
qualifications. This result may be explained by the fact that although the Saudi government’s
recent initiatives have taken steps forward building information security educational
programs and training, the fruitful results of these initiatives need time and, more
importantly, the demand is still higher than the expected outcome. Further, the lack of an
integrated industry effort such as large technology vendors who should utilise their expertise

to develop strategies and programs for information security training.
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Another important finding was that there is a gap in risk evaluation knowledge
between assets owners and the IT risk management team. It has been noted that once the
risks have been identified, business owners cannot provide a realistic evaluation of the risks
because they do not understand the risk evaluation criteria. It seems possible that these
results are due to the lack of risk management training for the asset owners and others who
might be involved in the risk management activities. It can thus be suggested that all
employees who are involved in any of the risk management activities must enrol in a risk
management training program. The program should focus on risk management
fundamentals, risk assessment, and, more importantly, the evaluation of risk. In addition, a
risk evaluation sheet with clear samples of identified risks and their evaluation should be
provided to employees to work as a reference guide showing different types of risks and
impact scale illustration. This should be dependent of each business unit to determine their
pre-agreed current risks and their impact scale. ISO/IEC 27005:2018 Annex B provides a
guideline that may assist risk management professionals to prepare this sheet in a systematic
manner (ISO/IEC27005 2018). This sheet should be updated regularly by the information
security risk management team. A sample of an illustrative impact scale is shown in Table 5-1

below.
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5.4.2 Process

Previous studies have shown that one of the key elements to successfully managing

The current research found that the majority of Saudi organisations regularly conduct

Table 5-1 lllustrative Impact Scale Sample

Level
Very High

High

Medium

Low

Very Low

information technology audits.

Criteria

Financial loss of SX or more

Sever loss of market share
Long-term negative media coverage
Severe injuries or fatalities

Multiple senior managers leave and high turnover of
staff

Severe prosecution and fines
Financial loss of SX up to $X
Significant loss of market share
Short-term negative media coverage
Serious injuries

A few senior managers leave and other staff
Significant fines

Financial loss of $X up to SX

Minimal loss of market share
Reputational damage

Minor injuries

Increase in staff turnover

Financial loss of $X up to SX
moderate customers loss
Reputational

No injuries

Staff morale problems

Financial loss of SX up to $X

Minimal customer loss

No injuries

5.4.2.1 Information Technology Audit

an organisation’s information technology risk is its audit. It has been shown that national

culture may also play an important role in the acceptance and the effectiveness of

audits on their IT infrastructure. This finding is contrary to previous studies, which have
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indicated that internal audits are not given sufficient credence and importance. A possible
explanation for this might be that the Saudi government’s recent information security
initiatives have developed new mandatory compliance requirements according to SAMA’s

and NCA’s frameworks, which includes auditing practices.

However, this finding from Group A is contrary to the finding of Group B. The data
from Group B indicates that auditing activities are not conducted properly by some
organisations in Saudi Arabia. These poor quality audit activities could lead to audit failure
that eventually exposes an organisation to risk. Disqualification is one reported reason behind
audit failure. It was indicated that due to the shortage in qualified information security and
risk management professionals, some organisations tend to assign non-qualified employees
to conduct auditing activities. This finding suggests that although audit activities are carried
out in most of the Saudi organisations, the level and quality of the audit do not meet the
minimum requirements, resulting in inappropriate auditing activities and reports. In general,
therefore, it seems that the shortage of qualified risk management professionals discussed
earlier in Section 5.4.1.4 is the main cause of the inappropriate auditing, which can be

resolved by proper education and training.

5.4.2.2 Clear Roles and Responsibilities

Well-established roles and responsibilities are viewed as determinants of an
organisation's success. It was suggested that the clarity of roles and responsibilities lead to
better employee performance (Florah 2017). Employees with better clarity on roles and
responsibilities perform better than those with unclear roles and responsibilities. Moreover,
unclear roles and responsibilities affect communication within organisational team members
in which it will be difficult to clearly identify who is responsible for what, what to expect from

them, and who should be informed when a certain action was taken (Gur 2019).

The results of this research indicated that unclear roles and responsibilities are
another factor that negatively contributes to unsuccessful ISRM in Saudi organisations. This
finding was unexpected and suggests that by establishing clearer roles and responsibilities,
effective communication among employees to address risk-related information systems and

technology could be accomplished. Moreover, employees who clearly understand their
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responsibilities would perform better and be more accountable. These results were also
supported by Group B, who emphasised that the ambiguity of responsibilities in Saudi
organisations may result in information security projects delays and, ultimately, in

information security risk exposure.

A possible explanation for these results may be the lack of adequate management
support discussed in Section 5.4.1.2 because it is part of the management responsibilities to
make sure that roles and responsibilities documentation is clear, readily available, and
understood by all organisational staff. Another reason could be the national culture and
organisational culture effect because many organisations—especially government agencies—

do not have established roles and responsibilities, or they could have old and outdated ones.

It is possible, therefore, that Saudi organisations could improve their information
security posture by establishing clear and well-documented roles and responsibilities. They
should provide detailed description of each role and assure that the employee has understand

it.

5.4.2.3 Sharing of information Security Knowledge

Several studies have shown that information security knowledge sharing is
considerably important due to the dramatic changes in this field. It was indicated that, due to
the rapid change in cybersecurity attacks, information security-related knowledge sharing
such as new threats and information security best practices could potentially increase
awareness, mitigate risks, and improve decision-making that may assist in protecting

organisations from cybersecurity threats.

The current research revealed that most organisations in Saudi Arabia do not practice
sharing of information security knowledge. This coincides with the previous work by Almugrin
et al. (2020) and Chandran and Alammari (2020), which showed that Saudi organisations lack
knowledge sharing due to many factors such as cultural backgrounds and organisational and

relational identifications.

In contrast to the previous findings, however, these findings also revealed that oil and
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gas and financial institutes are an exception as they tend to practice knowledge sharing. Yet,
there are no regulations or policies to guide through the knowledge sharing process by the
local regulator. For example, financial institutes are requested to report information security
incidents to SAMA who then share it with other financial institutes. This is just a part of the
knowledge-sharing process which includes other steps for proper knowledge sharing, such as
the explicit knowledge sharing which includes awareness, access, guidance, and

completeness of the data.

While sharing of information security knowledge is considered an investment in terms
of resources time and efforts, national culture might influence knowledge sharing behaviour
in Saudi Arabia. The findings discussed in Section 5.4.1.1 showed that national culture was
considered to be a main contributor for top management behaviour. The research data
indicated that management in Saudi organisations consider investment in technology rather
than people and process improvement investment. It was revealed that some organisations
have more advanced technologies than most other organisations in the rest of the world; yet,
they are more prone to information security threats and data breaches due to a lower
investment in people and process improvement resulting in less effective information security

management plan.

A possible explanation for this might be the lack of regulations that enforce
knowledge-sharing process among organisations. Governing bodies need to understand the
importance and influence of the knowledge sharing on organisations information security,
address causes of low adoption, and find proper solutions. Moreover, knowledge sharing
must be a part of the organisational culture using deferent techniques including training,
meeting, benchmarking, and more. Finally, periodic information security conferences
organised by the government is suggested to bring together information security and risk
management professionals, from public and private sector organisations as well as academia.
The purpose is to share information security knowledge and address new and advanced

threats.

5.4.2.4 Established Information Security Policies ISP

As mentioned in the literature review, it is the ISP that assists organisations to have
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the risk management take place. ISP is crucial during the first phase of ISRM planning in order
to have risk management activities carried out. Previous studies examining non-compliance
behaviour observed that poor ISP management is one of the main reasons for the non-
compliance behaviour in Saudi organisations. It has been concluded that poor ISP
management includes outdated, scattered, inaccessible, and overly broad ISP documentation
as well as employees’ low awareness of their organisations' ISP and its importance. Other
studies have suggested that national culture could result in employees’ low perception of the
importance of threats and vulnerabilities which potentially impact ISP compliance in Saudi

organisations.

The current research found that most of the Saudi organisations have a published ISP
in place. It has been indicated that the ISP is regularly reviewed and updated accordingly.
Consistent with the literature, however, this research found that ineffective ISP management
is an issue for number of organisations. It showed that ISP non-compliance behaviour has
been linked to ineffective ISP enforcement, low awareness, and national culture. It was also
argued that although the majority of Saudi organisations have the latest information security
technologies acquired and implemented, the effectiveness of information security
management systems are low due to ineffective ISP enforcement. Moreover, Group B’s
findings emphasised that despite having an ISP in the majority of organisations in Saudi
Arabia, they fail to enforce them successfully. This ineffective ISP enforcement is the main
reason of the ISP non-compliance behaviour in Saudi organisations. Top management was
found to be a role model in raising employee ISP awareness. This result may be explained by
the fact that top management are not aware of the importance of ISP and, therefore, ISP is
overlooked. This could be linked to the management low awareness discussed in

Section5.4.1.2.

Another explanation for ISP non-compliance behaviour could be the negative
experience the employees encounter when trying to comply with ISP. The data indicated
some employees would not adhere to ISP practices because they think it would hinder their
daily job progress. Therefore, it is suggested that employee’s awareness regarding the
importance of ISP practices plays a vital role in improving the compliance behaviour. Further,
simplifying the ISP processes may also improve the compliance behaviour, resulting in fewer

mistakes made, less time spent learning new rules and regulations because it allows for easier
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understanding from all parties involved, improved employee satisfaction due to increased
clarity in expectations, as well as reduced stress levels associated with constantly being
updated about changes within the organisation’s IT department. Moreover, maintaining a
well-documented ISP is another factor that offers several benefits to ISP compliance
behaviour. It could improve the ISP accessibility, awareness of its importance, and, more
importantly, simplify its processes, making it easy to understand and implement. Accordingly,
employees would have a better experience with ISP in which the compliance behaviour would
improve. Finally, it was emphasised that organisations should not rely on awareness because
non-compliance may occur regardless of the emphasis on it. ISP enforcement by deterrence
sanctions is the last strategy to influence the behaviour of employees to comply with ISP.
Therefore, the enforcement should be viewed from the perspective of awareness and

sanctions.

5.4.2.5 Cross-Departmental Collaboration

One unanticipated finding from the research data was the influence of cross-
departmental collaboration within an organisation on ISRM. Cross-departmental
collaboration can be defined as “any joint action across diverse departments that is intended
to increase public value and address difficult public challenges through coordination,
partnering, conflict resolution, and cooperation” (Wipulanusat, Sunkpho and Stewart 2021,
p. 2). Each organisation is considered an ecosystem in which it is not possible to implement a
solution or make a change in one part of an organisation without affecting other parts of the
organisation. Studies have shown that a lack of communication between employees from
different department leads to ineffective work progress. It has been indicated that
cooperation between departments is vital to reach the desired organisational goals. Cross-
departmental collaboration within an organisation is a reflection of a healthy organisational

culture (Ali 2007).

The data indicated that insufficient cross-departmental collaboration could negatively
affect the information security process in the whole organisation. Information security and
risk management teams encounter many communication and collaboration issues with other

departments within their organisation. For example, risk identification and analysis tasks are
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not given a priority by some employees in other departments, which causes a major delay in
the risk assessment cycle resulting in incomplete risk reports. Therefore, risk management
teams need to spend time and effort to push those who are not cooperating to finish the

required tasks. This problem arises consistently throughout the risk management cycle.

A possible explanation for the ineffective collaboration among departments might be
the lack of top management support. Effective cross-departmental collaboration requires
that effective strategies and measures to be taken that are initiated and supported by the top
management as well as department heads. Moreover, prompt and authentic information
exchanges throughout the organisational hierarchy have to be ensured. Finally, obstacles

which prevent effective collaboration among departments must be pointed out and resolved.

Another possible explanation for this is the lack of business comprehension among
departments. The lack of understanding of organisations’ business strategies and the role of
each department could lead to ineffective communication and response. Leaders must allow
teams to learn about each other and understand the importance of each team. This could

improve trust among department teams, which could potentially improve collaboration.

5.4.3 Technology

5.4.3.1 Ongoing Information Security Awareness Program

The information security literature has, in general terms, emphasised the importance
of employees’ attitudes and behavioural intentions as predictors of actual information
security compliance. Prior studies have noted the importance of information security
awareness program as it is considered a precautionary measure to prevent information
security threats. In addition, it has been noted that information security awareness is
considered to be one of the strongest lines of defence in organisations against IT threats
because most of the employees are not aware of the information security measures and
consider IT as a tool to perform their job responsibilities quickly and efficiently; additionally,
most of the time, information security is viewed as an unnecessary hindrance (Alzahrani and
Alomar 2016; Veiga and Martins 2017; Tsohou et al. 2006). Therefore, there is a need to

establish an information security awareness program to ensure an appropriate degree of
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security awareness within an organisation (Alnatheer 2015).

These results from both Groups A and B confirmed the findings of much of the
previous work by Kshetri (2016), Aldosari (2019), Omar (2017), and Alzahrani and Alomar
(2016), who argued that one of the main reasons Saudi organisations are subjected to
frequent and destructive cyberattacks and data breaches is the low level of awareness.
Moreover, the data indicated that the low level of awareness is influenced by the culture as
well as education and training, which has been confirmed by Aldossary and Zeki (2013) and

AlKaabi (2014).

It is therefore suggested that Saudi organisations should provide mandatory
information security awareness training programs for all employees, including senior
managers. Further, each training must conclude with an assessment to assure the employees’
understanding. It is also advisable to include the training attendance and assessment results

as part of an employee’s annual performance appraisal process.

To address cultural differences, information security awareness programs should be
provided in the employees’ native language. It is advisable to focus on certain aspects in
certain languages while the same aspects may not receive the same attention in other
languages. That means the concepts and associated risks should be presented and explained
in the appropriate languages (Kruger et al. 2011). In addition, Arabic language translated
material should be available for Saudi and Arab employees and should be presented and

explained in clear language.

The traditional approach to information security awareness training programs has not
kept up with the advancement in cyberattacks. The use of technology in information security
awareness training such as online webinars and on-demand training could save time and
effort and eventually reduce training costs. Moreover, such programs have steadily increased
in the past several years and can be easily up-to-date with the current security advancement.
It is a way to provide an interactive teaching experience and reinforce the concepts learned.
Therefore, information security awareness training programs should take advantage of the
technology to develop more specific and relevant training programs designed specifically for

the skills required and fit the work environment in Saudi organisations.
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5.4.3.2 Measurement of Information Security Awareness

Prior studies have noted the importance of information security awareness training
program in the employees’ behaviour toward information assets. Yet, the measurement of
the effectiveness of the ISA is as important. It has been indicated that organisations must
measure employees’ understanding for policies, procedures, threats, and much more.
Measuring information security awareness helps to identify an employee’s current
understanding of the company's cybersecurity policies and procedures are, as well as their
ability to act on them in order to prevent data breach from cyberattacks from happening or
mitigate the damage. Measuring employees’ awareness can be achieved by developing
assessments that test their basic knowledge regarding cybersecurity, policies, risks of identity
theft, data breaches, phishing scams, malware attacks, and more. This must be completed by
all employees within the organisations, including top management. The results of these
assessments can identify employees’ ISA weakness so that the awareness program training is

corrected accordingly.

The current study found that some Saudi organisations developed awareness
measurement programs which that may assist in measuring the effectiveness of the
information security awareness training. Employees are required to complete assessments
after conducting the information security training. It has been shown that some employees
are not interested in taking these assessments and because they are not mandatory. This
result may be explained by the fact that there is lack of enforcement over employees to take

or complete the test.

The research data also show that the majority of the organisations do not have any
information security awareness measurement programs in place. This could lead to less
effective outcomes from information security awareness training programs because the role
of information security awareness measurement is to determine how effective the
information security awareness training program is in establishing a strong information
security awareness program. Information security awareness tests proves that the
information security awareness training program is effective in employees to protect the

company against threats.
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It is therefore suggested that the awareness program should clearly define the
objectives, identify strategies, and success measures. The next step is developing and
implementing the evaluation tools to measure the effectiveness of the awareness program.
Prior to the training, a baseline should be established by testing the employees’ awareness
level. After training, another test must be completed by the same employees. Finally, the

results and behaviour should be compared of the employees before and after the training.

The implementation of measurement methods should include simulations and
guestionnaires to determine employees’ information security awareness levels and draw
feedback in order to redesign and improve the information security awareness program
interventions. For example, a passing information security awareness test proves the
employee understands the difference between identity fraud and a phishing attack. If an
employee fails the information security awareness test, then they are not well aware of the
concepts of information security. A maximum passing score means that the candidate is well

aware of the information security concepts and has good knowledge about them.

Information security awareness measurement could utilise technology such as
interactive multimedia and simulation to ensure that employees have the necessary
knowledge and skills to identify, prevent, report, and respond appropriately when they are

exposed.

5.4.3.3 Third-Party Management

As mentioned in the literature review, information security incidents from ICT
outsourcing have dramatically increased. Third parties are considered one of the critical
information security risks. It was indicated that proper third-party management is vital to
minimise its risk and protect organisations data assets. Third parties can be employees,
contractors, service providers, or partners who have access to sensitive data and systems. It
was also emphasised that due to the shortages of skilled people in the Saudi Arabian working
population, more migrant labour and workforce are needed from different countries resulting
in an increase of the ICT outsourcing services demand. Therefore, proper management of

third parties is vital in Saudi organisations.
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The data from Group A indicated that many organisations in Saudi Arabia outsource
their ICT and information security services to third parties in which the level of outsourcing
varies from very limited services testing to full ICT services outsourcing. The data revealed
that all organisations perform an adequate level of information security checks to ensure
third-party eligibility and may perform information security assessment as well as signing non-
disclosure agreements with third parties. Furthermore, they monitor the third parties by
doing a regular security assessment to ensure their adherence to the provided rules and also

enforce their policies.

In contrast to the Group A findings, the Group B findings reveal that most
organisations in Saudi Arabia have very poor third-party management. It was indicated that
third parties involved in small-sized projects are not given the same attention in terms of the
enforcement of policy and procedure. Further, in larger projects, the enforcement and proper
assessment only takes place at the beginning of the project most of the time. This result may
be explained by the fact that the awareness of the importance of third-party management is
very low. Another reason could be the increased level of trust towards third parties, which

could be influenced by the national culture.

It is therefore suggested that organisations in Saudi Arabia must enforce a third-party

management program that includes the following:

e Managing third-party risks: A comprehensive and well-written contract, which
outlines the rights and responsibilities of all parties such as policies, controls, and risk

monitoring.

e Top management support: It is the top/upper management’s responsibility to
establish a culture of collaboration with the third-party, while also controlling the risks

that may emerge.

e Evaluate the third-party management program effectiveness: The third-party
management must be evaluated by the program regularly to identify potential risks

and to ensure that compliance requirements are met.

e Utilising technology: Technology could assist in facilitating and managing third parties
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by automating processes, risk management, audits, compliance, and performance.

5.4.3.4 Risk Management Process Automation

One interesting finding of this research was the risk management process automation
influence on the ISRM effectiveness. The risk management automation eliminates error,
assists with decision-making, facilitating tasks, and improving performance. Moreover, it
collects, organises, and categorises risk management data accurately and enables constant

monitoring.

The results of this research revealed that a complicated risk management process
influences ISRM effectiveness in Saudi organisations. It was indicated that spreadsheets are
still in use during the risk assessment phase, which makes it harder to collect and assess the
data. Moreover, it makes it more difficult to make decisions and implement effective planes.
This can lead to less effective choices or even worse outcomes than if they were made with
minimal complexity. A possible explanation for not utilising automated risk management
tools is the cost and return of investment (ROI). Risk management automation tools are quite
expensive and some organisations do not have dedicated budget for that. It is possible that

they do not see the value of it or do not have proper ROI.

Therefore, it is suggested that organisations in Saudi Arabia leverage automated risk
management tools and technology. It could help in resolving many ISRM issues discussed in
the previous sections, such as the ineffective collaboration between different risk assessment
teams, improper risk assessment, and unclear roles and responsibilities. Risk management
automation assists organisations receiving accurate and accessible data that improves the risk
analysis and reporting. Moreover, it helps organisations to act proactively with regards to risk
acceptance and mitigation. Automation of risk management may improve risk scoring
activities, indicated in Section 4.6.1.3, based on the likelihood and the impact because
organisations can determine which risks pose the biggest threat in a more accurate and

efficient manner.
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5.5 The Enhanced ISRM Model

The enhanced ISRM model is an incorporation of the factors derived from literature
and the data collection phase one analysis and discussion. The review of literature revealed
eleven factors that were discussed in Section 2.8 and presented in the initial ISRM model
Figure 2.7. In the same manner, the phase one data collection supported some of the factors
presented in the initial ISRM model and, more importantly, revealed new factors that may

influence ISRM effectiveness in Saudi Arabia. Accordingly, the enhanced ISRM model was

developed and presented in Figure 5.1.

Process

Enhanced ISRM Model For Saudi Arabian Organisations

Figure 5.1 Enhanced ISRM for Saudi Arabian Organisations

Source: Researcher’s Compilation (2021)

5.6 Summary

This chapter discussed the results from the phase one data collection. In this chapter,
the researcher was able to answer the research questions and provide interpretation for data
in the previous chapter. Accordingly, the researcher was able to develop the enhanced ISRM
model for Saudi organisations. The enhanced ISRM model was developed based on the initial

ISRM model presented in CHAPTER 2 and the factors extracted and analysed from the
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interviews.

The next chapter discusses an evaluation of the enhanced ISRM model developed by
presenting the ISRM model to focus group participants. The result is the proposed ISRM

model.
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CHAPTER 6. EVALUATION OF THE ISRM MODEL

6.1 Introduction

The previous chapter presented the enhanced ISRM model, which provides the
groundwork of this research. As discussed in Section 3.5.3, this research data collection was
conducted in two phases. The first phase, the qualitative semistructured interviews, provided
a broad view and evaluation of research problem as well as the enhancement of the initial
ISRM model. The second phase, the focus groups, provided a final overview and feedback of

the developed ISRM model.

This chapter discusses and evaluates the enhanced ISRM model developed
throughout this research. In order to obtain the desired results, the enhanced ISRM model
which emerged from the literature review and the phase one data analysis was presented to
participants. They were then asked to discuss current ISRM issues, experiences, and
improvements related to the ISRM model for Saudi organisations. Also, they were asked
specific prompt questions which encouraged them to identify factors that could aid or should

be avoided the proposed ISRM model for Saudi organisations.

Focus group methodology, sampling, and participant characteristics are discussed in
Section 3.5.3.2 and Section 3.5.3.3, respectively. Data interpretation and discussion from
focus groups are presented in this chapter focusing on PPT dimensions factors. Finally, the
research question is addressed and proposed ISRM model for Saudi Arabian organisations is

presented.

6.2 Data Interpretation

All focus groups participants were asked the same questions and were encouraged to
discuss their experiences, views, and opinions through open-ended questions. The questions
covered a number of aspects, including participants’ view of the need for enhanced ISRM
model for Saudi organisations, their perspective and feedback on an enhanced ISRM model,

and the likelihood of compliance improvement. The following subsections interpret the data

183



collected from the focus group participants.

6.2.1 The Need for Enhanced ISRM Standard

The researcher asked the participants questions regarding the need for an enhanced
ISRM standard to best fit Saudi organisations. Table 6-1 shows that more than 80 percent of
the participants agreed that there is a need for an enhanced ISRM to best fit Saudi Arabia.
The data indicated that Saudi organisations face challenges with implementing the
international ISRM standards in which they are less effective and should be enhanced

accordingly.

“Yes, | think we need to have local security standards initiatives
organised by the government” FP2

“I think available the security management standards in the market
is good but they need so much work to make it better working in our
company environment.... We use 2 standards the iso 27000 and NIST and
we still think that they need some changes in the controls for example” FP7

It is apparent from this table that only two participants did not see the need for a

localised ISRM standard. One of the participants stated:

“The ISO is ok for us... we didn’t need to look for alternatives... | think
every company has to work with standards according to their needs... you
cannot find a standard that is applicable for all” FP3

The other participant outsourced ISRM activities to a third-party and felt confident

that they do great job with the international ISRM standard:

“I don’t think it’s necessary to have ISRM standard specific for us... |
mean Saudi Arabia... Our contractor is doing well with risk management
and we are satisfied with the outcome” FP11
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Table 6-1 Participant Reply about the Need for Enhanced ISRM in Saudi Arabia

Focus Participant  The need for Enhanced
Group ISRM Standard
FP1 Yes
FP2 Yes
G1 FP3 No
FP4 Yes
FP5 Yes
FP6 Yes
G2 FP7 Yes
FP8 Yes
FP9 Yes
G3 FP10 Yes
FP11 No

The next subsections present the data from the participants’ perspectives and

6.2.2 People

Participants were presented with the enhanced ISRM model and were asked if it

to commencing any IT security-related activities.

Organisation’s
Industry/Classification
Health/Private Sector
Education/Public Sector
Government
Agency/Public Sector
Retail/Private Sector
Retail/Private sector
Financial
Institute/Private Sector
Government
Agency/Public Sector

Government
Agency/Public Sector

Government
Agency/Public Sector
Financial
Institute/Private Sector
Retail/Private sector

feedback after they were introduced to the enhanced ISRM model for Saudi organisations.

encompassed the factors that they consider important. Factors related to the People
dimension were reviewed by the participants, starting with national culture. National culture
was the key topic discussed by the focus group. The data revealed that there is a lack of
security culture in many organisations that could potentially pose a great security risk to the

organisations. It was indicated that for an effective ISRM, culture should be considered prior

“Yes yes... | can see security culture is the main reason... we need
security culture across entire our company” FP3

“Our culture is different... so much.. we face problems with culture all
the time... but during the recent years we see some improvement specially

with the new regulations” FP8
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“People must understand the culture before starting any security
activities in any organisation... culture make huge difference... culture is
different for each company” FP

The majority of participants agreed that supportive management is the key for an
effective ISRM in Saudi organisations. Proactive managers behaviour is highlighted again,

which ties with the research findings in data collection phase one.

“Without the management support... we cannot achieve any our
company security goals... that’s why when we face issues with other
department for example, we reach them to gain support and help resolving
these issues...” FP3

“The mindset of reactive management is a major concern | think... we
need supportive proactive thinking... security is still not their major
concern” FP7

“I totally agree with others... management initiatives in this manager
is necessary... what | notice with most enterprises in Saudi Arabia is that
things come from bottom-up... it’s not working like this” FP8

The data from focus groups indicated that ethical culture and risk management skills
are not as important as other factors under People’s dimension. Only participants provided

their thoughts about these two factors, such as:

“We do have strong ethics and morality in our environment but it
could be better... I’'m not sure if we should give it a priority because we
have other activities that are more important... | think” FP7

“I’'m not sure if ethics are directly related to our subject” FP11

“In general, there is a problem with risk management
understanding... it’s not well understood by many of the staff even some
senior managers... that’s why in some cases we need to fight to get the risk
activities done properly, even sometimes we know that the reports
provided are not actually correct but we can do nothing... Its lack of
understanding mainly” FP7

In summary, most of the participants concurred that national culture, management
commitment and support, ethical culture, and risk management skills are vital factors which
Saudi organisations must consider for an effective ISRM. Participants could not determine
additional factors to be considered under the People’s dimension. Their feedback indicated

that these factors presented in the enhanced ISRM model are sufficient for the purpose of
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developing the proposed ISRM model for Saudi organisations; therefore, the researcher will

not modify People’s dimension factors in the proposed ISRM model.

6.2.3 Process

The participants were asked to provide their feedback about Process dimension
factors presented in the enhanced ISRM model. The data showed that participants had more
interest discussing these factors and it was clear that Process dimension factors captured their
attention more than the People’s dimension did as new factors emerged from the discussion.

Some of these factors are valuable and have been incorporated in the proposed ISRM model.

From the focus group data, more than 90 percent of the participants agreed that a
proper information systems audit is crucial for an effective ISRM in Saudi Arabia. There were
several opinions regarding the information systems audit influence on risk management. It
has been confirmed that Saudi organisations face issues with carrying out a proper

information systems audit due to disqualification and lack of expertise. Participant FP8 stated:

“Sometimes audit tasks are being assigned to nonexperience
employees due lack of expertise or even tight schedules” FP8

Also, another participant stated that audit reports related to information security

might be overlooked by the management because information security is not their priority.

“The only issue with audit is the management response with regards
the provided report by the audit team, usually external, financial audit are
very critical in their view” FP

In the same manner, more than 90 percent of the participants confirmed that roles
and responsibilities are a major concern in Saudi organisations that could reflect the
effectiveness of the ISRM. The data indicated that the majority of the organisations—
especially government agencies—need clearer and updated roles and responsibility in order

to perform better and improve ISRM effectiveness.

“With no clear roles and responsibility... no one would do tasks that
they think it’s not their responsibility... we face that so often during the risk
assessment phase” FP

“I cannot emphasise it more... roles and responsibilities are not well
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prepared which make work with other employees quite complicated... if we
have established and well documented responsibilities and can avoid
conflicts and save too much time at work... this issue can be seen in most
government entities” PF

The data showed that sharing of knowledge was controversial with just over 35
percent of participants agreeing that it is an important factor in the ISRM model, while the
rest could not perceive its importance. However, it was indicated that information security
knowledge sharing is not well practiced in Saudi organisations due to lack of regulation, which

support the results in the literature review and the data collected in phase one.

“We have no official channels to share security with others...
sometimes during conferences or meetings but not in a regular basis... |
think it’s a good idea to have a hub to share knowledge with other entities
in the region... it will be a win-win for all” FP

“Knowledge sharing has nothing to do with risk management |
think... could be in direct” FP

The data indicated that ISP was the main Process dimension factor in which all
participants agreed was vital for an effective ISRM. Some participants argued that ISRM
cannot be successfully implemented with poor ISP due to its role in the risk management
activities. Moreover, it was indicated by other participants that enforcement of the ISP is

necessary because they believe that it potentially reduces risk exposure.

“I believe that policy is the key for healthy and security
environment... considering enforcement and sanction because some staff
do not follow the rules without enforcement” FP7

“No policy means no security... that’s why we fight to enforce it” FP

Another factor that was discussed was the cross-departmental collaboration factor.
More than half of the participants agreed that it is an issue that needs to be considered in the
ISRM model. The data demonstrated that the collaboration among different units within an
organisation is vital during the risk management activities. Collaboration was considered
important for effective risk treatment plan implementation because it needs a timely

commitment from all units of the organisation and therefore the collaboration is vital.

“Collaboration is very important not only between departments but
in the whole company” FP
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“It is very necessary to have collaboration all the time during risk
management cycle... especially during the risk treatment plan
implementation phase... sometime we face resistance with other
departments during this phase... they do not give it a priority regardless of
the severity of the risk” FP

The last factor under the Process dimension in the enhanced ISRM model was the ICT
outsourcing factor. Surprisingly, the data showed that ICT outsourcing was not of significant
important for most of the participants and therefore does not have a significant influence in

ISRM effectiveness.

Unlike the People’s dimension, new factors emerged from the data in this discussion.
Risk transparency was suggested by some participants as a potential factor that may influence
ISRM in Saudi organisations. It was indicated that the lack of transparency, especially during
the risk assessment phase, could negatively impact the risk management activities as a result,

as commented by this participant:

“One of the elements that you might consider is the transparency...
risk transparency... it plays a role in the risk management progress... for
example sometime we realise that there is something not right during the
assessment phase that we could relate to the transparency” FP

Another participant confirmed that risk transparency could be considered a factor that
influences ISRM and therefore could be added to the proposed ISRM model. It is clear that
from the participants’ feedback that there is a concern regarding the transparency level that

could negatively influence ISRM in some organisations in Saudi Arabia.

“It’s a valid point that transparency could be added as in your design
model because transparency is very important in risk management... we
face issues with the transparency” FP

In the same manner, the handover process was highlighted by the participants as
another factor that could be considered in the proposed ISRM model. It has been indicated
that in some cases, risk management activities could not be carried out due to a poor
handover process among team members within an organisation. For example, some
employees could not provide data about their information or IT assets because they do not

know that these assets exist due to poor handover as highlighted by FP:

“Handover can be a problem... we face it all the time when someone
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leave the company and someone else takes his place... sometimes we need
to contact those who left the company recently to verify some information
about the existence of some assets” FP

Enforcement was the last Process dimension factor highlighted by the participants.
The data revealed that policy enforcement is an essential factor that influences ISRM in Saudi
organisations. It was indicated that the non-compliance behaviour within some organisations
in Saudi Arabia is a result of inconsistent policy enforcement. Moreover, the data showed that
third parties could pose an information security risk for Saudi organisations due to the

inconsistent policy enforcement as commented by participants:

“To be honest... there is no proper enforcement due to many
reasons... | think culture that you mentioned earlier and management as
well.... sometimes when we have a project with a tight schedule, we tend

not consider enforcement and the same thing with vendors” FP

“External policy enforcement... | mean by external is our service
providers or third parties... they do not follow our procedure sometimes
however the management do not take series actions” FP

Overall, these results confirmed that information systems audit, roles and
responsibilities, ISP, and cross-departmental collaboration are vital Process dimension factors
that Saudi organisations must consider for an effective ISRM. It has been indicated that the
knowledge sharing factor did not show much interest. However, other factors such as risk
transparency and the handover process have been initiated during the discussion as Process
dimension factors. It has been revealed that these new factors could influence the
effectiveness of ISRM in Saudi organisations. Therefore, process dimension factors are

reconsidered in the discussion section later in this chapter.

6.2.4 Technology

Issues related to the Technology dimension that influence the effectiveness of ISRM
were discussed with the focus groups participants. The participants were asked to provide
their feedback about factors presented in the enhanced ISRM model. The data showed that

technology factors were critical for most of the focus group participants.

Ongoing IS awareness and training were considered crucial by all focus group

participants. It was indicated that using technology would significantly assist in delivering
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timely, efficient, and cost-effective IS awareness and training program. It includes online

webinars, on-demand training, and self-assessment as commented below:

“I do not think that any company can survive from cyberattacks
without intensive awareness program” FP

“Awareness is the key to stay ahead... we utilise some available
services such as online as well as on-demand training depending on the
level of employee in our company” FP

“The on-demand awareness program is cost effective with some
drawback... | mean it needs to be enforced by setting up deadlines and
required self-assessment” FP

Awareness measurement was considered vital by more than 70 percent of the
participants. The data revealed that employees’ awareness level is considered very low
although training and awareness programs were provided. It has been indicated that the
measurement of the awareness level is one way to determine the effectiveness of the
awareness programs and also to determine the weakness. This would help in developing of
more effective training and awareness programs which could improve information security
awareness among the employees. This data links with the existence literature discussed

earlier.

“As | said... enforcement for self-assessment is required to measure
their awareness” FP

Moreover, the data showed that most of the Saudi organisations do not practice
information security awareness measurement properly. It has been indicated that some
organisations require their employees to take an assessment at the end of their training and
awareness session as a mandatory requirement for their yearly appraisal. There is no actual
measurement of the awareness level in this process because the employees who do not pass
the awareness test are required to repeat the training and retake the test until they pass the

it.

“We don’t have something like that... actually there is a test at the
end of the training and most of them do not take it because it’s not
required” FP

“Measurement of awareness... no... they are required to perform
something like a quiz at the end of the training and they have to pass it... if
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not they need to repeat until they pass” FP

The last technology dimension factor discussed was the risk management automation,
which showed interest by more than 60 percent of the focus group participants. The data
revealed that using technology such as risk assessment activities automation is a better
approach for effective ISRM. It was indicated that risk management activities automation
tools are efficient and could save time and money. However, some organisations in Saudi
Arabia do not utilise such tools to automate their risk management activities, which supports

the results in the data collected in phase one.

“Risk management tools is worth investment... | mean it’s expensive
but the return is very high... it save a lot of time and effort even
communication efforts... assigning tasks and setting reminders follow-
ups... many many benefits” FP

“I’'m sure it useful tool... let’s say fancy tool... because it’s very
expensive to acquire” FP

From the discussion, third-party management emerged as a new factor that could be
included in the proposed ISRM model. It was indicated that third parties could pose risk for
Saudi organisations; therefore, an effective management automation tool is needed to
reduce their potential risk. Automation could help in categorising, tracking third-parties
according to their risk level and assign the depth of necessary assessment individually as

expressed by the following participant:

“We managed to automate third-party risk management that seems to be
useful... previously we had many problems with managing vendors risk especially
with the increase number of the vendors everyday... automation made it easier for

us to track third-party... identify the depth of the assessments for each vendor” FP

In summary, these results show that IS awareness, awareness measurement, IT assets
management, and risk management automation are crucial Technology dimension factors
that Saudi organisations must consider for an effective ISRM. It has been indicated that the
knowledge sharing factor did not show much of interest. Moreover, third-party management
was suggested during the discussion as a technology dimension factor that could enhance the

effectiveness of ISRM in Saudi organisations.
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6.3 Discussion

The previous sections discussed the data collection phase two, the focus groups, and
analysed the data obtained from the interviews. From the data, it was confirmed that there
is a need for an enhanced ISRM to best fit Saudi Arabia due to many factors. These factors

were discussed thoroughly with all focus group participants.

This section discusses the focus group participants’ overview and feedback regarding
the initial ISRM model factors in order to develop the proposed ISRM model for Saudi Arabian

organisations.

6.3.1 People

Consistent with the literature and the results of the phase one data, it was confirmed
that national culture is a key factor that influences the effectiveness of ISRM in Saudi
organisations. The data indicated that the consideration of national culture may assist in
understanding the organisational culture resulting in a proper IT security-related activities
plan could be developed and implemented. This result may be explained by the fact that
national culture consideration is vital for developing any organisational program such as ISRM

because not doing so could result in conflicting and immature programs.

One interesting finding emerged from focus group data, one that has not been
indicated earlier in this research, was the risk transparency factor and its possible influence
in ISRM effectiveness. Transparency can be defined as the quality of organisations or
individuals of being open to explicitly disclose information, plans, processes, and actions
(Meijer 2009). It can contribute to organisations’ corporate sustainability and proactive
management (Vaccaro and Echeverri 2010). Risk transparency is the idea of being transparent
about what could happen as indicated by the participants because there is a tendency to hide
information about potential risks for unknown reasons. It was clear that participants were
pointing to the transparency during risk management activities, which demonstrates how
transparency could influence the risk management process. This result may be explained by
the fact that transparency could be influenced by the national and organisational culture as

well. Therefore, awareness of the importance of transparency, especially during risk
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management activities, could possibly help in improving risk transparency. Moreover, the
transparency must be a top-down approach, meaning that transparency culture must be

promoted by the top management.

Although the remaining factors such as management commitment, ethical culture,
and education and training were discussed with no significant input from the participants,
who indicated that those factors are important and may influence ISRM effectiveness. A
possible explanation for this might be that those factors are not as significant as the national
culture factor. These findings suggest that all Peoples’ dimension factors are significant and

therefore will be considered in the proposed ISRM model.

6.3.2 Process

Process dimension discussion was more of an interest for most of all focus groups and
new significant factors emerged from this discussion. The results confirmed the findings from
phase one that information systems audits are consistently carried out by Saudi organisations.
However, assigning non-qualified employees and the disregarded audit reports by the
management have been indicated as concerns that may negatively influence ISRM. A possible
explanation for these results may be related to the lack of necessary risk management skills
discussed in the previous chapters and the management’s low awareness of the importance

of information security.

The data also confirmed the findings from the phase one data that some Saudi
organisations, especially government agencies, have poor or outdated roles and
responsibilities documentation. This could create a gap among employees involved in risk
assessment activities because they are not aware their responsibilities in these activities and,

as a result, all risk management activities would be affected.

These data were unable to demonstrate that knowledge sharing can be considered an
important factor. It has been indicated that it would not influence ISRM effectiveness because
there is little or an indirect relation between ISRM and knowledge sharing. This rather
contradictory result with the findings from the literature has been discussed in the previous

chapter.
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The data confirmed the findings from the literature and the phase one data that ISP is
a critical factor influencing the effectiveness of ISRM. It has been indicated that a well-
established ISP plays a major role in successful risk management activities; however;
enforcement could be the key to accomplish that. There is an indirect relation between policy
enforcement and ISRM; for example, enforcing a policy could limit the exposure of
confidential information and minimise the number of vulnerabilities in the organisations

systems which results in a lower level of risk exposure.

In a similar manner, the data confirmed the findings from the phase one data that
cross-department collaboration is an important factor for an effective ISRM. The reason was
that collaboration could improve risk assessment activities because it may improve

communication quality and therefore improve productivity among risk team members.

6.3.3 Technology

The results of this research show that technology-related factors are significant for an
effective ISRM in Saudi organisations. Consistent with the results of the phase one data, it has
been confirmed that utilising technology in information security awareness training programs
could improve the effectiveness of ISRM in Saudi organisations. A possible explanation is that
online webinars and on-demand training could save time and effort, and eventually reduce
training costs. Moreover, such programs can be easily updated with the current security

advancement.

In accordance with the present results, the literature and the data from phase one
have demonstrated that measuring information security awareness is vital. Although most
Saudi organisations do not practice it, the data validated that the awareness measurement
could assist in identifying weaknesses that help in redesigning more effective awareness
programs. Therefore, an awareness measurement should be part of a comprehensive

information security awareness program.

In a similar manner, the data confirmed the findings from the phase one data that
third-party management is an important factor that may influence ISRM effectiveness. It was

indicated that third-party management tools could reduce possible risks posed by third
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parties.

Finally, the results from the focus group confirmed the importance of the risk
management automation factor for an effective ISRM. It has been indicated that risk
management automation tools are not popular among Saudi organisations due to their high
cost. Although the return of investment is high, it is possible that the management are not
aware of its real value. The data and literature have indicated that Saudi Arabia is one of the
top countries in technology investment. Therefore, an awareness program of the importance
of technology for top management may assist in a better understanding of the role of

technology in improving ISRM in Saudi Arabian organisations.

6.4 Proposed ISRM Model for Saudi Organisations

To answer the main question for this research which is: What are the factors that must

be considered when developing an effective ISRM model for Saudi Arabian organisations?

In order to answer this question, a comprehensive review of the literature was
conducted. This helped in constructing the initial ISRM model from factors that might
influence ISRM effectiveness in large Saudi Arabian organisations. The next step involved
collecting the phase one data, the semistructured interviews, which were analysed utilising
the NVivo application to uncover significant factors which resulted in the enhanced ISRM
model. Finally, phase two data, the focus group, was analysed the same way to confirm and
support previous results that were used to reveal the proposed ISRM model which could be
used to improve ISRM standards effectiveness in large Saudi Arabian organisations as shown

in Figure 6.1. These factors were discussed in a great detail in the previous chapters.

An Arabic translation version of the proposed ISRM model is included in Appendix 6.
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Figure 6.1 The Proposed ISRM for Saudi Arabian Organisations

Source: Researcher’s Compilation (2021)

6.5 Summary

This chapter examined and confirmed the potential ISRM factors that emerged from
this research. The focus group data were carefully coded and qualitatively analysed, which
revealed a number of interesting factors that were discussed and considered in the proposed

ISRM model.

Similar to phase one, phase two data themes were grouped into PPT dimensions. The
data showed that national culture under the People’s dimension was one of the main factors
that influence ISRM effectiveness. Moreover, risk transparency was revealed as a new factor
that may influence ISRM in Saudi organisations. Risk transparency was then considered in the
proposed ISRM model. It was clear from the data that an information system audit is the key
factor under the process dimensions. Finally, utilising technology for training programs in
information security awareness is a key factor that may influence the effectiveness of ISRM

in large Saudi Arabian organisations.
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CHAPTER 7. CONCLUSION

This chapter summarises the major findings of this research based on the objectives
and research questions defined in Chapter 1. A summary of the research highlights the results
that contributed to information and security risk management theory and practice. The
research significance, limitations encountered in conducting this research, and future
research opportunities within this field are suggested. Finally, a summary of the chapter is

presented.

7.1 Summary of the Research

The researcher studied the ISRM implementation challenges and the factors that
influence ISRM in large Saudi Arabian organisations based on academic research. All of the
factors that emerged from the literature review were combined to develop an integrative
model. To this end, three research questions were considered that followed an inductive
reasoning approach as they attempted to extend the existing literature through theoretical

contributions in the field of information security risk management.

Given the nature of this study, an exploratory research method was used. It is a form
of research carried out when there is a need for a greater understanding of a topic, especially
if the area of research has not been done before. The choice of this research method is further
justified by the lack of systematic research about the ISRM phenomenon in the Saudi Arabian
context. This research design is a top-down approach that demonstrates the research
progress stages. A cross-sectional time horizon was employed for data collection, which
provided advantages because data can be collected within a shorter time frame. The
participants can be observed simultaneously at a specific time. In this sense, the data

collection process requires less effort.

Sampling phase one used semistructured interviews. The participants were divided
into Groups A and B to achieve data triangulation. Group A had 10 prequalified participants
from information security specialists from the top 100 Saudi Arabian companies in 2018,

public universities, government agencies, and IT vendors within Saudi Arabia. The data
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obtained from the interviews were analysed, and the data yielded were encoded using NVivo
software package. Group B involved eight participants from IT security solution vendors, IT
security consultation service providers, and information system integrators who provide their
services to Saudi organisations. Thematic coding was used on the transcripts of the phase one

data that unveiled the ISRM factors, resulting in producing the enhanced ISRM model.

In sampling phase two, the researcher approached and recruited the focus group
participants through LinkedIn. The participants were drawn from CIOs, IT managers, security
engineers, and security analysts, with four participants in each of the three focus groups. The

data obtained during the focus group phase were analysed using the NVivo Software package.

From the first sub-objective of this research, the researcher posed the first research
question: “What is the level of Saudi Arabian large organisations’ compliance with ISRM

standards?”

The prior research conducted on government agencies, healthcare, defence, financial
institutions, and private enterprises have noted that only a few Saudi Arabian organisations
comply with ISRM standards. However, the research results discussed in Section 5.3.3.1
indicated that 90 percent of the organisations comply with one or more ISRM standards such
as ISO, NIST, COBIT, PCl, and the ISF Standard of Good Practice. This research findings
contradict previous studies that noted that ISRM is poorly implemented in Saudi Arabia. The
observed increase in ISRM compliance could be attributed to the Saudi Arabian government's
introduction of new information security initiatives discussed in Section 3.7.2.2 that
emphasises the need to comply with information security standards. Moreover, the increased
number of cyberattacks on critical and major economic organisations could be another reason
that has encouraged Saudi organisations to reassess their information security approach,
leading to strict compliance with international information security standards such as ISRM

standards.

In fact, the Saudi government has begun to recognise the importance of information
security through initiatives that promote the adoption of information security standards. This
way, a regulatory environment favours initiatives that comply with international information

security standards such as ISRM standards. These initiatives have introduced mandatory
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requirements to enhance compliance with information security standards, including ISRM

standards such as ISO 27005, which are considered key to improving information security.

From the second sub-objective of this research, the researcher posed the second
research question: “What are the ISRM standards implementation challenges in Saudi Arabian

organisations?”

Based on the literature review, one of Saudi Arabian organisations' main challenges is
the shortage of information security expertise. The education system outcome is poor in
quality information security and risk management education and training programs. Now the
need arises as cyberattacks target Saudi Arabia's most significant infrastructure. Likewise,
previous studies highlighting how managing IT assets can be daunting because the IT and data
assets are not included in the organisation's assets registry, making it difficult to identify the
assets and their associated risks. Another identified reason could be the faulty evaluation of
some assets, which invariably leads to an unrealistic risk rating that could negatively impact
the risk management process. In addition, the data revealed that when a risk is identified in
a particular department, it takes a considerable amount of time to identify the asset owner
and takes even more time to mitigate the risk due to poor communication. The generic nature
of ISRM standards instructions and guidelines from previous literature has also been

identified as a pressing challenge.

Another challenge identified was the language barrier as when translating standards
and policies from English to Arabic, misinterpretations can be generated. Finally, the study
revealed that due to the increasing number of ISRM approaches available, choosing the
appropriate ISRM standard becomes difficult. In this sense, the proposed model can help
organisations implement ISRM and effectively protect their information assets. These
revelations make it safe to infer that many ISRM challenges confound organisations in Saudi

Arabia.

From the third sub-objective of the study, the third research question was formulated:
“What are the factors that must be considered when developing an effective ISRM model for

large Saudi Arabian organisations?”

This research considered the People Process Technology dimensions for improving
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information security risk management in large Saudi Arabian organisations. Based on the
literature review, the semistructured interviews and focus groups (with participants from
organisations, public universities, government agencies, and IT vendors within Saudi Arabia)
were defined and validated 14 factors that influence ISRM effectiveness in large Saudi Arabian
organisations. The factors are grouped in the people, process, and technology dimensions as

follows:

e People. Crucial for successful implementation and maintenance of risk management
in an organisation is considering employees' behaviour towards information security.
For this reason, an organisation needs a trained team that understands the risk
culture, focuses on improving security awareness, provides security-specific training
regularly, and improves the organization's security culture to comply with information
security policies and procedures in organisations. The people dimension includes the
following factors: national culture, ethical culture, education and training,

management commitment, and risk transparency.

e Process. The enabling of an operation or task in an organisation that produces a
specific goal. To successfully manage an organisation’s IT risk is the audit for an IT
infrastructure that needs to meet quality minimum requirements according to policies
and standards, with the cooperation between departments to address challenges.
Likewise, employees with clarity on roles and responsibilities perform better and
contribute to successful ISRM in Saudi organisations. In addition, it is important to
share information security knowledge because the field changes rapidly, and new
threats and information security best practices could potentially improve
organisations’ security posture. The process dimension includes the following factors:
information systems audit, information security knowledge sharing, information

security policies, roles and responsibilities, and cross-departmental collaboration.

e Technology. This corresponds to tools and techniques people use to work and
communicate efficiently, including information systems and digital technologies that
are changing the way business is being executed. The literature emphasised the
importance of employees' attitudes and behavioural intentions as predictors of actual

information security compliance, where information security awareness is one of the
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strongest lines of defence in organisations against IT threats. Culture and education
play a major role in the entire organizations' awareness level, hence the importance
of IS awareness programs in organisations as a precautionary measure to prevent
information security risks, third-party to technological support, or using management
automation tools that require a dedicated budget. The dimension includes the
following factors: ongoing information security awareness program, information
security awareness measurement, third-party management, and risk management

process automation.

7.2 Research Significance

This project is a valuable resource for academics, researchers, and practitioners in
information security risk management in large Saudi Arabian organisations. The main
contribution of this study is the ISRM implementation challenges, ISRM standards level of
compliance and the regional-specific ISRM model for large Saudi Arabia organisations based
on newly identified factors considering national culture reflecting the context situation. The
literature review provided the essential theoretical background to determine the research
gap. The semistructured interviews and focus groups were essential to define and validate
the factors influencing ISRM effectiveness in large Saudi Arabian organisations. In this way,
the significance of this model lies in understanding the ISRM effectiveness considering
cultural and social implications in Saudi Arabia. Likewise, the proposed ISRM model can serve
as a reference for similar economies considering that organisations face digital
transformation processes, and also adopting and using digital technologies that require best
practices to protect information assets. There are several implications for further research

which may expand on the insights yielded by this research.

This research also has practical implications. Based on the model that improves ISRM
implementation effectiveness in large Saudi Arabia organisations, the project contributes to
the awareness of ISRM in Saudi Arabia to assist organisations in adopting ISRM and
implementing it more effectively. The outcomes of this research will be relevant to both
public and private organisations belonging to different economic sectors to implement ISRM

and effectively protect their information assets. The ISRM model can make organisational
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business processes more efficient and resilient to cybercrimes in response to rapid
technological change. Moreover, it is also relevant to other Gulf Cooperation Council (GCC)
countries due to its cultural, commercial, and economic similarities serving as a base for

further studies, assisting organisations in adopting ISRM in developing economies.

7.3 Research Limitations

All research projects suffer from limitations that generate complications in fulfilling
the research objectives, providing directions for future research. The model development had
not considered the following control variables, which may produce different statistic results

such as industry type, education level, and organisation maturity level.

Due to the sensitivity of the research topic and the confidentiality of the data, it was
not unproblematic to convince potential participants to contribute to this research. The study
participants were reluctant to disclose information that might be considered confidential.
Considering that the study addressed security issues in the organisation, the participants
refrained from answering the questions openly, fearing that their answers would go against
the organization's policies, or, worse, could affect their organisation's reputation. In this
sense, to avoid low participation, the researcher designed general research questions about
security that would not cause a breach of the confidentiality clause or the divulgence of

sensitive organisational data.

The search for candidates to participate in the study took several months, and LinkedIn
allowed to approach and recruit the participants. After that, they were contacted via email.
The researcher conducted semistructured interviews and focus groups with the obtained
sample size via WebEx and Zoom online meeting platforms. Despite these efforts, the

response rate was low, approximately 10 percent.

Additionally, there can be a biased response in interview and focus group data. Cultural
factors such as saving face, inability to accept criticism, and believing “everything is fine”

affected the responses, especially when interviewing management participants.

Another limitation was the limited budget available for research. Saudi Arabia is
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geographically large and the population is dispersed widely. The researcher could not afford
travel costs, such as flights and accommodation, especially since there were three phases of
data collection. This financial limitation was compounded because the researcher is based in
Australia. In addition to distance, the time zone difference between Australia and Saudi
Arabia was also a limitation because it made contacting participants more challenging. These
variables also influenced the communication with universities and the smooth scheduling of

participants for data collection.

Although it was difficult to avoid all limitations during project execution, the research
presents a useful perspective regarding the factors required to introduce the ISRM model in

Saudi Arabia organisations successfully.

7.4 Future Research

Based on the findings, contributions, and limitations of the research, future research may

include the following:

o Apply the ISRM model to Saudi Arabia and other countries in the region, such as Gulf
Cooperation Council (GCC) countries, and other Middle Eastern countries that share a
similar culture. To this end, the countries should be explored, initially identifying legal
and cultural aspects. Depending on the results, adjustments to the initial model can

be proposed.

e Benchmark the proposed ISRM model from this research on security controls of any
available ISRM standards such as ISO 27005 or NIST. This way, the applicability of the

model can be deepened.

e Conduct a comparative study between Saudi organisations and other developed
countries such as Australia, deepening in public policies existing in the country related

to the massification of information and communication technologies in organisations.

e Conduct case studies or focus groups to gather rich contextual data on different means

of creating a security culture in developing countries such as Saudi Arabia.

205



e Replicate the research in different environments and cultures to determine the role

of culture in ISRM effectiveness.

e Conduct the research with small- and medium-sized enterprises as a unit of analysis,

comparing the results with this research outcome.

7.5 Summary

The present research aimed to develop an effective ISRM model for large Saudi Arabian
organisations. This research identified 14 factors grouped in PPT dimensions that influence
organizations' information security risk management. These findings of this study suggest that
most Saudi Arabian organisations have no set guidelines that aid the selection of appropriate
ISRM standards. The findings will be of interest to understand why Saudi organisations have
low information security levels and are exposed to related risks, contributing to an
understanding of how ISRM practices must be aligned with organisational goals and
objectives. The most important limitation lies in the fact that the model development had not
considered the following control variables: industry type, organization size, education level,
and organisation maturity level. In addition the study participants were reluctant to disclose
information that might be considered confidential. Despite its limitations, the study certainly
adds to the understanding of the factors required to successfully introduce the ISRM model
in Saudi Arabian organisations. Further research might explore the applicability of the
research model in different environments and cultures to determine the role of culture in
ISRM effectiveness. Another important practical implication is that this research will be
relevant to both public and private organisations in different economic sectors to implement

ISRM and effectively protect their information assets.
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Version Number: 2.1
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What is the Project About?
Existing Information Security Risk Management (ISEM) frameworks provide a common
approach. ISEM has much in common with other security approaches however, it is very
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identifying an organization's assets as well as team members’ lack of experience are
considered major factors of information security risk management, but these lack effectiveness
in the Saudi Arabian context.

The overall research objectives are to develop an ISEM framework, based on existing ISRM
frameworks, to operate in the context of Saudi Arabian organisaticns, as well as to revealing
critical factors of an adopted and developed ISRM framework for Saudi Arabian context.
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1. To determine the key success and failure factors of effective ISREM implementation.

2. To determine the critical factors necessary for developing ISREM framework applicable for
Saudi Arabian enterprise crganisations.

3. To develop ISEM framework bazed on existing |ISRM frameworks that works in the Saudi
Arabian context.

This research will propase a new conceptual Information Security Risk Management (ISRM}
framework more appropriate for Sawdi Arabian organisations. This new framework will be
based on current ISRM frameworks and will develop an applicable and effective Information
Security Risk Management design theory for Saudi Arabia.

The significance of this framework lies in its understanding of the Information Security Risk
Management issues considering cultural and social complications in Saudi Arabia because
there is evidence of compromise of ISREM as it is practiced in Western Countries. There is Iittle
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add to the knowledge base for further research and practice, and in an extension of knowledge
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in ISEM in Saudi Arabia, and due its culiural, commercial and economic similarities to other
countries in the Gulf, serve as a base for comparative studies between western countries and

Middle Eastern countries.

All Participants are adults with IT security experience. Parficipants will be 15-20 interviewees
from different organisation from Saudi Arabia. Also, 2-3 focus groups with a total of 6

participants for each.

Who is doing the Research?
The project is being conducted by Naser Alshareef and supervised by Dr. Paul Alexander.
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Skype, Facetime or regular phone call. Interviews will be voice recorded where the
researcher will provide the inferviews transcripts after completfing all interviews.

Thers will be no cost to you for taking part in this research and you will not be paid for
taking part.
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Are there any benefits’ to being in the research project?
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Develop ISRM Framework for Sawdi Organisations fo Improve IT Securty Management

Are there any risks, side-effects, discomforts or inconveniences from being in the research
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The information we collect in this study will be kept under secure conditions at Curtin
University for 7 years after the research has ended and then it will be destroyed.

You have the right to access, and request correction of, your information in accordance with
relevant privacy laws.

The results of this research may be presented at conferences or published in professional
journals. You will not be identified in any resulfs that are published or presented.

Whiist all care will be taken to maintain privacy and confidentialify of any information shared
at a focus group or group discussion, you should be aware that you may feel embarmrassed
or upset if one of the group members repeats things said in a confidential group meeting
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We are not able fo send you any resuits from this research as we do not collect any
personal information to be able to contact you.
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Just tell us that you want to stop. Please let us know you want to stop so we can make sure
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not to take part or start and then stop the study, it will not affect your relationship with the
University, staff or colleagues. If you chose to leave the study we will use any information
coliected unless you tell us not to.

What happens next and who can | contact about the research?

« Researcher: Naser Alshareef Supervisor: Dr Paul Alexander
e n.alshareef@student.curtin.edu.au @cbs.curtin.edu.au
Phone# +96600000000 Phone# +61 8 9266

If you decide to take part in this research we will ask you fo sign the consent form. By
signing it is telling us that you understand what you have read and what has been
discussed. Signing the consent indicates that you agree to be in the research project.
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will be given a copy of this information and the consent form o keep.

Curtin University Human Research Ethics Committee (HREC) has approved this study. Should you
wish to discuss the study with someone not directly involved, in particular, any matters conceming
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APPENDIX 2 Consent Form

Curtin University

CONSENT FORM

HREC Project Number: RDBS-19-16

Information Security Risk Management (ISRM) Model for

Project Title: 5 3 R
Saudi Arabian Organisations
Principal Investigator:  Dr Paul Alexander
| Associate Professor
Student researcher: Naser Aishareef
Version Number: 2.1
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« | have read, the information statement version listed above and | understand its contents.

« | believe | understand the purpose, extent and possible risks of my involvement in this project.

« | voluntarily consent to take part in this research project.

« | consent to being audio recorded.

« | have had an opportunity to ask questions and | am satisfied with the answers | have received.

« | understand that this project has been approved by Curtin University Human Research Ethics
Committee and will be carried out in line with the National Statement on Ethical Conduct in
Human Research (2007) — updated March 2014.

« | understand | will receive a copy of this Information Statement and Consent Form.

Participant Name

Participant Signature

Date

Declaration by researcher: | have supplied an Information Letter and Consent Form to the
participant who has signed above, and believe that they understand the purpose, extent and
possible risks of their involvement in this project.

Researcher Name
Researcher
Signature
Date
Note: All parties signing the Consent Form must date their own signature
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APPENDIX 3 Invitation Letter

Curtin University

School of Information Systems

Information security risk management model (ISRM) for Saudi Organisations

This is Naser Alshareef, Saudi PhD candidate in the school of information systems at Curtin
University in Western Australia. | am conducting research in information security risk management
in Saudi organisations. My research aims to identify factors that influence ISRM in Saudi
organisations.

This email is to request your permission to participate an online interview. The interview duration is
expected to be from 30-50 minutes. If you would like to participate, you will provided with a link via
email to access the WebEx online meeting room. Your participation is anonymous and your identity
will not be published or disclosed.

| will keep you updated on my results of this study and at the end of my degree | will share with you
the ISRM model.

If you would like to participate, please contact me at the email or number listed below to discuss
your participation and email you the "participant information sheet" to understand more about my
study, and later we can start off the interview.

Your help and cooperation is highly appreciated

Regards,
MNaser Alshareef

Perth, Western Australia
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APPENDIX 4 Semistructured Interview

Introducing the researcher to participants:

I’m Naser Alshareef, a PhD student at Curtin University. My PhD research is to improve

information security risk management framework in Saudi organizations. This interview is to

gather data from you to facilitate my research findings. Data collected will follow

confidential and your personal information including your name and organization will be

anonymous. You are free to skip questions and withdraw the interview at any time at your

convenience. The interview will be voice recorded for transcription matters only. If you wish

not to, please let me know.

The interview Questions

1.

N o v MW

10.

11.

12.

13.
14.

15.

| would like to start with your experience, how long have you been working for this
organization and what is your job title?

Please describe your organization working field?

What is your organization size?

Who is responsible for IT security in your company “Job Title”?

To whom does your information security organisation’s head report to?

In your opinion, what is Information Security Risk Management ISRM?

Does your organisation comply with any international ISRM framework or best
practices? If yes, what is it?

Is your organisation ISRM certified?

Why did you comply with this standard or framework among others?

Do you have a corporate level information security policy? If yes, how often do you
review and update?

How effective is the ISRM framework or methodology you adopt for your
organization security?

What are the factors that could hinder the compliance of an ISRM framework or
methodology in your organization?

Do you evaluate your Information Security risk using audit reviews?
Which security measures has your organisation implemented?

What do you consider to be your greatest security risk for your organization?

241



16.

17.
18.

19.
20.

21.

22.

Does Saudi Arabia’s culture had any effect on the implementation of ISRM? In terms
of policy compliance or privacy perspectives?

Do you measure employees information security awareness level? How?

Does your organisation provide employee training to raise information security
awareness? How often?

Do you share ISRM knowledge with other Saudi organizations?

Does your organization outsource any of information security areas? If yes, what are
they?

How does your organisation ensure an adequate and appropriate level of
information security over third parties?

What are factors that could improve the effectiveness of the ISRM standard to best

fit your organization?
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APPENDIX 5 Focus Group

Introducing the researcher to participants:

I’m Naser Alshareef, a PhD student at Curtin University. My PhD research is to improve
information security risk management framework in Saudi organizations. This focus group
interview is to gather data from you to facilitate my research findings. Data collected will
follow confidential and your personal information including your name and organization will
be anonymous. You are free to skip questions and withdraw the interview at any time at
your convenience. The interview will be voice recorded for transcription matters only. If you
wish not to, please let me know.

The focus group questions

1. Areyouinvolved in any information security risk management activities in your
organisation?

2. Do you believe that it would be more effective to enhance international ISRM
standards to best fit Saudi organisations? How?

3. If you could add or remove any factors from the new ISRM model provided, what
would it be? Why these specific factors are essential?

4. Of all the things we've talked about, what is the most important factor that you may
reconsider in your organisation’s ISRM activities in the future?

5. How likely do you think will the new ISRM model assist the ISRM compliance of Saudi

organisations?
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APPENDIX 6 Arabic Version of the Proposed ISRM Model

i ghaal) Ol Cilaaly,
e glral) a5 g4y
b pall 48 L
A gpeall g ) gty

245



	Declaration
	Acknowledgments
	Abstract
	Published work
	Table of Contents
	Table of Figures
	List of Tables
	CHAPTER 1. INTRODUCTION
	1.1 Background
	1.2 Problem Statement
	1.3 Research Objectives
	1.4 Research Questions
	1.5 Theoretical Contribution
	1.6 Practical Contribution
	1.7 Research Method and Design
	1.8 Research Outline and Structure
	1.9 Summary

	CHAPTER 2. LITERATURE REVIEW
	CHAPTER 2.
	2.1 Introduction
	2.2 Information Security
	2.3 Risk Management
	2.4 Information Security Risk Management “ISRM”
	2.5 Information Security Risk Management Frameworks
	2.5.1 NIST SP800 Series
	2.5.2 ISO/IEC 27005
	2.5.3 COBIT 5
	2.5.4 Challenges in the Existing ISRM Frameworks

	2.6 The Influence of Culture in Information Security
	2.6.1 National Culture
	2.6.2 Information Security and Culture

	2.7 Information Security Risk Management in Saudi Arabian Organisation
	2.7.1 Saudi Arabia Profile
	2.7.1.1 Economy
	2.7.1.2 Saudi Arabian Culture
	2.7.1.3 ICT
	2.7.1.4 Political Conflicts and Cybersecurity

	2.7.2 Information Security in Saudi Arabia
	2.7.3 ISRM Compliance in Saudi Arabian Organisations

	2.8 Factors Influencing ISRM in Saudi Arabia Organisations
	2.8.1 People
	2.8.1.1 National Cultural
	2.8.1.2 Management Commitment and Support
	2.8.1.3 Information Security Policies Non-compliance Behaviour
	2.8.1.4 Low Information Security Awareness
	2.8.1.5 Shortage of Skilled Information Security Professionals

	2.8.2 Process
	2.8.2.1 Sharing of Information Security Knowledge
	2.8.2.2 Information Security Policy (ISP)
	2.8.2.3 ICT Outsourcing
	2.8.2.4 Information Technology Audit

	2.8.3 Technology
	2.8.3.1 Risk Management Technology Tools
	2.8.3.2 Information Security Awareness Measurement


	2.9 The Reasons for Developing an ISRM Model for Saudi Arabian Organisations
	2.10  Summary

	CHAPTER 3. RESEARCH METHODOLOGY
	CHAPTER 3.
	3.1 Introduction
	3.2 Research Philosophy and Strategy
	3.2.1 Positivism Research
	3.2.2 Interpretive Research
	3.2.3 Critical Theory Research
	3.2.4 Research Philosophy and Strategy Choice

	3.3 Research Approach
	3.3.1 Inductive and Deduction
	3.3.2 Qualitative and Quantitative
	3.3.3 Research Approach Choice

	3.4 Research Time Horizons
	3.5 Research Design
	3.5.1 Research Background and Objectives
	3.5.2 Literature Review
	3.5.3 Data Collection
	3.5.3.1 Semistructured Interviews
	3.5.3.2 Focus Group
	3.5.3.3 Sampling and Participants Characteristics
	3.5.3.4 Ethical Procedures

	3.5.4 Research Quality
	3.5.4.1 Validity
	3.5.4.2 Reliability


	3.6 Data Analysis
	3.6.1 Ethical Considerations

	3.7 Limitations
	3.8 Summary

	CHAPTER 4. RESEARCH FINDINGS
	CHAPTER 4.
	4.1 Introduction
	4.2 Main Findings
	4.3 Demographics Questions
	4.4 Information Security Team
	4.5 ISRM Practices in Saudi Arabian Organisations
	4.5.1 ISRM Standards Compliance
	4.5.2 Selecting Applicable ISRM Standard
	4.5.3 ISRM Standards Effectiveness

	4.6 Factors Influencing the Effectiveness of ISRM Standards
	4.6.1 People
	4.6.1.1 National Cultural
	4.6.1.2 Management Support
	4.6.1.3 Education and Training
	4.6.1.4 Ethical Culture

	4.6.2 Process
	4.6.2.1 Information Technology Audit
	4.6.2.2 Roles and Responsibilities
	4.6.2.3 Information Security Knowledge Sharing
	4.6.2.4 Cross-Departmental Collaboration
	4.6.2.5 Information Security Policy (ISP)

	4.6.3 Technology
	4.6.3.1 Information Security Awareness
	4.6.3.2 Third-Party Management
	4.6.3.3 Risk Management Process Automation
	4.6.3.4 Measuring Information Security Awareness

	4.6.4 Summary of Group A Findings

	4.7 Demographics Questions
	4.8 ISRM Practices in Saudi Arabian Organisations
	4.8.1 Organisation’s ISRM Standards Compliance
	4.8.2 ISRM Standards Compliance
	4.8.3 Policy Enforcement by Saudi Organisations

	4.9 Factors Influencing the Effectiveness of ISRM Standards
	4.9.1 People
	4.9.1.1 National Cultural
	4.9.1.2 Management Support
	4.9.1.3 Education and Training

	4.9.2 Process
	4.9.2.1 Information Technology Audit
	4.9.2.2 Unclear Roles and Responsibilities
	4.9.2.3 Information Security Knowledge Sharing

	4.9.3 Technology
	4.9.3.1 Third-Party Management
	4.9.3.2 Lack of Information Security Awareness


	4.10 Summary of Group B Findings
	4.11 Summary

	CHAPTER 5. DISCUSSION
	CHAPTER 5.
	5.1 Introduction
	5.2 ISRM Compliance in Saudi Arabian Organisations
	5.3 ISRM Challenges in Saudi Arabian Organisations
	5.4 Factors Influencing the Effectiveness of ISRM Standards
	5.4.1 People
	5.4.1.1 National Culture
	5.4.1.2 Management Commitment and Support
	5.4.1.3 Ethical Culture
	5.4.1.4 Education and Training

	5.4.2 Process
	5.4.2.1 Information Technology Audit
	5.4.2.2 Clear Roles and Responsibilities
	5.4.2.3 Sharing of information Security Knowledge
	5.4.2.4 Established Information Security Policies ISP
	5.4.2.5 Cross-Departmental Collaboration

	5.4.3 Technology
	5.4.3.1 Ongoing Information Security Awareness Program
	5.4.3.2 Measurement of Information Security Awareness
	5.4.3.3 Third-Party Management
	5.4.3.4 Risk Management Process Automation


	5.5 The Enhanced ISRM Model
	5.6 Summary

	CHAPTER 6. EVALUATION OF THE ISRM MODEL
	CHAPTER 6.
	6.1 Introduction
	6.2 Data Interpretation
	6.2.1 The Need for Enhanced ISRM Standard
	6.2.2 People
	6.2.3 Process
	6.2.4 Technology

	6.3 Discussion
	6.3.1 People
	6.3.2 Process
	6.3.3 Technology

	6.4 Proposed ISRM Model for Saudi Organisations
	6.5 Summary

	CHAPTER 7. CONCLUSION
	CHAPTER 7.
	7.1 Summary of the Research
	7.2 Research Significance
	7.3 Research Limitations
	7.4 Future Research
	7.5 Summary

	REFERENCES
	APPENDIX 1 Participants Information
	APPENDIX 2 Consent Form
	APPENDIX 3 Invitation Letter
	APPENDIX 4 Semistructured Interview
	APPENDIX 5 Focus Group
	APPENDIX 6 Arabic Version of the Proposed ISRM Model

